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1. MTACHIOPT PABOYEHN ITPOTI'PAMMBI
MNPO®ECCHOHAJIBHOT'O MO YJIsA
IIM.02 3amuTa nudopManyy B ABTOMATH3HPOBAHHBLIX CHCTEMAaX
NPOrpaMMHBLIMH U IPOTPAMMHO-ANINAPATHLIMH CPEeICTBAMH

1.1. OOaacTp npuMeHeHHsI padoYel MPOrpaMMbl

Pabouas nporpamma npodeccuoHaIbLHOTO MOIYJIS SIBJISIETCSA YACThIO OCHOBHOM
npodeccuoHanbHON 00pa30BaTeIbHOM MPOrpaMMbl CpellHEero MpodhecCuOHaTBHOTO
o0pa3oBaHHsl - TMPOTrpaMMbl TOJATOTOBKH CIECIHAINCTOB CPEIHETO 3BEHA B
cootBerctBUM ¢ @®I'OC CIIO cmneumansHoctu  10.02.05  OOGecrnevyenue
nH()OPMAITMOHHONW 0€30MaCHOCTH aBTOMATHU3WPOBAHHBIX CHUCTEM B YaCTH OCBOCHHS
Buna nesrensHocT (BJl): 3amura mHGOpManuu B aBTOMaTU3HUPOBAHHBIX CHUCTEMaXx
NpPOTPaMMHBIMU U TMPOTPAMMHO-AMNIAPATHBIMUA CPEICTBAMU U COOTBETCTBYIOIIUX
npodeccuonanbupix  kommereHuui (I1K):

IIK 2.1. OcCyleCTBIATh YCTAHOBKY M HACTPOMKY OTJEIbHBIX MPOrPAMMHBIX,
IPOrpaMMHO-aIIAPATHBIX CPEACTB 3aUTUThI HHPOPMAIIUU.

IIK 2.2. OOGecrieunBaTh 3aUTY WHPOpMAIIUU B aBTOMATU3UPOBAHHBIX CHCTEMaX
OTJIETbHBIMU MPOrPAMMHBIMHU, TPOTPAMMHO-ANIAPATHEIMU CPEJICTBAMH.

IIK 2.3. OcymiecTBIATh TeCTUPOBaHUE (YHKIUH OTIEIbHBIX MPOTrPAMMHBIX H
IPOrpaMMHO-aINIMAPATHBIX CPEACTB 3aUIUThI HH(POPMALIUU.

IIK 2.4. OcymiecTBiATh 00pabOTKYy, XpaHeHHME U Tnepedadyy HHOOpMaLUK
OrPaHUYEHHOIO JIOCTYMA.

IIK 2.5. YHUUTOXKATh ~ MHPOPMAIMIO U HOCUTENH  HHPOpPMAIMH  C
UCIIOJIb30BAaHUEM ITPOTrPAMMHBIX U TPOrPaMMHO-ANNAPATHBIX CPEACTB.

IIK 2.6. Ocy1ecTBIATH pPErHCTPaLUIO OCHOBHBIX COOBITUI B

aBTOMATU3UPOBAHHBIX (MH(DOPMAIMOHHBIX) CHUCTEMaX, B TOM YHCIIE C
WCIOJB30BaHUEM MPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEJICTB
OOHapy>XeHUs, TMPEAyNpPeKACHUS W  JUKBUJALMM  TOCIEICTBUMA
KOMIIBIOTEPHBIX aTaK.

1.2. Heam u 3agmaum [IM - TpeOoBaHus K pe3yjJbTaTaM OCBOEHMS
npo¢ecCHOHATIBLHOT0 MOXYJIs

C 1enpio OBNAICHUS YKA3aHHBIM BUIOM NMPOGECCUOHANBHON JEATENbHOCTH U
COOTBETCTBYIOIIMMH MPO(HECCUOHATBHBIMU KOMIETEHIUAMUA O0YYaIOIUKACS B XOJ€
OCBOEHUS TPOrPaMMBbI MPOPECCUOHATBHOTO MOyl JOJKEH:

HMeTh MPAKTHUYECKUH ONbIT B:

Ol ycTraHOBKH, HACTPOWKH MPOrPAaMMHBIX CPEACTB 3aIUThl MHPOpPMAIUN B
aBTOMATU3UPOBAHHOU CUCTEME;

O2 obecrieueHust 3alIMTHl aBTOHOMHBIX aBTOMAaTHU3MPOBAHHBIX CHCTEM
MPOTrpaMMHBIMU ¥ IPOTPAMMHO-AIIAPATHBIMU CPEJICTBAMU;

O3 rtectupoBaHus (PYHKIMH, AMATHOCTHKA, YCTPAHEHUS OTKA30B u
BOCCTAaHOBJIEHUS] Pa0OTOCIOCOOHOCTH MPOTPaMMHBIX W MPOTrpaMMHO-aNMapaTHBIX
CPENCTB 3alIUThl HH(OPMAIIY;



04 pewenus 3anay 3amwutel oT HCJI k nH(popManuy orpaHu4eHHOro 10CTyIa
C TOMOIIBIO MPOTPAaMMHBIX M MPOTrPAMMHO-AMIAPATHBIX CPEACTB  3AlUTHI
uHbOopMaIuy;

OS5 mpuMeHEeHHs 3NEKTPOHHOW MOJMUCH, CHMMETPUYHBIX M aCUMMETPHYHBIX
KpUNTOrpapuuecKux aaropuTMOB U CPECTB MU(DPOBAHUS TaHHBIX;

06 yuéra, 00pabOTKM, XpaHEHHUA M Tepedaud HH(opManuu, TSI KOTOPOU
YCTaHOBJIEH PEXHUM KOH(DUIEHIINAIBHOCTH;

O7 paboThI ¢ NOACUCTEMAMH PETUCTPALIUN COOBITUH;

O8 BbIsIBIICHUS COOBITUN U MHIUACHTOB O€30IaCHOCTH B aBTOMATU3UPOBAHHOU
CUCTEME.
yMeThb:

VY.l ycraHaBiMBaTh, HACTPAUBATh, IPUMEHATH IPOIPAMMHBIE U IPOIPAMMHO-
anmnapaTHbIE CPEJICTBA 3AIUTH HHPOpMALHY;

V.2 ycraHaBiuBaTh W HAacTpauBaTh CPEACTBA AHTUBHUPYCHOM 3alllUTHl B
COOTBETCTBUH C MPEABSABIIEMbIMA TPEOOBAHUSIMU;

V¥.3 amarHOCTHPOBaTh, yCTPAHATH OTKa3bl, 00ECIeYnBaTh pabOTOCIIOCOOHOCTh
U TECTUPOBATh (PYHKLIHUU MPOrPaMMHO-AIMAPATHBIX CPEICTB 3aLUTHI HH(POPMAIIUY;

V.4 npuMeHsATH NPOTrpaMMHBIE W MPOTPaAaMMHO-aNMNapaTHBIE CPEACTBA IS
3amuThl HHGOpMaIMK B 0a3ax JaHHBIX;

V.5 npoBepsTh BBHINOJIHEHHE TPEOOBAHMW MO 3amMTe HHPOPMAIMH OT
HECaHKIIMOHUPOBAHHOI'O JOCTyNa IpPU aTTeCTallMM OOBEKTOB MH(OpMATH3ALUHU IO
TpeOboBaHUSIM 0€30MaCHOCTU UH(OPMAITUH;

V.6 npumeHsTh MaTeMaTHYECKUN amnmnapat TUISL BBINOJIHEHUS
KpunTorpaduueckux npeoOpa3zoBaHmii;

V.7 ucnonb3oBaTh TUIOBBIE NMPOTrPaMMHbBIE KpUIITOrpapUuecKUe CpeaCcTBa, B
TOM YHCJIE AIEKTPOHHYIO MOJIHUCH;

V.8 mpuMeHSTH CpeCTBA FAPAaHTUPOBAHHOTO YHUUTOKEHUSI HHPOpMAIUY;

Y.9 ycranaBnauBaTh, HACTPAUBATh, IPUMEHATH MPOrPAMMHBIE U TPOrPAMMHO-
anmapaTHbIe CPEJICTBA 3AIUTH HHPOPMAIIH;

VY.100cymecTBasATh MOHHUTOPUHT W PETHCTPALMIO CBEACHHUH, HEOOXOAMMBIX
JUIS  3alIUThl OOBEKTOB HMH(POpMATH3AlMU, B TOM UHCJIE C HCIOIb30BAHHEM
IPOrPaMMHBIX u MPOrpPaMMHO-AMIMapaTHBIX CpEICTB oOHapyX eHHUs,
npenynpexaeHNs U JIUKBUAALNN TOCIEACTBUI KOMITbIOTEPHBIX aTakK.
3HATh:

3.1 oco0eHHOCTH U CIOCOOBI NMPUMEHEHHS] MPOrPAMMHBIX M IPOrPaMMHO-
anmnapaTHbIX CPEJICTB 3alUThl HMH(OpPMALMKU, B TOM YMCIE, B OINEPALMOHHBIX
CUCTEMAaX, KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

3.2 Meroabl TECTUPOBaHMS  (PYHKUMHA  OTHEIBHBIX MPOTrPaMMHBIX U
IPOrpaMMHO-AIAPAaTHBIX CPEICTB 3aIUTHI HH(OPMALIUY;

3.3 TuUmoBble MOJENW YNpaABICHHUS JIOCTYNOM, CpPEACTB, METOJOB H
IPOTOKOJIOB UJICHTU(DUKALINY U Ay TEeHTHU(PUKAINY;

3.4 OCHOBHBIE MOHATHS KpUOTOrpadUUd W THUIMOBBIX KPUOTOrpadUUECKUX
METOJIOB M CPEICTB 3aIUTHI HH(POPMALIUY;

3.5 0co0eHHOCTH M CMOCOOBI MPUMEHEHHUS MPOrPaMMHBIX U MPOrPaMMHO-
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anmnapaTHbIX CPEACTB rapaHTUPOBAHHOIO YHUUYTOXEHUS MHPOPMAIIUH;

3.6 TUNOBBIE CpEACTBA MU METOABl BEACHUS ayauTa, CPEACTB U CIHOCOOOB
3alUThl UHGOPMAILIMU B JIOKAJIBHBIX BBIUMCIUTENBHBIX CETSIX, CPEICTB 3alIUTHI OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

Ilepeyens 3HAHMHM MU YMEHHMH B COOTBETCTBMH C NPO(ecCHOHATbHBIMH
CTAHAAPTAMH «Crnenuaaucr no 3amure uHpopmanuu B
TeJIeKOMMYHHKAIMOHHBIX CHCTEMax M CeTAX», YTBEP:KICHHOr0 NPHKAa30M
MuHucTepcTBa TPYAAa U couMaabHOM 3amuThl Poccuiickoii @enepanun ot 14
ceHTs10pst 2022 r. Ne 536H, «Cneunajauct mo 0e30MACHOCTH KOMIILIOTEPHBIX
CHCTEM H ceTeil»,  YTBEpP:KAECHHOr0 npukKa3om MuHHCTepcTBA TpyAa H
counaabHoii 3amuThl Poccuiickoint @enepaunm ot 14 cenrsaopsa 2022 r. Ne 533H.,
«Crnenuajauct mo 3amure HHGopMauuu B aBTOMATH3HMPOBAHHBIX CHCTEMAaX»,
YTBEpP:KACHHOI0 IpHKa3oM MMHHCTEpPCTBA TPyAa H COLMAJIBHOH 3allUThI
Poccuiickoii @enepaunu ot 14 cenrsaops 2022 r. Ne 525H., «Cnenmanucrt mno
TeXHHYECKOH  3ammre  HHpopManum», YTBEP:KIEHHOI0  NPHKA30M
MuHucTepcTBa TPyAa M COUHUAIBLHON 3ammThl Poccuiickoii @exepauuu ot 9
aBrycrta 2022 r. Ne 474H., KoOTOpbIe AKTYAJIM3MPYIOTCH IPH H3YyYEeHHUH
MEKIMCUMIVIMHAPHOTO Kypca:

1) cmocoOsl 3amKTE UHOOPMALIMK OT YTEUKH 110 TEXHUYECKUM KaHaJlaM;

2)  OCHOBHBIE METOJIbl YIIPABIICHUS 3alIUTON HHPOPMAIUH;

3) T[puUMEHATh AHTUBUPYCHBIE CpPEACTBA  3alllUThl  MHpOpMALUU B
ONEPALMOHHBIX CUCTEMAX;

4) opraHu3alMOHHBIE MEPHI MO 3aLUTE HH(POPMALIHH.

Ilepeyens,  3HAHMH, YMeHUIl, HABBIKOB B  COOTBETCTBHMM  CO
cnenqupurkanmen YEeMIIUOHATHOI0 [JBUHKEHHUSI MO0 MNPOoPecCHOHAIBLHOMY
macrepcTBy «lIpodeccuonans» kommereHuun KopnoparuBHasi 3ammura oT
BHYTPEHHHUX yrpos HHGpoOpMaALMOHHOM 0e3omacHoOCTH, KOTOpHBIe
AKTYAJIU3UPYIOTCSH NIPHU U3yYeHUH Y4eOHOM TUCIUILINHBI:

1) 3HaTh W TOHMMATh: THIMOBOW HA0Op OOBEKTOB 3aIUTHI, MPUOPUTETHI
J0CTyIa K “H(POpPMaIIiy, TUTIOBBIE POJIU MTOJIH30BATENCH;

2) 3HaTh M NOHUMATh: KaHAJIbI IEPEAAUYM JAHHBIX: ONPEAEICHUE U BUJIBL;

3) 3HaTb W  TNOHUMATh: TEXHOJOTMU  PabOTBl C  MOJUTUKAMU
nH(pOopMaIIMOHHOM 0€30MaCHOCTH;

4) yMeTb: co3nath OOBEKTHl 3amUThl W noauTuky Wb, wucnonb3ys
TE€XHOJIOTUU aHAJIN3a B CUCTEME KOPIIOPATUBHOM 3aIlUThI;

5) yMmeTh: aIMUHUCTPUPOBAHUE  ABTOMATU3UPOBAHHBIX  TEXHUYECKUE
CpelcTBa yIpaBJieHUs! U KOHTPOJS HHGOPMAIIMU U HHPOPMALIMOHHBIX TOTOKOB,;

6) yMeTh: cO3laThb B CHCTEME MAaKCHUMaJbHO TIOJIHBI Ha0Op MOJUTHUK
0€30MacHOCTH, IEPEKPHIBAIOIINKA BCE BO3MOXHBIE KaHajbl MEpeNayd JaHHBIX U
BO3MOYKHbBIEC HMHIUAJICHTHI.

1.3. Ilmanupyemble JIMYHOCTHBIC Ppe3yJbTaTbl OCBOCHUsI padoueil
NMPOrpamMmabl



JIP 4. IlposiBAsolMid U AEMOHCTPUPYIOIIHMM yBaKEHUE K JIIOASM TPyAa,
OCO3HAIOIIMN LIEHHOCTh COOCTBEHHOTo Tpyaa. Ctpemsiuiics K (HOpMHUPOBAHHUIO B
CETEeBOM cpelie JIMYHOCTHO U MPO(EeCCHOHATHHOTO KOHCTPYKTUBHOTO «ITU(POBOTO
ciena»

JIP 7. Oco3Haiomuii NOPUOPUTETHYI0 1EHHOCTh JIMYHOCTH YEJIOBEKA;
YBaXKAIOMNNA COOCTBEHHYIO M YYXXYI0 YHHUKAIBHOCTh B PA3UYHBIX CUTYyaIUsX, BO
Bcex (hopMax W BUJAX JIEATEILHOCTH.

JIP 9. CoOmoparomuii ¥ mNpomnaraHAUPYIONIMNA MpaBujia 3I0pPOBOTO U
Oe3omacHoro odpasza *HU3HH, CIOPTA; MPEIyNPEeKIAMUNA TUO0 MPeoa0IeBaAIOIINN
3aBUCUMOCTH OT aJIKOTOJIsl, TabaKa, MCUXOAKTUBHBIX BEIIECTB, a3apTHBIX UTP U T.1.
CoxpaHsIOIMil TCUXOJIOTHYECKYI0 YCTOWYHUBOCTh B CUTYaTUBHO CJIOXKHBIX WIH
CTPEMUTEIBHO MEHSAIOIINUXCS CUTYalUSIX.

JIP 10. 3a00TsIuiics 0 3aluTe OKpYKaroIIeh cpeibl, COOCTBEHHON U Uy>KOU
0€30MacHOCTH, B TOM YHCIie IUPPOBOIA.

JIP 11. [posiBasironuii yBayKeHHUE K 3CTETUUECKUM IIEHHOCTSIM, 00J1a1ar0IIHiA
OCHOBAaMHM 3CTETUYECKON KYJIBTYPBI.

1.4. Kon4yecTBO 4aCOB HA OCBOeHHE padoyeil mMporpaMMbl NMPo(hecCHOHATBHOTO
MOYJISL:

Bcero — 594 yacoB, B TOM YHCIJIE:

MaKCHUMaJIbHON yueOHOM Harpy3ku oOyuaromerocss — 594 yaca, B TOM 4ucCIe:
ayIUTOpHOU ydeOHOH paboTel oOywaromerocs - 324 dyaca, U3 HUX B (Qopme
PaKTUYECKOM MOArOTOBKM — 594 yaca, B TOM 4ucCle: NpakTHYEeCKuX 3aHATud 104
yacoB, Teoperuueckux 3aHsaTuil 190 wyacoB; KkypcoBas pabota — 30 wuyacos;
CaMOCTOSITENIbHON yueOHOM paboThl oOyuaromierocss — 12 yacoB; KOHCyJIbTanuu 24
yacoB; yueOHo! npakTuku — 108 yacoB; mpon3BoACTBEeHHOH npakTuku — 108 yacos;
9K3aMEH KBaJIM(UKAIIMOHHBINA — 6 4acoB.



2. PE3YJIBTATBI OCBOEHMUA
MPOPECCHUOHAJIBHOI'O MOAYJIA

PesynpTaTrom ocBoeHus paboyeil mporpamMmbl MPOQPECCHOHATBHOTO MOMYJIsS
ABIICTCS OBJNAJICHUE OOYYAIOUIMMUCS BUIOM JAEATEIBbHOCTU 3aluTa MHQOpMalu B
aBTOMATU3MPOBAHHBIX CHCTEMAaxX NPOrPaMMHBIMM M IPOIPAMMHO-ANIIapaTHBIMU
CpeICTBaMU, B TOM uucie npodeccuoHanbHbiMu KomnereHuusamu (11K):

Kon HaumeHoBaHue pe3yJbTaTa 00y4eHHs

OK 01 Bri6upaTh criocoOsI perieHus 3a1a4d npodeccuoHaabHOM AeSITEIBHOCTH,
MPUMEHUTEHHO K Pa3IMYHBIM KOHTEKCTaM

OK 02 Ocy1iecTBIATh OUCK, aHATN3 U HHTEPIPETAINIO HH(POPMAIIUY, HEOOXO MO IS
BBINOJIHEHUS 3a/1a4 IPO(HECCUOHATIbHON AEATENbHOCTU

OK 03 [TnanupoBaTh M peain30BBIBATH COOCTBEHHOE MPO(PECCHOHATBHOE U TMYHOCTHOE
pa3BuTHE

OK 04 PaboTaTh B KO/IeKTHBE U KOMaH 1€, Y)(PEKTUBHO B3aUMOICHCTBOBATH C KOJIETaMH,
PYKOBOJICTBOM, KIIMEHTaMH

OK 05 Ocy1mecTBIATh YCTHYIO U MUCbMEHHYIO KOMMYHHUKAIMIO HAa TOCYJapCTBEHHOM
A3BIKE C YUETOM 0COOEHHOCTEH COLMAIBbHOTO U KYJIbTYPHOT'O KOHTEKCTa
[TposBIATE rpa’kJaHCKO-MATPUOTHUYECKYIO MO3ULMIO, JEMOHCTPHPOBATh

OK 06 OCO3HAHHOE MOBE/ICHUE HAa OCHOBE TPAAMIIMOHHBIX 00IEYeI0BEYECKIX [IECHHOCTEH,
IPUMEHSTh CTaH1APThl AHTUKOPPYIIIMOHHOT'O TOBEICHUS

OK 07 ConeiicTBOBaTh COXPaHCHHUIO OKPYIKAIOIIEH CPEeIbl, PECYPCOCOEepEKEHHTO,
3¢ HEKTUBHO AEHCTBOBATH B UPE3BBIYANHBIX CUTYALIUAX
Hcnonb30Bathk cpeAcTBa PU3NUECKON KyIbTypHhl U1l COXPAaHEHUS U YKPEIUICHUS

OK 08 3JI0pOBBS B MIpoILIecce MPOPECCHOHATHHON ASSITETFHOCTH U TIOICPKAHUS
HEOOXOAMMOTO YPOBHS (pH3NUECKON TOATOTOBICHHOCTH

OK 09 Hcnonb30BaTh MHPOPMALTMOHHBIE TEXHOJIOTHH B IPOPECCHOHATBHOMN NeTEILHOCTH

OK 10 [Tonp30oBaTbes MpodecCHOHATBHON TOKyMEHTAIMEH Ha TOCYJapCTBEHHOM H
MHOCTPAHHOM SI3bIKaxX

IIK 2.1. Ocy1IecTBIATh YCTAHOBKY M HACTPOMKY OTAEIbHBIX MPOrPaMMHBIX, IPOTPAMMHO-
annapaTHbIX CPE/ICTB 3alUThl HH(OPMALIHH.

IIK 2.2. OOecneunBaTh 3amMTy WHGOPMAIMM B  aBTOMAaTH3MPOBAHHBIX  CHUCTEMax
OTJEJIbHBIMU MIPOTPAMMHBIMH, TPOrPaMMHO-AIAPATHBIMU CPEICTBAMH.

IIK 2.3. Ocy1iecTBIATh TECTUPOBaHUE (PYHKIIUI OTAEIBHBIX IPOTPAMMHBIX U IMPOrPaMMHO-
annapaTHbIX CPEICTB 3aUThI HH(OPMALHH.

IIK 2.4. OcymecTBiaATh 00pabOTKy, XpaHeHHE M TepeAadyy HMHGOpMalKUU OrpaHHYECHHOTO
JOCTyHa.

IIK 2.5. YHuuTOXKaTh HWHPOPMANMIO W HOCUTENIH HMHPOPMAIMK C HCIOJIb30BAaHUEM
MIPOTPaMMHBIX M ITPOrPAMMHO-AIIAPATHBIX CPEICTB.

IIK 2.6. OcCyImiecTBIATh PETUCTPAIIMIO OCHOBHBIX COOBITHM B  aBTOMAaTH3MPOBAHHBIX

(MHGOPMAITMOHHBIX) CUCTEMaX, B TOM YHCJIE C MCIOJIb30BAHUEM MPOTPaAMMHBIX U
POrpaMMHO-aNNapaTHBIX CPEJICTB OOHAPYKEHHUS, IPEIYNPEKICHUS U TUKBUIALUN
MIOCJICICTBHI KOMIIBIOTEPHBIX aTaK.




3. CTPYKTYPA U COAEP KAHUE NPOPECCUOHAJBHOI'O MOAYJIAA
3.1. O6bem npo¢hecCHOHAIBHOT0 MOAYJISA U BUAbI Y4€0HO0Il padoThl

O0bem npodeccnoHATLHOT0 MOAYJIS, aK. Yac

PabGora oﬁyqamumxcn BO B3aUMO/I€iiCTBMH C npemnoaaBaTejieM

Koabl Oo6yuenne mo MJIK IlpakTuka
npogeccuoHa
B T.4.
bHBIX HaumeHoBaHUS pa3ieoB Camocto
" JIa00PaTOPHBI
KOMIeTEeHIUi, npogeccCHOHAILHOT0 Bcero yaco | Br.u.B B T.4. e DAGOTI 1 ATeJbHA
KOJbI Moxyas” (makc. dopme JadopaTopH P B T.Y., 51 padoTta
NPaKTHYeCKH Koncya
JIMYHOCTHBIX yueoHas MPAaKT. Bceero, | wie paGornl KypcoBa IIpousBoact o0yuaro
€ 3aHATHUSA B YuedHas, bTAIIAH
pe3yabTaToB HATpy3Ka W | moaroro u bopme 51 padoTta qacOB BeHHasl, merocst
NMPaKTHKH) BKH 4acoB NMPaKTHYeCcK paKTHYECKO (mpoexr) 4acoB
ue 3aHATHUS, i , 4aCOB
4acoB
TOITOTOBKH,
4acoB
1 2 3 4 5 6 7 8 9 10 11 12
IIK 2.1 -TIK 2.6 | Paznen I mogyns. MJIK
OK.01.-OK.10 02.01. ITporpamMHBIE U
JIP 4,7,9-11 MIPOrpaMMHO-AIIapaTHBIE 210 210 180 48 48 30 * * * *
CpEICTBA 3aIHUTHI
nHpOpMaUN
IIK 2.1 -TIK 2.6 | Paznen I I momymns MK
OK.01.-OK.10 02.02 Kpunrorpaduueckue " % « « «
JIP 4,7.9-11 N — 162 162 144 56 56
nHhOpMaITIH
K 2.1 -TIK 2.6
OK.01.-OK.10 VII 02. VuebHas npakTuka 108 * * * * * 108 * * *
JIP 4,79-11
MK 2.1 -TIK 2.6 | IIII. 02.
OK.01.-OK.10 [IpousBoacTBeHHAs 108 * * * * * * 108 % %
JIP 4,7,9-11 | npaxruxa
DK3aMeH TI0 MOJIYIIIO 6
| Bceero: 594 372 324 104 104 30 108 108 12 *




3.2. Conep:xanue mpogeccuonaabHoro moayas IIM.02 3ammura uHpopManyu B aBTOMATH3HPOBAHHBIX CHCTEMAX

NporpaMMHbIMHA H IPOIrPAMMHO-ANINIAPATHLIMUA CPECACTBAMHA

1 2 3
HaumenoBanue paszgesnoB | CoaepxxaHue yueOHOro Mmarepuasa, 1adoparopabie padorsl u [IpakTnueckue 3aHTus, B TOM yucie B | O0bem
npogeccHoHAJIbLHOI0 ¢opme npakTHUYECKOH MOATOTOBKH, CAMOCTONAATEIbHAS padoTa 00y4aouuxcs, KypcoBasi padora 4yacoB
moayJs (ITM), (mpoekT)
MEKIN CHUIITMHAPHBIX
kypcoB (M/IK) u tem
1 2 3
Paznen 1 monyas. IllpuMeHeHne NporpaMMHBIX U IPOrPAMMHO-ANINIAPATHBIX CPeICTB 3alMThl HHpOpMauH 110
MJK.02.01. IIporpaMMHBI€ M IPOrPAMMHO-aNNIAPATHbIE CPEACTBA 3ALUTHI HH(pOpMALHHU 110
Paznen 1. OCHOBHbIE IPUHITUIIBI MPOTPAMMHOI M IPOrPAMMHO-ANINAPATHOM 321U THI HHGOPMAIK
Tema 1.1. Ilpenmer u 3amauu | Comep:kaHue y4eOHOro MaTepHuasa, B TOM Yucjie B popMe NPAKTHYECKOH MOATOTOBKH 6/6
POTPaMMHO-aNMapaTHOH IIpeamer u 3a1a4n IPOrpaMMHO-AINIAaPaTHOM 3aIUThl HHQOpPMAIUK 6/6
SAUMTEI HH(OpMAILHH OcHOBHbIE MOHATHS IPOrPaMMHO-AIAPATHOMN 3alIUTHl HHPOPMAIIUU
Knaccugukanus MeTo10B 1 CpeICTB MPOrpaMMHO-AIAPATHON 3aIllIUTHl HHPOPMALIUU
JlaGopaTopHble 3aHATHUS *
[IpakTuueckue 3aHsATHs, B TOM 4ucie B (hopMe MPaKTUYECKON MOATOTOBKH *
KonTtposnbHbie paboThl *
Tema 1.2. Crangaptsl | Conep:kaHue y4eOHOIr0 MaTepHuaJsa, B TOM Yucjie B (hopMe NPaAKTHYECKOH MOATOTOBKH 10/10
0€3011aCHOCTH HopmaTtuBHBIE IPaBOBBIE aKThl, HOPMATUBHBIE METOUYECKAE JOKYMEHTBI, B COCTaB KOTOPBIX BXOIAT 4/4
TpeOOBaHUS U PEKOMEHIAINH T10 3aIIuTe HHGOPMAITUHU MPOTPAMMHBIMHU U MIPOTPaAaMMHO-aIIapaTHIMU
cpenctBamu. [Ipoduin 3auuThl IPOrpaMMHBIX U MPOTPaMMHO-ANIapaTHRIX CPEICTB (MEXKCETEBBIX
HKPAHOB, CPEJCTB KOHTPOJISI CbEMHBIX MAIIMHHBIX HOCUTEJEH HHPOPMALIUH, CPEJICTB TOBEPECHHOM
3arpy3Ku, CpEACTB aHTUBUPYCHOM 3aIUThI)
CranpapTsl 110 3amuTe HHPOPMALIMHU, B COCTaB KOTOPBIX BXOAAT TPEOOBAaHUS U PEKOMEH/IAIUH T10 3aIUTe
nH(OpMaLMK TPOrPaMMHBIMH U TPOTPaMMHO-AIAPATHBIMHU CPEACTBAMH.
JlaGopaTopHble 3aHATHUS *
IIpakTHyeckue 3aHATHS, B TOM 4HucJie B popMe NPpaKTHYECKOH NMOATOTOBKH 6/6

O0630p HOPMATHBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOAMYECKUX JOKYMEHTOB I10 3allUTe
nH(pOpMaINY, B COCTaB KOTOPBIX BXOAAT TPEOOBAaHUS U PEKOMEHAINH T10 3aIIuTe HHOpMaIuu
IPOrpaMMHBIMU U TIPOTPaMMHO-aNIMapaTHEIMU cpefcTBaMu. PaboTa ¢ coaepKaHueM HOPMAaTUBHBIX
IIPaBOBBIX AKTOB.
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00630p cranmapToB. PaboTa ¢ copepkaHueM CTaHIapTOB

KonTtposnbHbIe pabOoThI

Tema 1.3. JamuieHsasn
aBTOMAaTHU3UPOBAHHAS CHCTEMa

Coaeprxanue y4eOHOro MaTepuaJia, B TOM 4yucie B GopMe NPaKTHYeCKOil MOATOTOBKH

10/10

ABTOMaTH3aIMs MIporecca 00padboTKH HHPOPMAITHH

IloHsiTHE aBTOMAaTU3UPOBAHHOU CUCTEMBI.

OcobenHocTH ABTOMATU3HWPOBAHHBIX CUCTEM B 3allIUIIICHHOM HCIIOJTHCHHUH.

4/4

OcHoBHbIe BUABI AC B 3alIIMIIIEHHOM HUCIIOJIHEHUH.

Mertoap! co3ganusa 0€30MacHbIX CUCTEM

MeTo0510T1sl TPOEKTUPOBAHUS FrapaHTUPOBAaHHO 3amuieHHbIx KC

JIMCcKpenMoHHbIE MOJETU

ManpgaTHEIE MOJEIH

JlabopatopHble 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4Hucie B popMe NPaAKTHYECKOH MOATOTOBKH

VYuert, 06padoTka, XxpaHeHue u nepegava napopmanuu B AVIC

OrpaHudeHue JOCTYyINa HA BXOJ B CUCTEMY.

Wnentudukanys u ayreHTU()UKALUS T0Ib30BaTeNIeH

Pasrpannuenue nocryma.

6/6

Perucrparnus coObiTuii (ayaur).

KoHTposb 11€T0CTHOCTH TAHHBIX

YHUUYTOXKEHHE OCTATOYHON WH(MOpMAITUH.

VYnpasnenue noiutukon 6e3omnacuocty. [11a6nonHb1 6e30macHOCTH

Kpunrorpaduueckas 3amura. O630p nporpamm mudpoBaHus TaHHBIX

VYnpasienue nonutukoit 6ezonacHocty. [labnonsl 6e30macHoCTH

KonrtposnbHbie paboThI

Tema 1.4.
HecTabunmm3upyroriee
BO3JCHCTBUEC HA O0BEKTHI
3QIIUTEI

Coaeprxkanue yueOHOro MaTepuaJia, B TOM 4ucie B GopMe NPaKTHYeCKOil MOATOTOBKH

HcTournky necTabIM3upyomero Bo3AHCTBUS Ha 00bEKThI 3aIIUThHI

Crioco0b1 Bo3ieiicTBUsI HA HH(GOPMAIIHIO

4/4

[TprurHBI 1 yCIIOBUS A€CTa0MIN3UPYIOIIETO BO3ICHCTBUSL HA HHPOPMAIIHIO

JlaGopaTopHbie 3aHATHUS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

1. Pacnpenenenue kaHajJOB B COOTBETCTBUM C ICTOYHUKAMU BO3ACHCTBUS

4/4

KonTtposnbHbie paboThl

Tema 1.5. [TpuHuuns
IIPOrpaMMHO-ANIapaTHON

Conep:kanue y4eOHOro MaTepuasia, B TOM 4ncjie B popMe NPaKTHYECKOH MOATOTOBKH

[ToHsiTHE HECAHKIIMOHUPOBAHHOTO TOCTyNa K MHPOpMAIII

6/6
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3amuThl THHOPMAITUH OT
HECAHKIMOHHUPOBAHHOTO
JOCTyTa

OcHoBHBbIE O1X01bI K 3amuTe nHpopmaruu ot HC/{

Opranuzanus gocryna K aiiinaM, KOHTPOJIb JOCTyIA U Pa3TpaHUYCHUE IOCTYTIA, HEPAPXHUUECKUI TOCTYTI K
¢aitnam. Oukcanus gocTyna K Qaiinam

JlocTym K JaHHBIM CO CTOPOHBI ITpoliecca

OcobeHHOCTH 3aMUTHI JaHHBIX 0T u3MeHeHus. Lludpopanue.

JlaGoparopHbie 3aHATHS

IIpakTHYecKHe 3aHATHA, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH 4/4

Opranuzanus gocryna K daiinam

O3HakoOMJICHHE C COBPEMEHHBIMH NIPOrPaMMHBIMU U IPOTPAMMHO-aIIapaTHBIMK CPEICTBAMH 3aIUTHI OT

HCA

KonTtposbHbIe paboThI *
Pa3nes 2. 3amuTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. OcuHoBbl 3amuThl | Comep:kaHue y4eOHOIr0o MaTepuasa, B TOM Yuciie B popMe NPAKTHYECKOH MOATOTOBKH 8/8
ABTOHOMHBIX Pa6ota aBToHOMHOI AC B 3aIlIUIIIEHHOM PEXKHUME 6/6
ABTOMATH3MPOBAHHBIX CHCTCM Anroputm 3arpy3ku OC. IllTaTHble cpeAcTBa 3aMbIKAHUSI CPENIBI

Pacmmpenue BIOS kak cpencTBo 3aMbIKaHUsI TPOTPAMMHOM Cpeibl

Cucremsl TuIIa DIEKTPOHHBIN 3aMOK. D3 ¢ IIPOBEPKOM 1IEIOCTHOCTH NMporpaMMHoi cpensl. [lonarue AM/I3

(moBepeHHas 3arpy3Ka)

[TpuMeHeHHe 3aKi1a/I0K, HAlIPABJICHHBIX Ha CHI)KEHUE () (DEKTUBHOCTHU CPEJICTB, 3aMbBIKAIOIIUX CPEy.

JlaGopaTopHbie 3aHATHUS *

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH 4/4

KonTtposbHbIe pabOThI *
Tema 2.2.3amura nporpamMmm Conep:kaHue y4eOHOIr0 MaTepuasia, B TOM Yncjie B popMe NPaKTHYECKOH MOATOTOBKH 6/6
OT U3Y4YEHHUS W3zyuenue u odparHoe npoektuposanue 110 6/6

Crnioco6s1 n3yuenus [10: cratnueckoe U TUHAMUYECKOE N3YUEHUE

3aauu 3aIIUTHI OT U3YYEHHSI U CTIOCOOBI UX PELICHHUs

3ammra OT OTJIAaKH.

3ammTa oT Au3acceMOIMPOBAHHUS

3amuTa OT TPaCCUPOBKH 110 IPEPHIBAHUSIM.

JlaGopaTopHbie 3aHATHS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOM MOATOTOBKH

KonTtposbHbIe pabOoThI
Tema  2.3. Bpenonocnoe | Cogep:kanue yueOHOro MaTepuajia, B TOM 4Hcie B popMe NPAKTHYECKOH MOATOTOBKHU 6/6
porpaMMHOe obecrieyeHre BpenonocHoe nporpaMMHoe obecriedeHre Kak 0coObli BUJ pa3pylIAIONINX BO3AEHCTBUI 4/4

12




Knaccudukamnus BperoHocHOro nporpaMmmHoro ooecredeHust. Cxema 3apaxkenus. Cpencraa
Heirpanuzanun BpegoHocHoro T10. [TpoduiakTruka 3apakeHus

[Touck cnenoB aktuBHOCTH BpenoHocHOTO [10. Peectp Windows. OcHOBHBIE BETKH, COIEPIKAIITIE
nHpopmanuto o BpeaornocHoM I10. JIpyrue o0beKTHI, copeprkamiue nHdopmalmio o BpeaonocHom 110,
¢aiinel prefetch.

bor-uets1. [Ipuanmn GyHKImoHMpoBaHus. MeTobI 0OHAPYKEHUS

Knaccudukanus aHTUBUPYCHBIX cpeAcTB. CUTHATYpHBIN M 9BPUCTUUECKUN aHATIN3

3anmTa OT BUPYCOB B "pydHOM pexkume"

OCHOBHBIE KOHIIEIIIMY TOCTPOECHUS CUCTEM aHTUBUPYCHOM 3aUTHI Ha NPEANIPUATUI

JlaGopaTopHbie 3aHATHS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

1. TlpumeneHus cpelncTB uccienoBanus peecrpa Windows 11 HaX0KACHUS CIIEI0B aKTUBHOCTH
BpenoHocHoro 110

2/2

KonTtposnbHbie paboThl

Tema 2.4. 3ammTa nporpamMm u
JAaHHBIX oT
HECaHKIIMOHUPOBAHHOTO
KOIIUPOBaHUA

Conep:kaHue y4e0OHOIro MaTepuasia, B TOM Yncjie B popMe NPaKTHYECKOH MOATOTOBKH

HecankunonupoBanHoe konuposanue nporpamm kak tun HCJL

KOpuanueckue acnekTbl HECAHKIIMOHUPOBAHHOTO KOMMUPOBaHUsI mporpamMm. Ob11iee NOHATHE 3alIUTHI OT
KOIMPOBAHUSI.

4/4

[Tpussizka 10 k annapaTHOMY OKPY>KEHUIO U HOCUTEIISIM.

3ammTHBIC MEXaHU3MBI B COBPEMEHHOM ITporpaMMHOM obecriedeHnn Ha npumepe MS Office

JlaGopaTopHble 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaKTHYECKOH MOATOTOBKH

3aH_II/ITa I/IH(bOpMaI_[I/II/I OT HCCAHKIIMOHHUPOBAHHOI'O KOITMPOBAHUA C UCIIOJIB30BAHHUCM CIICIUAIIM3UPOBAHHBIX

POrPaMMHBIX CPEJCTB

3anmTHBIE MEXaHU3MbI B IpuiiokeHusix (Ha npumepe MSWord, MSExcel, MSPowerPoint)

2/2

KonTtposbHbIe pabOThI

Tema 2.5. Jamrmra
nHpopManuM Ha MAIIUHHBIX
HOCHUTCIIAX

Coaeprxkanue y4eOHOr0 MaTepuaJia, B TOM 4Hcie B GopMe NPaKTHYeCKOil MOATOTOBKH

[Tpobaema 3amThl OTUYKAaeMbIX KOMITOHEHTOB [I9BM.

Mertoapl 3amuThl HHGOPMAIMK Ha OTYYK1aeMbIXx HocuTesx. [lndposanue.

6/6

CpenctBa BoccTaHoBleHHs octarouyHoi uHpopmanuu. Cozanue nocekTopHbix oopazos HXKM/JL.

[IpumeHeHue cpeICTB BOCCTAHOBJICHHS OCTAaTOYHON MH(GOpPMAIUU B CYI€OHBIX KPUMUHAIUCTUYECKUX
HKCHEPTH3aX U MPH paccielOBaHUK HHIMASHTOB. HopmaTtuBHas 6a3a, JOKYMEHTUPOBAHHE PE3YIIbTATOB

be3Bo3BparHoe ynanenue JaHHbIX. [IpUHIMIIBI U aJTOPUTMBI.

JlaGopaTopHble 3aHATHUS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

8/8
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[TpuMeHeHHe cpeaicTBa BOCCTAHOBJICHUS OCTaTOYHOM mHMopMalu Ha npumepe Foremost nim anaora

[TprMeHeHne cnenualu3upoBaHHOTO MPOTrPAMMHO CPEACTBA JUIsl BOCCTAHOBJICHUS yIaJIeHHbIX (paiiioB

[TpumMeHeHne mporpaMm JJisi 6€3B03BPAaTHOTO YAAJICHHS JaHHbBIX

[TpumeHeHue mporpaMm i UG POBaHUs JAHHBIX HA Cb€MHbBIX HOCUTEIISX

KonTtposbHbie paboThl

Tema 2.6. Annapataeie | CoaepxaHue y4eOHOro MaTepuajia, B TOM Yucjie B GopMe NPAKTHYECKOH NMOATOTOBKH 4/4
cpeactBa  uaeHTUGUKAMU U | TpeGoBaHMS K almapaTHBIM CPEICTBaM UACHTU(DHUKALMK U Ay TCHTH()UKALUH T0JIb30BaTENICH, 4/4
ayTeHTUUKAITTT npumeHsieMbiM B O3 u ATIMJ13
HoJIb30BaTeIeH VYerpoiictea Touch Memory

JlaboparopHble 3aHATHUS

IIpakTHYeckune 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOM MOATOTOBKH

KontposnbHbIie paboTh *
Tema 2.7. Cuctemsl | ConepskaHue y4eOHOT0 MaTepuaJia, B TOM Yucjie B (h)opMe NPAKTHYECKOI MOATOTOBKHU 6/6
oOHapy KeHUs aTax u | COB u COA, otnnuus B pynkiusx. OcHoBHble apxutektypsl COB 4/4
BTOPXKEHUI Hcnons3zoBanne cereBbix cHUGBdepoB B kauectBe COB

AnnapaTtHbeiii komnoHeHT COB

ITporpamMMHbIil komnoHeHT COB

Mopenu cucteMbl oOHapyskeHHs BTopKeHuit, Kiaccudukanms cuctem oOHapyKEeHUsI BTOPKEHUH.

O6napyxenue curnaryp. OOHapyxeHue anomanuid. Jlpyrue MeTo il 00HaApYKEHUSI BTOPKCHHIA.

JlaGopaTopHbie 3aHATHUS *

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH 2/2

1. MogenupoBaHue MpoBeaeHUs aTaku. M3yueHne HHCTPYMEHTAIbHBIX CPEICTB OOHAPYKEHUS
BTOPKECHUI

KonTtposbHbIe pabOThI *
Pasznen 3. 3amura uHgopmManum B JIOKAJIbHBIX CETIAX
Tema 3.1. OcHoBbl | Coaepkanue yueOHOr0 MaTepuasia, B TOM 4YHcie B popMe NPAKTHYECKOH MOATOTOBKHU 4
MOCTPOCHUS samuuieHHbIX | Cetn, paboTaronye Mo TeXHOJIOTHU KOMMYTAIMHU TAaKETOB
cerei Crex npotokosioB TCP/IP. OcoO0eHHOCTH MapuIpyTH3AIHH.

[ItaTtHBIE cpencTBa 3amMThI HHpOpMaluu creka npoTokosioB TCP/IP.

CpencTBa naeHTU(UKAIMN U ayTeHTU(PUKALMK Ha pa3HbIX ypoBHAX nporokoia TCP/IP, nocrouncrsa,
HEJOCTaTKH, OTPAHUYCHMSL.

JlaGoparopHbie 3aHATHS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOM MOATOTOBKH

KonTtposbHbIe pabOoThI
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Tema 3.2.
opranuzanuu VPN

Cpencrtpa

Conep:kaHue y4e0OHOIr0 MaTepuasia, B TOM Yncjie B popMe NPaAKTHYECKOH MOATOTOBKH

BupryanpHas yacTHas ceTb. OyHKIMH, HA3HAYEHUE, IPUHIIHUI TOCTPOCHUS

Kpunrorpaduueckue u HekpunrTorpadpuueckue cpeacrsa oprauuzanuu VPN

YcrpoiictBa, o6pazyronme VPN. Kpunromapmiipytuszarop v KpunToQrisTp.

Kpunropoyrep. [IpuHIMIbI, apXUTEKTYpa, MOJI€TIb HAPYIINUTENS], JOCTOMHCTBA U HEAOCTATKU

Kpuntodunetp. [IpuHIMIGI, apXUTEKTYpa, MOJIETh HAPYIIUTENS], JOCTOMHCTBA U HEAOCTAaTKU

JlaboparopHble 3aHATHUS

IIpakTHYecKHe 3aHATHA, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

PazpepthiBanne VPN

KonTtposnbHbie paboThl

Pa3znen 4. 3amura undgopmanumn B ceTsix 0011ero J0CTyna

Tema 4.1.06ecneuenue
0€30IIaCHOCTH  MEXCETEBOI'0
B3aUMOJIENCTBUS

Coaeprxkanue y4eOHOI0 MaTepnaJia, B TOM 4Hcie B GopMe NPaKTHYeCKOil MOATOTOBKH

14/14

Metoap! 3amuThl HHGOPMAITMU TPH padOTE B CETIX 0OIIEro TOCTYIIA.

MesxceteBble 9kpanbl Tumna firewall. JIocTOMHCTBA, HEIOCTATKH, peali3yeMble MOJUTHKH 0€301MacHOCTH

Ocuosuble Tunsl firewall. Cummerpuunble 1 HecuMMeTpuyHble firewall.

VYposens 1. [TakeTHbie GUIbTPHl YPOBEHDH 2. PUIbTpaliusl CIIyX0, TOMCK KIIFOUYEBBIX CJIOB B TEJIC TAKETOB
Ha CETEBOM YpOBHE. YpoBeHb 3. Proxy-cepBepa NpUKIaJHOIO YPOBHS

OIHOXOCTOBBIE U MYJIBTUXOCTOBEIE firewall.

OCHOBHBIE THIIbI APXUTEKTYP MYJIbTHXOCTOBBIX firewall.

TpeOGoBaHMs K KaXJI0My XOCTY UCXO/IA U3 apXUTEKTYpPbI U BhIMONHAEMbIX (yHKIUN TpeboBanus mo
cepTU(UKAIIMHA MEKCETEBBIX IKPAHOB

JlaGopaTopHbie 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaKTHYECKOH NMOATOTOBKH

4/4

W3zyuenue u cpaBHeHue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

N3yueHune pa3aundHbIX CIOCOOOB 3aKPHITHS ""OMAacHBIX'" TOPTOB

KonTtposnbHbie paboThl

Paznea S. 3amura undgopmanun B 6a3ax JaHHBIX

Tema 5.1. 3armura
nH(popmaruy B 6azax JaHHBIX

Coaeprxanue y4eOHOro MaTepuaJia, B TOM 4Hcie B GopMe NPaKTHYeCKOil MOATOTOBKH

OCHOBHBIE TUITBI YTP03. Moeab HapyIuTes

CpenctBa naeHTH(PUKAIMU U ayTeHTHPUKAIMHU. YTIpaBIeHHUEe JOCTYIIOM

CpencTBa KOHTPOJIS IIEIOCTHOCTH MH(OpMAINK B 6a3ax JaHHBIX

CpenctBa ayuTta ¥ KOHTpoJisi 6e3onacHocT. Kputepuu 3amuiieHHocTH 0a3 JaHHbBIX

[TpumeHeHne KpunTorpaguuecknux CpeACTB 3alMThl HHOopMaIMK B 6a3ax JaHHBIX

JlaGoparopHbie 3aHATHS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOM MOATOTOBKH

15




N3ydyenune mexann3moB 3amuthl CYBJI MS Access

N3yuenue mratHbix cpeacTB 3ammThl CYBJ] MSSQL Server

KonTtposnbHbie paboThl

Pa3znesn 6. MOHUTOPHMHT CHCTEM

3aUThI

Tema 6.1. MonuTtopuHr

Coaeprxkanue y4eOHOro MaTepuaJia, B TOM 4Hcie B GopMe NPaKTHYeCKOil MOATOTOBKH

8/8

CHCTEM 3allIMThI

ITonsaTne u 000CHOBaHHE HEOOXOIMMOCTH UCIIOIb30BAHUS MOHUTOPHHTA KaK HEOOXOJUMON KOMITIOHEHTHI
CHCTEMBI 3alIUTHI HHPOpMALIUU

6/6

Ocobennoctu (pukcanuu COOBITHN, TOCTPOSHHBIX HA Pa3HBIX MPUHIIAIIAX: CETH ¢ KOMMYTaIluen
COCIMHEHMH, ceTh ¢ KommyTanuei makeros, TCP/IP, X.25

Krnaccudukanus orcnexuBaeMbix coObITHIl. OCOOEHHOCTH MOCTPOSHUS] CHCTEM MOHUTOPHUHIA

HcTounuku nHdopmanuu Ajis MOHUTOPUHTA: CETEBbIE MOHUTOPHI, CTATUCTHUECKHUE XapaKTEPUCTUKHI
Tpaduka yepez MO, mpoBepKa pecypcoB 0OLIET0 MOJIb30BAHUSL.

Krnaccudukanus ceTeBbIX MOHUTOPOB

CucteMmsl ynpasieHus: COOBITUSAME HH(pOopMaMoHHOH Oe3omacHocTu (SIEM).
0630p SIEM-cructemM Ha MUPOBOM M POCCHHCKOM PBIHKE.

JlaboparopHble 3aHATHS

IIpakTHyeckue 3aHATHS, B TOM 4ucJe B popMe NPpaKTHYECKOH NMOATOTOBKH

2/2

W3ydenue u CpaBHUTEIbHBIN aHAIU3 PacpOCTPaHEHHBIX CETEBBIX MOHUTOPOB Ha npuMepe RealSecure,
SNORT, NFR wim npyrux aHajaoron

[Iposenenue ayaura JIBC ceTeBbIM CKaHEPOM

KonTtposbHbIe pabOTHI

Tema 6.2. U3yuenue wmep

Conep:kaHue y4eOHOIr0 MaTepuasa, B TOM 4ncjie B popMe NPAKTHYECKOH MOATOTOBKH

4/4

3amMTel  WHpOpMANMU B
MH()OPMAIIMOHHBIX CUCTEMAax

Nzydenne TpeboBanuii 0 3amuTe nHGOpPMALINK, HE COCTABIISAIONICH TOCYIapCTBEHHYIO TaiiHy. V3ydeHne
MeToinueckux JoOKyMeHTOB @CTIK nmo npuMeHeHuto Mep 3allUuThl

2/2

JlabopaTopHble 3aHATHS

IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaKTHYECKOH NMOATOTOBKH

2/2

Bri6op mMep 3amuThl HHGOPMALKU AJIS UX pealin3alui B HH(OpMAIIMOHHOHN cucteme. Beibop
COOTBETCTBYIOUIMX NMPOTPAMMHBIX M ITPOTPAMMHO-AMIAPATHBIX CPEACTB M PEKOMEHIAINI 110 MX HACTPOUKE

KonTtposnbHbie paboThl

Tema 6.3. 13yuenue

Coaeprxanue y4eOHOro MaTepuaJia, B TOM 4ncie B GopMe NPaKTHYeCKOil MOATOTOBKH

8/8

COBPEMEHHBIX TPOrPaMMHO-
anmnapaTHBIX KOMILIEKCOB.

YcraHoBKa M HACTPOIKa KOMILIEKCHOTO cpeacTBa Ha mpumepe SecretNetStudio (yueOHast TUIICH3US) WK
JPYTUX aHAJIOTOB

8/8

VYcraHOBKa M HAaCTPOMKa MPOTPaMMHBIX CPEJCTB OLIEHKH 3aLIUIICHHOCTH U ayIuTa HH(pOpMannoHHON
6e30macHOCTH, U3yueHHe QYHKIMUN U HACTpOiKa pekuMoB paboThl Ha mpumepe MaxPatrol 8 unu npyrux
aHAJIOTOB
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N3yuenue TunoBbix permenuit s noctpoenus VPN Ha npumepe VipNet uinu Apyrux aHajaoroB

M3yuyeHne coBpeMEHHBIX CHCTEM aHTHBUPYCHOM 3aIIUTHI HA IPUMEPE KOPIIOPATUBHBIX PEIICHUI
KasperskyLab wiu apyrux aHaaoros

Nzyuenune dpynkimonana n obnacreit mpumenenus DLP cucrem na mpumepe InfoWatchTrafficMonitor nnu
JPYTUX aHAJIOTOB

JlaGoparopHbie 3aHATHS

IIpakTHYecKHe 3aHATHA, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

KonTtposbHbIe pabOThI

Kypcosas paGora Kypcosas padora 30/30
IIpumepHasi TeMaTHKa KYPCOBBIX padoT
1. Ouenka 3(ppeKTUBHOCTH CYIIECTBYIOIUX MTPOrPAMMHBIX U MPOrPaMMHO-AIMIAPATHBIX CPEICTB
3alIUThl UH(OPMALMK C IPUMEHEHUEM CIIEIMATM3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB
(MHAMBUIYATbHOE 3a]IaHUE)
2. O0630p ¥ aHAINU3 COBPEMEHHBIX IPOrPaMMHO-aIapaTHBIX CPEACTB 3aLIUTHI HH()OPMAIIH
(MHAMBUIYATbHOE 3a]IaHUE)
3. Br16op onTUMaNbHOTO CPEACTBA 3aIUTHI HH(OPMALIMK UCXOI U3 METOINYECKUX PEKOMEHIANN
OCTIK u uMeronmxcs UCXOHBIX TaHHBIX (MHIUBUIYATHLHOE 3a/IaHUE)
4. TlpuMmeHeHHe MPOrpaMMHO-AIMAPATHBIX CPEICTB 3aIIUTH HH(POPMAIIUK OT Pa3JINYHBIX THIIOB YIPO3
Ha NMPEeANpUATUH (MHAUBUIYAIbHOE 3a/IaHHE)
5. TIpobnema 3aumTsl nHGOpMaIK B 0071auHbIX XpaHwmiax fauaeix u 1O/ ax
3anuTa cpel BUpTyaau3aluu
CamocrosiTeibHasi  padora | 1. V3yyeHue HOBBIX TEXHOJOTHIA XpaHEHUsI HHPOPMAITUU 12/12
o0yuaroIuxcs 2. CrarucTHKa U aHaJIU3 KPYIHBIX yTedeK HH()OPMAIIH 33 TOA

3. Tlowuck nHpopmamu o HOBBIX BUAAX aTaK Ha HH()OPMAIIMOHHYIO CHCTEMY
4. O030p COBpeMEHHBIX MPOTPAMMHBIX U TPOTrPAMMHO-AMIAPATHBIX CPEICTB 3AIUTHI

5. CpaBHHUTENBHBIN aHATN3 COBPEMEHHBIX MPOTPAMMHBIX U TPOTrPAMMHO-AIIAPATHBIX CPE/ICTB
3aIUThHI

6. Cucremarndeckas mpopadOTKa KOHCIIEKTOB 3aHATHN, y9eOHOHN U CTICIIUATBPHON TEXHUIECKOM
JauTeparypsl (110 BompocaMm K rnaparpadam, riaBaM yuyeOHBIX ITOCOOHI, COCTaBICHHBIM
MIPENO/IaBaTEIIEM )

7. TloaroToBka K MpakTHYECKUM paboTaM ¢ UCIOIB30BaHUEM METOJUYECKIX PEKOMEH AU
npernojaBaTesns, opopmiieHne MIPaKTUYECKUX paboT, OTYETOB K UX 3allIUTE.

8. PaboTa Hag KypcoBBIM MPOEKTOM (paboTOil): TUIaHUPOBAHKE BHIOJIHEHHS KYPCOBOTO IPOCKTA
(paboThl), onpeieNieHre 3aaa4 padoThl, H3YYECHHE JIUTEPATYPHBIX HCTOYHUKOB, TPOBEICHHE
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MPpECAIPOCKTHOI'O UCCIICAOBAHU .

KoncyabTanuu 12/12
[IpomexxyTouHas arTectarus JK3aMeH 6/6
Bcero no MJIK 02.01: 210/210
MK 02.02 Kpuntorpadpuyeckue cpeacTsa 3aluThl HHGOpMATUN 162/162
Pasznen 1. MaremaTuyeckue OCHOBbI KpunrTorpagumn
Tema 1.1. Maremaruueckue | Comep:kanue y4eGHOIr0 MaTepHaia, B TOM 4uc/ie B popMe NPAKTHYECKOH MOATOTOBKH 32/32
OCHOBBI KpHIITOrpaduu 1. Tlpeamer u 3agauu kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIC TEPMUHBI
2. DJEeMEHTBI TEOPUU MHOKECTB. [ pymIibl, KOJIblia, MOJIs.
3. Jenumocts uncen. [lpuzHaku nenumoctu. [IpocThlie U cOCTaBHBIE YKCIA.
4. OcHoBHas Teopema apudmetruku. Hanbonwimmit o0nuii genurens. Bzaumuo
5. mpocrtsle uncna. Anroput™ EBkianaa juist Haxoxaenust HO/LL
6. OtHomenus cpaBHUMOCTH. CBOMCTBA cpaBHEHU. MoayssipHas apudMeTHKa.
7. Kunaccel. [TonHas u npuBeneHHas cuctemMa BoiuetToB. OyHknus Jiiepa. Teopema Depma-ditnepa.
AJropuTM OBICTPOTO BO3BEJCHHS B CTETIEHB M0 MOAYIIIO.
8. CpaBHeHus nepBoii creneHu. JInHeitHbIe MM0(aHTOBBI YpaBHEeHUsI. PacimpeHHbIN anropuTm
EBknupa.
. Kwuraiickas Teopema 00 ocTtaTkax.
10. IIpoBepka ymrcen Ha TPOCTOTY. ANTOPUTMBI T€HEPAITUH MTPOCTHIX YKced. MeToa MpoOHbIX AeTIeHUH.
Pemero OpaTtocdena.
11. Pa3nosxenue yrcia Ha MHOXXUTEIH. ANTopuTMBl akropuzanun. @akropuszanus Oepma. Meron
[Tonnapna.
12. Aaroputmsl auckpeTHoro jgorapudmuponanus. Meron Ilomnapaa. Merox [oppa.
13. Apudmernyeckue onepanuu Haj OOJBITUMHI YHCITAMH.
JlabopaTopHble 3aHATHUS
[TpakTHYecKue 3aHsATHs], B TOM YKCie B popMe MPAKTHYECKON OATOTOBKU
KonTtposbHbIe pabOoThI
Pa3nea 2. Knaccuyeckasi kpunrorpapus
Tema 2.1. Metoanl | Conep:kaHue y4eOHOT0 MaTepUaJia, B TOM YucJie B (h)opMe NPAKTHYECKOI MOATOTOBKHU 14/14
KpUNTOrpagu4eckoro 1. Knaccudukanus 0CHOBHBIX METOI0B KpUNITOrpahuIecKoi 3amuThl. MeTo bl CAMMETPUYHOTO
3alMTHI HH(POPMALIUH g poBaHus 8/8
2. Iludpst 3amensl. [IpocTast 3ameHa, MHOroaspaBUTHAsL IOJICTAHOBKA, MPONOPIMOHAIBHBIN HUD
3. Mertoap! nepectaHoBKH. Ta0nuyHast mepecTaHOBKA, MApIIPYTHasl IEPECTaHOBKA
4. T'ammupoBanue. 'aMMupoBaHue ¢ KOHEUYHON M OECKOHEUHOW raMMaMu
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JlaGopartopHbie 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaAaKTHYECKOH NMOATOTOBKH

1. TlpumeHeHHe KJIaCCHYECKHUX MN(POB 3aMEHbBI

2. TlpumeHeHUe KJIaCCHYECKUX MH(POB MEPEeCTAaHOBKU 6/6
3. IlpumeHeHnne mMeToaa raMMUPOBAHUS
KonTtposbHbIe pabOTHI *
Tema 2.2. Kpunroanauus Coaeprxanue y4eOHOr0 MaTepuaJia, B TOM 4ucie B GopMe NPaKTHYeCKOil MOATOTOBKH 14/14
1. OcHoBHbIE METO/IBI KpHUNITOaHaMH3a. Kpunrorpadguueckue aTaku.
2. Kpunroraduyeckas cTORKOCTb. AGCOIIOTHO cTOlKHE KpunTocucteMsl. [Ipuaiuner Kupkxoddcea 6/6
3. IlepcrnekTHBHBIC HAMPABICHUS KPUIITOAHAIN3a, KBAHTOBBI KPUIITOAHAJIU3.
JlaGoparopHbie 3aHATHS *
IIpakTHyeckue 3aHATHS, B TOM 4ucie B popMe NpaKTH4YeCKOH NMOATOTOBKH
1. Kpunroananu3s mmmdpa npocToit 3aMEeHbI METOIOM aHAIN3a YaCTOTHOCTH CHMBOJIOB
2. Kpunroananus kjaccudeckux mMudpoB METOI0M MOJIHOTO Nepedopa KItoden 8/8
3. Kpunroananus mmdppa Buxunepa
4. Kpunroananus nmdpa Buwxunepa
KonTtposnbHbie paboThI *
Tema 2.3. Ilorounsie mudpsol | Conep:kanue y4eOHOro MaTepuasa, B TOM Yucjie B (popMe NPaAKTHYECKOH MOATOTOBKH 8/8
" reHepaTophbl 1. OcHoOBHbIE IPUHLMIBI TOTOYHOTO K poBanus. [Ipumenenne reneparopos [1CY B kpunrorpaduu
NCEeBAOCTYYANHBIX YHCeJ 2. Mertoasl momydeHus NCeBAOCTyYaHbIX nocienoBarensHoctel. JIKL, meton @ubonauun, MeTo 4/4
BBS.
JlaGopaTopHble 3aHATHUS *
IIpakTHyeckue 3aHATHS, B TOM 4HucJie B popMe NPpaKTHYECKOH NMOATOTOBKH 4/4
2. Ilpumenenue meronos renepauuu [1CY
KonTtposbHbIe pabOThI *
Pa3nea 3. CoBpemenHasi kpunrorpagusi
Tema 3.1. KoaupoBanne | Cogep:kanue yueOHOro MaTepuajia, B TOM 4Hcie B popMe NPAKTHYECKOH MOATOTOBKHU 12/12
HH(popMaNH. 1. Komuposanme nnpopmanuu. CuMBOIBHOE KoaupoBanue. CMBICIIOBOE KOJUpOBaHUE. MexaHu3aius
KoMmnbrorepuszanus
pu3an ¢ poBaHus. 6/6
mugpoBanus.

2. IlpencraBnenune nadopmaruu B qsondaoM kojne. Tabmuma ASCII. Komnbrorepuzarus
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mudpoBaHus. ANmapaTHOE U MPOTPaMMHOE (P POBAHUE

3. CrangapTu3zanus IporpaMMHO-alapaTHBIX KPUNTOTpapuUecKuX CUCTEM U cpeacTB. M3yueHue
COBPEMEHHBIX MPOrPaMMHBIX U allapaTHBIX KpUNTOrpadu4ecKuX CpeCTB

JlaGopaTopHbie 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4HucJie B popMe NPpaKTHYECKOH MOATOTOBKH

1. Koauposanue nadopmanuu

2. TlporpammHas peanu3aius KJIaCCHUECKUX mHU(POB

3. H3yuenue peanuzaiuy KJIacCHYECKUX MMGPOB 3aMEHbI U niepecTaHoBKH B miporpamme CrypTool
HUJIK a”HaJaore.

6/6

KonTtposnbHbie paboThl

Tema 3.2. CummMmeTpH4HBbIE
CHCTEMBI IIU(POBAHUSA

Conep:xanue y4ye0OHOro MaTepuasa, B TOM 4uciie B popMe NPAKTHYECKOH MOATOTOBKH

8/8

1. OOumme cBenenus. CTpyKTypHasi cXeMa CHMMETPHYHBIX KpUNITOrpagUuecKUX CHCTEM

2. OrteuectBenHsble anroputMbel Marma u Ky3neuuk u ctangaptsl 'OCT P 34.12-2015 u I'OCT P
34.13-2015. Cummerpuunsbie anroputMbl DES, AES, 'OCT 28147-89, RC4

4/4

JlaGoparopHbie 3aHATHS

IIpakTHYecKHe 3aHATHA, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

4/4

1.MI3y4enne mporpaMMHON peain3aliid CHMMETPUYHBIX THGPOB

2.M3y4eHue nporpaMMHON peali3allii COBPEMEHHBIX CHMMETPHYHBIX MH(PPOB

KonTtposbHbIe pabOThI

Tema 3.3. AcuMMeTpHYHBIE
cucTeMbl U(ppoBaHUA

Coaeprxanue y4eOHOr0o MaTepuaJia, B TOM 4ucie B GopMe NPaKTHYeCKOil MOATOTOBKH

8/8

1. Kpunrocucremsl ¢ OTKpbITEIM KiTF09oM. HeoOpatumocTts cuctem. CTpyKTypHas cxema mu(poBaHus

C OTKPBITHIM KJIFOYOM.

2. DiieMeHTbI TEOPHH YHCEI B KpUNTOrpaduH ¢ OTKPHITHIM KIIOUOM.

4/4

JlaGopaTopHbie 3aHATHS

IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH

1. TlpuMeHeHue pa3IUYHbIX ACHMMETPUYHBIX AJITOPUTMOB.

2. HW3ydeHue nporpaMMHOM peaM3allii aCUMMETPUYHOro anroputMa RSA

4/4

KonTtposbHbIe pabOoThI

Tema 3.4. AyreHTudgurkanus
JAHHBIX. JJIEKTPOHHAS
NOANUCH

Conep:kaHue y4eOHOIr0 MaTepuasia, B TOM Ynciie B popMe NPaKTHYECKOH MOATOTOBKH

10/10

1. Ayrtentudukanus ganabix. O6mme nonstus. 1. MAC.

2. OpnHoHampaBieHHBIC XeM-QPYHKIMU. AITOpUTMBI TU(PPOBOH OATIHCH

4/4
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JlaGopartopHbie 3aHATHUS

IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaKTHYECKOH NMOATOTOBKH

2. TlpumeHeHHe pa3nuyHbIX QYHKIMHA XSIIMPOBAHHUS, aHATU3 OCOOCHHOCTEN XemIen

6/6
3. IlpumeHeHHe KpUnTorpaguuecKux aTak Ha Xenl-QyHKIHH.
4. W3ydeHue mporpaMMHO-aNIAPATHBIX CPEJICTB, PEAIM3YIOMIMX OCHOBHBIE GyHKImu D11
KonTtposbHbIe pabOThI *
Tema 3.5. Anropurmbl Coaeprxanue y4eOHOro MaTepuaJia, B TOM 4yucie B GopMe NPaKTHYeCKOil MOATOTOBKH 10/10
o0MeHa KJIKo4eil u 1. Anroputmsl pacnpenencHus Kiarodel ¢ IPUMEHEHUEM CUMMETPUYHBIX U aCUMMETPUYHBIX CXEM
NPOTOKOJIbI [TpoTOKOIBI ayTEeHTU(DHUKAIMH. Ay TeHTU(DUKAIUS 4/4
ayTeHTHUKALUH 2. Bsaumnas ayrenTudukanus. OIHOCTOPOHHSS
JlaGopaTopHbie 3aHATHS *
IIpakTHYecKHe 3aHATHS, B TOM 4Kcjie B GopMe NPAKTHYECKOH MOATOTOBKH
1. Ilpumenenue nmporokona Juddu-Xemmmana s oOMeHa KiIrodaMu MG POBaHUSI. 6/6
2. W3ydeHue NpUHIMIIOB pabOTHI MPOTOKOJIOB ayTEHTH(HUKAIINU C UCIIOIB30BAHUEM JIOBEPEHHOMN
CTOPOHBI Ha IpuMepe npoTokosa Kerberos.
KonTtposnbHbie paboThl *
Tema 3.6. Kpunroszamura Coaeprxkanue y4eOHOro MaTepuaJia, B TOM 4Hcie B GopMe NPaKTHYeCKOil MOATOTOBKH 4/4
HH(pOpMALIUH B CETAX 1. Ao6onentckoe mmdposanue. [lakeTHoe mmdpoBanue. 3anuTa eHTPA FTeHEPAIUU KITI0UeH.
nepeaavn JaHHbIX Kpunromapmpyruzatop. [lakeTsslii puabtp 4/4
2. Kpunrorpaduueckas 3amura 6€CIIpoBOIHBIX cOeAMHEHUH B ceTsax ctanaapra 802.11 ¢
ucnoJyip3oBaHueM nporokoiaos WPA, WEP.
JlaGopaTopHbie 3aHATHS *
[TpakTHyecKue 3aHATHs], B TOM YUCie B popMe MPAKTHUECKON OTOTOBKU *
KonTtposbHbIe pabOThI *
Tema 3.7. 3amura Conep:kaHue y4eOHOIr0 MaTepuasia, B TOM Yncjie B popMe NPaKTHYECKOH MOATOTOBKH 10/10
uHpopMannu B 1. TpuHuune! GyHKIMOHUPOBAHUS DJICKTPOHHBIX IIATSKHBIX CUCTEM.
3JIEKTPOHHBIX IJIATEKHBIX 2. DIIeKTpOHHBIE TUTACTUKOBBIC KapThl. [lepcoHanbHbIN HACHTU(HUKAITMOHHBIA HOMED 6/6
cucTremMax 3. TlpumeHeHune KpUnTorpapuuECKuX MPOTOKOJIOB JUIst 0OecreueH s 0€30MacCHOCTH IEKTPOHHOM
KOMMEpPIIUH.
JlaGopaTopHble 3aHATHUS *
IIpakTuyeckue 3aHATHS, B TOM 4ucJie B popMe NPaAKTHYECKOH MOATOTOBKH
4/4

1. TlpumeHeHue ayTeHTHU(HUKAUHU IO OJHOPA30BHIM MAPOJISM.
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2. Peanuzanusi aiIrOpUTMOB CO3/1aHUS OJTHOPA30BBIX MApOJICH

KonTtpomnbHbie paboThI

Tema 3.8. Komnblorepnas | Cogep:kanue yueOHOro MaTepuaja, B TOM 4Hcie B popMe NPAKTHYECKOH MOATOTOBKHU 10/10
creranorpagus 1. CkpsITas nepegaya MHGOPMAIMH B KOMITBIOTEPHBIX CHCTEMaX.
2. IlpobGnema ayTeHTH(hUKAIIMN MYJIbTUMEIMHHON WH(OpMaIMy. 3ammTa aBTOPCKUX TPAB. 6/6
3. Meroabl KoMmbIOTEpHOU cTeranorpaduun. [{udpoBeie BoasHbIC 3HAKU. ANTOPUTMBI BCTPAUBAHUS
11B3
JlaboparopHble 3aHATHUS *
IIpakTHyeckue 3aHATHS, B TOM 4ucJie B popMe NPpaAaKTHYECKOH NMOATOTOBKH
2. O0630p U cpaBHUTENBHBIN aHaU3 cyniectBytomero 110 s BerpauBanus [1B3 4/4
3. Peanmzanms nmpocTelmmx creraHorpaduuecKux aaropuTMOB
KonTtposbHbIe pabOThI *
CamocrosiTesibHast padora CamocrosrenbHas paboTa 00yJaromuxcs
1. Hcropust pa3BuTHs Kpunrorpaduu
2. TlporpammHas peanu3anus KJacCHUECKUX MU(POB
3. Ontumwuzanus METOAO0B YaCTOTHOTO aHAIM3a MOHOAI()aBUTHBIX IIH(POB.
4. TlporpammHas peanu3anus KJacCHUECKUX MU(pOoB
5. Metoapl MexaHU3aluu MU(POBAHUSL
6. Ludposoe npeacraBneHne pa3nuIHbIX GopM nH(MOpMALIUN
7. AHanu3 COBPEMEHHBIX CUMMETPUYHBIX KPUIITOAITOPUTMOB
8. AHanu3 COBpeMEHHBIX aCUMMETPUYHBIX KPUIITOAITOPUTMOB
9. IlporpamMmHas peayn3anusi COBPEMEHHBIX KPUIITOAITOPUTMOB *
10. CpaBHUTENBHBIN aHaTN3 GYHKIUI XEIIMPOBAHUS
11. AyrenTudukaims cooOneHun
12. 3akoHO1aTENHCTBO B 00aCTH KPUIITOrpapUUecKon 3aluThl HHGOpMaIUU
13. IlepcriekTUBHBIC HAaNpaBIEHUS KpUNITOrpadhuu
14. CuctemaTudeckast mpopabOTKa KOHCIIEKTOB 3aHATHM, YI€OHON U CIEIMaIbHON TEXHUYECKON
JauTeparypsl (110 BorpocaMm K mnaparpadam, riaBaM yuyeOHBIX ITOCOOHI, COCTaBICHHBIM
MPENO/IaBaTEIIEM )
15. TloaroroBka K MpakTHYECKUM paboTaM ¢ UCTIOIB30BAHUEM METOUYECKIX PEKOMEH AN
npenoaasatelis, 0hopMIICHHE JTAOOPATOPHO-ITPAKTUUECKUX PAOOT, OTUETOB K UX 3aITUTE.
KoncyabTanun 12/12
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IIpoMexkyTO4Has aTTecTanus | DIK3zamen

6/6

Bcero: 162
Y4yeOHas NpaKTHKA 108
Buasi pador:
—IlpumeneHnne TPOrpaMMHBIX U MPOrpaMMHO-AMIapaTHBIX ~ CpelcTB  olecnedyeHus WHGOpPMALMOHHOW  O€30MacHOCTH B
ABTOMATU3UPOBAHHBIX CUCTEMAaX
— JlnarHocTrka, ycTpaHeHHe OTKa30B M OOecIredeHre paboTOCOCOOHOCTH MPOTrpaMMHO-aINapaTHRIX CPENCTB oOecredeHus: HH()OPMAIIMOHHON
6e30macHoOCTH
—Onenka 3¢ (eKTUBHOCTH IPUMEHSEMBIX IIPOIPAMMHO-AIIIAPATHBIX CPENICTB 0OecreueHus: HHPOPMAIMOHHOM O€30M1aCHOCTH
— CocraBiieHHE IOKYMEHTAIIUH 10 y4eTy, 00paboTke, XpaHSHHIO U Tiepenade KoH(puaeHnaabHoH nHhopMaIuu
— Hcnonp30BaHmne MporpaMMHOTO 00ECTICUCHUS 111 00pa0OTKU, XpaHEHHS U Tepeiadl KOH(UIeHIINaIbHON HHGOpMAITIN
—CocraBjieHHe MapuipyTa M COCTaBa IMPOBEICHHS pA3UYHBIX BHJIOB KOHTPOJBHBIX IPOBEPOK IPHU aTTECTAIIMH OOBEKTOB,
IMOMEUIEHUH, IPOTPaMM, AJITOPUTMOB.
—YcTpaHeHue 3aMeUaHtil o pe3ysibTaTaM MPOBEPKHU
—AHanM3 U COCTaBJIEHUE HOPMATHUBHBIX METOJIMYECKUX JIOKYMEHTOB IO oOecredeHnio MH(GOPMalMOHHONW 0€30MacHOCTH IPOrpaMMHO-
anmapaTHbBIMH CPEICTBAMHU, C YYETOM HOPMATHUBHBIX MPABOBLIX aKTOB.
— [IpumeHeHne MaTeMaTHYECKUX METOOB JUIsl OLIEHKU KayecTBa U BHIOOpA HaWJIyUIIEero MPOrpaMMHOIO CPECTBa
— Hcnonb30Banue TUMOBBIX KPUNTOTPahUUECKUX CPEACTB M METOIOB 3alUTH MH(OPMAIUH, B TOM YUCIIE U 3JIEKTPOHHOM MOJIIHCH. 2
— IIpomexyTouyHas aTTecTAlMs JuddepenurpoBaHHbIil 3a4eT
IIpon3BoacTBeHHAsS] MPAKTHKA 108

Buasi pador:

- V3ydeHue MHCTPYKIMIA MO oXpaHe Tpyaa. M3ydeHrne HHCTPYKIMH 10 TEXHUKE 0€30IaCHOCTH U MOKAPOOMACHOCTH, CXEM aBapUITHBIX
IIPOXO/IOB U BBIXOJI0B. M3yueHune mpaBui BHYTPEHHETO paclopsaKa,

- TPaBUI ¥ HOPM OXPaHBI TPYAQ, TEXHUKHU 0€30MaCHOCTH PpU paboTe ¢ BEIYUCITUTEIEHON TEXHUKOM.

- 3HAKOMCTBO CO CTPYKTYypol © HHPPACTPYKTypOH OpraHU3aIlii, CHUCTEMOW B3aMMOOTHOIICHHH MEXIy €€ OTACIbHBIMU
MO/Apa3eICHUsIMU, OCHOBHBIMU HaIllpaBICHUSMU JAEATEIHLHOCTH, OTHOIICHUSIMU C TAPTHEPAMHU.

- AHanu3 NPUHIMIIOB MOCTPOCHUS CUCTEM HH(POPMAIIMOHHOM 3aIIUThHI POU3BOICTBEHHBIX MOIpa3Ae/iCHUH.

- TexHuueckas dKCILTyaTalys HJIEMEHTOB IPOIPaMMHOM U aIlllapaTHOM 3aIlUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

- VYuyacTHMe B JMarHOCTUPOBAaHUHU, YCTPAHEHHU OTKAa30B M oOOecrneyeHUH paboTOCIOCOOHOCTH MPOrPAMMHO-AMIAPATHBIX CPEACTB
obecrnieueHus H()OPMAIIMOHHOM OE30MaCHOCTH;

-  Anamu3 3((EeKTUBHOCTH TPHUMEHSEMBIX IPOTPAMMHO-AMMIAPATHBIX CPEJACTB obecreueHruss WH(POpPMAIMOHHON O0€30MacHOCTH B
CTPYKTYPHOM NOJIpa3/ieJICHUU

- Yuyactue B o0ecrieueHnr ydera, 00pabOTKH, XpaHEHUS U Iepeaaun KOHPUACHIIMATLHON HHPOpMAaIUN

- IlpuMeHeHHWE HOPMATHUBHBIX TMPABOBBIX aKTOB, HOPMATHBHBIX METOJMYECKUX JOKYMEHTOB IO O0ECIEeUeHUI0 HH(OPMAIIMOHHOM
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0€30MacHOCTH MPOrpaMMHO-aNNapaTHBIMU CPEJICTBAMU PU BBITIOJHEHUH 3a/1a4 MPAKTUKH.

- -JludpdepenurpoBaHHbIi 3a4eT.. 2
JK3aMeH 10 MOAYJII0 6
Bcero 594
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4. YCJIOBUSA PEAJIN3ALIUU PABOYEM ITPOT'PAMMBI
MPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeOoBanusi K MHHUMAJIBLHOMY  MAaTePHAIbHO-TEXHUYECKOMY
o0ecnevyeHnI0:

Peanuzanus nporpammbl NpogecCHOHANIBHOTO MOAYJS TpeOyeT Haauuus
7ab0paTOpuM MPOrPAMMHOTO OOECHEYEeHUS] M COMPOBOXKIEHUS KOMITbIOTEPHBIX
cucTeM, KabMHeTa METPOJIOTUU U CTaHAapTU3AIUH.

O6opynoBanne yueOHOro KabuHera:

Kommiekt ydeOHO-MeToandeckoi MokyMeHTanuu. Crienuann3upoBaHHAs
yueOHass MmeOenb: CTOJI TpernojaBarenis, CTyJl MpernojaBarens, CTOJbI I
CTYACHTOB, CTYJIbS TSl CTYIEHTOB, KJTaCCHAsl JTOCKA.

Pabouas mporpamma MOXeT ObITh pealii30BaHa ¢ MPUMEHEHHEM Pa3IuYHbIX
00pa3oBaTeNbHbIX TEXHOJIOTH, B TOM YHCJIE C NMPUMEHEHHEM JIUCTAaHIIMOHHBIX
00pa3oBaTeNbHbIX TEXHOJIOTHMA U 3JIEKTPOHHOIO 00YUYEHUS.

[IpenycMaTpuBaroTCs CIEAYIOIIME BHUJBI MPAKTUK, pealu3yeMbIX B (popme
MPaKTUYECKON MOATOTOBKH: yueOHas MpaKTUKa, MPOU3BOJACTBEHHAS MpPaKTHKa (110
npodwiro cnenuanbHOCTH). [IpakTUKM TIPOBOMATCS B paMKax JIyalbHOTO
oOydeHHsT KOHIIGHTPUPOBAHO. B  mocieaHwii  [€Hh TNPAKTUKA  CIACTCS
nuddepeHIIMPOBAaHHBIN 3a4eT

[IpousBoACTBEHHAs] MPAKTUKAa MPOBOJUTCS B OpraHU3allUsSX, HAIpaBJCHUE
JESATETLHOCTH KOTOPBIX COOTBETCTBYET MPOMUIIIO MOATOTOBKUA OOYyYarONmuXcs -
3A0 «AnekceeBCKUN MOJIOYHOKOHCEPBHBII KoMOuHaT», OO0 "KomnakT-CepBuc"
Ha OCHOBE JOroBopoB, 3akmtouaeMbix Mexay OILAIIOY «AnekceeBckuii
KOJUIEIK» U OpTaHU3AIUSIMH.

MarepuanbHO-TeXHUYECKass 0aza JOJKHA COOTBETCTBOBATH JEHCTBYIOUTUM
CaHUTAPHBIM U MPOTHUBOIOKAPHBIM HOPMaM.

4.2. UndopMannoHHoOe o0ecnevyeHne peajn3anuy NporpaMmmbl
nepeyeHb Y4eOHbIX U3/IaHuH, 3TIEKTPOHHBIX U3JaHU, STeKTPOHHBIX 1 HTepHeT-
pecypcoB, 00pa30oBaTeIbHBIX MIATHOPM, IITEKTPOHHO-OMOINOTEUHBIX CUCTEM, BEO-
CUCTEM JIJIsl OpraHu3alyy JUCTAHIMOHHOTO OOYUYEHHUS U YIIPABICHUS UM,
UCIIOJIb3yeMbIe B 00pa30BaTeIbHOM MPOIIecCce KaKk OCHOBHBIE U IOTIOJIHUTEIbHBIC
VCTOYHHKHU.

OCHOBHbIE HCTOYHHUKH:

1. OcHoBbl  uHGMOPMAIMOHHOW  OE30MACHOCTH:  HAJASKHOCTh U
0€30MacHOCTh MPOrPAMMHOI0 oOOecIeueHus : ydeOHOe MOocoOue sl CPEIHETo
npodeccuoHanbHoro  obpazoBanusi/  O. B. Kazapun, W. b. llyOunckuit. —

Mocksa : U3narenbctBo FOpaiit, 2020. — 342 ¢
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2. IlporpammHoO-anmapaTHble CPEICTBA 3aIIUTH MHPOPMAIMHU. 3aluTa
OpPOrpaMMHOr0  OOecCHedeHus : Yy4eOHMK U MPaKTUKyM IS CPEAHEro
npodeccuonansHoro  obpazoanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —
Mockga : U3natensctBo FOpaiit, 2020. — 312 c.

3. Kpunrorpaduueckas  3ammra  HHpOpMAIUU B 00BbeKTax
uHpopmarimoHHot UMHOpACTPpyKTYphl:yueOHuKk, 1-¢ wu3n.,/ Wmeuan M. E.,
Kanuukuna T. U., Ipxeropaunckuii B. H. - U1 Akagemus, 2020 -288 c.

4.  OcHoBbl WH(GOPMAIMOHHONW 0€30MacHOCTH: 3aluTa WHpOpMauH :
ydeOHOe mocobue s CpeaHero mnpodeccuoHanmbHOro obOpa3zoBanmst / A. A.
BnaykoB. — 2-e u3n., ucnp. u gon. — Mocksa : U3narensctBo FOpaiit, 2020. —
240 c.

}.IOHO.]'IHI/ITC.]II)HI)IC HCTOYHHUKMH:

1. I'BozgeBa B. A. Hudopmaruka, aBTOMaTHU3UpOBaHHbIE HH(POPMAIIMOHHBIE
TEXHOJIOTUU U cUcTeMbl. YueOHuk.- M.: UJ] ®OPYM, 2017.- 544 c.
2. ['pumma  B.H., ITlandunoBa E. E. WudopmamnmoHHbIE TEXHOJOTHU B

npodecCUOHAIBHOU JiesiTenbHOCTH: yueOHuk. — M.: U] «Dopym»: NHDOPA-M,
2010. -416 c.: un. - (ITpodeccuonanbHOE 00pa30BaHUE).

3. Muxeera E.B. HWuHbopmanmoHHble TEXHOJOTHH B MNPpodhecCHOHAIBHOM
nestenbHOCTH: yueOHuK/E.B. MuxeeBa. — 13-e u3zn., crep. — M.: Akagemus, 2014. —
384 c.

4. Muxeesa E.B. IlpaktukyMm 10 HWHQOPMAIIMOHHBIM TEXHOJOTUSAM B
npodeccuonansHoi nearenbHocTu: yueOHUK/E.B. Muxeesa. — 14-e u3z., crep. —
M.: Akagemus, 2014.

5. ®enotoBa E. JI. MuHdopmainmoHHbIE TEXHOJOTUU B MNPO(ecCHOHANTBHON
JeATeNIbHOCTH: yueOHoe nocooue. - M.: U] «Dopym»: UTHOPA-M, 2014.- 368 c.:
ui. - (IIpodeccuonanbHoe 0OpazoBaHue).

DJIeKTPOHHbIE U3aHUs (3JIEKTPOHHbIE PeCypPChl):

1. Hudposas odpaszoBarenbHas cpena CIIO PROFo0pa3zoBanue:

— Jle6enera, T. H. Mnudopmaruka. MHpopMarimoHHbIE TEXHOJOTHHU : Y4EOHO-
Mmetoauueckoe rmocooue g CIIO / T. H. Jlebenena, JI. C. Hocosa, I1. B. Bonkos.
— Caparos : [IpodobpazoBanue, 2019. — 128 c¢. — ISBN 978-5-4488-0339-0. —
TekcT : 2MeKTpOHHBIN // DIEKTPOHHBIN pecypc HUudpoBoH 00pa3oBaTEILHON CpeIbl
CIIO PROFobpazoBanue : [caiit]. — URL: https://profspo.ru/books/86070 (mata
obpamenus: 07.09.2020). — Pexxum moctyma: mis aBropusup. [lonp3zoBareneit

— AmnenukoBa, JI. A. Jlabopatopubie pabotsl o Excel / JI. A. AnenukoBa. —
Mocksa : COJIOH-IIPECC, 2019. — 112 ¢. — ISBN 978-5-91359-257-6. — Tekct
: DJIEKTPOHHBIN // DIEKTPOHHBIA pecypc mudpoBoi odbpazoBatenbHoi cpeapl CIIO
PROFobpazosanue : [caiit]. — URL: https://profspo.ru/books/90300 (mara
obpamenus: 02.09.2020). — Pexum noctyna: ajist aBropusup. [lons3zoBareneit

— AmnenmukoBa, JI. A. YnpaxHeHus no tekcroBoMmy penaktopy Word / JI. A.
AnemnkoBa. — Mocksa : COJIOH-ITPECC, 2019. — 119 ¢. — ISBN 978-5-91359-
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084-8. — TekcT : DOIEKTPOHHBIM // DHEKTpOHHBIM pecypc HUGPOBOI
obpaszoBarensHoit  cpenbl  CIIO PROFoGpazoBanmme : [caiir]. — URL:
https://profspo.ru/books/90385 (nata obpamenus: 01.08.2020). — Pexxum pocrtymna:
nust apropusup. [lonb3oBarenen

— Kiouko, W. A. HHpopMalMOHHBIE TEXHOJOTMH B MpodhecCHuOHATBHON
nearesnbHocTH : ydyebHoe mocodue mnma CIIO / U. A. Kmouko. — 2-¢ u3a. —
Caparos : [Ipodo6pazoBanue, At I1lu Op Menua, 2019. — 292 c. — ISBN 978-5-
4486-0407-2, 978-5-4488-0219-5. — TekcT : 21eKTpOHHBIN // DNEKTPOHHBIN pecypc
nudponoii obpazoarensHoi cpenbl CIIO PROFobpazoanue : [caiit]. — URL:
https://profspo.ru/books/80327 (nara obpamenus: 07.09.2020). — Pexum nocrymna:
1t apropusup. [lonb3oBarenen

DJIEKTPOHHO-0MOIMOTEYHAsS] CHCTEMAa:
IPR BOOKS - http://www.iprbookshop.ru/78574.html

Beb6-cuctema as1  opraHuM3anuM  IMCTAHIUOHHOTO OOy4YeHUS W
yIpaBJIeHUS UM:
Cuctema auctanimoHHoro oOyuenuss OT'AIIOY  «AuekceeBCKHUM KOS
http://moodle.alcollege.ru/

4.3. O0mue TpeOOBaAHUS K OPraHU3ANUN 00pa30BaTEeJIbLHOIO MpoIecca

OcBoeHne IPOrPaMMBI MOy Oasupyercs Ha U3Y4YECHUU
o01ienpogpeccuoHaNbHbIX TV CLUIUIVH OxoHOoMMKa orpacid, OCHOBBI
OpOEKTUpOBaHUS 0a3  JaHHbIX, UYucieHHble MeTonabl, MEHEIKMEHT B
npodeccuoHanpHoil  AesrenbHOCcTH,  OCHOBBI  caiftocTpoeHusi,  OCHOBBI
OepexXIIMBOTO MPOU3BOACTBA, be3onacHocTh MH()OPMALIMOHHBIX CHCTEM.

OO0s13aTeNbHBIM  YCIOBUEM JIONyCKa K MPOU3BOJCTBEHHOW MpPAKTHKE (IO
npoUIl0 CHEMUANIbHOCTH) B paMKaX MOMAYJS SIBISETCS OCBOGHHE  yueOHOMU
NPAKTUKU JJIS1 TOJYYEeHHs] MEePBUYHBIX MPO(ECCHOHANBHBIX HAaBBIKOB B paMKax
1po(hecCHOHATEHOTO MOIYJIS.

IIpu ocBoeHMM mporpaMM HpO(ECCHOHANBHBIX MOIYJIeH B TOCIEIHEM
ceMecTpe U3ydeHus (popMOi NPOMEKYTOUHON AaTTECTAlMH 110 MOIYJIIO SIBISIETCA
’K3aMEH M0 MOAYJII0, KOTOPBIM MPEACTaBIAeT cOO0N (POopMy HE3aBUCUMON OLIEHKU
pe3ysnbTaToB 00y4YeHMs ¢ ydacThueM paboropareneil. YcioBueM Jomycka K
DK3aMEHY 110 MOAYJIO SBJISIETCS YCHEIIHOE OCBOCHHE OOYYaroUIMMMCS BCEX
3JIEMEHTOB MPOrpaMMbl MNPOPECCUOHATIBHOIO MOAYJS TEOPETUUECKOM dYacTh
Moyt (MJIK) u mpakTuk.

DK3aMeH 10 MOJIYJI0 TPOBEpsieT TOTOBHOCTh OOydamomerocs K
BBIMIOJIHEHUIO ~ YKAa3aHHOTO  BHJAAa  MNPOPECCHOHANBHOMW  JIEATEIbHOCTH U
c(OpMHUPOBAHHOCTH Y HETr0 MpoeCCUOHATBHBIX KoMIEeTeHINA. VITorom mpoBepku
ABIIETCS OJHO3HAYHOE DEIIECHHUE: «BHJ ACSITEIHOCTH OCBOEH / HE OCBOEH». B
3a4eTHOW KHMXKKE 3anmuch Oyaet umeth Bua: «BJl ocBoen» mim «BJl He ocBoeH».
JlaHHOE peleHne MOATBEPKAAECTCS OLIEHKON MO MATHOAITIBHON CUCTEME.
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4.4. KaapoBoe o0ecneuenue 00pa3oBaTe/IibHOIO Mpoiecca

Peanuzamus paboueit mporpaMMbl TIPO(ECCHOHATHLHOTO MOMYJS JOJHKHA
obecreunBaThCs MEIarorHYeCKUMH KaJpaMiy, UMEIONMMHU BBICIIee 00pa30BaHUE,
COOTBETCTByIOIIEe Mpoduiito Momaysiss. OmbIT AESTENPHOCTH B OpPraHU3AIMSIX
COOTBETCTBYIOIIEH MpodecCHOHANBHOU cepbl SBISETCA 00S3aTeIbHBIM IS
npernojaBaTesiell, OTBEUYAIOLIUX 32 OCBOCHHE 00yJarommmcs npodecCHOHaIBLHOTO
IIUKJIa, ITH TPENOAABATEIN JIOJDKHBI TPOXOIUTh CTAXUPOBKY B MPOGUIBLHBIX
opraHuzanusx He pexe 1 pa3a B 3 roja.
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5. KOHTPOJIb 1 ONEHKA PE3YJIbTATOB OCBOEHUA

MPOPECCHUOHAJIBHOI'O MOAYJIA

(BUJA JEATEJBHOCTN)
KonTposs u omeHka pe3ynpTatroB ocBoeHusa [IM  ocymectBusiercs
npenojaBaresieM B MPOLIeCCe MPOBEACHUS SK3aMeHa 0 MOIYJIIO
Pe3yabTaThl Dopmbl U
(ocBoeHHbBIE OcHoBHBIC MOKa3aTeJu | MeTObI
npodgeccuoHAIbHbIE OIlEHKH pe3y/ibTaTa KOHTPOJIsI n
KOMIIETEHINH) OIICHKH
I[IK  2.1. OcymectBasath | JleMOHCTpUPOBaTh YMEHUS U | 3allUTa OTYETOB
YCTaHOBKY Y  HACTPOWKY | MPAKTUYECKUE HABBIKK B | O MPAKTUYECKUM
OTIIETBPHBIX  MPOTPAMMHBIX, | YCTAHOBKE W HACTPOWKE | M JTaOOPATOPHBIM
MIPOTrpaMMHO-aNnapaTHbIX OTIIETBHBIX  MPOTPAMMHBIX, | paboTam
CPEACTB 3aIIUTHI | IPOTPAMMHO-aNapaTHbIX DKcrepTHOe
uH(popMaIuu. CPEACTB 3alUTHI | HAOMIOIeHne 32
uH(popMaIuu BBITIOJIHEHUEM
Pa3IMYHBIX BUJIOB
pabot
DK3aMeH
I[K 2.2. O6ecrnieunBaTth | JleMOHCTpUpOBaTh 3HAHUS U | 3alllUTa OTYETOB
3amuTy ~ WHPOpMAMM B | yMEHUS B 0OECIEUEHUH | IO MPAKTHUYCCKUM
aBTOMATU3UPOBAHHBIX 3amuThl WHPOpMANUA B | U JaOOPATOPHBIM
cucremax OT/ICJIbHBIMU | aBTOMATU3UPOBAHHBIX paboram
MPOTPaMMHBIMU, cucremax OTZIEJIbHBIMU | DKCIIEPTHOE
MPOTpaMMHO-aNNapaTHBIMU | POTPAMMHBIMU, HaOMroeHNE  3a
CpPEACTBaMH. MPOTPaMMHO-aNNapaTHBIMU | BBIIOJHEHUEM
CpeliCTBaMHU Pa3IMYHBIX BUJIOB
pabot
DK3aMeH
IIK  2.3. OcymecTtBasath | BeinmosHeHue nepedyHst padoT | 3amura OTYETOB
TECTUPOBAHUE GyHKUUN | IO TECTUPOBAHUIO (YHKIHUN | IO MPAKTHUECKUM
OTJIETBHBIX MPOrPAMMHBIX U | OTJEIBHBIX MPOTPAMMHBIX U | M J1a0OPATOPHBIM
MPOTrpaMMHO-anapaTHbIX MPOTrpaMMHO-aNnapaTHbIX paboram
CPEACTB 3aIUTHI | CPEACTB 3alIUTHI | DKCIIEPTHOE
uH(bOpMaIuu. uHbOopMauu HaOmoeHue  3a
BBITIOJTHEHUEM
Pa3JIMYHbBIX BUJIOB
pabor
DK3aMeH
IIK 2.4. OcywmectBasars | [IposiBisaTh 3HaHUS, HABBIKU | 3allIUTA OTYETOB
00pabOTKy, XpaHeHHWEe W |HW yMEHHs B 00paboTKe, | M0 MPAaKTHUYECKUM
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nepeaavy uHbOopMaIuu
OTPaHUYEHHOTO JOCTYTA.

XpaHEHUHu U
uHbOopMaIuu
OTPaHUYEHHOTO JOCTyMa

nepemaye

U J1a00paTOPHBIM
paboram
DKcrepTHOe
HaAOJIOICHHE
BBITIOJTHCHUEM
pa3IMYHBIX BUIOB
paboTt

DK3aMeH

3a

IIK 2.5. YHUYTOXATh
uH(pOpPMAIIMI0O U HOCHUTENHU
uHopManu c
HCITOJTh30BAaHUEM
MIPOTPaMMHBIX u
MPOTrpaMMHO-aNMapaTHBIX
CPEACTB.

JleMOHCTpalus ~ anropuTMa
npoBefieHUsT  paboT  mo
YHHUTOKEHUIO WH(GOpMaIUU
¥ HOcuTesel mHpopmauu ¢
HCIIOJTh30BaHUEM
MPOTPaMMHBIX U
MPOTPaMMHO-aMMapaTHBIX
CpEICTB

3ammra  OTYETOB
0 MPAKTHYECCKUM
U 1a00paTOPHBIM
paboram
DKcrepTHOe
HaOII0IeHNE
BBINIOJTHEHUEM
pPa3TUYHBIX BUIOB
pabor

Dx3aMeH

3a

IIK 2.6. OcyuecTBisiTh
pEruCTpaLrIo OCHOBHBIX
COOBITHI B
aBTOMAaTU3UPOBAHHBIX
(mH(MOPMAILIMOHHBIX )
CUCTEMax, B TOM 4YHCIE C
HCITOJTh30BAaHUEM
MIPOTPaMMHBIX u
MPOTPaMMHO-aNMapaTHBIX
CPEICTB OoOHapyXeHHUs,
MpEeAYTIPEKACHIS u
JUKBUAALMK  TIOCJIEICTBUN
KOMITBIOTEPHBIX aTaK.

[IposABIATH 3HAHUS U YMEHUS
B 3alUTe
aBTOMATHU3UPOBAHHBIX
(mHDOPMALIMOHHBIX) CHUCTEM
C UCTIOJIb30BaHUEM
MIPOTPaMMHBIX u
MPOrpaMMHO-AMIaPaTHBIX
CPEICTB OoOHapyXeHHUS,
peTynpexaCHUs u
JUKBUJANNKN  TTOCJIEICTBUMA
KOMITHIOTEPHBIX aTaK

3ammra  OTYETOB
M0 MPAKTUYECKUM
U J1a00paTOPHBIM
paboTtam
DKCHEPTHOE
HaOII0IeHNE
BBIIIOJTHEHUEM
pa3TUYHBIX BUIOB
pabor

DOx3aMeH

3a
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