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PaGouass  mporpamma  pa3pabortana Ha  ocHoBe  DenepaibHOro
rOCy/apCTBEHHOTO 00pPa30BATENBHOTO CTAHIAPTa CPEAHEro Mpo(eCcCHOHATBLHOTO
oOpazoBanuss mo cnenuanbHocT 10.02.05 OGecneuenune wuHPOPMALIMOHHON
0€30MacHOCTH  aBTOMATH3UPOBAHHBIX CHUCTEM, YTBEP)KICHHOTO  IPHUKA30M
MunuctepctBa o0pazoBanus U Hayku Poccuiickoit @eneparuu ot 9 gexadbps 2016
roga Ne 1553, ¢ yuerom mpodeccuonanbHoro cranaapta « CoeuanaucT mo 3aiure
uH(OpMAIMU B TEIEKOMMYHUKAIIMOHHBIX CHUCTEMaX M CETSIX», YTBEPKICHHOTO
MunucTtepcTBa TpyAa M couMaibHOW 3amuThl Poccuiickoin Penepanuu ot 14
ceHtsiops 2022 roga No 536H, m ¢ yderoM MpodeCCHOHAIIBHOTO CTaHAapTa
«Crnenuanuct 1o  0e30ImacHOCTH  KOMIIBIOTEPHBIX ~ CHUCTEM W CETely,
YTBEPXKIACHHOTO MUHHMCTEpPCTBA TpyJa W COLMAIBHOM 3allUThl Poccuickou
®deneparun ot 14 centsiops 2022 roga Ne 533H, u ¢ yyeToMm npodeccuoHaaIbHOTO
craggapta «CrnenManuct Mo 3aumTe HHPOpMAlMKM B aBTOMATU3UPOBAHHBIX
CUCTEMax», YTBEPKIEHHOr0 MHUHHCTEpCTBA TpyJa M COLMAIBHOM 3alUThI
Poccuiickoit ®enepanuu ot 14 centsaoOps 2022 rona Ne 525H.

PazpaboTuuk:
Hemmna N.A., npenoaaBatens OI'AIIOY «AnekceeBCKHIl KOIEIK»
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1. MACIIOPT PABOYEM MNPOT'PAMMBI YUEBHOM JUCIHUATIJIUHBI
3amura HHGOPMANMOHHBIX IPOLECCOB B KOMIILIOTEPHBIX CHCTEMAX

1.1. O6aacTh NnpuMeHeHUs padoveil MPorpaMmbl

Pabouas mporpamma yuyeOHOW IUCHMIUIMHBI SIBJISETCS YaCTbIO OCHOBHOM
npodeccuoHaIbHOM 00pa3oBaTEILHON MPOrPaMMBbI CpeTHEro MPOPeCCUOHATIBHOTO
00pa3oBaHUsl - MPOrPaMMbl TOATOTOBKH CHEIUAIMCTOB CPEJAHETO 3BEHA B
coorBerctTBUA ¢ DPI'OC CIIO cronemmansaoctu  10.02.05 OOecneuenue
nH(OPMAITMOHHON 0€30MaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM

1.2. MecTo y4eOHo# nucuumiuabl B crpykrype IHIICC3:
JucuunnuHa — sBAsSETCs  oOmIenpopecCHOHAIbHOM W BXOJUT B
o0menpodeCcCHOHATBHBIN ITUKIL.

1.3. Heau wu 3agaum y4eO0HOHl JAUCHUMILVIMHBI — TpeOOBaHMS K
pe3yJbTaTaM OCBOEHUsI Y4eOHOI THCIUNTUHBI:

B pesynprare ocBOoeHHsS Y4eOHOW IMCIUIUTMHBI OOYYaOIIUHCS HOJDKEH
yMeTb:

VYlonpenensats BUABI yrpo3 0€30MacHOCTH WHGOPMAIUU U MH(DOPMAITMOHHBIX
IIPOIIECCOB;

Y2npuMeHATh METOMABI 3alIUThl WH(GOPMAIMU B KOMITBIOTEPHBIX CHUCTEMax U
KOMITBIOTEPHBIX CETSIX;

Y3 npuMeHATh METO bl KpUNITOTpaHIeCcKOi 3aIuUThl HHGOPMAITIH;

Y4knaccupuupoBarh ~ KOMIIBIOTEPHBIE ~ BUPYCBI M HMCIOJIb30BaTh
AHTUBUPYCHBIC TTPOTPAMMBI;

Y 5mpoekTupoBaTh TEXHHYECKHE CpeIcTBa oOecredeHuss Oe30MacHOCTH U
NPUMEHSTh aNmapaTHO-IPOTPAMMHBIE CPEACTBA 3alIUThl WH(OpPMAIUU OT
HCI;

Y6npuMeHATh MPpaBOBbIE HOPMBI 3aIIUTHI HHPOPMAIMH ¥ MH()OPMAIIMOHHBIX
TIPOIIECCOB.

Y70pueHTHpOBaTbCS B HECTAHAAPTHBIX  YCIOBHSX W CUTYyalMsX,
aHAJIM3UPOBATh BO3HUKAIOIIME MPOOIEMBI, pa3pabaThiBaTh U OCYIIECTBIATH
IJIaH NEeUCTBUM.

B pesynbrare ocBOoeHHsS Y4eOHOW IMCIUIUTMHBI OOYYalOIIUHCS HOJDKEH
3HATD:

31  ocHOBHBIE YIPO3bl HH(POPMAITUK B KOMITBIOTEPHBIX CUCTEMAX;

32  cnenuduKy BOSHUKHOBEHHUS YyTPO3 B OTKPBITHIX CETSIX;

33 OCHOBHBIE  pYKOBOASIIME  JTOKYMEHTHI B  O0JIACTH  3aIllUTHI
WH()OPMAITMOHHBIX TPOIECCOB B KOMITBIOTEPHBIX CUCTEMAX;

34  0CcOOEHHOCTH 3alIMTHl HHPOPMAIIMH Ha y3/1aX KOMIIBIOTEPHOH CETH;

35 OCHOBHBIE KaTeropuu TpeOOBaHWUN K MPOTrPaMMHON M MPOTPaMMHO-
anmapaTHOW pean3allii CPECTB 3alIUThl HHPOPMAIIIH;

36 TpeOoBaHMS K 3alIUTE aBTOMATH3UpOBaHHBIX cructeM oT HC/I.
[Ipodeccuonanpabie (IIK) u ob6bmme (OK) koMmereHUMH, KOTOpbHIC

AKTyaJTM3UPYIOTCS IPU U3yUYEeHUHN YICOHOUN MUCITUTUTHHBIL:



OK.03 IlnanupoBaTh U peaau30BbIBaTh COOCTBEHHOE MpodeccuoHaabHOoe U
JUYHOCTHOE PAa3BUTHE

OK.06  IlposBasATh  TIpa¥AaHCKO -  MNaTPUOTUYECKYIO  MO3ULHIO,
JEMOHCTPUPOBAaTh  OCO3HAHHOE IOBEACHUE HA  OCHOBE  TPAJULMOHHBIX
0011eYeI0BeYECKUX [IECHHOCTE!

OK.09 Ucnonb3oBath MHPOPMAIIMOHHBIE TEXHOJIOTUU B MPO(PECCHOHATBHON
NEeSATEIbHOCTH

OK.10  Tlomw3oBatbcsi ~ mpodeCCHOHANILHOW  JOKyMEHTalued  Ha
rOCyJJapCTBEHHOM M MHOCTPAHHOM SI3bIKaX

IIK 2.4. OcymiecTBisaTh 00pabOTKy, XpaHeHHWE W Tiepefady HH(poOpMaIuu
OTPaHUYEHHOT0 JOCTYIIa

I[IK 2.5. Vauyrtoxarh uWHPOpMAIIMIO W HOCUTEIUW HUHPOpMAIUU C
MCIIOJIb30BaHUEM MPOrPAMMHBIX M IPOrPaMMHO-AIIAPATHBIX CPEICTB

[IK 2.6. OcymecTBiasTh pPETUCTPALMI0O  OCHOBHBIX  COOBITUH B
aBTOMATU3UPOBAHHBIX  (MHPOPMAIIMOHHBIX) CHUCTEMax, B TOM YHCIE C
UCIIOJIb30BAHUEM  NIPOrPAMMHBIX M NPOrpaMMHO-aNIapaTHbIX  CPEICTB
oOHapyXeHHs, MPEeIyNpexACHUS U JUKBUIAIUU TOCIEICTBUN KOMIIBIOTEPHBIX
aTax

Ilepeyens 3HAHMU M YMEHMH B COOTBETCTBHM € NPO(PecCHOHATBLHBIMU
CTAHAAPTAMH «Crnenuaauncr no 3amure HHpoOpMaANNHU B
TeJIeKOMMYHUKAIMOHHBIX CHCTEMAaX M CeTAX», YTBEPKACHHOI0 NPHKA30M
MuHucTepcTBa TPyAa U CONUANBHOM 3amnThl Poccuiickoin @enepanuu ot 14
ceHTs10pst 2022 roga Ne 536H, U ¢ yueToM NpoPecCHOHAIBHOIO CTAHIAAPTA
«Crmennanucr mo 0e30MaCHOCTH KOMIBIOTEPHBIX CHCTEM H  ceTei,
YTBEpP:KAeHHOr0 MUHHMCTEpPCTBA TPYAAa M COUMAJBLHON 3amuThl Poccuiickou
®enepanuun ot 14 cenrsiopss 2022 roma Ne 533H, M ¢ yyerom
npogeccuoHaNbHOr0 crangapra «CrnenmaaucTt no 3amure uHHpopManuu B
aBTOMATH3HMPOBAHHBIX CHCTEMax», YTBep:KIeHHOro MuHucrepcrsa Tpyaa M
conuaabHoi 3amuThel Poccuiickoit @egepannu ot 14 cenrsadops 2022 roga Ne
525H, KOTOpBIe AKTYAJIM3MPYIOTCA NPH HM3YyYeHUHM O0menpodeccuoHaJIbHOI
AUCUMILTHHBI:

1) cmocoOsl 3amKTE UHOOPMALIMK OT YTEUKH [0 TEXHUYECKUM KaHallaM;

2)  OCHOBHBIE METOJIbI YIPABIICHUS 3aLTUTON HH(POPMAIUH;

3) TnOpuUMEHSTh AHTUBUPYCHBIE CpEACTBa 3allUThl MHMOpMAuu B
ONEPAlMOHHBIX CHCTEMAX;

4)  opraHu3alMOHHBIE MEPHI MO 3aIIUTE UHPOPMALIUU.

Ilepeyenbr 3HAHWI, YMEHUH, HABBLIKOB B COOTBETCTBHH CO
cnenuuKanueil CTaHAapTa KOMIIETEHIHH YeMIIMOHATHOIO ABMKEHHUS IO
npogeccuonanbHomy macrepcrBy «Ilpogeccmonansr» u  Yemmnuonara
BbICOKMX TexHosoruii KopnoparuBHasi 3ammura 0T BHYTPEHHHMX YIpo3
HH(POPMALMOHHOI 0€30MMaCHOCTH, KOTOPbIe AKTYAJIU3UPYIOTCH NPHU U3yYeHUH
y4eOHOM TUCHUIIMHBI:

3HATh ¥ IIOHUMATh:

— [IOHMMaHUE€ NPUHLHUIIOB pPabOTHl chenuanucra Mo UHGOPMALMOHHON
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0€30MacCHOCTH U UX IPUMEHEHHUE;

—  3HaHHWE MPHUHIMIOB U TOJOXXEHUH Oe30macHoil paboThl B 0OLIEM M TIO
OTHOIIICHHUIO K KOPIIOPATUBHOM Cpelie;

—  perJlaMEHTHUPYIOLIUE JOKYMEHTBI B obnactu 0e30macHOCTH
MH(POPMALIMOHHBIX CUCTEM;

—  periiaMeHTHpYIOUIMe JOKYMEHThI B 0OJacTH OXpaHbl TpyAa U

0e30I1aCHOCTH JKHU3HENEATEILHOCTH,

—  B&)XHOCTh OpPTraHU3allMU TPyAa B COOTBETCTBUU C METOAMKAMU;

—  METOAbl U TEXHOJOTUU UCCIIEA0BAHNUS;

—  B&)XHOCTb YIIPABJIEHUSI COOCTBEHHBIM MTPO(ECCUOHAIBHBIM Pa3BUTHEM;

— ckopocTb u3MeHeHuss Ur-cheppt u  obOmactu  uHGOPMAMOHHOMN

0€30MMacHOCTH, a TAKK€ BaXKHOCTh COOTBETCTBUS COBPEMEHHOMY YPOBHIO.

—  B&XHOCTb YMEHHMs CIylIaTh coOeceqHuKa Kak d4acTu 3(P(PEeKTUBHON

KOMMYHHUKaIWH;
— ponmu W TpeboBaHusA Koyuler W HauOoiee A(PPEKTHUBHBIE METOBI
KOMMYHHUKaIWH;
—  B@XHOCTh TMOCTPOCHHMSI U TMOAAEPKAHUS TPOAYKTHBHBIX paboumx
OTHOIIEHUH C KOJIJIETAaMU U YIPABJISIIOIIUMU;
—  cnocoObl pa3pelieHuss HENOHUMaHUs U KOHQIIMKTYIOIUX TpeOOBaHUM;
1) ymers:

—  HMHTEPHPETUPOBATH I0JIb30BATEIBCKUE 3aIpPOChl U TPEOOBAHUSA C TOUYKHU
3peHusl KOPIOPATUBHBIX TpeOOBaHUI];

— TPUMEHSATh BCE THUMBl KOH(UTypauuid, MpPOrpaMMHBIE U amIapaTHbIE
OOHOBJICHHS Ha BCE THUIIBI CETEBBIX YCTPOMICTB, KOTOPHIE MOTYT OBITH B
CETEeBOM OKPY>KEHUHU;

—  HacTpauBaThb CETEBBIE YCTPOMCTBA;

—  aJIMUHUCTPUPOBAHME ABTOMATU3MPOBAHHBIX TEXHUYECKHE  CPEICTBA
yIpaBJIEHUS U KOHTPOJIS MHPOpMALMKU U HH()OPMALIMOHHBIX IOTOKOB;

— YCTaHOBKA AareHTCKOM 4YacTH CHUCTEMbl KOPIOPATUBHOM 3aIIUTHI OT
BHYTPEHHUX yTPO3;

—  3aIyCK IOCTEBBIX BUPTYaJbHBIX MAIWH U MpaKTUYecKas padoTa ¢ HUMHU C
UCIIOJIb30BaHUEM COBPEMEHHBIX TUIIEPBU30POB;

—  HacTpoWKa OTAEJbHBIX KOMIIOHEHT CHUCTEMbI KOPIIOPATUBHOM 3aIlUThI OT
BHYTPEHHUX YTPO3 U CUCTEMBI B LIETIOM;

— yMeTh  TMpOBEpATh  pabOTOCIOCOOHOCTH  CHCTEMbI W BBISBIATH
HEUCTPABHOCTH, YCTpPaHATh MpOOJEeMbl M MPOBOAUTH KOHTPOJIbHBIC
IPOBEPKHU;

1.4. TlnanumpyeMmble JIMYHOCTHBIE PpPe3yJbTaThbl OCBOCHUsI paldouei
MPOrpamMMbl

JIP 4. IlposBnstomuii U AEMOHCTPUPYIOLIUN YBaXXEHHUE K JIOASM TpyAa,
OCO3HAIOIIUHI IIEHHOCTh COOCTBEHHOTO TpyAa. CTpeMsuuiics K GOpMUPOBAHUIO B
CETEBOW CpeJie IMYHOCTHO U NPOPECCUOHATBHOIO KOHCTPYKTUBHOTO «IU(POBOTrO
cienay.



JIP 7. Oco3Haromuii NPUOPUTETHYIO IEHHOCTh JIMYHOCTH YEJIOBEKA;
YBXKAIOMUNA COOCTBEHHYIO M UYXKYI0 YHHKAIHHOCTh B PA3JIMYHBIX CUTYAIUSIX, BO
Bcex (hopMax W BUJAX JECATCILHOCTH.

JIP 10. 3abotsamuiics O 3alIuTe OKpPYXAIomel cpeapl, COOCTBEHHOW u
qy’K0li 0€30MacHOCTH, B TOM YHCIIE ITU(POBOA.

JIP  11. IIposiBasiromiMi  yBaXXEHUE K OCTETUYECKUM  LIEHHOCTSIM,
o0Jaaronuii OCHOBaAMH 3CTETUYECKON KYJIbTYPHI.

1.5. KosinyecTBO 4acoB Ha OCBOeHHE padoueil mporpamMmbl y4eOHOI
AUCUMILTUHBI:

MaKCUMaJIbHOW y4eOHOW Harpy3ku oOyuaroierocst - 128 4acoB, B TOM 4HCIIE:
ayIUTOpHOM y4yeOHOM paboThl oOydaromerocss - 106 yacoB, u3 HUX B dopme
MPAKTUYECKOM MOATOTOBKU — 84 4acoB; B TOM YHUCJIE MPAKTUYECKUX 3aHATHH - 56
4acoB; CAMOCTOSITEIbHOM y4yeOHOU paboThl oOyuaromerocss - 10 yacos;
KOHCYJIbTALN - 6 4acoB.



2. CTPYKTYPA U COJAEPKAHUE YUEBHOM JUCHUNJIAHBI

2.1. O0beM yueOHOM TUCHUIIJIMHBI U BUABI Y4eOHOIl padoThI

Bun yueOHoit padoThI O0bem
4acoB
MakcumasibHas ydyeOHasi Harpy3ka (Bcero) 128
AynutopHas y4deOHasi padora (o0s3aTesJbHbIC y4eOHBIe
106
3aHsATHS) (BCEro)
U3 HUX B (popMe MPAKTHYECKOM MOATOTOBKH 84
B TOM YHUCJIE:
JIEKIIMOHHBIE 3aHSITUS 50
nabopaTopHbie PabOThI
NPaKTUYECKUE 3aHITHUS 56
KOHTPOJIbHBIE PaOOTHI
CamocTosiTesibHAsi padoTa 00y4aromerocst 10
B TOM YHCJIE:
N3yuenne Marepuana 1o JUTepaTypHbIM HCTOYHHKAM 3
[Touck napopmaruu 4
[ToaroroBka cooOleHus 3
Koncynpranmu 6
IIpome:xkyTOYHAS ATTECTANMA: IK3AMEH 6




2.2. TemaTu4yecKMid IJIAH U COEPKAHUE YUeOHO! JUCUUIINHBI 3aIIUTA MH()OPMALMOHHBIX NIPOLIECCOB B
KOMIILIOTEPHLIX CHCTEMAX

HaunmeHoBaHue Coaep:xanue yueOHOro MaTepuaJa, JabopaTopHbie padoThl M NPpaKTHYeCKHe 3aHATHA, | O0beM Konsi
pa3iesioB U TeM B TOM 4HcJie B hopMe NPaKTHYECKOIl MOAT0TOBKH, CAMOCTOsITe/ILHasi padoTa YacoB | JIMYHOCTHBIX
o0yuarommxcst pe3yabTarToB,
¢dopmupoBan
HI0 KOTOPBIX
crocoocTByeT
3JIeMEeHT
NPOrpaMMblI
1 2 3
Tema 1. Coneprxkanue y4eOHOr0 MaTepraia, B TOM Yucie B (hOpMe MPaKTHIECKON MOATOTOBKH 12/12 V1-¥7
AHanu3 1 [Tpobnemb! nHPOpMamOHHOM Oe30macHOCTH. OCHOBHBIE TOHATHUS U MOJIOKEHHS 3aIIUTHI 2 31-36
MOTEHIMAIBHBIX YIPO3 nH(popManuu B KoMnbloTepHBIX ceTsx (nanee KC). JIP 4
0e30macHOCTH 5 | TIpaBoBbIC OCHOBEI 3aNIHMTEI uHpOpMaIU HHGOPMAITHOHHBIX IPOLECCOB B 2 JIP 7
MH(OPMaLMOHHBIX KOMITBIOTEPHBIX CHCTEMAX.
HpOoUECCOB B 3 | Uctounuku yrpo3. CiayyaiiHble ¥ IpeAHAMEPEHHBIE YTPO3bI. 2
KOMIIbIOTCPHBIX 4 | TlocraHoBKa 3a/1a4yy aHAJIN3A MMOTEHIIMAIBHBIX YTPO3. 2
CUCTEMaX 5 | AHanu3 ¥ 3amuTa OT YTeYKH KOMIBIOTepHOW nHpopManuu o kanaiam [I19MIH. 2
6 | AHanu3 IEKTPOMArHUTHBIX U3YyYEHUI U HABOJOK B KOMIIBIOTEPHBIX CUCTEMAX. 2
JlaGopaTopHbie 3aHATHUS *
[TpakTUyeckue 3aHATHS, B TOM YUCIIE B (OpME MPAKTHUECKON TOTOTOBKU 10/10
OcHOBHBIE YTPO3bI HHPOPMAITMOHHON O€30TTaCHOCTH. 2
OcHOBHbBIE TPUHIHIIBI ((OPMUPOBAHUS peKUMa obecrieueHus1 0€30IMacHOCTH. 2
XapakTepuCTUKU U3YYCHHS TPOTOKOJIOB OOMEHa. 2
AHanu3 CreKTpa NpoTOKOJIOB OOMEHa. 2
[TapannensHbIN aHAIU3 LETEH U BO3MOXXHOCTEH 3JI0YMBIIIJIEHHUKA B KOMITBIOTEPHOU CETH U 2
IIPY HAJTMYHUH U30JIMPOBAHHOIO KOMIIBIOTEPA.
KonTtposbHbIe pabOThI *
Tema 2. Coneprxanue yueOHOro MaTepuasa 14/0 V1-V7
MeTons! sammThI 1. | Opranu3anuOHHBIE METOBI 3AIIUTH HH(YOPMALIMOHHBIX HPOLIECCOB B KOMIIBIOTEPHBIX 5 311)'36

CUCTEMAX.




2.| OrpanuyeHue ¥ KOHTPOJIb JOCTYMa, HISHTU(UKALIUS M YCTaHOBJICHHE JJOCTYIIA 2 JIP 7

3. | MHKeHepHO-TeXHUYECKUE METOIbI 3aIIUTH HH()OPMAITMOHHBIX TPOIIECCOB. 2 JIP 10

4. | TIporpaMMHO-anmnapaTHple METOIbI 3aIIUThI HH()OPMAIIHH. 2 JIP 11

5. | IlporpaMmmHO-annapaTHbIe METO/IbI 3aIIUTHI HHPOPMALIMOHHBIX MPOIIECCOB. 2

6. | 3ammTa IEKTPOHHBIX TOKYMEHTOB. 4

JlaGoparopHbie 3aHATHS

[TpakTrueckue 3aHATHS, B TOM YUCIIE B (OpME MPAKTHIECKOW MOATOTOBKH 20/0

OrpanuueHue ocrymna. 2

Pasrpannyenue nocrymna. 2

KoHTpous moctyma. 2

KoHuenuus nocTpoeHus CUCTEM pa3rpaHUyuCHUs JOCTYyMa. 2

Pasrpannyenue noctyna K 1okymeHTaMm, pecypcam [I9BM u cetu. 2

Pasrpanndenue nocryna k 1okymeHntam, pecypcam [I9BM u cetu. 2

[TpuBsizka Kk 0COOEHHOCTAM (PailIoBON CUCTEMBI. 2

3amuTa TOKyMEHTa IPH €ro nepeaaye. 2

3amura JOKyMeHTa pu ero o0paboTke, XpaHEHUH W UCTIOJTHEHUH. 2

3amura JaHHBIX B KaHaJaX CBI3H. 2

KonTtposnbHbie paboThl *
Tema 3. Coneprxkanue y4eOHOr0 MaTeprasa, B TOM Yucie B (hOpMe MPaKTHIECKON MOATOTOBKH 12/12 V1-¥7
WNudpopmannonnsie 1 | Mognens ISO/OSI. ®dusnyeckuii ypoBEHb. 4 31-36
MPOLECCH] U CUCTEMBI 2 | KaHasibHBIN YPOBEHb. 2 JIP 4

3 | Mogens ISO/OSI. CereBoii ypoBeHs. 2

4 | TpaHCIOPTHBIN YPOBEHB 2

5 | OTKpBITHIN KITt04. CucTeMa 3JIEKTPOHHOMN MOAMHUCH. 2

JlaGopaTopHbie 3aHATHUS *

[TpakTUyeckue 3aHATHS, B TOM YUCIE B (OpMe MPAKTHUECKON TTOTOTOBKU 8/8

Kpunrorpaduieckas 3ammura. 2

udposanue. 2

Cuctemsl U1l BRIpAOOTKH CEKPETHBIX KITFOUEH. 2

AJTrOpUTM BBIPAOOTKU YHUKAIBHBIX CEKPETHBIX KIIOUECH. 2
Tema 4. Coneprxkanue y4eOHOr0 MaTepraia, B TOM Yucie B (hopMe MPaKTHIECKON MOATOTOBKH 12/12 V1-¥7
OcoOenHoctu 3amUThl | 1 | AIMHHHCTPUPOBAHUE CEPBEPHBIX CHCTEM U IIPHIIOKEHHIA. 4 31-36
vHpopManuu Ha y3nax | 2 | OcHOBHBIE BH/IbI pa0OT aJIMHHUCTPUPOBAHHUS CEPBEPHBIX CHCTEM M TIPUIIOKEHHH. 4 JIP 4
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KOMIIBIOTEPHOU CETH

3 | PesepBHoe konupoBanue. JKypHanuzauus n3MeHeHU. MyJIbTUILIEKCUPOBAHKE U
apXUBHUPOBAHHUE.

JlaGopaTopHble 3aHATHUS

[IpakTuueckue 3aHATHS, B TOM YuCie B (hopMe MPaKTUYECKON MOATOTOBKH
OcHoBHBIE BUIBI pa0OT aIMUHUCTPUPOBAHUS CEPBEPHBIX CHCTEM U TIPHUIIOKEHUH.
Hactpolika n atMHUHUCTpUPOBAHKE CEPBEPA.

Hactpoiika cuctembl 6€30MacHOCTH, KOHTPOJIb U OTYETHI IO TpapuKy.
HacTtpoiika cuctembl 6€301MacHOCTH, KOHTPOJIb U OTYETHI IO TpauKy.
Kitaccuueckoe agMuHUCTpUpPOBaHUE.

ABtomatuzanus ynpasienus [10.

Ob6ecrnieuenne napopmanronHoi 6e3omacaoct CYB/I.

MOHHMTOPUHT CETEBBIX y3JIOB.

MOHHTOPHHT CeTeBOr0 Tpaduka.

18/18

[\OT \S 2 \O I O NI \O I \V)

JIP 7
JIP 10
JP 11

CamocTosTenpHas
pabota o0yyaromuxcs

N3yuyeHne MaTepHaia 1o JIMTepaTypHbIM HCTOYHUKAM: «[IpeamoCchuIKy TOSBIECHHS yTPO3»
[Touck nnpopmanuu «OCHOBHBIE HEMPEAHAMEPEHHBIE CKYCCTBEHHBIE YTPO3bD»

[Toaroroska cooOmeHust «OCHOBHBIE IPeTHAMEPEHHBIE HCKYCCTBEHHBIC YTPO3bD»

W3ydenne maTepuana 1o JUTEPaTypHbIM HUCTOUYHUKaM: «CTpaxoBaHHE KaK METOJ 3alllUTh
nHpopMaIum»

[Touck nnpopmanuu «3amuTa HHGOPMALTMOHHBIX TEXHOJIOTHI»

N3yuyeHne MaTepuaia 1o JUTepaTypHbIM HCTOUYHUKAM: X3IIMPOBAHHUE U XOMI-(YHKITHH.
[Touck nunpopmarmu «K MOHUTOPUHT CETEBOTO Tpaduka»

10/10

Koncynbranuu

6/6

DK3aMeH

6/6

Bcero:

128
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3. YCJIOBUSI PEAJTU3ALIUU PABOYEI MTPOTPAMMBI YUEBHOI
TUCTUTLIAHBI

3.1. TpeboBanuss K MHHHMAJIBHOMY  MAaTePHATbHO-TEXHUYECKOMY
o0ecre4yeHu1o

Peanmzamuss  yuyeOHOM  AUCHMIUIMHBI — TpeOyeT  Hauuuus  Jabopatopuu
[TporpaMMHOTro OOecreueHust U COMPOBOXKIACHUS KOMIBIOTEPHBIX CUCTEM.
OobOopynoBaHne y4eOHOro KaOUHeTA:

KommiekT yyeOHO-MeToanuecKoi JoKkyMeHTauu. Crienuain3upoBanHas yueOHast
Me0eb: CTOJ MpenoaBarTess, CTyJ MPEenoAaBaTesl, CTObI s CTYI€HTOB, CTYJIbs
U1l CTYACHTOB, KJIAaCCHAs OCKA.

Pabouas mporpamMmma MoOKeT OBITh pealn30BaHAa C MPUMEHEHHEM pa3IMYHbIX
00pa30BaTENbHBIX TEXHOJOTUH, B TOM YHCJIE C MPUMEHEHHEM JMCTAHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJIOTUN U 3JIEKTPOHHOTO O0yUYEHUSI.

3.2. UudopmanuoHHoe odecredyeHue 00y4eHus:

nepeyeHb YYeOHbIX W3/IaHUM, SJIEKTPOHHBIX M3JIaHUH, SJEKTPOHHBIX U MHTEepHET-

pecypcoB, 00pa3oBaTeNbHbIX MIATHOPM, FTEKTPOHHO-OMOINOTEUHBIX CUCTEM, BEO-

CHUCTEM /I OpraHu3alliyd JUCTAHIIMOHHOTO OOy4YeHUs U YIPaBJICHUA WM,

UCIIONIb3yEMbIE B 00pa30BaTeIbHOM MPOIECCe KaK OCHOBHBIE U JTOTIOJHUTEIbHBIC

HCTOYHUKHU.

OCHOBHBIC HCTOYHHUKH:

1. Undopmanmonnas 6€30MaCHOCTb KOMIBIOTEPHBIX CHCTEM M ceTeil : yueO.
noco6ue / B.®. lllanerua. — Mocka: U] « DOPYM»: UHOPA-M, 2020.
— 416 c.

2. OcHoBbl  uMH(pOpMaIMOHHON  Oe3omacHocTH: y4eOHUK/ByOHOB  A.A.,
[Tpxeropnunckuii B.H., CaBunkun O.A.. — M.: Axkagemus. 2019-256 c.
JlonoJIHUTeIbHbIE HCTOYHUKH:

3. ®enepalibHbIA 3aKOH P® «0O06 wunpopmanuu, UH(POPMAITMOHHBIX
TEXHOJIOTHSIX U 0 3ammTe nHpopManum» ot 27.07.2006 Ne 149-D3.

4. be3boroB A.A., SfxoemeB A.B., MaprempsnoB H0.®D. be3zonacHoCTh
onepannoHHbIX cucreM. M.: I'emmoc APB, 2008.

5. bopucoB M.A. Oco0eHHOCTH 3alUThl NEPCOHAIBHBIX JAHHBIX B TPYIOBBIX
oTHomeHusx. M.: JIubpokom, 2012. — 224 c.

6. I'y0oenkoBA.A.MHpopmaiimonHas 6e30MaCHOCTh ~ BBIUHUCITUTENBHBIX — CETEH:
y4eb. mocobue / A. A. I'ybenkos. - Caparos: CI'TY, 2009. - 88 c.

7. KynakoB B.I'., T'arapun M.B., u np. HNudopmanmonnas 06e301macCHOCTD
TEJIEKOMMYHUKAIIMOHHBIX cHUCTeM. Y4eOHoe mnocobue.-M.: Pagno u cBs3b,
2008

8. Mak-Kmap  C., Cxkem0Opeit JIx., Kyptn . Cekpetbl XaKepOoB.
be3onacHocTh cereld — rotoBble penieHus, 4-¢ usa. — M.: Bunesamc, 2004. —
656 c.

9. Mamok A.A., TMasuszun C.B., Iloroxun H.C. Bpemenue B 3amurty
uHbOpMallMu B aBTOMATU3UPOBAaHHBIX cucTeMax: Yueb. [locoOue asns By30B.-
3-e u3n., crep. M.: I'opsuas nunust, 2005.- 147 c.
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10.MenpaukoB JI. HMuHpopmanmonHas 0e30MacHOCTb OTKPBITBIX CHUCTEM.-M.:
®opym, 2013.
11.I1lnatonoB, B. B. IlporpammHo-anmnapatHble cpeacTBa o0OecredeHus
nH(OPMAITMOHHON 0€301TaCHOCTH BBIYUCIUTENBHBIX ceTel: Yueb. mocodue st
CTya. BeIcil. yueb. 3aBenenuii / B. B. Ilnatonos. — M.: Akanemus, 2006. — 240
c.
12.CeBepun B. KowmmnekcHas 3amura uHGOpMalWd Ha MPEANPUATHH. M.:
['oponen, 2008. — 368 c.
13.Ckpunauk J[. A. OOmue BOMPOCH TEXHUYECKOW 3alUThl HHGOPMAIIUU:
ydyeoHoe nocobue / Cxkpunauk J[.A.—M.: NHTepHeT-YHUBEpPCUTET
Nudopmarmonnsix Texnonoruit (MHTYUT), 2016.
JJIeKTPOHHbIE U31aHus (3JIEKTPOHHbIE PeCypchl)
1. UapopmManimoHHO-CIipaBOYHasi cucTeMa 10 JOKyMeHTaM B  0O0JacTH
TEXHUYECKOH 3a1uThl HHpopManun www.fstec.ru
NudopmarmonHslil moprai mo 6ezonacHoctu www.SecurityLab.ru.
Poccuiickuii OnomeTpuueckuii mopraia www.biometrics.ru
Caiit xxypHana Maudpopmarmonnas 6e3omacHocTs http://www.itsec.ru —
CnpaBouHo-TipaBoBas cucteMa «l'apanT» » www.garant.ru
CrmpaBouHo-mipaBoBast cucreMa «KoncynbranTt Ilmoc» www.consultant.ru 9.
denepanbHas CIy)0a MO TEXHUIECKOMY U AKCTIOPTHOMY KOHTPOJTIO
7. (DCTOK Poccun) www.fstec.ru
[Mudposas obpazosarensuas cpena CIIO PROFo6pa3oBanue:
1. Jloxxaukos, I1. C. O6ecrieuenne 6€3011aCHOCTH CETEBOM MHPPACTPYKTYpHI Ha
OCHOBE oreparmoHHbIx cucteM Microsoft : mpaktukym / I1. C. Jloxnaukos, E. M.
MuxaiinoB. — 3-e u3n. — Mocksa : MatepHeT-YHuBepcuter UndopmannoHHbix
Texnonorut (MHTYUT), At [Iu Ap Meaua, 2020. — 263 c. — ISBN 978-5-
4497-0666-9. — TekcT : HNEKTPOHHBIN // DIEKTPOHHBIM pecypc HUGPOBOI
obpazoBarenbHori cpeapl CIIO PROFo6OpazoBanune : [caiit]. — URL:
https://profspo.ru/books/97553 (mara o6pamenus: 12.11.2020). — Pexum
nocryna: Juist apTopusup. [lonb3zoBareneit
2. ®omuH, [[. B. MHdpopmarnmonnas 06€30maCHOCTh : y4eOHO-METOIUYECKOE
nocoOue sl CTYJEHTOB 3a049HOW (POpMBI OOydUEHHsI HAMPABICHUS IMOIATOTOBKH
38.03.05 «busnec-undopmaruka» / . B. ®omun. — CapatoB : Bysosckoe
obpaszoBanme, 2018. — 125 c. — ISBN 978-5-4487-0299-0. — Tekct
AIIEKTPOHHBIN // DNEKTpOHHBIA pecypc uudpoBoit odpazoBarenbHO cpeabl CIIO
PROFob6pazoBanue : [caiit]. — URL: https://profspo.ru/books/77318 (nata
oOpamenusi: 13.11.2020). — Pexxum goctymna: 1Jig aBTOpU3Hp. NOJIb30BaTENEH
DJIeKTPOHHO-0MOJIMOTEYHAS CUCTEMA:
I[PR BOOKS
https://www.iprbookshop.ru/89443.html
https://www.iprbookshop.ru/6991.html
Be0-cucrema i OpraHm3anuM JAUCTAHIUOHHOIO OOy4YeHMSl W
yHpaBJIeHUS UM:
Cuctema nuctanimonHoro o0ydenus OI'AIIOY «AnekceeBCKUN KOJUIEIK

http://moodle.alcollege.ru/

SRR
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4. KOHTPOJIb M OIEHKA PE3YJIbBTATOB OCBOEHMUA

YYEBHOM TACHATIMHBI

KonTposb ¥ omeHka pe3ysibTaTOB

OCBOCHHS y4E€OHOW NHUCIMIUIMHBI

OCYIICCTBICTCA IIPCIIOJAABATCIICM B IIPOHCCCE IPOBCACHUA TCOPCTHUYCCKHUX U

IIPAKTUYECKUX 3aHATUN, JK3aMEHa.

Pe3yabrarsl 00y4yeHus
(ocBOEHHBIC YMEHHS1, YCBOCHHbIC 3HAHMA), €
yY4eTOM JIMYHOCTHBIX pe3y/bTATOB,
NnpogeccHOHAIBLHOI0 CTAHAAPTA M CTAHJAPTA
KOMIIEeTeHIIUM YeMIIMOHATHOI0 ABUKEHUS 110
NnpopecCHOHATBLHOMY MACTePCTBY

®opMbI U METOAbI KOHTPOJISI H OLIEHKHU
pe3yJbTaTOB 00yYeHUst

«IIpogeccnonanbI»
YMEHus:
OIpeNeNsTh BUJIbI yrpo3 0€30I1aCHOCTH | DKCIIePTHOE HAOJIOIEHNE U OLIEHKA ITPU

uHpOpMaLUU 1 HHPOPMAIIMOHHBIX IPOIIECCOB;
INPUMEHATh METOIBl 3allUThl HWHGOPMAIH B
KOMITBIOTEPHBIX CUCTEMaX U KOMITBIOTEPHBIX CETSX;
HNPUMEHATh METOABI KPUNTOTPadHUECKON 3allUThI

uHpOpMaLNu;

KIacCH(PUIMPOBATh KOMIBIOTEPHBIE BUPYCHl W
UCIIOJIb30BATh AHTHBHPYCHBIC IPOTPaMMBEI;
HPOEKTUPOBATH TEeXHUYECKHE cpencTaa
oOecrieyeHuss ~ O€30MACHOCTH U TPUMEHSTH
anmapaTHO-IIPOTpaMMHBIE cpencTBa 3aIIUTHI
unpopmanuu ot HCJI;

HNPUMEHATH IPABOBbIE HOPMBI 3aLIUTHl HH(POPMALTIH
¥ MH()OPMAITMOHHBIX MTPOIIECCOB.
OPHEHTHPOBAaThCS B HECTAaHIAPTHBIX YCIOBUAX H

CUTYaIlUsX, aHAIIM3UPOBATH BO3HUKAIOIIINE
nmpoOJeMbl, pa3pabdaThiBaTh M OCYIIECTBIATH IUIAH
JEUCTBUM.

3HAHUSL:

OCHOBHBIE YTp03bl MH(OpMAIMK B KOMIIBIOTEPHBIX
cucreMax;

cneun(ruKy BO3HMKHOBEHHS YIpo3 B OTKPBITBIX
CeTAX;

OCHOBHBIC PYKOBOAAIINC OOKYMCHTBI B obactu

3alIHTHI WH(POPMAIMOHHBIX MIPOIIECCOB B
KOMITIBIOTCPHBIX CUCTCMAX;
OCOOEHHOCTH 3allUThl HH(POpMaNMU Ha Yy3/1ax

KOMIIBIOTEPHOU CETH;

OCHOBHBIC KaTEropuu TPeOOBAHHWI K MPOTPaMMHOMN
U TMPOrpaMMHO-AMNIapaTHON pealn3aluu CpeJCTB
3aIUTHl HTHGOPMAIIHH;

TpeOOBaHUS K 3aIUTE ABTOMATU3UPOBAHHBIX CUCTEM

ot HCJL.

BBITTOJIHEHUH MTPAKTUYECKON paboTHl,
IIPOBEPKA JJOMAIIHETO 3aJaHUS.
TectupoBanue, 3a1UTa IPAKTUIECKOMN
paboThl, YCTHBIN U TUCBMEHHBIN OTIPOC,
IK3aMEH

DKcrepTHOE HAOIIOCHNE U OLIEHKA MTPU
BBINOJIHEHUH [TPAKTUYECKON paboTHl,
IIPOBEPKA JOMAIIIHETO 3a/1aHuUs.
TectupoBanue, 3amuTa NPAKTUUIECKON
paboThl, YCTHBINM U MUCBMEHHBIN OIPOC,
JK3aMEH
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