[okymeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoBaHo B MuHtocte Poccum 14 oktabpa 2022 r. N 70515

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUIACKOMN ®EAEPALIUM

NMPUKA3
oT 14 ceHTA6pa 2022 r. N 533H

OB YTBEPXAEHUN NPOPECCMOHAJIbHOIO CTAHAAPTA
"CNELMANINCT NO BE3OMACHOCTU KOMMbIOTEPHBIX CUCTEM W CETEI"

B cooTtBeTcTBMM C nNyHKTOM 16 [paBun paspaboTKM W yTBepXAeHWs NpodecCUoHaNbHbIX
CTaHAaApPTOB, YTBEPXKAEHHbIX NocTaHoBAeHWem [paButenbcTBa Poccuiickoit ®eaepaumm ot 22 AHBapsA
2013 r. N 23 (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®epepaumn, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npukasbiBato:

1. YTBepantTb npunaraembli npodeccMoHanbHbii cTaHaapT "Cneumannct no 6HesonacHocTu
KOMMbIOTEPHbIX CUCTEM U ceTeln".

2. Mpu3HaTb yTPaTUBLLMM CUAY NPUKa3s MUHUCTEPCTBA TPYAA M COLMANbHOM 3awWwmuTbl Poccuiickoi
depepaummn ot 1 Hosbps 2016 r. N 598H "O6 yTBep:KAeHMM npodeccMoHanbHOro cTaHAapTa
"Cneumanuct no 6e30MacHOCTM KOMMbIOTEPHbIX cucTem U ceTein" (3apernctpmposaH MuHUCTEPCTBOM
tocTnumnm Poccuinckoit deaepaumm 28 Hoabpsa 2016 r., peructpaumoHHbiii N 44464).

3. YCTAHOBMWTb, YTO HACTOALLMIM NPUKa3s BCTynaeT B cuay ¢ 1 mapta 2023 r. u geicreyeT Ao 1 mapTa
2029r.

MuHucTp
A.0.KOTAKOB

YTBepKaeH

npukasom MuHuUcTepcTBa Tpyaa
M COLMaNbHOM 3aLLUTbI
Poccuiickoin Pepepaumm

oT 14 ceHTa6pa 2022 r. N 533H

NPO®ECCUOHA/IbHBIA CTAHOAPT

CNELMAIUCT NO BE3ONMACHOCTU KOMIMbIOTEPHbIX CUCTEM W CETEM

842

PerncrpaumoHHbIli Homep

l. Obwme ceegeHunn



3awmTta MHGOPMaLIMKM B KOMMbIOTEPHbIX CUCTEMAX U CETAX ‘ 06.032 ‘

(HaMmeHoBaHMe BMAa NpPodeccMoHanbHOWN AeATENbHOCTH) Kopg

OcHoBHaA uenb Buga npodpeccMoHaNbHOMU AeATeNbHOCTU:

Ob6ecneyeHune 6e30nacHOCTU MHGOPMALMM B KOMMbIOTEPHbIX CUCTEMAX M CETAX B YCAOBUAX
CYLLEeCTBOBAHUA Yrpo3 UX MHbOPMaLMOHHOM 6e3onacHoCTU

Fpynna 3aHATUIA:

2519 Pa3paboTumku u aHanUTUKKN | 2522 CucremHble
nporpammHoro obecnevyeHumn aaMUHUCTPATOPbI
U NPUIOXKEHUN, HE
BXOAALIME B Apyrue rpynnbl

2523 Cneuyanunctol no 3513 Cneunannctbl-TEXHUKU NO
KOMMbIOTEPHbIM CETAM KOMMbIOTEPHbIM CETAM U
cMcteMam
(kog, OK3 <1>) (HaMmeHoBaHMe) (kon OK3) (HaumeHoBaHwMe)

OTHeceHuMe K Bugam 3KOHOMMUECKOM AeATeNIbHOCTU:

62.09 JeAatenbHoCTb, CBA3aHHaA C UCMOJIb30BaHNEM BbIYUC/IUTENIbHOM TEXHUKN U
MHGOPMALMNOHHbBIX TEXHONOTUI, Npoyas

(kog, OKB3/ <2>) (HaMmeHoBaHMe BUA S3KOHOMUYECKOWN AEeATENbHOCTN)

Il. Onucanue TPyAoBbIX GYHKUMIA, BXOAALLMX
B npodeccMoHanbHbii cTaHAapT (PpyHKUMOHaANbHAA KapTa BUaa
npogeccMoHanbHON AeATeNbHOCTH)

0606ueHHble TpyaoBble GpyHKUMMU Tpyaosble GpyHKUMM
KoZa HanmeHOBaHWe YPOBEHb HanMmeHOBaHWe KoA YPOBEHb
KBanuodu (noaypos
Kauum €Hb)
KBanmodu
Kauuu
A TexHu4yeckoe 5 TexHMYecKoe 0b6CcnyKnBaHue A/01.5 5
obcnyKneaHue nNporpammHo-annapaTHbIX CPeacTs
CpeAacTB 3aLnThbI 3awmTbl MTHPOPMaLMKM B
nHbopmauum B OnepaLMoOHHbIX CUCTEMAX
KOMMNbIOTEPHbIX
CUCTEMAX U CeTAX TexHnyeckoe obcnyxnBaHue A/02.5 5
nNporpammHo-annapaTHbIX CPeacTB
3aWwmTbl MHGOpMaL MK B
KOMMbIOTEPHbIX CETAX




TexHnuyeckoe o6CnyXKnBaHue
CPeACTB 3almTbl UHPOPMaLUK
NPUKNAAHOrO U CUCTEMHOrO
nporpammHoro obecnevyeHus

A/03.5

AZMUHUCTPUPOBAHU
e CPeACTB 3amTbl
nHbopmauum B
KOMMbIOTEPHBbIX
cucTemax 1 cetsix

AOMUHUCTPUPOBaAHKME NOACUCTEM
3aLLMTbl MHGOPMALLMM B
OMnepaLyMOoHHbIX CUCTEMAX

B/01.6

AOMMHUCTPUPOBaHNE
nporpaMmmHo-annapaTHbIX CpeacTs
3aLLMTbl MHGOPMALLMM B
KOMIMbIOTEPHBIX CETAX

B/02.6

AOMMHUCTPUPOBaHNE CPeacTs
3alMTbl MHGOPMALLUM
NPUKNAAHOrO U CUCTEMHOrO
nporpammHoro obecnevyeHus

B/03.6

OueHuBaHune
YPOBHA
6esonacHoCcTH
KOMMbIOTEPHbIX
CUCTEM U CceTel

MpoBeaeHMe KOHTPOIbHBIX
npoBepoK paboTocnocobHOCTU U
3¢ PEKTMBHOCTM NPUMEHSEMBIX
NporpaMmmHo-annapaTHbIX CpeacTs
3aLLMTbl MHGOPMALLMM B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

C/01.7

Pa3paboTka TpeboBaHuii no
3awmTte, GopMmnpoBaHMEe NOAUTUK
6€30MacHOCTM KOMMbIOTEPHbIX
CUCTEM U ceTel

C/02.7

npOBeAEHME daHan3a
6e30nacHOCTN KOMI bOTEPHbIX
cncrtem

C/03.7

MpoBeaeHue cepTudrKaunm
NporpaMmmHo-annapaTHbIX CPeacTs
3aLLMTbl MHGOPMALLUM

c/04.7

MpoBeaeHWEe MHCTPYMEHTaIbHOTO
MOHMWTOPUHra 3aLMULLEHHOCTH
KOMMbIOTEPHbIX CUCTEM U CeTel

C/05.7

MpoBegeHWe 3KCNepPTU3bI NPK
paccnefoBaHUM KOMMbIOTEPHBbIX
NpPecTynaeHni, NpaBoHapyLWeHN 1
WMHUNOEHTOB B KOMMbIHOTEPHbIX
cUCTeMaXx 1 ceTsx

C/06.7

Pa3paboTka
nporpaMmmHo-
annapaTHbIX
CPeACTB 3alMThI
nHbopmaumnn

Pa3paboTKka TpeboBaHUI K
nporpaMmHo-annapaTHbIM
cpeacTBam 3almMTbl MUHPOPMALUK
KOMMbIOTEPHbIX CUCTEM U CETEM

D/01.8

MpoeKTMpoBaHWe NPorpaMmmHo-

D/02.8




KOMMbIOTEPHbIX
CUCTEM U ceTel

annapaTHbIX CPe/CTB 3aLUUThbI
MHOOPMaLMM KOMMbIOTEPHbIX
CUCTEM U ceTen

Pa3paboTKa 1 TecTMpoBaHue
CPeACTB 3aWmTbl UHPOPMaLUK
KOMMbIOTEPHBIX CUCTEM U CeTeN

D/03.8 8

ConpoBoxaeHue pa3paboTku
CPeACTB 3almTbl UHPOPMaLUK
KOMMbIOTEPHbIX CUCTEM U ceTel

D/04.8 8

PykoBoacTso
pa3paboTkoi
nporpammHo-
annapaTHbIX
CpeacTB 3aLnThbI
nHpopmauunm
KOMMNbIOTEPHbIX
CUCTEM U CeTel

PykoBoacTBO paspaboTkoi
TpeboBaHMI K NporpammHo-
annapaTHbIM CpeaCcTBaM 3aLUmTbI
MHOOPMaLUN KOMMbIOTEPHbBIX
CUCTEM U ceTelt

E/01.8 8

PYKOBOACTBO NPOEKTMPOBaHMEM
NporpaMmmHo-annapaTHbIX CpeacTs

E/02.8 8

3aLLMTbl MHGOPMALLUM
KOMMbIOTEPHBIX CUCTEM U CeTel

PykoBoAacTBO pa3paboTKoli 1 E/03.8 8
TEeCTUPOBAHWEM CPEACTB 3aLmThI
MHGOPMaLMM KOMNbIOTEPHbIX

CUCTEM U ceTen

PyKoBoACTBO CONPOBOXKAEHNEM E/04.8 8
pa3paboTKu CpeacTs 3aLLmThl
MHPOPMALUN KOMMbIOTEPHbIX

cUCTEM U ceTel

lll. XapakTepucTtMka 0606LeHHbIX TPYyA0BbIX GYHKLUMIA

3.1. O606wWeHHan TpyaoBan GyHKLMUA

TexHMYecKoe 06CnyKnUBaHME CPeacTs
YposeHb
HanmeHoBaHuWe |3alnTbl MHGOPMaLUN B Koa A 5
KBanMdpuKaumm
KOMMbIOTEPHbIX CUCTEMAX U CETAX
MpoucxoxaeHue 3anmcTBoBaHO
P A . . | OpurmnHan X
0606LeHHONM TpyaoBoi M3 OpUrMHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurnHana HOMep
npodeccnoHanbHor
O CTaHAapTa
Bo3MoKHble TexHWK No 6€30NacHOCTU KOMMbIOTEPHbIX CUCTEM U CETEN
HaMMeHOBaHMA TexHWK no 3awmTte nHbopmaumm | Kateropum
JO/IKHOCTEN, TexHWK no 3awmTte nHdopmauum Il kKateropum




npodeccui

TexHMK no 3awmTte MHGopMauum

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

CpesHee npodeccnoHanbHoe 06pa3oBaHMe - MPOrpammMbl NOLTOTOBKM
CNeunanuncToB cpesHero 3BeHa

TpeboBaHMA K
onbITy
npakTU4ecKom
paboTbl

[na ponKHoCTel ¢ KaTeropmei - onbIT paboTbl B AOMKHOCTU ¢ 6onee HU3KOM
(npeawecTsyloweit) KaTeropueit He MeHee 04HOrO roaa

Ocobble ycnoBus
[AOMycKa K pabote

Apyrve
XapaKTepUCTUKK

PekomeHayeTca A0NONHUTEIbHOE NpodeccuoHanbHoe obpasoBaHue -
Nporpammbl NoBbIWEHUA KBaandUKaumMm B 061actv MHPOPMALMOHHOM

6e3onacHocTH

JononHutenbHble XapaKTepUCTUKUN

HanmeHoBaHue Kog, HanmeHoBaHuMe 6a30B0W rpynnbl, 4OMKHOCTH
AOKYMeHTa (npodeccum) nnm cneymanbHoCTH
OK3 3513 CneumanncTbl-TEXHUKN NO KOMMbIOTEPHbIM CETAM U
cucTemam
EKC <3> - TexHWK no 3awmTte nHbopmaLmnm
OKNATP <4> 27032 TexHMK no 3awmTe nHbopmauunm
OKCO <5> 2.10.02.01 OpraHusauma 1 TeXHOI0rMA 3aLWnTbl MHPOPMaL MK
2.10.02.02 NHdbopmaumnoHHas 6e3onacHoCTb
TeNIEKOMMYHWUKALUNOHHbBIX CUCTEM
2.10.02.03 NHbopmaumoHHas 6e30nacHOCTb aBTOMaTU3NPOBAHHbIX
cUCTEM

3.1.1. TpypoBasa PpyHKUMA

TexHMYecKoe obcnyKnBaHue
nporpammHo-annapaTHbIX CPeacTs Yposerb
HanmeHoBaHwue porp P P Kog | A/01.5 |(noaypoBeHb) 5
3awWwmTbl MHPOpMaLmm B
KBanMdpmKaumnm
OnepaLmMoHHbIX cMCTEMAX
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnuHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccroHanbHor

O CTaHAQapPTa




Tpygposble
nencremn

BeBog B 3KCMAyaTauuilo  NPOrpammMHO-annapaTtHbIX  CPeACTB  3aluThbl
MHpOPMaLMK B ONepPaLMOHHbIX CUCTEMaX

YcTaHOBKa nporpammHoO-annapaTHbIX CPeacTB 3alnNThbI VIHd)OpMaLI,VIVI

HacTpoiKa nporpammHo-annapaTHbIX CpeACcTB 3allinUTbl MHPOPMaLMKN, B TOM
yncne Ccpeacts aHTUBMPYCHOM 3alMTbl, B OMNEPaLMOHHbIX CcUcCTeMax Mo
33/laHHbIM WabnoHam

YcTaHOBKa CpeACTB aHTUBMPYCHOM 3aLMTbI B COOTBETCTBUM C AEUCTBYHOLLMMM
TpeboBaHMAMM

MHCTpYKTUpOBaHWe nosb3oBaTtenelt no nopaaxky 6esonacHoit paboTbl B
onepaLyMoHHbIX CUCTEMAX

OdopmneHve  3sKCMAyaTaUMOHHOM  AOKYMEHTaUMM Ha  MPOrpaMmmHo-
annapaTHble cpeAcTBa 3aWwnTbl UHPOPMaLMK B ONEPALNOHHBIX CUCTEMAX

BocctaHoBneHMe paboToCnocobHOCTM NpOorpammHO-annapaTHbIX CPeacTs
3alMTbl MHPOPMALMM B OMEPALMOHHbIX CUCTEMAX COFNACHO TEXHMYECKOU
OOKYMEHTauun

MpoBepKa KOPPEKTHOCTM PaboTbl NPOrPaMMHO-annNapaTHbIX CPEACTB 3alMTbI
MHPOPMaALMKM NPU UX B3aUMOLEWCTBUM C TEXHUYECKMMM CpeacTBamu U
nporpaMmmHbIM obecneyeHnem

Heobxogumble
yMeHus

HaCTpaMBaTb KOMIMOHEHTbI NOACUCTEM 3aLLUTbI MHd)OpMaLI,VIVI onepaynoHHbIX
cncrem

Ynpasnatb YYEeTHbIMU 3annMcamm I'IO}1b3OBaTe}1€‘l\;I, B TOM yucne
reHepmnpoBaHUEM, CMEHOW 1 BOCCTaHOBAEHMEM naponei/'l

MpMMEHATb NPOrpamMHO-annapaTHble CpeacTBa 3aluUTbl MHPOPMALUKM B
OMnepaLMOHHbIX CUCTEMAX

MPMMeHATb aHTUBMPYCHbIE CpeacTBa 3alWwmTbl MHGOPMaLMK B ONEPALLMOHHbIX
cuctemax

PaboTaTb B OMEpPaUMOHHBLIX CUCTEMAX C CODB/OAEHNEM [EeNCTBYHOLLMX
TpeboBaHMI No 3aLnTe MHOPMaLLUN

MpoBOANTL MOHUTOPUHT, aHaMU3 U cpaBHeHWe 3GPEKTUBHOCTU NPOrPaMMHO-
annapaTHbIX CPeACTB 3alWuUTbl MHGOPMaLMKN B ONEPaALUOHHBIX CUCTEMAX

YcTaHaBAMBaTb  06HOBAEHUA nporpammHoro O6€CI'IE‘-IEHVIFI, BK/1l04aA
nporpammHoe obecneveHue cpencTs 3alWnTbIl VIHd)OpMaLI,MM

BbiNONHATL pe3epBHOE KOMWPOBaHWE W aBapuiHOe BOCCTAHOBAEHME
paboTocnocobHOCTN CPeACTB 3aLMTbl MHbOPMALMK

KOHTpOJ’IVIpOBaTb LLeNOCTHOCTb noacnucTem 3alnTbl MHd)OpMaLI,VIVI
onepaunoHHbIX CUCTeEm

YCTpaHATb HEMCNPABHOCTU NOACUCTEM 3ALLMUTDI VIHCI)OpMaLI,VIVI onepaumnoHHbIX
CNCTEeM U NPOrpamMmHO-annapaTHbIX CPeacTBs 3aLlnTbl VIHd)OpMaLI,VIVI cornacHo




TEXHUYECKOW AOKYMEHTaLMu

OdopMnAaTb 3KCMAYaTALUMOHHYIO [AOKYMEHTAUMIO MPOrpaMMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

Heobxoanmble
3HaHUA

ApX1TeKTypa 1 Noab30BaTeNbCKUE NHTEPdENCHI ONepaLMOHHbIX CUCTEM

Mopsfok obecneyeHnsa 6e30nacHOCTM MHOOPMALMKM MpU  IKCMAyaTauum
OMNepaLyMOHHbIX CUCTEM

MCTOUYHMKM  yrpo3  uMHPopmMaumMoHHOM 6e3onacHOCTM U mepbl MO MX
NpeaoTBPALLEHNIO

CywHoCTb U cogepXaHue noHATMA WHPOpPMaUMOHHOK 6e3onacHocTy,
XapPaKTEPUCTUKM ee COCTaBAAOLWMX

Tunosble cpeacTBa 3aLWMThI VIHCI)OpMaLI,VIVI B onepaumMoHHbIX CUCTeMaX

I'IporpaMMHo-anrlapaTHble cpencrtea U mMeToabl 3aLlNTbI VIHd)OpMaLI,VIVI

MopsAAOK 3KCMAyaTauun CPeacTB aHTUBMPYCHOM 3aluUTbl B ONEpPaLMOHHbIX
cuctemax

dopmbl U METOAbI MHCTPYKTMPOBAHUSA MNOJIb30BaTEIeN MO NOPAAKY paboTbl B
OMnepaLMOHHbIX CUCTEMAX

Obwme npUHUMNBI PYHKLMOHUPOBAHUA MPOrPaMMHO-aNmnapaTHbIX CPeacTs
Kpuntorpaduyeckoi 3awmtbl MHGOPMaLUK

MopsaoK opopmMIeHNs IKCNYaTaLMOHHOM AOKYMEHTauum

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

OCHOBHble PYKOBOAALWME W METOAMYECKME [OOKYMEHTbI YNOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMONHUTE/IBHOW BAACTV MO 3alimTe MHOOPMALMK U
obecneyeHuto 6esonacHocTH KpUTUYECKOM MHGOPMALMOHHOM

MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.1.2. TpypoBasa GpyHKUMA

HammeHoBaHue

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

TexHu4YecKkoe obcnyRunsaHne
nporpammHo-annapaTHbIX CPeacTs YposeHb
porp P PEA Koa | A/02.5 |(nogypoBeHb) 5
3awWwmTbl MTHPOPMaLMKM B
KBannbuKaumm

KOMMbIOTEPHbIX CETAX

3anmcTBoBaHO

OpwurnHan X
N3 opuruHana
Kog, PerncrpaumoHHbIn

opurMHana Homep



npodeccmoHanbHor
0 CTaHgapTa

Tpyaosble
nencreus

Beog B IKCnayaTayuto nporpamMmmHoO-annapaTHbiXx Cpeacrs  3aWnThbl
VIHd)OpMaLI,VIVI B KOMMNbKOTEPHDbIX CETAX

YcTaHOBKa MporpaMmMHO-annapaTtHbiX CPeacTs  3aWuTbl UHPOpMauun B
KOMMbIOTEPHbIX CETAX

YcTaHOBKa CpeacTB  MEKCeTEeBOro 3KPaHWPOBAHWA B  COOTBETCTBUM C
AEeNCTBYIOWMMMN TpeboBaHUAMM MO 3aLuTe MHOPMaL MK

HacTpolika nporpammHo-annapaTHbIX CPeacTB 3alWuTbl MHbOpPMaUMM B
KOMMbIOTEPHbIX CETAX MO 3a4aHHbIM WabaoHam

VCTpaHeHme HeVICI'IpaBHOCTEﬁ NporpamMmmHoO-annapaTHbIX Cpeacrts 3aWunuTbl
VIHd)OpMaLI,VIVI B KOMMNbKOTEPHDbIX CETAX COrNnacHoO TeXHUYECKOoW AOKYMEHTaL N

MHCTpYKTUpOBaHWe nosb3oBaTtenelt no nopaaxky 6esonacHoit paboTbl B
KOMMbIOTEPHbIX CETAX

OdopmneHve  3sKCMAyaTaUMOHHOM  AOKYMEHTaUMM Ha  MPOrpaMmmHo-
annapaTHble cpeacTBa 3aWmTbl UHPOPMALMKM B KOMMBIOTEPHBIX CETAX

Heobxoanmble
yMeHun

MpMMeHATb NporpammHo-annapaTHble CcpeacTBa 3aluUTbl MHPOPMaLUKM B
KOMMbIOTEPHbIX CETAX

YcTaHaBIMBaATb MeXKceTeBble 9KpPaHbl B KOMIMbKOTEPHbIX CETAX

KoHdurypnposaTb MeKCeTeBble 3KpaHbl B COOTBETCTBUM C 33a4aHHbIMU
npasuaamm

KOHTpOJ’IVIpOBaTb KOPPEKTHOCTb HaCTDOVIKM MeXCeTeBbIX 3KpaHOB B
COOTBETCTBUU C 3a4aHHbIMU NpaBuU1amMmun

PaboTaTb B KOMNbIOTEPHbBIX CETAX C cObAoAeHMEM AEUCTBYIOWNX TpeboBaHMiA
no 3awmte MHbopmaLmm

MpoBOAWUTL MOHUTOPUHT, aHaM3 U cpaBHeHWE 3GPEKTUBHOCTM NPOrPaMMHO-
annapaTHbIX CPeACTB 3alWuUTbl UHPOPMALMKN B KOMMbIOTEPHbIX CETAX

YcTaHaBaunBeaTtb obHoBNEHUSA nporpammHoOro o6ecnequvm, BK/1t0O4aA
nporpammHoe obecneveHue cpencTs 3aWnTbl VIHd)OpMaLI,MM

dopmynMpoBaTb NPEANONKEHNA NO MPUMEHEHUIO MPOTrPAaMMHO-annapaTHbIX
CPeACTB 3aLUTbl MHPOPMALMM B KOMMbIOTEPHbIX CETAX

Heobxogumble
3HaHuA

Tononorva u NPOTOKO/Ibl CeTeBOro B3aMMOAEVICTBMH, npumeHAemble B
IKCNNYyaTUpPyeMbIX KOMMbKOTEPHbIX CETAX

CocTaB M OCHOBHblE XapaKTEPUCTUKM 060PYAO0BaHMUA, MPUMEHAEMOro Mpu
NOCTPOEHMM KOMMbIOTEPHbIX CeTei

Tunosble meToabl U NPOTOKO/1bl MAEHTMd)VIKaLI,MVI, ayTeHTVI(bMKaLI,VIVI n
dBTOpPU3aLLMN B KOMIMNbKOTEPHDbIX CETAX




TunNuYHble ceTeBble aTaknM U cNocobbl 3aWUTbl OT HUX

CywHoCTb U cogepaHue noHATMA WUHPOpPMaUMOHHOM 6e3onacHoCTy,
XapPaKTEPUCTUKM ee COCTaBAAOLWMX

OCHOBHbI€ UCTOYHUKM Yyrpo3 MHGopMaUMOHHON 6e30NacHOCTM 1 Mepbl NO KX
NpeaoTBPALLEHNIO

I'IporpaMMHo-anrlapaTHble cpeancrtea U MeToabl 3aLlNTbI VIHd)OpMaLI,VIVI

OcCHOBHble ~ MeToAabl  OpraHM3auMM W MNPOBeAeHUA  TEXHUYECKOro
06CNYKMBAHUA KOMMYTAUMOHHOIrO 060pYA0BaHNA KOMMbIOTEPHbIX CeTel

MopsaoK opopmMIeHNs IKCNYaTaLMOHHOM AOKYMEHTauum

O6uwme NnpuHLUMNbI PYHKLMOHUPOBAHMA CPEACTB KpUNTorpadmMyeckom 3almThl
MHOOPMaLMKN B KOMNBIOTEPHbBIX CETAX

Mopsfok obecneyeHnsa 6e30nacHOCTM MHOOPMALMKM MpU  IKCMAyaTauum
KOMIMbIOTEPHBIX CETEMN

dopmbl M MeToabl MHCTPYKTa)ka Mojab3oBaTenei Mo nopaaky pabotbl B
KOMMbIOTEPHbIX CETAX

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alWnThbl VIHCI)OpMaLI,VIM

OCHOBHble pPYKOBOAAWME U METOAMYECKME [OKYMEHTbl YMNOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMOJIHUTENBHOM BAACTU MO 3aluTe MHGOPMALUKN U
obecneyeHuto 6esonacHoCTH KPUTHUYECKOM MHPOpPMaALMOHHOM

MHPPACTPYKTYPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

Apyrve
XapaKTepUCTUKK

3.1.3. TpyaoBsaa GpyHKUuuUA

TexHMYecKoe 06CnyK1UBaHME CPeacTs VpoBeHb
3aWmTbl MHPOPMALMM NPUKAALHOIO U
HanmeHoBaHue Lu' bopmau P A Kog | A/03.5 |(noayposeHb) 5
CMCTEMHOTO NPOrPaMmMHOro
KBanMdmKaumm
obecneyeHus
MpoucxoxaeHue 3aMMCTBOBaHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM N3 opurnHana
Koa PerncrpaumoHHbIn
opuUrnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyanosble

YcTaHOBKa nporpammHoro obecneyeHus




nencremn

HacTtpolika nporpammHoro obecnedyeHusa ¢ cobawogeHmem TpeboBaHuiA no
3almTe nHbopmaumm

HacTpoilka cpeacTtB aHTUMBUMPYCHOM 3aWMTbl A1 KOPPEKTHOM paboThl
nporpammHoro obecneyeHuns No 3agaHHbIM WabaoHam

MHCTpYKTUpOBaHWe nonb3oBaTesneit o cobaogeHmn TpeboBaHMI Mo 3awuTe
MHdopmaummn npun paboTte ¢ NporpammHbIM obecneyeHnem

HacTpolika BCTPOEHHbIX CPeACTB 3awmTbl MHOOPMALMM  MPOrPAMMHOIO
obecneyeHnn No 3a4aHHbIM WaboHam

MpoBepKa GYHKLMOHNPOBAHUA BCTPOEHHbIX CPEACTB 3aWUTbl MHPOpMaLUn
nporpammHoro obecnevyeHus

ObHapyKeHue  NPU3HAKOB  HaAWuMA  BPeAOHOCHOTO  MPOrpammHOro
obecneyeHun

Heobxoanmble
yMeHun

YcTaHaBAMBaTb NporpaMmHoe obecneyeHne B COOTBETCTBUM C TEXHUYECKOM
OOKyMeHTauunemn

BbINOMHATL HACTPOMKY MapameTpoB paboTbl NMporpaMmHoro obecneuyeHwus,
BKNIOYAA CMCTEMbI ynpaBneHua 6asamu JaHHbIX U CPeACTBa 3/EKTPOHHOro
AOKymeHTo0obopOoTa

PaboTaTb C nporpammHbiM obecneyeHnem ¢ cobnogeHnem AeNCTBYOLLMX
TpeboBaHMIi No 3alnTe MHPOPMaLIUN

YcTaHaBAMBaTb  06HOBAEHUSA nporpammHoro O6€CI'IE‘-IEHVIFI, BK/1l04aA
nporpammHoe obecneveHue cpencTs 3anTbl VIHd)OpMaLI,MM

Heobxoanmble
3HaHUSA

MopAAOK HACTPOWMKM nporpamMmHoro obecneyeHus, CUCTEM YynpaBaeHUA
6a3amu JaHHbIX U CPEACTB 3/IEKTPOHHOIO AOKYMeHToobopoTa

O6bwme npuHUMNbI  PYHKUMOHMPOBAHMA BPEAOHOCHOrO MPOrPaMMHOro
obecneyeHuns

MprHUMNblI GYHKLMOHMPOBAHWUA CPEACTB aHTUBUPYCHOM 3aLLUUTbI

CywHoCTb M cogepaHue noHATMA WMHPOpMauMOHHOM Be3onacHocTy,
XapaKTEPMCTUKM ee COCTaBAAOLWMX

MCTOUYHMKKM  yrpo3  uMHPopmaumMoHHOM 6e3onacHOCTM U Mepbl MO MX
NpesoTBPALLEHNIO

OCob6EeHHOCTM  UCTOYHMKOB  yrpo3  MHPopmMauMoHHOM  6e3onacHocTy,
CBA3aHHbIX C 3KCNayaTaumein nporpammHoro obecneyeHun

an3HaKM Haan4ymAa BpegoHOCHOro NnporpammHoOro obecneyeHus

TUNWYHbIE  YA3BMMOCTM MNPOrpammHOro obecrneyeHus W MeToAbl WX
ycTpaHeHun

Obwme npuHUMNbl  GYHKUMOHMPOBAHUA CPeACTB 3awmTbl MHbOPMaLMM
nporpaMmmHoro obecrieyeHus, B TOM 4MC/e CPeacTB KpunTorpapuyeckoi
3aLLMTbI MHGOPMALLUM




MopAAOK 3KcnAyaTaumMm CpeacTs aHTUBMPYCHOM 3aLWmTbI

Mopsfok obecneyeHnsa 6e30nacHOCTM MHOOPMALMKM MpU  IKCMAyaTauum
nporpammHoro obecneyeHus

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbI MHbOPMALMM

OcHOBHble pyrosogAaulMe un metogmnyvyeckne AOKYMEHTbl YNOJIHOMOYEHHbIX
cbe,u,epaanblx opraHos WUCNONIHUTENbHOW BAACTM MO 3awumTte VIHd)OpMaLI,VIM n

obecneyeHuto 6esonacHocTH KpUTUYECKOM MHGOPMALNOHHOM
MHOPACTPYKTYpPbI
OpraHn3auMoHHbIe Mepbl MO 3awmuTe MHopPMaLUK
Apyrve -
XapaKTePUCTUKU
3.2. O606wWeHHan TpyaoBan GyHKLMUA
AZLMUHUCTPUPOBAHWE CPEACTB
A pvp PEA YposeHb
HanmeHoBaHue |3alwmnTbl MHPOPMALMK B Kog, B 6
KBanbuKaumm
KOMMbIOTEPHbIX CUCTEMAX U CETAX
MpoucxoxaeHue 3anmcTBoBaHO
P ,a,u . | OpurmnHan X
0606LLeHHOM TpyA0BOW n3 opuruHana
dYHKLMM
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Bo3moxHble
HanMeHOBaHMA
[O/IKHOCTEN,
npodeccui

AZMUHUCTPATOP 6€30MaCHOCTM KOMMbIOTEPHBIX CUCTEM U CeTei
AamuHuctpatop no obecneyeHuto 6esonacHocT MHPopmaLumm
NHKeHep-NnporpaMmmCT N0 TEXHMYECKON 3awmTe MHPopmaLmm | KaTeropun
NHKeHep-NnporpaMmmCT NO TEXHMYECKOM 3awwmTe nHpopmaumm |l Kateropmm
NHKeHep-NporpaMmmCT NO TEXHMYECKOM 3awwmTe MHGopmaLumm
UHXKeHep-nporpammuct | Kateropmmn

UHXKeHep-nporpammuct Il Kateropmun

UHxKeHep-nporpammuct Il Kateropmm

UHXKeHep-nporpammuct

TpeboBaHMA K
obpasoBaHuio U
0byueHuto

Bbicwee obpasoBaHue - bakanaspuat

TpeboBaHMA K
onbITy
NpaKTUYecKon
paboTbl

[na nomKHoCTen ¢ KaTeropuei - onbIT PaboTbl B AOKHOCTM € 6onee HNU3KoM
(npeawecTBytoLLelt) KaTeropueit He MeHee 04HOro roaa

Ocobble ycnosus

Hanunume ponycka K rocy4apcTBeHHOM TaliHe <6> (npu HeobxoamMmocTu)




AonycKa K pabote

Apyrve
XapPaKTePUCTUKHN

PekomeHayeTcs fONOAHUTENbHOE NPOodecCMoHaibHOe 06pa3oBaHuMe -
nporpammbl NOBbIWEHUA KBasindMKaumm B 061acTv HGOPMALNOHHOM
6e3onacHocTH

[ononHuTenbHble XapaKTepUCTUKMU

HammeHoBaHue
OOKYMEHTa

Koa HanmeHoBaHWe 6a30B0W rpynnbl, AONKHOCTU
(npodeccum) nnm cneypmanbHoCTH

OK3

2522 CucTteMHble aaMUHUCTPATOPbI

EKC

- NHXKeHep-nporpaMmmumcT (Nporpammuc)

- MHKeHep-NporpammmCT Mo TEXHUYECKOM 3awwmTe
nHbopmaumm

- AgMUHUCTPATOP No obecneyeHnto 6esonacHoOCTH
nHpopmauum

OoKnAaTpP

22824 NHKeHep-nporpammmct

26579 Cneumanuct no 3awmTte nHbopmaLunm

40067 ALMUHUCTPATOP BbIYUCAUTENBHON CETH

40070 AaMUHUCTPaTOp MHPOPMaALMOHHON Be3onacHOCTH
BbIYUCNTENIBHOW CETU

OKCO

2.10.03.01 NHbopmaumnoHHas 6e3onacHoCTb

3.2.1. TpypoBaa pyHKUMA

ALMUHUCTPUPOBAHUE NOACUCTEM YposeHb
HanmeHoBaHMe |3alwmnTbl MHPOPMALMK B Koa | B/01.6 |(nogypoBeHb) 6
onepaLMoHHbIX CUCTeMAX KBanudpmKaumm
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyaosble
nencremn

Onpe,u,eneHme COCTaBa MNpPUMMEHAEMBIX NPOrpamMmmHO-annapaTHbIX CpPeacTs
3alWNTbI VIHd)OpMaLI,VIVI B onepaunoOHHbIX CUCTEMAX

PaspaboTka nopagKa nNpMMEHeHUsa MPOrpPamMMHO-annapaTHbIX CpPeacTs
3aLLMTbl MHGOPMALMM B ONEPALLMOHHbIX CUCTEMAX




dopmupoBaHmne WabAOHOB YCTAHOBKM MPOrpaMmHO-anmnapaTHbIX CpeacTs
3alWMTbl MHGOPMALMM B ONEPaLLUOHHbIX CUCTEMAX

YcTaHOBKa MpOrpaMMHO-annapaTHbiX CpeacTB  3alWuTbl UMHPOpMauun B
OMNepPaLMOHHbIX CUCTEMAX, BKAKOYAA CPeacTBa KpUNTorpaduuyeckolr 3awmThbl
nHbopmaumm

KoHdurypuposaHue nporpammHo-annapaTtHbIX CPeAcTs 3amTbl MHGopMmaunm
B OMepPaLMOHHbIX cUCcTeMax

KOHTPONb KOPPEKTHOCTM  QYHKLMOHMPOBAHUA MPOrpamMHO-annapaTHbIX
CPeACTB 3aWUTbl MHPOPMALMKN B ONEPALMOHHBIX CUCTEMAX

YnpasneHve aHTUBMPYCHOM 3aLLMTON ONepPaLmMOHHbIX CUCTEM B COOTBETCTBUM
C Aencteyrowmmm TpeboBaHUAMM

Heobxogumble
yMeHus

CDOpMyJ'IMpOBaTb NoANTUKKM 6e30MnacHoOCTH onepaunoHHbIX CUCTEM

HacTpanBaTb NOAUTUKHK 6e3onacHoCTH onepaumoHHbIX CUCTeM

OueHunBaTtb Yrpo3bl 6e3onacHoCTH VIHd)OpMaLI,VIVI onepautmoHHbIX CUCTEM

MpoTnBOAEINCTBOBATL yrposam 6e3onacHoCTU nHdpopmaunm C
NCMO/Ib30BaHNEM BCTPOEHHbIX CPEACTB 3aLunTbl MHGOPMAaLMM ONepPaLMOHHbIX
cuctem

BblbupaTb pexunmbl paboTbl MPOrpamMmMHO-annapaTHbIX CPeACTB  3aluTbl
MHPOPMaLMK B ONEPALMOHHBIX CUCTEMAX

HactpamBaTb  aHTMBMPYCHble  cpeAcTBa  3alWuTbl  MHbOpMmauMM B
onepaLyMoHHbIX CUCTEMAX

YcTaHaBAuBaTb OOHOBAEHMSA MporpammHoro obecrneyeHus W CpeacTs
aHTUBUPYCHOM 3aLLMUTbI

MpoBOANTb  MOHUTOPUHT  GYHKLMOHMPOBAHUA NPOrpPamMHO-annapaTHbIX
CPeACTB 3aLWuUTbl MHPOPMALMKM B ONEPALMOHHBIX CUCTEeMaX

Mpoun3BoguTb aHanM3 3PPEeKTUBHOCTM NPOrPaMMHO-aNNapaTHbIX CPeacTs
3aLLMTbl MHGOPMALMM B ONEPALLMOHHbIX CUCTEMAX

OueHunBaTb ONTUMANbHOCTL Bbli6Opa NporpammHoO-annapaTtHbIX CpeacTs
3alMTbl UHPOPMALMKN N UX PENKMMOB GYHKLMOHMPOBAHUA B OMNEPaLMOHHbIX
cuctemax

Heobxogumble
3HaHuA

ApXMTEKTypa n NpuHUUNbl NOCTPOEHUA ONEPaLNOHHbIX CUCTEM

MporpammHble HTEpPdENCbI ONepaLMoHHbIX CUCTEM

Buabl noanTuk ynpasaeHna [ocrynom wu VIHd)OpMaLI,MOHHbIMVI NOTOKaMm
NMPUMEHUTENIbHO K ONnepaLlMoOHHbIM CUCTEMAM

ApX1TeKTypa NoAcMCTEM 3aLnTbl HGOPMaLMK B ONEePaLMOHHbIX CUCTEMAX

MpuHumMnbl  PYHKUMOHMPOBAHUA  CPeACTB  3aluMTbl  MHPOpMALMM B
OMNepaLMOHHbIX CUCTEMAX, B TOM YMCAE UCNOJb3YIOWMX Kpuntorpaduyeckmne
anropuUTMbl




CocTaB TMNOBbIX KOHGUIypaLMii NPorpamMmmMHO-anmnapaTHbIX CPeACTB 3alLUTbI
nHpopmauum

TPE6OBaHMﬂ Nno COCTaBY W  XapPakKTepUCTUKam  noacuctem  3alUUThbl
VIHd)OpMaLI,VIVI NMPUMEHUTENIbHO K OnepaLlMoOHHbIM CUCTEMAM

MopsAAoOK peanusaumm MeTogoB WM CPeacTB aHTUMBMPYCHOM 3aluTbl B
onepaLyMoHHbIX CUCTEMAX

I'IporpaMMHo-annapaTHble cpencrtBa M MeTodbl 3alUTbI VIHd)OpMaLI,VIVI B
onepaunoHHbIX CUCTemax

MpuHumMnbl paboTbl M nNpaBuaa 3KCMyaTauMu NPOrpammMHO-annapaTHbIX
CPeACTB 3almTbl UHPOPMaLUK

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasAwMe U MeTOAMYECKME AOKYMEHTbI YNOJHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

Apyrve
XapaKTepUCTUKK

3.2.2. TpypoBaa pyHKUMA

AZAMWHUCTPMPOBAHME NPOrPAMMHO- YpoBeHb
HanvmeHoBaHMe |annapaTHbIX CPeaCcTs 3aLMThI Kog | B/02.6 |(nomypoBeHb) 6
MHPOPMALMN B KOMIMbIOTEPHbIX CETAX KBanbumKaumm
MpouncxoxaeHune 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUM N3 opurnHana
Koa PerncrpaumoHHbIn
opurMHana Homep
npodeccmoHanbHor

O CTaHAapPTa

Tpynosble
nencreus

Onpe,u,eneHme COCTaBa nMNpUMMeEHAEMbBIX NpPOrpammHO-annapaTHbIX CpPeacTs
3alnTbl MHd)OpMaLI,MVI B KOMMNbKOTEPHbIX CETAX

PaspaboTka nopagka nNpuMMeEHeHWa MpPorpammMHO-annapaTHbiX CpeacTs
3aLWMTbl MHOOPMALMM B KOMMbIOTEPHbIX CETAX

dopmupoBaHue WabaoHOB KOHPUTYPALMM NPOrPaMMHO-anmnapaTHbIX CPeacTs
3aLLMTbl MHGOPMALMM B KOMMbBIOTEPHbIX CETAX

HacTpoiika  nporpaMmHbIX WM anmapaTHbIX  CPeACTB  MOCTPOeHus
KOMMbIOTEPHbIX ~ CETEW,  WCMONb3YHOLWMX  KPUNTOrpaduUecKkyro  3almTy
nHpopmauum




YnpasneHve  ¢GyHKUMOHMPOBAHMEM  MNPOrpaMMmHO-annapaTHbIX  CPeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

KOHTPONb KOPPEKTHOCTM  QYHKLUMOHMPOBAHUA MPOrpamMHO-annapaTHbIX
CPeACTB 3aWUTbl MHPOPMALMMN B KOMMbIOTEPHBIX CETAX

YnpasneHne cpeactBaMm MEMKCETEBOrO 3KPAHUPOBAHMA B KOMMbHOTEPHbIX
CeTAx B COOTBETCTBUU C ,El,el‘;ICTBYIOLLI,VIMVI TpE6OBaHVIﬂMVI

Heobxogumble
yMeHus

OueHunBaTtb Yrpo3bl 6e3onacHoCTH VIHd)OpMaLI,VIVI B KOMMbKOTEPHbIX CETAX

HactpaunsaTb npaBuaa GpuUAbTPALLMM NAKETOB B KOMMNbIOTEPHbIX CETAX

O60cHOBbIBaTb Bbl60p MCNONb3yeMbIX MPOrpaMmMHO-annapaTHblIX CpeacTs
3alnThbI MHd)OpMaLI,MVI B KOMMNbKOTEPHbIX CETAX

KoHdu1rypnpoBsaTb U KOHTPOANPOBATb KOPPEKTHOCTb HACTPOMKM NMPOrpaMmMHO-
annapaTHbIX CPeACTB 3alWuUTbl UHPOPMALMMN B KOMMbIOTEPHBIX CETAX

BbibupaTb pexmmbl paboTbl MPOrpamMmMHO-annapaTHbIX CPeACTB  3aluTbl
MHPOPMaLMM B KOMIMbIOTEPHBIX CETAX

MpoBOANTb  MOHUTOPUHT  GYHKLMOHMPOBAHUA NPOrpamMHO-annapaTHbIX
CPeACTB 3aLMUTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

MpounsBoguTb aHanM3 3PPEKTUBHOCTM NPOrPaMMHO-aNNapaTHbIX CPeacTs
3aLLMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

OueHunBaTb ONTUMANbHOCTL Bbli6Opa NporpammHoO-annapaTtHbIX CpeacTs
3alMTbl MHPOPMALUN U UX PEXRMMOB GYHKLMOHMPOBAHMA B KOMMbHOTEPHbIX
ceTax

Heobxogumble
3HaHWA

anHLI,VII'IbI NOCTPOEHUA KOMMNbKOTEPHDbIX ceteit

CTeK ceTeBbIX MPOTOKON0B ONepaLnOHHbIX CUCTEM

Crek NPOTOKOJI0B CETEBOIO OﬁOpyAOBaHMﬂ

MopAagoK peanmsaunm meToaoB U CPeACTB MEXCETEBOrO 3KPaHUPOBAHUA

MpuHumMnbl  PYHKUMOHMPOBAHUA  CeTeBbIX MPOTOKOJIOB,  BKJ/IOYAMOLLMX
KpunTtorpaduyeckmne aaroputmbl

Buapl NOAUTUK ynpaBAeHMA AOCTYNOM U MHOOPMALMOHHBLIMKU MOTOKaMMK B
KOMMbIOTEPHbIX CETAX

MNCTOYHMKM yrpo3 MHPOPMaLMOHHOM 6e30MacHOCTM B KOMMbIOTEPHbIX CETAX U
Mepbl MO UX NPeA0TBPALLEHWNIO

CoctaB TMNOBbIX KOHGUrypauuii NporpammHO-annapaTHbIX CPeACTB 3aluThbl
NHPOPMaLMN U PEXUMOB UX GYHKLMOHUPOBAHUA B KOMMbIOTEPHbIX CETAX

MeTtoabl M3MepeHMl7I, KOHTPONA U TEXHUYECKUX PaACYETOB XaAPaKTEPUCTUK
nporpamMmmHoO-annapaTHbIX CPeacTB 3aLWnTbl VIHd)OpMaLI,VIVI

MpuHumMnbl paboTbl M NpaBuaa 3KCNAyaTauMuM NPUMEHAEMbIX MPOrPaMMHO-
annapaTHbIX CPeACTB 3aWuTbl MHPopMaLum




MporpammHo-annapaTHble cpeacTBa M MeToAbl 3aWmTbl MHPOpMaLUK B
KOMMbIOTEPHbIX CETAX

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasALwMe U MeTOAMYECKME AOKYMEHTbI YNOJHOMOYEHHbIX deaepasbHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3alwmTe HGopmaunm

Apyrve
XapaKTepUCTUKM

3.2.3. TpyaoBaa GpyHKUuUA

ALMUHUCTPUPOBAHWE CPEACTB
3:'LLI,VITbI Mde): MmaLmm np Mﬁ(nap,Horo 7 Yposerb
HanmeHoBaHue P P Kog | B/03.6 |(nomypoBeHb) 6
CMCTEMHOTO NPOrPaMmMHOro
KBanMdpuKaumnm
obecneyeHus
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnuHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyanosble
nencreus

OnpeaeneHne nopsagKa YCTaHOBKM MPOrpaMMHOro obecneyeHus C Uenbto
cobntogeHuns TpeboBaHMin No 3aWwmTe MHGOPMaLUK

KoHTponb 3a cobnogeHnem TpeboBaHMM Mo 3awuTe uHOOpMaUUM NpU
YCTaHOBKE  MporpammHoro  obecrneyeHus,  BKAKOYAA  aHTMBUPYCHOE
nporpammHoe obecnevyeHue

dopmynupoBaHMe TpeboBaHMI K MapameTpam CpPeacTB  aHTUMBMPYCHOM
3aLLMTbI A4/ KOPPEKTHOM paboTbl NporpaMmHoro obecneyeHus

BbinonHeHWe paboT no o6Hapy)KeHU BpPeAOoHOCHOrO MPOrpPaMmMHOro
obecneyeHuns

JIukBngaums obHapyKeHHOTo BPeAoHOCHOTO NPOrpaMmmHOro obecneyeHuns m
nocneacTeuii ero GyHKLMOHNPOBAHUSA

dopmynmpoBaHue TpeboBaHWUIA K  BCTPOEHHbIM  CpPeacTBaM  3alLUTbI
MHPOpMaLMM NPorpaMmHOro obecnevyeHums

Heobxogumble
yMeHus

AHanusupoBaTb yrposbl 6e3onacHocTM UMHbOPMaLMM  NPOrPaMMHOTIO
obecneyeHusn

dopmynmpoBath npasBuaa 6Hes3onacHoOM  3KcnayaTauuMm  NPOrpPamMmmMHOro
obecneyeHuns




ObocHoBbIBaTb NpaBuna besonacHol  3KcnayaTauMm  NPOrPaMMHOrO
obecneyeHuns

AHannsnpoBaTb PYHKLMOHMPOBAHUE NPOrPaMMHOro obecneyeHus c Lesbto
onpeaeneHns BO3MOXKHOIo BpeLoHOCHOIo BO34eNCTBUA

Mpou3BoauTb  NPOBEPKY  COOTBETCTBMA  PeanbHbIX  XapaKTepucTUK
NporpaMmmHo-annapaTHbIX CPeAcTB 3aWmTbl MHGOPMALMN 33ABAEHHBIM B UX
TEeXHUYECKOM AOKYMEHTaUmUK

OcywecTBnaTb MeponpuaTMA No NPOTMBOAENCTBUIO yrpo3am 6e30nacHOCTM
UHbOpPMaLuu, BO3HMKAOLWMM npu aKcnayaTayum NporpaMmHoro
obecneyeHusn

Onpeaenatb Nopagok ¢GyHKUMOHMPOBAHMA MporpammHoro obecnedyeHusa c
uenbto obecneyeHuns 3aWmTbl HGOpMaLUn

AHanunsmnpoBatb 3PEKTUBHOCTL  CHOPMYAMPOBAHHBLIX  TpPeboBaHUI K
BCTPOEHHbIM CPEeACTBAM 3aLWnTbl MHGOPMALLMM NPOrpaMmHOro obecneyeHums

Heobxoanmble
3HaHUA

ApX1TeKTypa NoAcMCTEM 3aLnTbl MHGOPMaLMK B ONEPaLMOHHbIX CUCTEMAX

anHLI,VII'IbI NoCTPOEeHUA CUCTEM yNnpaB/ieHUA 6asamu AaHHbIX

OCHOBHbIe cpeAacrtsa M MeTobl aHa/In3a NPOrpaMmMHbIX peanm3au,m71

anHLI,VII'IbI NOCTPOEHUA aHTUBUPYCHOIO NpPorpaMmmHoOro obecneyeHus

Buapl NOAMTUK ynpaBieHWa AOCTYNOM W UHPOPMALMOHHBIMM MNOTOKaMMU
NPUMEHMUTENBHO K NPUKAAZHOMY NPOrpPammMHOMY obecneyeHmto

NCTOYHMKM  yrpo3  MHOOPMALMOHHOM  6e30MacHOCTM  MPOrPamMMHOro
obecneyeHnn 1 Mepbl NO UX NPesoTBPaLLEHUIO

YA3BMMOCTM MCMNOMb3YeMOro MnporpaMmHoro obecneyeHna M MeTodbl WX
ycTpaHeHun

Bugbl 1 dopmbl  PYHKUMOHUPOBAHUA BPEAOHOCHOTO NPOrPaMMHOro
obecneyeHusn

XapaKTepHble NPU3HaKK HannMuma BPEZIOHOCHOTO NporpamMmmMmHoro
obecneyeHuns

Cpe,ﬂ,CTBa n metToapbl 06Hapy>l-(EHVIFI paHee Heun3BecCTHOro BpeaoHOCHOro
nporpammHoro obecneyeHus

MpuHLMNbl GYHKLMOHMPOBAHMA NPOrpaMmHbIX CPeACTB KpunTorpaduyeckom
3alMTbl MHGOPMALLUM

Mopsfok obecneyeHnsa 6e30nacHOCTM MHOOPMALMKM MNpU  3KCMAyaTauum
nporpammHoro obecneyeHus

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PykoBoasLme U MeToaMYEeCcKMEe AOKYMEHTbI YNOJHOMOYEHHbIX dpeaepanbHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU NO 3awmte MHOPMauum n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI




OpraHu13aLMoHHble Mepbl No 3awwmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3. 0606wWweHHan TpyaoBan GyHKLMUA

HanMeHoBaHMe OueHnBaHMe ypoBHA 6e3or|aCHvocm Ko C YpoBeHb 7
KOMMbIOTEPHbIX CUCTEM U ceTel KBanbuKaumm
I'Ipomcxom,a,tiHme . | opuruman X 3anmcTBoBaHO
o0606LweHHoM TpyaoBO# n3 opuUrnHana
dYHKLMM
Koa PerncrpaumoHHbIn
opurMHana Homep
npodeccmoHanbHor
0 CTaHAapTa
BO3MOKHble Cneumanuct no 3awmTte MHPoOPMaLMM B KOMMbIOTEPHbIX CUCTEMAX U CETAX
HaUMeHOBaHUA JKcnepT MO aHaNU3y 3aLMLLEHHOCTN KOMMbIOTEPHbIX CUCTEM U CETEN
JO/IKHOCTEN, Beaywuii (cTapwmnit) cneumanmcT no 3awmute nHbopmaumnm
npodeccui PykoBoauMTeNb rpynnbl (CNeunanmsanpoBaHHOM B NPOYMX OTpacnax)

PykosoauTens rpynnbl (pyHKUMOHAAbHON B NpouYmx 061acTax AeATeNbHOCTH)

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbicwee 06paaoBaHme - cneunannTeT uan marncrpartypa

TpeboBaHMA K
onbITy
npaKkTU4ecKom
paboTbl

Ocobble ycnoBus
[AOnycKa K pabote

Hanuune pgonycka K rocygapcTBeHHOM TaHe (Mpyn HeobxoanmocTu)

Apyrve
XapaKTepUCTUKK

PekomeHayeTca AoNONHUTEIbHOE NpodeccuoHanbHoe obpasoBaHue -
Nporpammbl NOBbIWEHUA KBaAndUKaLmMm B 061actv MHPOPMALMOHHOM
b6e3onacHocTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Kog, HavmeHoBaHMe 6a30B0W rpynnbl, 4OMKHOCTH
OOKYMEHTa (npodeccum) nnm cneymanbHoCTU
OK3 2523 CneumanncTbl N0 KOMMNbIOTEPHbIM CETAM
EKC - NHKeHep-nporpaMmmCT No TEXHMYECKON 3aLlumTe

nHbopmauum




- AamuHncTpatop no obecneyeHuto besonacHocTH
nHpopmauum
- Cneumanunct no TeXHUYECKOWM 3aLmute nHGopmaLmm
OoKnATpP 26579 Cneumanuct no 3awmTte nHbopmaLmnm
46155 PykoBoguTenb rpynnbl NogpasaesieHms no KOMNAEKCHOM
3awmTte nHdopmaumm
OKCO 2.10.04.01 NHdbopmaumoHHas 6e3onacHoCTb
2.10.05.01 KomnbloTepHas 6e3onacHoOCTb
2.10.05.02 NHdbopmaumnoHHas 6e3onacHoOCTb
TeNIEKOMMYHWUKALUNOHHbBIX CUCTEM
2.10.05.03 NHbopmaunoHHoM 6e30nacHOCTY aBTOMATU3NPOBAHHbIX
cncTem
2.10.05.04 NHPopMaLMOHHO-aHaUTUYECKME CUCTEMbI B@30NacCHOCTH
2.10.05.05 BesonacHOCTb MHPOPMALMOHHbIX TEXHONOTUIA B
npaBooXpaHuTenbHou chepe
2.10.05.06 Kpuntorpadwus
2.10.05.07 MpoTnBoAeCTBME TEXHUYECKMM pPa3BeaKam

3.3.1. TpyaoBaa GpyHKuua

MpoBeseHMEe KOHTPObHbIX MPOBEPOK
paboTocnocobHOCTM U
3pPEeKTUBHOCTU NPUMEHAEMbIX YposeHb
HanmeHoBaHue P Koa | C/01.7 |(nogypoBeHb) 7
nporpammHo-annapaTHbIX CPeacTs
KBanbumKaumm
3awWwmTbl MTHPOPMaLMKM B
KOMMbIOTEPHbIX CUCTEMAX U CETAX
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpurnHan X
TPYyAoBOW GyHKLUM N3 opuruHana
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

OueHka paboToCnNOCOBHOCTM  MPUMMEHSAEMbIX  MPOrPaMMHO-annapaTHbIX
CPeAcTB 3alWmMTbl MHOOPMALMM C WUCMOAb30BAaHMEM LUTATHLIX CPEACTB U

METOAUNK

OueHka 3$PEKTUBHOCTM MPUMEHSEMbIX MPOrPaMMHO-aNNapaTHbIX CpeacTs
3aLLMTbl MHGOPMALLMM C UCMO/Ib30BAHWEM LUTATHbIX CPEACTB M METOAMK




OnpeaeneHune ypoBHA 3alWMLWEHHOCTU U A0BEpPUA MPOrPaMMHO-annapaTHbIX
CPeACTB 3alWmTbl UHPOPMaLUK

Heobxogumble
yMeHus

Onpeaenatb napameTpbl  GYHKUMOHMPOBAHMA MPOTrPaMMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

PaspabatbiBaTb METOAMKMN OLEHKM 3aLMLLEHHOCTM NPOrpPamMmMHO-annapaTHbIX
CPeACTB 3almTbl UHPOPMaLUK

OueHunBaTb 3pPeKTUBHOCTb 3aLMTbl MHPOPMaL MK

MpuMeHATb pa3paboTaHHble METOANKMN OLLEHKM 3aWMLLEHHOCTM NPOrPaMMHO-
annapaTHbIX CPeACTB 3aWuTbl MHPopMaLum

AHaJ'IM3VIpOBaTb nporpammHo-annapaTtHbie Ccpeacrea  3auWuUTbl € UeNIblO
onpegeneHnAa yposHA obecneymBaemMbix UMK 3alnLLLEHHOCTU U O0BepUA

Heobxoanmble
3HaHUA

MpUHLMNBI NOCTPOEHNA KOMMbBIOTEPHbIX CUCTEM U cetel

MeToabl M METOAMKM OLEeHKM 6e30nacHOCTM MPOorpamMmMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

MPUHUMNBI  MOCTPOEHMA  MPOrPaMMHO-aNMNapaTHbIX  CPEeACTB  3aLMTbI
nHpopmaumm

anHLI,VII'IbI NnoCTpoeHNA noacncrem 3alnTbl VIHd)OpMaLI,MM B KOMMbKOTEPHbIX
cncremax

MeToap! oueHKU 3GDEKTUBHOCTU NMOAUTUKM 6€30NacHOCTH, Peann3oBaHHOM B
nporpaMmmHo-annapaTHbIX CPeAcTBax 3aWwuTbl MHGopMaLnm

MeToapbl U CPesCcTBa OLEHKU KOPPEKTHOCTU U 3PPEKTUBHOCTM NPOrPaMMHbIX
peannsaumin aNropuTMOoB 3aLWUTbl UHPOPMaLUK

MeToabl aHanu3a MNPOrpamMMHONO Koga C Uenbi MOWUCKA NOTEHUMANbHbIX
yﬂ3BMMOCTel\/’I N HeAOKYMEHTUPOBAHHbIX BO3MOHOCTEM

Cnocobbl aHanu3a NPpUMeHAEMbIX METOA0B U CpeacTB 3alluTbl VIHd)OpMaLI,VIVI
Ha npegmeT COOTBETCTBMUA NOJIUTUKE 6e3sonacHoCTH

HauMoHanbHblE, MEXKrocyfapCTBEHHblE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasAwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmTe MHPOPMauuKM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopMmaumnm

Apyrve
XapaKTepUCTUKK

3.3.2. TpyaoBaa GpyHKUUA




PaspaboTKa TpeboBaHMit No 3awmTe
do F:vm OBaHEe NONUTUK e YposeHb
HanmeHoBaHue pM1p Kog | C/02.7 |(nomypoBeHb) 7
6e30NacHOCTN KOMMbHOTEPHbIX CUCTEM
N KBannbumKaumm
u ceten
MpoucxoxaeHne 3anmcTBOBaHO
P . A OpwuruHan X
TPYAOBOM GYHKUMUM n3 opurnmHana
Kog, PerncrpaumoHHbIn
opurMHana HOomep
npodeccmoHanbHor

O CTaHAapPTa

Tpyanosble
nencremn

CDOpMMpOBaHVIE NoINTUK 6e3onacHoCTH KOMMNbKOTEPHbLIX CUCTEM

KoHcynbTHMpoOBaHWe no Bonpocam 6e3onacHocTH KOMMbKOTEPHbLIX CUCTEM

PaspaboTKka npoduneit 3aWwmThl U 3a4aHKI No 6e30NacHOCTU

Pa3paboTKa TexHUMYEeCKMX 3afaHWM Ha CO3gaHWe  CPeacTB  3aluThl
nHpopmauum

MpuHATME  peweHWa O  HeobXoAMMOCTM  3alMTbl  MHPOpMauum,
cofeprKalencs B MHGOPMaLMOHHOM cucTeme

Knaccudumkauma WHOOPMALMOHHON CUCTEMbI MO TpPebOBaHUAM  3aLLUTHI
nHpopmauum

OnpegeneHne yrpos 6esonacHocT WMHOGOPMAUMK, pPeanus3aums  KoTopbixX
MOXeT nNpuMBecTM K HapyweHuo 6esonacHocTM  uMHbopmaumm B
KOMMbIOTEPHOM CUCTEME M CETU

PaspaboTka moaenu yrpos 6esonacHocTM MHGOpMauum

3agaHue TpeboBaHMI K 3aWwmTe MHGOPMALUM KOMMbIOTEPHOMN CUCTEMBI

PaspaboTka pyKoBOAALWMX [AOKYMEHTOB MO 3aluTe uHboOpmaumMm B
opraHusauumu

Heobxogumble
yMeHus

AHaJ'IM3VIpOBaTb KOMMNbHOTEPHYHO cmcremy C uenbro onpegeneHnAa
HEO6XOAMMOFO YPOBHA 3allnNLLEHHOCTU N AO0BepUA

PaspabatbiBaTb NPOGUAM 3aLLUNTLI KOMMNBIOTEPHBIX CUCTEM

CDOpMyJ'IMpOBaTb 3a4aHunA no b6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

BbinonHATb aHanu3 6e3onacHoOCTH KOMMbKOTEPHbLIX CUCTEM U pa3pa6aTb|BaTb
pekomeHaaunMn No akcnayatTaumm CUCTeMbI 3aLlLNTbI VIHCI)OpMaLI,VIVI

CDOpMMpOBaTb NOJINTUKKN 6e30MacHOCTH KOMMNbKOTEPHbLIX CUCTEM U ceteit

Heobxoamnmble
3HaHUA

MpUHLMMIBI NOCTPOEHNA KOMMbBIOTEPHbIX CUCTEM U cetel

Mogenu 6e3sonacHoCcTH KOMMNbHOTEPHbLIX CUCTEM




Bnapl noanTumK 6esonacHoCTH KOMMNbIOTEPHbLIX CUCTEM U cetel

MPUHLMNbI TOCTPOEHUS CPEACTB KPUNTOTPadUUYECKon 3aLLmTbl MHGOPMALMM

HauMoHanbHblE, MEXKrocyAapCTBEHHblE W MeXKAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

BO3MOHOCTU MCMONb3YEMBIX WM MJIAaHUPYEMbIX K MCMO/b30BaHUIO CPeacTs
3aLLMTbl MHGOPMALLUM

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToaMYEcKne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB MCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe MHGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3.3. TpypoBasa ¢pyHKUuUA

MNpoBeaeHWe aHanu3a 6e3onacHoOCTH YpoBeHb
HanmeHoBaHMe | KOMNbIOTEPHbIX CUCTEM Koa | C/03.7 |(noaypoBeHb) 7
KBanbuKaumm
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccmoHanbHor

O CTaHAapPTa

Tpyposble
nencremn

Onpe,u,eneHme YPOBHA 3alLNLLLEHHOCTU N A0BEPUA B KOMMNbIOTEPHbLIX CUCTEMAX

OueHKa PUCKOB, CBA3aHHbLIX C oOcCyuwecTtBaeHnem Yyrpos 6e3sonacHocTn B
OTHOWEHNN KOMNbIOTEPHbIX CUCTEM

OueHKa COOTBETCTBMA MEXaHU3IMOB 6esonacHocTH KOMI'IblOTepHOﬁ CncTembl
Tpe6OBaHMHM CyuwiectsyrolMX HOPMATUBHbLIX AOOKYMEHTOB, a TaKXe WUux
a1EKBATHOCTU CYyLLECTBYOLWLMM PUCKaM

MNoarotoBKa aHA/IMTUYECKOro oT4yeTa no pe3ysbTaTaM nNpoBegeHHOro aHaan3sa
YPOBHA 3alNLLEHHOCTU N A0BEPUA B KOMMbKOTEPHbLIX CUCTEMAX

dopmynnpoBaHMe NPeaoKEeHNN N0 YCTPAHEHMIO BbIABAEHHbIX YA3BUMOCTEN
KOMMbIOTEPHbIX CeTel

Heobxogumble
yMeHus

AHaJ'IM3VIpOBaTb KOMMNbOTEPHYIO CUCTEMY C UEeNbko onpeageneHnAa ypoBHA
3alnLEeHHOCTU 1 AoBepUA




MporHo3nMpoBaTb BO3MOMKHblE aencrsmm

MHpopmaLumMoHHOM Be3zonacHoOCTH

nyTM passBuTMA HapywmTens

npOMBBO,ﬂ,MTb aHanu3 NoAUTUKM 6e30nNacHOCTU Ha npeameTt a4eKBaTHOCTU

MpoBOANTE MOHUTOPUHT, aHaMU3 U cpaBHeHWe 3GPEKTUBHOCTU NPOrPaMMHO-
annapaTHbIX CPeACTB 3alWuUTbl MHGOPMaLMKN B ONEPALMOHHBIX CUCTEMAX

CoctaBnsaTb M O0POPMAATL  aHANUTUYECKUA

npoeeaeHHoOro aHaans3a

OT4HET NO pe3y/ibTaTaM

PaspabatbiBaTb NPeA/IOKEHUA MO YCTPAHEHWNIO BbIABNEHHbIX YA3BMMOCTEN

Heobxogumble
3HaHWA

anHLI,VII'IbI NOCTPOEHUA KOMMNbKOTEPHbLIX CUCTEM U ceTte

YA3BMMOCTM KOMMbIOTEPHbIX CUCTEM U cetel

KpunTorpapuueckme metoabl 3alLmTbl MHGOPMALLUM

MPMHLMNbI NOCTPOEHUA CUCTEM YNpaBaeHna 6azammn AaHHbIX

CpeacTBa aHaM3a KoHbUrypaumi

HauMoHanbHble, MEXKrocyfapCTBEHHblE W MeXKAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasAwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmTe MHOPMauumM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu3aLMoHHble Mepbl No 3alwmTe nHGopmMmaunm

Apyrve
XapaKTepUCTUKK

3.3.4. TpypoBasa PpyHKUMA

MNposeaeHue cepTudUKaLmm YpoBeHb
HanvmeHoBaHMe |nporpammHo-annapaTHbIX CPeacTs Kog | C/04.7 |(noaypoBeHb) 7
3aWmTbl MHGOPMaL MM KBaAnduKaumm
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMUM N3 opurnHana
Kog PerncrpaumoHHbIN
opurnHana HoMmep
npodeccnoHanbHor
0 CTaHaapTa
Tpyposble MpoBefeHMe TeEOpPETUYECKUX WUCCNeAO0BaHWA  YPOBHEM  3aLMULLEHHOCTM

nencrems

KOMMbIOTEPHbIX CUCTEM U ceten




MposegeHne 3KCNepUMEHTaNbHbIX VICC}'Iep,OBaHVII\;I ypOBHel\/’I 3allnWEeHHOCTHN
KOMMbIOTEPHbIX CUCTEM U ceten

MpoBegeHve CEPTUOUKALMOHHLIX MUCMbITAHMIM  NPOrPaMMHO-aNMNapaTHbIX
CpeacTs 3awmTbl MHGOPMAUMM C WCMNONb30BAHUEM WMHCTPYMEHTAJIbHbIX
cpeacTs

MoarotoBKa aHa/NUTMYECKOrO OTYeTa MO  pe3y/ibTaTamM  MpPOBEeAEHHbIX
CEPTUOUKALMOHHBIX UCMbITaHWI NPOrpPaMMHO-annapaTHbIX CPeACTB 3alLWTbI
nHpopmaumm

dopmynmMpoBaHMe BbIBOAOB 06 OLEHKe 3alMLLEHHOCTM KOMMNbIOTEPHbIX
CUCTEM U ceTel

Heobxoanmble
yMeHun

AHann3MpoBaTb KOMMbIOTEPHYIO CUCTEMY C LEe/blo OnpeaeneHna YpPoBHSA
3alLMLLEHHOCTM U foBepun

Ucnonb3oBaTtb I'IpOd)VIJ'IVI 3aWnTbl U 3a4aHNA MO 6esonacHocTH

MPUMEHATb MHCTPYMEHTa/bHblE CPeACTBa NpoBedeHuna CepTUOUKALMOHHbIX
MCMbITaHUI NPOrpamMMHO-annapaTHbIX CPEACTB 3aLMTbl MHbOPMAaLMK

CoctaBnsaTb M 0OPMAATbL  AHAIMTUYECKUI OTYET MO MNpPOoBeAeHHbIM
CEPTUPUKALMOHHBIM MUCTBITAHUAM MPOTrPAMMHO-aNNapaTHbIX CPEACTB 3aLLUTLI
nHbopmaumm

Jenatb BbIBOAbI 06 OoLUeHKe 3aWHnLLEHHOCTU KOMMbIOTEPHbIX CUCTEM U cetel
Ha OCHOBAHUWN aHA/IUTNUYECKOIO OTHETa

Heobxogumble
3HaHuA

HauMoHanbHble, MEXrocyapCTBEHHbIE W MeXAYHapoAHble CTAaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

HaunoHanbHble CTaHAapTbl npoBeAeHUA Hay4YHO-UCCNeaoBaTe/IbCKMX U
ONbITHO-KOHCTPYKTOPCKUX paGOT, CepTMd)VIKaLI,VIOHHbIX NCNbITAHUI U CO34aHuA
CNCTEM 3alinThbl VIHd)OpMaLI,MM

Cnocobbl opraHnsaumnm paboT npu NpoBeaeHUn cepTUdUKaLMm NPorpammHoO-
annapaTHbIX CPeACTB 3aluThbl

MpPUHLMNbI TOCTPOEHUS CPEACTB KPUNTOTPadUUYECcKon 3aLLmTbl MHGOPMALMM

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToAMYECKNE LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3.5. TpyaoBsasa PpyHKuua

HammeHoBaHue

MNposegeHne MHCTPYMEHTAIbHOTO Kog | C/05.7 |YposeHb 7




MOHMWTOPUHra 3aLMULLEHHOCTH (nogyposeHb)

KOMMbIOTEPHbIX CUCTEM U ceTel KBanbuKauum
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwuruHan X
TPYAOBOM GYHKUMUM W3 OpUrnHana
Kog, PerncrpaumoHHbIn
opuUrnHana HOMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyanosble
nencreus

BbinonHeHune daHan3a 3alnULLEeHHOCTH KOMMNbHOTEPHbIX cncrem C
MCnosib30BaHMEM CKaHEPOB 6e3sonacHoCTH

Bbino/siHEHWE aHAN3a 3aAWMLLEHHOCTU CETEBLIX CEPBMUCOB C UCMONb30BAHUEM
cpeacts dBTOMaTn4ecKoro pearnpoBsaHunA Ha NONbITKKN
HEeCaHKUMNOHUNPOBAHHOIO 40CTyNa K pecypcam KOMNbOTEPHbLIX CUCTEM U cete

CocraBneHue oT4yeToB no pe3ynbratam NPOBEPOK 3allNLeHHOCTHN
KOMMbIOTEPHbIX CUCTEM

Heobxoanmble
yMeHuUA

CDOpMa}'IVBOBbIBaTb 3a4a4y ynpas/aeHuA 6e30nacHOCTbIO KOMMNbOTEPHbIX
cncrem

MPUMEHATb  MHCTPYMEHTa/NbHble CpeacTBa MPOBEAEHMA  MOHUTOPWHra
3aLLMLLEHHOCTM KOMMbIOTEPHbIX CUCTEM

anMEHﬂTb MeTOo4dbl aHan3a 3aWNLLEHHOCTU KOMNbIOTEPHbIX CUCTEM U ceTte

CTPYKTYpMpoOBaTb aHaNMTUYECKYI0 MHDOPMALMIO 414 BKAOYEHUA B OTYET

Heobxoanmble
3HaHUSA

MpUHLMNBI NOCTPOEHNA KOMMbBIOTEPHbIX CUCTEM U cetel

CDOpMafIbeIE moaenun b6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM U cetei

MPUHLMNbI NOCTPOEHUA CUCTEM OBHAPYXKEHMA KOMMNbIOTEPHbIX aTaK

MeToabl 06paboTKM [AaHHbIX MOHWUTOPUHra 6€30MacHOCTM KOMMbIOTEPHbIX
CUCTEM U ceTel

MopsAAOK CO34aHMA WM CTPYKTypa OTYeTa, CO34aBaemoro no pesynbTaTtam
npoBepoK

Cnocobbl 06HapyKeHWs M HeWTpanMsaumm nocneacTBUiM BTOPMKEHUN B
KOMMbIOTEPHbIE CUCTEMDbI

KpunTorpaduyeckme npoToKObl, MPUMEHAEMbIE B KOMMNbIOTEPHbIX CETAX

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoaALwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmTe MHOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe HGopmMmaunm




Apyrve
XapaKTepUCTUKK

3.3.6. TpyaoBsaa PpyHKUuuUA

MpoBeaeHWe 3KCNepPTU3bI NpPK

paccnefoBaHUM KOMMbIOTEPHBbIX YpoBeHb
HanmeHoBaHWe | npecTynieHnin, NpaBoHapyLEHNNA U Kog | C/06.7 |(noaypoBeHb) 7
WHUNOEHTOB B KOMIMbIHOTEPHbIX KBa/IMOUKALMM

Cncrtemax n cetax

MpouncxoxgeHue
TPYA0BOM QYHKLNM

3anmcTBoBaHO
OpuruHan X
N3 opuUrnHana
Koa PerncrpaumoHHbIn
opurMHana Homep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyanosble
nencreus

Onpe,u,eneHme CBOWCTB annapaTtHbIX Cpeacrts B COCTaBe KOMI'IbI-OTEpHOVI
cncrembl U nx d)aKTVI‘-IECKOI'O M nNepBoHA4Ya/IbHOro COCToAHUA

Knaccudukauma cBOWCTB annapaTHbIX CPEACTB B COCTaBE KOMMbIOTEPHOWM
cucTemsl

AnarHoctuka NMPUYUnH, ycn03m7| M3MEHEHMA CBOWCTB (3KCI'IJ'IyaTaLI,VIOHHbIX
pe)KMMOB) annapaTtHbIX CpeacTs B COCTaBe KOMI'IbI-OTEpHOVI cncrembl

Onpe,u,eneHme XapPaKTepUCTuK OﬂepaLLMOHHOﬁ Cncrembl U MUCNONb3yeMblX
TEXHO/I0MMIA CUCTEMHOIO nporpamMmmMmmnpoBaHnNA B KOMMNbIOTEPHbLIX CUCTEMAX U
ceTax

AHann3  QYHKUMOHANbHLIX CBOMCTB  MPOrpammHoro obecrneyeHusa B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

UccneposaHue a/IfopPUTMa nporpammHoro obecneveHus n TUNosB
noggepxmnBaemblX annapaTHbIX nnachopN\ B KOMMNbIOTEPHbLIX CUCTEMAX WU
ceTax

OnpegeneHve NpuUYKUH, Lenen U ycnoBuiA U3MEHEHUA CBOMCTB (COCTOAHMS)
NporpaMmHoro obecneyeHns B KOMMNbIOTEPHbIX CUCTEMAX U CETAX

UHausmnayanoHoe oToXaecTtBsieHUe OpUrnHana nporpammebl
(MHCTaﬂﬂHLLMOHHOVI Bepcvm) n ee Konnmm Ha HocuTenax [AaHHbIX
KOMI'IbIOTepHOﬁ CUCTembl

YcTaHoBneHue rpynnosof?l NPUHAONEKHOCTU NPOrpamMmmHOro obecnevyeHus B
KOMMbKOTEPHbBIX CNCTEMAX U CETAX

BblpaboTKa npeasioKeHWin Mo YCTPaHEHWIO BbIAB/JEHHbIX YA3BMMOCTEN B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

BoiAsneHue MHONBNAOYANbHbLIX NMPU3HAKOB NpPOorpamMmbl, NMO3BONAKOLWMNX




BMNOCNeACTBUM WAEHTMOMLMPOBATL €e aBTopa, a TaKXe B3aMMOCBA3N C
MHPOPMALMOHHBIM 0becneyeHnem nccneayemon KOMNbOTEPHOM CUCTEMDbI

YcTaHoBNeHWe BMAa, CBOWCTB M COCTOSIHUS MHd)OpMaLI,VIVI ((baKTMLIeCKOI'O n
nepBoHa4yasibHOro, B TOM 4Yucne A0 €ee ydasleHunAa Wwu MO,CI,VI(I)MKaLI,MVI) B
KOMI'IblOTepHOﬁ cucreme

OnpegeneHne MNPUYMH M YCNOBUIA W3MEHEHWA CBOMCTB MCCaedyemoM
MHPOPMaLMM B KOMMbIOTEPHbIX CUCTEMAX U CETAX

Onpe,u,eneHme MexaHun3ma, AUHAMUKKN U obcToaTenbct8  cobbITMA MO
MMePOU.LEVICﬂ VIHd)OpMaLI,VIM Ha HOCuTene QMdaHHbIX WAKU €€ KonuAam B
KOMMbKOTEPHbBIX CUCTEMAX U CETAX

YcTaHOB/IEHWE YYaCTHUKOB COBbITUA, UX POAU, MECTa, YCAOBWUI, NPU KOTOPbIX
6bina co3pgaHa, MmoauduuMpoBaHa WMAM  yaaneHa  UHbopmauus B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

YcTaHOB/IEHWE  COOTBETCTBMA  AMBO  HECOOTBETCTBMA  AeNCTBUM ¢
MHpOpMaLUmein cneymanbHOMY pernameHTy (npasunam), yCTaHOB/AEHHOMY B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

CocTaBneHue 3KCMEePTHOrO 3aK/YEeHWs MO pes3y/bTaTam pacc/iefoBaHUs
KOMMbIOTEPHBbIX  MPECTYN/JEHU, NpPaBOHApyWeHUd U WHUMAEHTOB B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

Heobxoammble
yMeHun

MPMMeHATb  HOPMaTMBHblE W  MPaBoOBble  aKTbl MNpU  NpoBeAeHUU
KPUMMHANUCTUYECKOM 3KCMepTU3bl M KPUMWMHANUCTMYECKOro aHanusa B
npouecce pacciaefoBaHUA KOMMbIOTEPHbIX MNPECTYNAEHUI, NPpaBoHapYLWeHN
N UHLUMAEHTOB B KOMMbIOTEPHbIX CUCTEMAX U CETAX

AHaJ'IM3VIpOBaTb CTPYKTYPY MeXaHU3Ma BO3HUKHOBEHUA U obcTosTenbCcTBa
COﬁbITMFI, mmerulero NMPU3HaKn KOMMbOTEPHOTO npecrynnenus,
NnpaBoOHapyweHUA NI MHUNOEHTA B KOMNbIOTEPHbLIX CUCTEMAX U CETAX

Onpeaenatb NPUUUHY U YCAOBUA U3MEHEHWUA MPOrpammHoOro obecneyeHuns B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

BblgenaTe CBOMCTBA M MpuM3HaKM  MHOOpMauMW, MOCTynalowen B
KOMMbIOTEPHbIE CUCTEMBI U ceTu (obpabaTbiBaemMolt B KOMMbIOTEPHbIX
cucTeMax M ceTsx), MO3BO/IAIOWME YCTAaHOBUTbL €e MNPUHAL/IEKHOCTb K
onpeaeneHHOMY UCTOYHUKY

Onpeaenatb NPUHLMMbI AeNeHUs NPporpaMmHOro obecneyeHus Ha rpynnbl, Ux
cneundmryecKkme CBOMCTBA M B3aMMOCBA3b C KOMMbIOTEPHO CUCTEMOM

MpUMeHATb AeNCTBYIOWYHO 3aKOHOoAaTeNbHyo 6a3y B o6aacTn obecneyeHus
3aLLMTbl MHGOPMALLMM B KOMMBIOTEPHbIX CUCTEMAX U CETAX

BbIfBAATH BO3MOKHble TpaeKTopum N3MeHeHUA COCTOAHUM
GYHKLMOHMPOBAHMA KOMMbIOTEPHOW CUCTEMDI

BblfiBNATb  HECOOTBETCTBMSA  aTPUMOYTOB U COAEP)KaHWA  MMeloLencs
NMHPOPMaLMK ee PacnoNOKEHMIO B KOMMbIOTEPHOM cUCTEME

MporHo3unposaTtb BO3MOXHble nyTn BO3HMKHOBEHUA HOBbIX B1NAOB




KOMMbIOTEPHbIX  NPECTYN/AEeHU, nNpaBoHApylWeHUd U  WMHUMAOEHTOB B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

Heobxogumble
3HaHWA

dopmaTbl XpaHeHWUs MUHPOPMaLMM B aHAIM3UPYEMOW KOMMbIOTEPHOM
cucteme

OcHoBHble dopmaTbl GpainNoB, UCNONb3yeMble B KOMNbIOTEPHbIX CUCTEMAX

OcobeHHOCTM XpaHEeHUA KOHOUIYPaLMOHHON U CUCTEMHOW MHPOpMaLMK B
KOMMbIOTEPHBIX CUCTEMAX

YA3BMMOCTM KOMMbIOTEPHbIX CUCTEM U cetel

TexHoNorMM MNOWCKa W aHanM3a CNefoB KOMMbIOTEPHbIX MPEecTyniaeHui,
NpPaBoOHaPYLWEHUI U UHLUUOEHTOB

MopAdoK OuMKcauMM U OOKYMEHTMPOBAHUA  CeoB  KOMMbIOTEPHbIX
npecTynaeHunit, NpaBoHapyLeHNn U MHUMAEHTOB B KOMMbIOTEPHbIX CUCTEMAX
N ceTax

Hopmbl YronoBHOTO M  aAMMHUCTPATMBHOIO MNpaBa MPUMEHUTENbHO K
NpPecTynieHnam 1 NpaBoHapyLWeHMAM B chepe KOMNbIOTEPHOM MHGopMaumn

XapaKTepuCTUKKM NpaBoHapyLLUeHniA B 061acTu cBA3KM U MHbOPMaLMK

Buabl npectynaeHunin B chepe KomnbtoTepHON MHbOpMaLLUK

MopAAOK NPOBEAEHUA 3KCNePTU3bl BbIYUCAUTENBHOW TEXHUKM U HOCUTENen
KOMMblOTEPHO MHOOPMALMK C YH4ETOM HOPMATMUBHBIX MPABOBbIX aKTOB MpU
paccnefoBaHUM  KOMMbIOTEPHbIX  MNPECTyn/ieHWin, MpaBoOHapyWeHnn wu
WMHUNAEHTOB

Cnocobbl 06HapyKeHWs M HeWTpanMsaumm nocneacTBUiM BTOPMKEHUN B
KOMMbIOTEPHbIE CUCTEMDbI

MeToapl aHanusa cuctem obecneyeHusa uHdopmaumoHHoM 6esonacHocTU
06beKTOB MHPOPMaATM3aLMM Ha Ha3e KOMMbIOTEPHbIX CUCTEM B 3aLUMLLEHHOM
NCMOAHEHUN

MopsAfOK MOArOTOBKM HAYYHO-TEXHUMYECKMX IKCMEPTHbIX 3aK/0YEHUI Mo
pe3ynbTaTam BbINOIHEHHbLIX PaboT Mo MHPOPMALMOHHO-AHANUTUYECKON U
TEXHUYECKOM IKCNepTMU3Ee KOMMNbIOTEPHbIX CUCTEM

MeToapl NpoBeAEeHUs  pacciefioBaHWA  KOMMbIOTEPHbIX  MPECTynaeHuN,
NpPaBoOHaPYLWEHUI U UHLUUOEHTOB

MeTtoabl aHann3a ocTaTouyHOM MHPOPMaLMKM U NMOUCKa cneaos Ana duKcaumm
KOMMbIOTEPHbIX NHLUNAEHTOB

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmmHOW
peannsauumn B KOMMbIOTEPHbIX CUCTEMAX U CETAX

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawme U MeToamyeckne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecrneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI




OpraHu3auMoHHble Mepbl NO  3almTe WMHOOPMALMM B  KOMMbIOTEPHbIX
cucTemax u cetax

Apyrve
XapPaKTePUCTUKHN

3.4. 0606wWweHHan TpyaoBan GyHKLMUA

Pa3paboTKa nporpammHo-
HanMeHoBaHMe annapaTHbIX CPeacTB 3alMTbl Ko D YpoBeHb 8
MHPOPMALMN KOMNbIOTEPHbIX CUCTEM KBanbumKaumm
u ceTem
I'Ipomcxom,a,tiHme . | opuruman X 3aMMCTBOBAHO
o0606LweHHoM TpyaoBOW n3 opurnmHana
dYHKUMM
Kog, PerncrpaumoHHbIn
opurMHana Homep
npodeccnoHanbHor
0 CTaHAapTa
Bo3MoXKHble [NaBHbI cneymanmcT no 3awmTe MHPopmauum
HaVMMeHOBaHMA Pa3paboTumk nporpammHoro obecneyeHmsa 1 NPUNOKEHWUN
[O/IKHOCTEN, AHaNNTMK NPOrpaMMHOro obecneyeHns U NPUIoKEHNN
npodeccui

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbicwee 0b6pasoBaHue - cneumanmnTeT Uan marmctTpatypa v 4oMnoHUTeIbHOEe
npodeccroHanbHoe 06pa3oBaHMe - MPOrPaMMbl MOBbILWEHUA KBAANPUKALUK
B 0621acT MHOPMALIMOHHOM Be3onacHOCTH

nnu

Bbicwee obpasoBaHue - acnMpaHTypa (aAbIOHKTYpPa) U JONONHUTENIbHOE
npodeccroHanbHoe 06pa3oBaHMe - MPOrPaMMbl MOBbILWEHUA KBAANPUKALUK
B 0621acT MHGOPMALIMOHHOM BesonacHOCTH

TpeboBaHMA K
onbITy
NpaKTUYecKon
paboTbl

He meHee nsatu net B 06/1aCTM NpUMeHeHMa 1 aHanm3a 3pPeKTMBHOCTU
CpeacTs 3alWMTbl MHPOPMALLMKN KOMMBIOTEPHbBIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLUX SOMKHOCTAX HE MEHee TPeX NIeT NPU HAIMYMM BbICLLETO
06pa3oBaHUA - cneumanmTeTa UM MarnucTpaTypbl B 061acTm
nHdopmaumMoHHoN 6esonacHoCcTH

nnm

He meHee Tpex neT B 061aCTV NpUMeHeHUA 1 aHann3a sGPeKTUBHOCTH
CpeacTs 3aLWMTbl UHPOPMALLMKN KOMMBIOTEPHbBIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLUX SOMKHOCTAX HE MEHee ABYX NET NPU Ha/IMYMM BbICLLETO
06pasoBaHUsA - acNMPaHTYpPbl (a4 bIOHKTYPbI)

Ocobble ycnosus
AonycKa K pabote

Hanuuune aonycka K rocyaapcTBeHHOM TaHe (Mpyu HeobxoanumocTu)

Apyrve
XapPaKTePUCTUKHN




[ononHuTenbHble XapaKTepUCTUKMU

HanmeHoBaHMe Kog, HanmeHoBaHMe 6a30B0W rpynnbl, AONXKHOCTU
AOKYMeHTa (npodeccumn) nnm cneymanbHoCTH
OK3 2519 Pa3paboTumKKM 1M aHANUTMKM NPOrpaMMHOro obecneyeHums
W NPUNOXKEHUI, HE BXOAALLME B ApYyrMe rpynnbl
EKC - [naBHbIM CneunanmcT No TeXHUYECKoM 3almTe
nHpopmauum
- Cneuwmanuct no obecneyeHmto 6e3onacHoOCTH
MHOOPMaUMK B KNtOYEBbIX CUCTEMAX MHPOPMALLMOHHOM
MHOPACTPYKTYpPbI
oKnartpe 20911 [naBHbIM cCNeunanmcT No 3awmuTe HGopMauum
OKCO 2.10.05.01 KomnbtoTepHas 6e3onacHoCcTb
2.10.04.01 NHdbopmaumnoHHas 6e3onacHoCTb
2.10.05.02 NHbopmaumnoHHas 6e3onacHoCTb
T€/IeKOMMYHWUKALNOHHbBIX CUCTEM
2.10.05.03 NHdbopmaunoHHOM 6e30NacHOCTY aBTOMaTU3NPOBAHHbIX
cUCTEM
2.10.05.04 NHbopmMauMOoHHO-aHaNUTUYECKMe cucTembl 6e30MacHOCTH
2.10.05.05 Be3sonacHoCcTb MHGOPMALMNOHHbLIX TEXHONOMMI B
npaBooxpaHuTenbHon chepe
2.10.05.06 Kpuntorpadusn
2.10.05.07 MpoTuBOAENCTBUE TEXHUYECKMM pPa3BeaKam
2.10.06.01 NHbopmaumnoHHas 6e3onacHoCTb
2.10.07.01 NHdbopmaumoHHas 6e3onacHoCTb
OKCBHK <7> 051319 MeTogb! U cucTeMbl 3aWMTbl UHGOPMALUMK U

nHdopmaumoHHoN 6e3onacHoCcTH

3.4.1. TpypoBasa GpyHKUMA

HammeHoBaHue

CUCTEM U ceTen

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

Pa3paboTKka TpeboBaHUI K
nporpammHo-annapaTHbIM CpeAcTBam YposeHb
Koa | D/01.8 |(nogypoBeHb) 8
3aWMTbl MTHOOPMALMM KOMMNbIOTEPHbIX
KBannbuKaumm
3anmcTBoBaHO
OpwurnHan X
N3 opuruHana
Kog, PerncrpaumoHHbIn

opurMHana Homep




npodeccmoHanbHor
0 CTaHgapTa

Tpyaosble
nencreus

Onpe,u,eneHme yrpos 6€30MacHOCTM U  UX BO3MOMHbIX MWCTOYHMKOB B
KOMMbKOTEPHbBIX CNCTEMAX U CETAX

Onpep,eneHme KaHa/10B yTe4YKu VIHCI)OpMaLI,VIVI B KOMMNbIOTEPHbLIX CUCTEMAX U
ceTax

Paapa60TKa MaTeMaTnU4eCKknx MO,CI,EJ'IGVL peannsyembiX B Cpeacrsax 3alluUThbl
VIHd)OpMaLI,VIVI B KOMMbKOTEPHbLIX CUCTEMAX U CETAX

OueHka 30GDEKTUBHOCTM  peanu3yemblX  TEXHWYECKMX  pelleHuid B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

OueHKa TexHWMKO-3KOHOMMYECKOro YPOBHA pe€annsyembiX TeXHU4YeCKux
peLLIEHVIﬁ B KOMIMbKOTEPHbIX CUCTEMAX U CETAX

Bbibop cpeacTts U meToAoB 3alUMTbl MHGOPMALUU KOMMbIOTEPHbIX CUCTEM U
ceten

Heobxogumble
yMeHus

0606LWwaTb Hay4YHO-TEXHUYECKYIO IUTEPATYPY, HOPMATMBHbIE U METOLAUYECKNE
MmaTtepuasnbl B 061aCTM 3aWmThl UHPOPMaLUn

dopmunpoBaTb MOAENM YrPO3 M MOAENM HapylwuTena 6e30nacHOCTM
KOMMbIOTEPHbIX CUCTEM

BbisiBnATb Hanbosiee LenecoobpasHble Moaxodbl K obecneyeHuto 3awuThbl
MHPOPMaLMM KOMMbIOTEPHOW CUCTEMDI

Pa3pa6aTbIBaTb YacCTHble NONUTUKM He30MacHOCTH KOMMNbIOTEPHbLIX CUCTEM, B
TOM HMcne NONINTUKN ynpasaeHnA JOCTYyNnom n VIHd)OpMaLI,VIOHHbIMM NOTOKaMu

MpUMeHATb HaUuWMOHa/bHbIe, MEXrocyAapCTBEHHbIE W MeXAyHapoaHble
ctaHgapTbl B obnactn 3awmTthl MHGOPMALMM AAA OLEHKU 3allMLLEHHOCTU
KOMMbOTEPHOWN CUCTEMbI

MpumeHATb AeNCTBYIOWYIO 3aKoHoAaTebHYy0 6a3y B obnactn obecneyeHumn
KOMMbIOTEPHOM Be3onacHOCTH

YnuTtaTb HOPMaTMBHblE WU METOAMYECKME AOKYMEHTbl NO WHPOPMaLMOHHOM
6€30MacHOCTM Ha aHI/IMMCKOM fi3blKe

OCYLLI,eCTBJ'IFITb npuHATHNE pELLIeHMVI o H606X0,£I,MMOCTVI MCNnoab30BaHUA
nporpamMmmHoO-annapaTHbIX CPeacTB 3aLWnTbl VIHd)OpMaLI,VIVI

Heobxoanmble
3HaHUA

MopsdoK opraHusaumm paboT no 3awmte MHOOPMALMM B KOMMbIOTEPHbIX
cucTemax u cetax

MeToapl U cpeacTBa MNosydvyeHws, ob6paboTkM M nepegaynm MHPopmaummn B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrpasieHus 6a3amu  AaHHbIX U
KOMIMbIOTEPHBIX CETAX

MeToabl aHanu3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

Buabl aTak M mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbBIX CUCTEMAX




MeToabl BbIABIEHMA KaHaA/N0B YTeYKu VIHd)OpMaLI,VIVI B KOMMNbKOTEPHbIX
Ccncrtemax mn cetax

MeTtoabl w cpeancrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CEeTAX,
onepaunoHHbIX CUCTEMAX U CUCTEMAX ynpaBaeHUA 6asamu AaHHbIX

MpUHLMNbI NOCTPOEHMA CPeACTB 3aluMTbl MHOOPMAaLMM  KOMMbIOTEPHbIX
cuctem

CDOpMaIIbeIE moaenn ynpasneHmnAa gOCTynom B KOMMbHOTEPHbLIX CUCTEMAX U
ceTax

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peannsaunmn B KOMNbIOTEPHbIX CUCTEMAX U CETAX

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasAwMe U MeTOAMYECKME AOKYMEHTbI YNOJHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyfapCTBEHHbIE W MeXKAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.4.2. TpypoBasa GpyHKUMA

MpoeKTnpoBaHMe NPOrpammHo-
a:na aT:bIXC e CTF; 3:LLI,VITI:I YposeHb
HanmeHoBaHue P PeA Koa | D/02.8 |(nogypoBeHb) 8
MHPOPMALUN KOMMNbIOTEPHbIX CUCTEM
o KBaAnpuKaLmm
n cetei
MpoucxoxaeHne 3aMmcTBOBaHO
P o A OpuruHan X
TPyAoBOW GyHKLUM N3 opuUrnMHana
Koa PerncrpaumoHHbIn
opurMHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

Pa3spaboTKa TexXHWYECKUX 3a4aHWMi, ISCKU3HbIX, TEeXHUYECKUX W paboumnx
npoekToB paboT no 3awmTe MHGOpMaL MM

Pa3paboTKka nnaHoB 1 rpadMKoB NpoBeaeHns paboT no 3awmte MHPopmaLum

AHaNU3 cyLWEecTBYOLWNX METOA0B MU CPEACTB, MPUMEHAEMbIX A4 KOHTPOAA U
3aWmTbl MHGOpPMaLMM

Paapa60TKa npe,u,nomeHm‘/'l Nno COBEPLUEHCTBOBAHUIO CYLWLECTBYHOLWNX METOA0B




M CPeAcTB, MPUMEHAEMBIX A1 KOHTPOAA W 3aWwuTbl WMHPOpMALUK, U
NoBbILWEeHMI0 3GPEKTUBHOCTM STOM 3aLLMUTBI

Paapa60TKa NMPOEKTOB MNpPOrpamMmmHbIX W annapaTtHbIX CPeacrts 3alnTbl
VIHd)OpMaLI,VIVI B COOTBETCTBUU C TEXHNYECKUM 3adaHNEM

OueHKa TEeXHUKO-3KOHOMMYECKOTO YPOBHA U 3pEKTUBHOCTU npeanaraembix
N peanusyembiX TEXHUYECKMX peLleHui

MpoBegeHWe aTTecTaluMm NPOrpaMmm M airfoPUTMOB HA NpPeaMeT COOTBETCTBUA
TpeboBaHMAM 3aLWUTbI MHGOPMaLUK

Heobxoanmble
yMeHun

MpoBoAUTL UCCNEA0BaHNA C LENbI0 HaXxoXKaeHUa Hanbonee LenecoobpasHbIX
NpaKTUYECKUX peLleHuid no obecrnevyeHno 3amnTbl MHGOPMaLLMn

anMEHﬂTb oTe4yeCTBeHHbIE CTaHAAPTbI B obnactu 3alnTbl VIHd)OpMaLI,VIVI Aana
NPOEKTNpPOBaHNA CpeacTB 3aLlluUTbI VIHd)OpMaLI,VIM KOMI'IblOTEpHOVI cncrembl

Pa3pabaTtbiBaTb apXUTEKTYPY U UHTepdelicbl cpeacTs 3awmTbl MHGOPMaLUW,
npoueaypbl BOCCTAHOB/IEHNA PaboTOCNOCOOHOCTM CPEeACTB U CUCTEM 3aLLMUTI
nocne cboes

Moabupate M 0606WaTb Hay4YHO-TEXHUYECKYID NUTEPaTypy, MeToguuyecKue
mMaTepuanbl Mo MPOrpaMMHbIM M annapaTHbIM CcpeacTBam M crnocobam
3aLLMTbl MHGOPMALLMM, B TOM YMC/IE HA aHTZIMMCKOM fA3bIKe

Heobxoanmble
3HaHUSA

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedadnm MHGopmauun B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrpasieHus 6a3amu  AaHHbIX U
KOMMbIOTEPHBIX CETAX

Bmnapbl aTak 1 mexaHM3Mbl UX peanmsaLmm B KOMMNbIOTEPHbIX CUCTEMAX

MeTtoabl w cpencrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CETAX,
onepaunoHHbIX CUCTEMAX U CUCTEMaAX ynpaBaeHUA 6asamu AaHHbIX

MPUHLMNbI MOCTPOEHMA CUCTEM 3aWnUTbl  MHPOPMALMM  KOMMbIOTEPHbIX
CUCTEM, B TOM YMCNE aHTUBUPYCHOTO NPOrpaMmHoro obecnedyeHus

MeTtoabl aHanumsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

TeopeTUKo-YMCOoBblE METOAbl U aArOpPUTMbI, NPUMEHAEeMble B CPeacTBax
3alMTbl MHGOPMALLUM

CDOpMaIIbeIE moaenn ynpasneHmAa goctynom

MpuHUMNbI M MeToAbl  MPOEKTUPOBAHMA  MPOrpPamMMHO-anmnapaTHoOro
obecneyeHuns

MeToaonornu n TeXHON0rmu paapa60TKM nporpammHoro obecneyeHus

MPUHUMNBI U METOAbI YNpPaBAeHUA NPOEKTaMn B 061acTU MHDOPMaLMOHHOM
be3onacHocTH

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peanunsauuu

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM




PykoBoasALwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyfapCTBEHHblE W MeXKAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.4.3. TpypoBasa PpyHKUMA

Pa3paboTKa n TecTUpoBaHMe CpeacTs YpoBeHb
HammeHoBaHMe |3alumTbl MHGOPMaLUuKn KomnbiloTepHbix | Kog | D/03.8 | (noayposeHsb) 8
cuUcTeM U ceTen KBanbuKaumm
MpouncxoxaeHune 3anmcTBoBaHoO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM n3 opuruHana
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

Pa3spaboTka cpeAacTs 3auiuTbl UHGOPMALMM B COOTBETCTBUM C TEXHUYECKMM
3afaHnem

UccneposaHue nporpamMmmHoO-annapaTHbIX CpeacTs 3auluUThbl VIHd)OpMaLI,MM B
KOMMbKOTEPHbBIX CUCTEMAX

PaspaboTka nporpammHo-annapaTHbIX CPeACTB 3alWuTbl MHPOPMALMM B
KOMMbIOTEPHbIX CUCTEMAX

OTnagKa co3gaBaemMbix CPeAcTB 3alnTbl UHGOPMaLUK

MpoBeaeHWe aTTecTauMm NPOrpaMmm M aNropuTMOB Ha NpeameT COOTBETCTBUA
TpeboBaHMAM 3aWnTbl MHGOPMaLUK

Paapa60TKa MaTeMaTU4eCKnX MO,ﬂ,eJ'IeVI 6e3onacHoCTH KOMMbKOTEPHbBIX CNCTEM

BbINO/IHEHME KOHTPO/IbHbIX MPOBEPOK PaboTocnocobHOCTU U 3ddeKTUBHOCTU
CUCTEM M CPEACTB 3alLMTbl MHGOPMaLMK

Heobxogumble
yMeHus

Ucnonb3oBaTtb npuembl 3allUTHOINo NporpaMmmmnpoBaHnA

Mcnonb3oBaTtb npuembl 3aWmTbl OT TUMMYHbLIX AaTaK HA KOMMbHOTEPHble
cncrembl

anMEHﬂTb MeTOodbl U Npuembl OT/1aAKN

MpumeHATbL MeToAbl U CpeaCTBa TECTUPOBAHMA




Heobxoanmble
3HaHUA

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedaynm WMHGopmauun B
OMepaLMOHHbIX CUCTEMAX, CUCTeMax ynpasneHua 6a3amu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

MeTtoabl w cpencrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CEeTAX,
onepaunoHHbIX CUCTEMAX U CUCTEMAX yNpaBaeHUA 6asamu AaHHbIX

MeToabl aHanun3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

anHLI,VII'IbI NPOEKTUPOBAHNA aHTUBUPYCHOIO NPOrpamMmmHOro obecneyeHus

Bmnapbl aTak 1 mexaHM3Mbl UX peanm3aLmm B KOMMNbIOTEPHbIX CUCTEMAX

anHLI,VII'IbI NOCTPOEHUA CUCTEM 3aLLLUTDI MHd)OpMaLI,MVI KOMMNbKOTEPHbLIX CUCTEM

MeToaonorMm M TexHonorum paspaboTKM NPOrpamMMHOrO M annapaTtHoro
obecneyeHuns

Kpuntorpaduueckue 0CO0BEeHHOCTM WX  NpOrpamMmHOM

peannsaunmn

aaropuTmbl "

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToAMYECKNE LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJHUTENLHOM BAACTU Mo 3awmTe MHPopmMaumm n obecneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13alLMoHHble Mepbl No 3aLwmTe nHGopmaunm

HauunoHanbHble, MEXroCcyAapCTBEHHbIE U MeXKAyHapogHble CTaHAAPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.4.4. TpypoBaa pyHKUMA

ConpoBoxaeHue pa3paboTkm cpeacTs YpoBeHb
HanmeHoBaHue |3awmTbl MHGOPMaLMM KoMmnbloTepHbix | Kog | D/04.8 | (noaypoBeHb) 8
CUCTEM U ceTelt KBanMdpuKaumnm
MpouncxoxaeHune 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLNM U3 opurnHana
Koa PerncrpaumoHHbIn
opurMHana HOMmep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyaosble
nencreus

Pa3paboTKa TeXHUYECKUX 3a4aHWIA, MNAHOB U rPadUKOB NpoBeAEeHUs paboT no
3almMTe MHPOPMaUUKM B COOTBETCTBUM C AEWCTBYIOWMMU HOPMATUBHBIMU U
METOAMYECKMMU AOKYMEHTAMM




Pa3paboTKa pekomeHZauMii U NpeasioKeHUin no COoBEpPLIEHCTBOBAHUIO U
NoBblILWeHM0 3GPEKTUBHOCTM 3aLLUTbI MHOOPMaLUK

CoctaBneHue u Od)OpMJ'IeHVIe pa3genoB HAYYHO-TEXHUYECKUX OTHETOB

OnpeaeneHune noTpebHOCTU B CPEACTBAX 3aWMTbl MHOPMALMM, COCTaBNEHNE
3as1BOK Ha UX NpuobpeTeHne c HeobXoaAMMbIMM 06OCHOBAHMAMM M pacyeTamm

MoAroTOBKa NPEANONKEeHWA MO 3aKJYEHWIO COTMNALEeHU U [OroBOPOB C
OpraHusauuamMM, NpefoCTaBAAWMMKM  ycayrn B 0bnacTM 33wl
nHbopmaumm

BblnosHeHMe aTTecTalMmn NporpaMmm 1 aaropuTMoB Ha NpeameT COOTBETCTBUA
TpeboBaHMAM 3aWnTbl MHGOPMaLUK

BbINo/IHEHME KOHTPOJIbHBIX MPOBEPOK PAaboToCnoCcO6HOCTN U 3PEKTUBHOCTU
CUCTEM M CPEACTB 3aLLUTbI MHGOPMALMM

AHaNU3 cyLWEecTBYOLWNX METOA0B M CPEACTB, MPUMEHAEMbIX A4 KOHTPOAA U
3aWmTbl MHGOPMaLMM

PaspaboTka npegsioXKeHW MO  COBEPLUEHCTBOBAHMIO UM MOBbIWEHWUIO
3$PEKTUBHOCTU METOA0B U CPEACTB, MPUMEHSEMbIX A1 KOHTPOAS W 3aWmTbl
nHbopmaumm

MoAroToBKa MPOEKTOB HOPMATMBHbLIX M METOAMYECKMX MaTepuanos,
pernameHTUpyoWwmnx paboTy No 3awmte MHGopmauun

Pa3paboTKka OpraHM3auMOHHO-PACNOPAAUTENBbHBIX AOKYMEHTOB MO 3awuTte
nHbopmauum

KoHTponb 3a paboToii MO OUEHKE TeXHWKO-3KOHOMUYECKOrO YPOBHA
pa3pabaTtbiBaembix Mep Mo 3awuTe MHPopmauun

MeToamyeckoe pyKoBOACTBO pPaboToi MO OLEHKe TEXHUKO-IKOHOMMUYECKOTO
ypoBHSA pa3pabaTtbiBaembix Mep Mo 3awmute MHGopmauun

KoHTponb 3a cobntogeHnem yCcTaHOBAEHHOro NopAAKa BbiNosHeHUs pabor, a
TaKKe [elCTBylOWLEro 3aKkoHogaTenbcTBa Poccuiickoir ®deaepaumm npwm
peleHMM BONPOCOB, KacatoLWMXCA 3aLnTbl UHGOPMaLUK

OpFaHM3aLI,VIF| nposeaeHNA cneunanbHbIX VICC}'Iep,OBaHVIﬁ M KOHTPO/JIbHbIX
NnpoBepoK ANA BblABNEHNA BO3MOXHbIX KaHa/10B YTe4YKH MHCI)OpMaLI,MVI

Heobxogumble
yMeHus

dopmupoBaTb MOAENM Yrpo3 M  MOLENN HapylwuTena 6e30nacHoOCTM
KOMMbIOTEPHBIX CUCTEM

Pa3pa6aTbIBaTb YacCTHble NONUTUKM 6e30MnacHOCTH KOMMNbIOTEPHbLIX CUCTEM, B
TOM 4uMcne NONINTUKU ynpasaeHnAa AOCTynom m VIHCI)OpMaLI,VIOHHbIMVI NOTOKaMu

anMEHﬂTb HaUUOHAJIbHble, MEXrocygapCreeHHble U MeXAyHapoaHble
CTaHAapPTbl B obnactu 3alnThbI MH(I)OpMaLI,MM

MpMMeHATb AENCTBYIOWLYHO 3aKoHoAaTeNbHyo 6a3y B obnactn obecnedyeHus
3alMTbl MHGOPMALLUM

Yutatb HOPpMaTuBHbIE N METOAUYECKME OOKYMEHTbl NO VIHd)OpMHLI,VIOHHOVI




6€30NacHOCTN Ha aHT/IMIACKOM f3blKe

Heobxogumble
3HaHWA

MeToap! 1 cpeacTBa nosyyeHuns, 06paboTkM 1 nepesaun MHPopmaLmm

MeToabl BbIABNEHNA KaHANOB YTEYKH MHCI)OpMaLI,VIVI

MopsfoK opraHMsaumm paboT no 3awmuTe MHbopmaLmm

MeToabl NAaHUMPOBAHUA M OpraHWsauuM NpoBeAeHUs paboT no 3awmTe
nHpopmaumm n obecneyeHunto rocyaapcTBEHHOM TaliHbI

MeToapbl NpoBeseHNA crneunanbHbiX UCCAeL0oBaHWUA M NPOBEPOK, paboT no
3almTe nHdopmaumm

MeTtoabl ¥ cpeactBa 3alimMTbl MHOOPMaLMM B KOMMbIOTEPHbIX CETAX,
onepaLmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6asammu AaHHbIX

MeTtoabl aHanumsa 6e3sonacHocTH KOMMNbKOTEPHbLIX CUCTEM

MPMHLMNbI NPOEKTUPOBAHNA aHTUBUPYCHOTO NPOrpaMmmHoro obecrnedyeHums

Buabl aTak M mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbLIX CUCTEMAX

MpUHLKUNBI NOCTPOEHNA CUCTEM 3aLUNTDI VIHd)OpMaLI,VIVI KOMMNbIOTEPHbLIX CUCTEM

CDOpMaIIbeIE moaenun ynpasneHmAa goctynom

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmmHOWM
peanusauunm

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PykoBoasLme U MeToAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX dpeaepanbHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

HauMoHanbHble, MEXrocyapCTBEHHbIE W MeXAYyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.5. O606wWweHHan TpyaoBas GyHKLUA

HammeHoBaHue

MpoucxoxaeHue

o0606LweHHoM TpyaoBOW

dYHKLMM

PykoBoacTBO pa3spaboTKoi
nporpammHo-annapaTHbIX CPeacTs Ko £ YpoBeHb 8
3aLWNTbI MHPOPMALMM KOMIMBIOTEPHbIX A KBannbuKaumm
CUCTEM U ceTen

3anmcTBOBaHO

OpwurnHan X

13 OpurnHana

Kog, PerncrpaumoHHbIn




opurMHana Homep
npodeccmoHanbHor
0 CTaHgapTa

Bo3MOXKHble
HaMMeHOBaHWA
[JOJI)KHOCTEN,
npodeccui

HayanbHuK oTaena (nabopatopuu, cektopa) no sawmrte MHGopmaLlmm

TpeboBaHMA K
obpasoBaHuioO U
obyuyeHuto

Bbiclwee ob6pasoBaHue - cneumanmTeT UAKM MarmctTpatypa v 40oNoAHUTENbHOE
npodeccrmoHanbHoe obpasoBaHMe - TPOrPammMbl NOBbILWEHUA KBAANPUKALMK
B 06.21acT MHGOPMALIMOHHOM Be3onacHOCTH

nnu

Bbicwee obpasoBaHue - acNMpaHTypa (aAbIOHKTYpPa) U JONONHUTENIbHOE
npodeccroHanbHoe 06pa3oBaHMe - MPOrPaMMbl MOBbILEHUA KBAANPUKALUK
B 06.21acT MHGOPMALIMOHHOM Be3onacHOCTH

TpeboBaHMA K
onbITy
npaKkTU4ecKom
paboTbl

He meHee nsatu net B 061aCTM NpUMeHeHMa U aHanm3a 3peKTMBHOCTU
CpeacTs 3aLWMTbl MHPOPMALLMKN KOMIMbIOTEPHbBIX CUCTEM, B TOM YMC/Ie Ha
PYKOBOAALLMX SOIKHOCTAX HE MeHee TPex N1eT NPU HaMYMK BbiCLLETO
06pa3oBaHuA - creunanmTeTa UM MarnucTpaTypbl B 061acTu
MHpopmaumMoHHoM be3zonacHoOCTH

nnm

He meHee Tpex neT B 061aCT NpUMeHeHUA 1 aHann3a spPeKTUBHOCTH
CpeacTs 3aLWMTbl MHPOPMALLMKN KOMMBIOTEPHbBIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLUX SOMKHOCTAX HE MEHEee ABYX ET NPU Ha/IMYMM BbICLLETO
06pasoBaHUsA - acNMPaHTYpbl (a4 bIOHKTYPbI)

Ocobble ycnosus
AonycKa K pabote

Hanuuune aonycka K rocyaapcTBeHHOM TaHe (Mpyn HeobxoanumocTu)

Apyrve
XapPaKTePUCTUKHN

JononHutenbHble XapaKTepUCTUKKN

HammeHoBaHue
OOKYMEHTa

Koa HanmeHoBaHWe 623080 rpynnbl, AONKHOCTU
(npodeccumn) nnm cneymanbHoCTH

OK3

1330 PykoBoguTenu cnyxo n noapasgeneHuii B chepe
MHPOPMALNOHHO-KOMMYHMKALMOHHbIX TEXHOIOT U

ERC

HauyanbHuK oTaena (nabopatopuu, cektopa) no
TeXHU4YeCcKon 3amTte MHbopmaLmm

OoKnAaTpP

46115 PykoBogMTEIb aHAIUTUYECKOM Tpynnbl NoApa3aeneHus
Mo KOMM/IEKCHOM 3aLmTe MHPopmaLum

46155 PykoBoauTenb rpynnbl noapasaeneHnsa no KOMnaieKkCHoOm
3awmTe MHGopmaumm

OKCO

2.10.05.01 KomnbloTepHas 6e3onacHoOCTb




2.10.04.01 NHdbopmaumnoHHas 6e3onacHoCTb

2.10.05.02 NHbopmaumnoHHas 6e3onacHoCTb
TeNeKOMMYHUKALMOHHbIX CUCTEM

2.10.05.03 NHdbopmaunoHHOM 6e30NacHOCTN aBTOMaTU3NPOBAHHbIX
cUcTEM

2.10.05.04 NHbopmauMoHHO-aHaNUTUYECKMEe cucTembl 6e30MacHOCTH

2.10.05.05 Be3sonacHoCcTb MHGOPMALMNOHHbLIX TEXHONOMMI B

npaBooxpaHuTenbHon chepe

2.10.05.06 Kpuntorpadusa

2.10.05.07 MpoTuBOAENCTBME TEXHUYECKMM pPa3BeaKamM
2.10.06.01 NHbopmaumnoHHas 6e3onacHoCTb
2.10.07.01 NHdbopmauuoHHas 6e3onacHoCTb

OKCBHK <8> 051319 MeTogbl U cucTembl 3aWMTbl UHGOPMALUM U

nHdopmaumoHHoM 6e3onacHoCcTH

3.5.1. TpyaoBsaa PpyHKUuuUA

PykoBoACTBO paspaboTkoi
TpeboBaHMWI K MporpammHo- YpoBeHb
HanmeHoBaHMe |annapaTHbIM cpeacTBam 3aLLUTbI Koa | E/01.8 |(nogypoBeHb) 8
MHGOPMALMM KOMMNBIOTEPHDLIX CUCTEM KBanudmKaumm
n ceTten
I'Ipomcxozk,a,eHme OpuriHan X 3anmcTBoBaHO
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccmoHanbHor

O CTaHAQapPTa

Tpynosble
nencremn

Opl’aHVIBaLI,VIFI pa3pa60TKM moaenn yrpos 6€30MacHOCTU N UX BO3MOMKHbIX
UCTOYHMKOB B KOMMNbIOTEPHbIX CUCTEMAX U CETAX

Onpe,u,eneHme KaHa/10B yTe4YKU VIHd)OpMaLI,VIM B KOMNbKOTEPHbLIX CUCTEMAX U
ceTax

Pa3pa60TKa MmaTemMaTnyeCkmnx MOLI,e}'Iel‘;I, peannsyembiX B CpeactBax 3allUThbI
VIHCI)OpMaLI,VIVI B KOMMNbIOTEPHbLIX CUCTEMAX U CETAX

OueHka 30DEKTUBHOCTM  peanM3yembiX  TEXHWYECKMX  pelieHuin B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

OueHKa TEeXHUKO-3KOHOMMYECKOTO YPOBHA peannsyembiX TexHU4ecKux




peLLIEHVIﬁ B KOMMbIOTEPHbIX CUCTEMAX U CETAX

Bbibop cpeacts U MeToAoB 3alMTbl MHOOPMALMMU KOMMBIOTEPHBIX CUCTEM U
ceTel

Heobxoanmble
yMeHus

0606LWWaTb Hay4YHO-TEXHUYECKYIO UTEpaTYpy, HOPMATUBHbIE U MEeToAMNYECKne
maTtepuanbl B 061acTM 3aWmUTbl MHGOPMaLUK

dopmunpoBaTb MOAENM Yrpo3 M MOAENN HapylwuTena 6e30nacHOCTM
KOMMbIOTEPHBIX CUCTEM

BbiaBnaTb Hambonee uenecoobpasHble noaxoAbl K obecneyeHuto 3awuTbl
MHPOPMALMN KOMMNbIOTEPHOM CUCTEMDI

PaBpa6aTblBaTb YacTHble NOAUTUKM 6e30MmacHOCTH KOMMNbIHOTEPHbLIX CUCTEM, B
TOM HMcne NONINTUKN ynpasaeHnA JOCTYyNnom n VIHd)OpMaLI,VIOHHbIMM NOTOKaMu

MPUMEHATb HaUMOHa/IbHbIE, MEMIOoCYyAapCTBEHHbIE W MeXAyHapoaHble
cTaHgapTbl B ob6nactn 3awmTthl MHGOPMALMM AAA OLEHKU 3allMLEHHOCTU
KOMMbOTEPHOMN CUCTEMbI

MpumeHATb AeNCTBYIOWYIO 3aKoHoAaTeNbHYy0 6a3y B obnactn obecneyeHumn
KOMMbIOTEPHOM Be3onacHOCTH

YnuTaTb HOPMaTMBHblE WU METOAMYECKME AOKYMEHTbl NO WHPOPMaLMOHHOM
6€30MacHOCTM Ha aHIIMNCKOM fi3blKe

OCYLI.I,eCTBJ'IFITb npuHATHE pELLIeHMVI o H606X0,£I,MMOCTVI MCNnoab30BaHUA
nporpamMmmHoO-annapaTHbIX CPeacTB 3aLWnTbl VIHd)OpMaLI,VIVI

Heobxoanmble
3HaHUA

MopsadoK opraHusaumm paboT no 3awmte MHOOPMALMM B KOMMbIOTEPHbIX
cucTemax u cetax

MeToapl U cpeacTBa MnosydvyeHws, ob6paboTkM M nepegaym MHPopmauumn B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrpasieHus 6a3amu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

MeToabl aHanun3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

Buabl aTak M mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbBIX CUCTEMAX

MeToabl BbIABNIEHMA KaHaA/N0B YTeYKu VIHd)OpMaLI,VIVI B KOMMNbKOTEPHbIX
Ccncrtemax mn cetax

MeTtoabl w cpeancrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CETAX,
onepaunoHHbIX CUCTEMaX U CUCTEMaAX ynpaBaeHUA 6asamu AaHHbIX

MpUHLMNbI NOCTPOEHMA CPeACTB 3aluMTbl MHOOPMAaLMM  KOMMbIOTEPHbIX
cuctem

CDOpMaJ'IbeIE moaenn ynpasneHmnAa OOCTynomMm B KOMMNbHOTEPHbLIX CUCTEMAX U
ceTax

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peannsaunmn B KOMNbIOTEPHbIX CUCTEMAX U CETAX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM




PykoBoasALwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyAapCTBEHHblE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.5.2. TpypoBasa ¢pyHKUMA

HammeHoBaHue

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

PyKOBOACTBO NPOEKTMPOBAHMEM
nyor al\p'/\MHO aina aTEblxc eacTs YposeHb
porp P PEA Koa | E/02.8 |(nogypoBeHb) 8
3aWMTbl MTHOOPMALMM KOMMNBIOTEPHbIX
o KBanudmKaumnm
CUCTEM U CceTen
3anmcTBoBaHO
OpwuruHan X
N3 opuruHana
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

OpraHmsauma paspaboTKM TeXHUUYECKMX 33a4aHUMN, 3CKM3HbIX, TEXHUUYECKUX U
pabounx NpoekTos paboT no 3awmTe MHGoOPMaLMM

Pa3paboTKka niaHoB 1 rpadMKoB NpoBeaeHns paboT no 3awmte MHPopmMaLmum

AHaNU3 cyLWEecTBYOLWNX METOA0B MU CPEACTB, MPUMEHAEMbIX A4 KOHTPOAA U
3aWmTbl MHGOPMaLMM

Pa3paboTKa npeansioKeHUI No COBEPLIEHCTBOBAHMIO CYLLECTBYIOWMX METOA0B
WM CPeACTB, MNPUMEHSAEMbIX /18 KOHTPOAA M 3aWwmTbl MHPOpMauun, u
NoBbILWEeHM0 3PPEKTUBHOCTM STOM 3aLLUTDI

PaspaboTKa NpPOEKTOB MPOrPaMMHbIX M annapaTHbIX CPeACTB  3aluThbl
WMHPOPMaLMKN B COOTBETCTBUMN C TEXHUYECKMM 3ag4aHMEM

OueHKa TeXHMKO-3KOHOMUYECKOro YPOBHA U 3¢¢EKTVIBHOCTVI npegnaraembix
N peannsyembiX TEXHUYECKUX peLLIGHMVI

MpoBeaeHMe aTTecTauMm NPOrpaMmm M aNropuTMOB Ha NpeameT COOTBETCTBUA
TpeboBaHMAM 3aLWnTbl MHGOPMaLUK

Heobxogumble
yMeHus

npOBO,ﬂ,MTb ncenenoBaHMA C UEesIblo HaxXoXXaeHunA Hambonee u,enecooﬁpasHblx
NPaKTN4eCKnxX peLLIGHMﬁ no obecneyeHuto 3alnTbI VIHCI)OpMaLI,VIM

MPMMEHATb OTEYeCTBEHHble CTaHAAPTbl B 061aCTU 3almThl MHbOPMaUMK ANs
NPOEKTUPOBAHUA CPEACTB 3aLnTbl MHOOPMALIMM KOMMNbIOTEPHOM CUCTEMDbI




Pa3pabaTtbiBaTb apXUTEKTYPY U UHTepdelicbl cpeacTs 3awmTbl MHGOPMaLUW,
npoueaypbl BOCCTAHOB/IEHWNA PaboTOCNOCOOHOCTM CPEeACTB U CUCTEM 3aLLMUTI
nocne cboes

Monbupate M 0606WaTb Hay4YHO-TEXHUYECKYID NUTEPaTypy, MeTohuuyecKue
mMaTepuanbl MO TMPOrpaMMHbIM M annapaTHbIM CcpeacTBam M crnocobam
3aLLMTbl MHGOPMALLMM, B TOM YMC/IE HA aHTZIMMCKOM fA3bIKe

Heobxoamnmble
3HaHUA

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedaynm UMHGopmauun B
OMepaLMOHHbIX CUCTEMAX, CUCTeMax ynpasneHua 6a3amu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

Buabl aTak M mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbLIX CUCTEMAX

MeToabl M cpeactsa 3alimMTbl MHOOPMaLMM B  KOMMbIOTEPHbIX CETAX,
onepaLUmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6asammu AaHHbIX

anHLI,VII'IbI nocTpoeHnAa CuUcTtem 3aluunTbl VIHd)OpMaLI,VIVI KOMMNbHOTEPHbIX
cncrem, B TOM 4Hncne aHTMBMpPyCHOro nporpaMmmHoro obecneyeHus

MeToabl aHanu3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

TeopeTUKo-4YMC/IoBbleE METoAbl M anAropUTMbI, NPUMEHAEeMble B CPeaCcTBax
3aLLMTbl MHGOPMALLUM

dopmanbHble MoAenn ynpasaeHns A40CTYNom

MpuHUMNBI WU MeToabl  NPOEKTUPOBAHWA  MPOrpamMHO-annapaTHoro
obecneyeHunsn

MeToA0M0r1N M TEXHONOMMK pa3paboTKM NporpaMmmHoro obecneyeHus

MPUHUMNBI U METOAbI YNpPaBAeHUA NPOEKTaMn B 061acTU MHDOPMaLMOHHOM
b6e3onacHocTH

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peanunsauuu

HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoaALwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLmTe nHGopmMmaunm

HauMoHanbHblE, MEXKrocyAapCTBEHHbIE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.5.3. TpypoBasa ¢pyHKUuUA

HanmeHoBaHMe

PykoBoacTBO paspaboTKoi 1
TeCTMPOBAHMEM CPEACTB 3aLLUTLI (nogypoBeHb)

Kos | E/03.8 |’ POBeHb




NHPOPMaLMMN KOMMbIOTEPHbIX CUCTEM KBaNMbUKaumm

n ceTe
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwuruHan X
TPYAOBOM GYHKUMUM n3 opurnmHana
Kog, PerncrpaumoHHbIn
opurMHana Homep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyanosble
nencreus

KoHTponb 3a pa3paboTKoi cpeacTs 3alLMTbl MHPOPMALUM B COOTBETCTBUM C
TEXHUYECKMM 3aJaHMEeM

OpraHusauma paboT Mo MCCAeAOoBaHUIO MPOrpPaMMHO-annapaTHbIX CpeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CUCTEMAX

Pa3paboTka nNporpamMmmHO-annapaTHbIX CPEeACTB 3alWuTbl MHPOPMaLMM B
KOMMbIOTEPHBIX CUCTEMAX

OTnagKa co3gaBaemMblx CPeAcTs 3almTbl UHGOPMaLUK

OpraHu3auus aTTectaumm NporpaMmm 1 anropMTMoB Ha NpeameT COOTBETCTBUSA
TpeboBaHMAM 3aLWUTbI MHGOPMaLLUK

Pa3pa60TKa MaTemMmaTnuyeCknx N\o,u,eneﬁ 6e3onacHocTH KOMMbIOTEPHbIX CUCTEM

BbINo/IHEHME KOHTPOJIbHBIX MPOBEPOK PaboToCnoCOBHOCTN U 3PPEKTUBHOCTU
CUCTEM M CPEACTB 3aLLUTbI MHGOPMALMM

Heobxoanmble
yMeHun

Mcnonb3oBaTb Npuembl 3aWLUTHOrO NPOrpammmnpoBaHnA

Ucnonb3oBaTtb npunembl 3aWlUTbl OT TUNMUYHbLIX aTaK HA KOMMbHOTEPHbIE
cncrembl

MpumeHATbL MeToAbl U NPUeMbl OTNALAKM

anMEHﬂTb MeTo4bl N CcpeacTBa TeCTUPOBaAHUA

Heobxoanmble
3HaHUA

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedadnm UMHGopmauun B
OMEepaLMOHHbIX CUCTEMAX, CUCTeMax ynpasneHua 6a3amu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

MeTtoabl w cpencrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CEeTAX,
onepaunoHHbIX CUCTEMaX U CUCTEMaAX ynpaBaeHUA 6asamu AaHHbIX

MeToabl aHanun3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

anHLI,VII'IbI NPOEKTUPOBAHNA aHTUBUPYCHOIO NPOrpaMmmHOro obecneyeHus

Bmnapbl aTak 1 mexaHM3Mbl UX Ppeanm3aLmm B KOMMNbIOTEPHbIX CUCTEMAX

anHLI,VII'IbI NOCTPOEHUA CUCTEM 3aLLUTDI MHd)OpMaLI,MVI KOMMNbKOTEPHbLIX CUCTEM

MeToaoN0rMN U TeXHONOMMU pPa3paboTKM NPOrpamMmHOro M annapaTHOro




obecneyeHuns

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmHOW
peanusauum

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbI MHbOPMALMM

PyKoBogsawMe U MeToamyeckne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecnedyeHuto
6e30nNacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3alwmTe nHGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXAyHapogHble CTaHAAPTbl B
06n1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.5.4. TpyaoBsaa GpyHKUuUA

PYyKOBOACTBO COMPOBOXAEHMEM
Za a6§TKMC e/J,Fc)TB 3aLfI:MTbI Yposerb
HanmeHoBaHue pasp P Kog | E/04.8 |(nomyposeHb) 8
MHOOPMALMM KOMMNbIOTEPHbIX CUCTEM
o KBaAnpuKaumm
n cetem
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpynosble
nencreus

KoHTponb 3a pa3paboTKOM TeXHUYECKUX 3afaHui, nnaHoB W rpaduKos
nposeaeHua paboT no 3awmTe MHGOPMaLUN B COOTBETCTBUM C AENCTBYIOWNM
HOPMaTMBHbBIMU N METOAMNYECKUMUN AOKYMEHTAMM

Pa3paboTKa pekomeHZauMii U NpeasioKeHUn no COoBepPLIEHCTBOBAHUIO U
NoBblILWeHM0 3¢HEKTUBHOCTM 3aLLUTbI UHOOPMaLUK

CoctaBneHue u ocbomeeHme pa3genoB HAYYHO-TEXHUYECKUX OTHETOB

OnpeaeneHune noTpebHOCTU B CPEACTBAX 3aWMTbl MHOPMALMM, COCTaBNEHNE
3as1BOK Ha UX NpuobpeTeHne c HeobXoaAMMbIMN 06OCHOBAHMAMM M pacyeTamm

3aknoveHue cornaweHum n Aorosopos C OopraHnsauunamm,
npegocraBaarowWmMmm ycnyrm B obnactu 3alnThbI VIHd)OpMaLI,VIVI

BblnosHeHMe aTTecTalMmn NporpaMmm 1 aaropuTMoB Ha NpeameT COOTBETCTBUA
TpeboBaHMAM 3aWnTbl MHGOPMaLUK

OpraHu13aums KOHTPOJIbHBIX MPOBEPOK PaboTOCNOCOBHOCTU M 3PPEKTUBHOCTH




CUCTEM M CPEACTB 3alLMTbl MHOPMaLMK

AHann3 CcyWwecTBYOWNX METOLOB U CPEACTB, MPUMEHAEMbIX 17 KOHTPOAA U
3aLLMTbl MHGOPMALLUM

Pa3paboTKa npeasio’KeHUin MO COBEPLUEHCTBOBAHUIO W MOBbIWEHMIO
3¢$PEKTUBHOCTN METOA0B U CPEACTB, MPUMEHAEMbIX ANA KOHTPOAS U 3aLLUTbI
nHpopmauum

MoAroTOBKa MPOEKTOB HOPMATMBHbIX M METOOMYECKMX MaTepuanos,
pernameHTUpyowmx paboTy No 3awmte MHGopmauun

Pa3paboTKa OpraHM3auMoHHO-PACMOPSAANTENBHBIX AOKYMEHTOB MO 3aliuTe
nHpopmauum

KoHTponb 33 paboToli MO OUEHKE TeXHWKO-3KOHOMWYECKOTO YPOBHSA
pa3pabaTbiBaembix Mep Mo 3awuTe MHPopmauun

MeToauyeckoe pyKoBoACTBO paboToi MO OLEHKe TEXHMKO-IKOHOMMWYECKOro
ypoBHSA pa3pabaTtbiBaembix Mep Mo 3awmute MHGopmaLun

KoHTponb 3a cobnogeHnem ycTaHOBAEHHOro NopAdKa BbiNoaHeHUs pabor, a
TaKKe [elCTBylOWLEero 3aKkoHogaTenbcTBa Poccuiickoih ®deaepaumm npwu
peleHMM BONPOCOB, KacatoLWMXCA 3aLLnTbl UHGOpPMaLUK

OpFaHM3aLI,VIF| nposeaeHNAa cneunanbHbIX VICC}'Iep,OBaHVII\;I M KOHTPO/JIbHbIX
NnpoBepoK ANA BbiABNIEHNA BO3MOXHbIX KaHa/10B YTe4YKH MHCI)OpMaLI,MVI

Heobxogumble
yMeHus

dopmupoBaTb MOAENM Yrpo3 M  MOLENN HapywuTena 6e30nacHoOCTM
KOMMbIOTEPHBIX CUCTEM

Pa3pa6aTbIBaTb YacCTHble NONUTUKM He30MacHOCTH KOMMNbIOTEPHbLIX CUCTEM, B
TOM HMcne NONINTUKN ynpasaeHnA JOCTYyNnom n VIHd)OpMaLI,VIOHHbIMM NOTOKamMu

MPUMEHATb HaUMOHa/bHblE, MEXKroCyLapCTBEHHbIE W MEXAyHapoAHble
cTaHAapThl B 061aCTH 3aLWMTbI MHGOPMALMK

MpMMeHATb AENCTBYIOLLYHO 3aKoHoAaTeNbHyo 6a3y B obnactn obecnedyeHus
3aLLMTbl MHGOPMALLUM

YnuTtaTb HOPMaTMBHblE WU METOAMYECKME AOKYMEHTbl NO WHPOPMaLMOHHOM
6€30MacHOCTM Ha aHI/IMMCKOM fi3blKe

Heobxogumble
3HaHuA

MeToap! 1 cpeacTBa nosyyeHuns, 06paboTkn 1 Nnepesaun MHPopmaLmm

MeTtoAbl BblABNIEHUA KAaHANoB YTEYKHU VIHd)OpMaLI,VIM

MopsAAoK opraHMsaumm paboT no 3awmute MHbopmaLmu

MeToapbl NAAaHUPOBAHWA W OpraHM3auMM nposedeHus paboT no 3awmuTe
nHdopmauum n obecrneyeHmo rocyaapCcTBEHHOM TalHbl

MeTtoabl npoBedeHUA crneuuasnbHbIX UCCAeA0BaHMIA U NPOBEPOK, paboT no
3awmte nHdopmaumm

MeTtoabl w cpencrtea  3alluUTbl MHd)OpMaLI,MM B KOMMbKTEPHbLIX CEeTAX,
onepaunoHHbIX CUCTeMaxX U CUCTeMax ynpaBaeHUA 6aszamu AaHHbIX




MeToabl aHanun3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

anHLI,VII'IbI NPOEKTUPOBAHNA aHTUBUPYCHOIO NPOrpamMmmHOro obecneyeHus

Bmnapbl aTak 1 mexaHM3Mbl UX peanmsaLmm B KOMMNbIOTEPHbIX CUCTEMAX

anHLI,VII'IbI NOCTPOEHUA CUCTEM 3aLLLUTDI MHd)OpMaLI,MVI KOMMNbKOTEPHbLIX CUCTEM

dopmanbHble MoAenn ynpasaeHns A40CTYNom

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmmHOWM
peanusauum

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToaMYECcKNe LOKYMEHTbI YNOJHOMOUYEHHbIX deaepanbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmMaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLmTe MHGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXKAyHapogHble CTaHAAPTbl B
06n1acTv 3aWwmTbl HGOPMaLLUK

Apyrve -
XapaKTepUCTUKK

IV. CBegeHuna 06 opraHusaumax - paspaboTumnKax
npo¢eccMoHaNnbHOro CTaHaapTa

4.1. OTBeTCTBEHHAA OpraHM3auuna-paspaboTumnk

Accoumaumsa 3aWwmTbl MHGopmauuu, ropod Mocksa

MNpe3sngeHT Jlocb Bnagumup MNasnosuy

4.2. HaumeHoBaHUA opraHusaumit-paspaboTumkos

1 |AHO ANO ueHTp nosbiweHua kBanndmkaumm "ANC", ropoa Mocksa

2 |Accoumauma npeanpuaTUii KOMNbIOTEPHbIX N MHOPMALMOHHBIX TEXHONOMMIA, ropog MocKBa

3 | ®reY "BHUWU Tpyaa" MuHTpyaa Pocecun, ropoa Mocksa

4 |®YMO B cucteme Bbicliero obpasosaHua no YICHIM "MHdopmaumoHHasa 6esonacHocTb", ropoa,
MockBa

5 |Akagemuna ®Cb Poccum, r. MockBa

<1> O6LwepoccHMiicknin KnaccudmKaTop 3aHATUIA.

<2> 06LWepoccHMCcKNin KnaccudmKaTop BUAOB SIKOHOMUYECKOW AEeATENbHOCTU.




<3> EAMHBbIN KBaNMOUKALUMOHHBIA CNPaBOYHUK AOMKHOCTEN pyKoBOAUTENEl, CneuuanuctoB U
CNYXKaLLMX.

<4> Obwepoccnnckuii knaccudumkaTop npodeccnin paboumx, AOMKHOCTEN CAYKALMX U TAPUPHbIX
paspsaaos.

<5> 06L1epoccUinckmMin KnaccudurKkaTop cneunanbHocTe Nno obpasoBaHuto.

<6> 3akoH Poccuiickoin Pegepaumm ot 21 nona 1993 r. N 5485-1 "O rocyaapcTBeHHOM TaliHe"
(Poccuiickan raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon depepaumm, 1997, N
41, c1.4673; 2022, N 32, cT. 5809).

<7> O6LLepoCCUMCKMIN KnaccudmrKaTop CneumnabHOCTeM BbiCLLEen HayYHOM KBanduKaLumu.

<8> 0O6LLEepPOCCUMNCKMI KnaccudUMKaTop CneumnabHOCTeM BbiCLLen HayYHOM KBanduKaumu.




