[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoBaHo B MuHtocte Poccum 14 oktabpna 2022 r. N 70543

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUMCKOWN GEAEPALIUN

NMPUKA3
oT 14 ceHTAbpAa 2022 r. N 525H

OB YTBEPXXAEHMU NPO®ECCUOHANIBHOIO CTAHAAPTA
"CNELMUANUCT NO 3ALLIUTE UHOOPMALIUUN
B ABTOMATU3UPOBAHHbIX CAICTEMAX"

B cootBetctBUM C nyHKTOM 16 [lpaBun pa3paboTkM U yTBep:KAeHUA npodeccUoHaNbHbIX
CTaHAAPTOB, YTBEPKAEHHbIX NMocTaHoBAeHNeM [pasuTenbctea Poccuiickon Pepepaunn ot 22 AHBapsA
2013 r. N 23 (CobpaHue 3akoHoaaTenbcTsa Poccuiickon ®epepaumm, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npuKa3biBato:

1. YTBEepAUTb Npunaraemblit npopeccnoHanbHbIM cTaHAapT "CneymanmcT no 3awmrte MHPopmaumm
B aBTOMaTM3MPOBAHHbIX cucTemax".

2. Mpu13HaTb YTPaATMBLIMM CUAY NPUKa3 MUHKUCTepCTBa TPyLa W COUManbHOM 3amTbl Poccuiickoi
depepaunn ot 15 ceHTabps 2016 r. N 522H "O6 yTBepaeHMM npodeccMoHaNbHOro cTaHgapTa
"Cneumanuct no 3awmte WHOOPMAUMM B aBTOMATU3MPOBAHHbLIX cucTemax" (3aperucTpupoBaH
MuHUcTepcTBOM tocTULMK Poccuiickon Peaepaumnm 28 ceHtabps 2016 r., pernctpaunoHHbiin N 43857).

3. YCTAHOBMWTb, YTO HACTOALLMIM NPUKa3 BCTynaeT B cuay ¢ 1 mapta 2023 r. n geicreyeT o 1 mapTa
2029r.

MuHuctp
A.0.KOTAKOB

YT1BEepKaeH

npuvkasom MuHuUcTepcTBa Tpyaa
W COLMANbHOW 3aLUmThI
Poccuitckoit egepaumm

oT 14 ceHTa6pAa 2022 r. N 525H

NPO®ECCUOHA/NbHbINA CTAHOAPT

CNELMANNCT NO 3ALLNUTE UHOOPMALUN
B ABTOMATU3NPOBAHHbIX CUCTEMAX

843

PernctpaumoHHbIii Homep

l. O6wme ceepeHunn



ObecneyeHne 6e3onacHoOCTU MHd)OpMaLI,MVI B aBTOMATU3NPOBAHHbIX CUCTEMAX,
MCNoNb3yembliX B TOM 4YUCNE Ha obbeKTax KpMTVI‘-IeCKOVI MHd)OpMaLI,MOHHOﬁ

06.033
MHQPACTPYKTYpbl, B OTHOLIEHWW KOTOPbIX OTCYTCTBYeT HeobxoAMMOCTb
NPUCBOEHUA UM KaTeropuii 3SHaYMMOCTH
(HanmeHoBaHMe B1AA NPOdEeCcCUOHaNbHON AeATENbHOCTH) Koa

OcHoBHaA uenb Buga npodpeccMoHaNbHOM OeATeNbHOCTH:

MoBblWeHWe 3aLMLLEHHOCTU ABTOMATU3MPOBAHHbLIX CUCTEM, (YHKUMOHUPYIOWMX B YCAOBUAX
CYLLeCTBOBaHMA yrpo3 B UWHPoOpmaAUMOHHOM cdepe U obnagarowmx MHGOPMALNOHHO-
TEXHONIOTUYECKMMU pPecypcamu, NoANENKALWMMMN 3aLMTE, UCNOb3YEMbIX B TOM YMCae Ha 0O6beKTax
KPUTUYECKOM  WHPOPMAUMOHHON  MHPPACTPYKTYpPbl, B  OTHOWEHMM KOTOPbIX OTCYTCTBYET
HeobXxo04AMMOCTb NMPUCBOEHMA UM KaTeropuin 3Ha4MMoCTH

Fpynna 3aHATUIA:

1213 Pykosogutenu B obnactn|2512 PazpaboTunku
onpegenexHuns NOAUTUKN 7 NPOrpamMmmHOro
NAAHUPOBAHMUA AEATENBHOCTHU obecneyeHus
2523 Cneunanuctbl no 3513 CneynanncTbl-TEXHUKM NO
KOMMbIOTEPHbIM CETAM KOMMbIOTEPHbIM CETAM U
cuctemam
(kom OK3 <1>) (HanmeHoBaHMe) (kon, OK3) (HaMmeHoBaHMe)

OTHeceHMe K Bugam 3KOHOMUYECKO AeATEeNIbHOCTHU:

62.09 JeATenbHoCTb, CBA3aHHAA C MCMO/1b30BaHNEM BbIYUCAUTE/IbHON TEXHUKU U
MHOOPMALMOHHBIX TEXHOIOMUI, NpoYan

(kog OKB3A <2>) (HaMmeHoOBaHMe BUA SKOHOMUYECKOWN AeATENbHOCTH)

Il. OnucaHme TpyA0BbIX GYHKLMUI, BXOAALLUX B NPOdECCUOHANbHDIN
cTaHAapT (PyHKUMOHANbHAA KapTa BUAA
npodeccMoHanbHOW AeATeNbHOCTH)

0606LeHHbIe TpyaoBble GyHKLUMMK Tpyaosble GyHKLMU
KoZ, HaumeHoBaHWe YypOBEHb HaMMmeHoBaHMWe KoZ, YpOBEHb
KBanuodu (noaypos
Kauum eHb)
KBaNOUK
aumm
A O6cnyxusaHue 5 lNpoBeaeHMe TeEXHUYECKOro A/01.5 5
CUCTEM 3aLLUMUTDI 06CNYKMBAHMA CUCTEM 3aLLMUTHI
MHPOpMaLUK B MHbOPMaLMM aBTOMATU3NPOBAHHbIX
aBTOMaTU3MPOBaHHbI cucTem




X CUCTEMAX,
MCMO/Ib3YEMbIX B TOM
yncae Ha obbeKTax
KpUTUYECKOM
MHGOPMALMOHHOM
MHPPACTPYKTYpbI, B

BeaeHue TexHUYeCKoM
OOKYMEHTaL MK, CBA3AHHOM C
3KcnayaTauuen cMcTem 3alluThbl
MHbOPMaLUU aBTOMATU3NPOBAHHbIX
cuctem

A/02.5

OTHOLLEHWUM KOTOPBIX ObecneyeHue 3awmTbl MHGopmauumn | A/03.5
oTcyTcTBYET npu BbIBOAE M3 3KCNAyaTaLnm
HEoB6X0ANMOCTb ABTOMATM3MPOBAHHbIX CUCTEM
NPUCBOEHMA UM
KaTeropui
3HAYMMOCTH
ObecneueHune AnarHoctmka cnctem 3awmThbl B/01.6
3aWmThl MHPOPMaLUN aBTOMATU3NPOBAHHbIX
MHbopmaLnn B cncTem
aBTOMATM3MPOBAHHbI
X cUcTeMax, AOMUHUCTPUPOBaHKNE cUCTEM B/02.6
“CNO/Ib3yeMbIX B TOM 33LLMTbI MHGOPMaLMK
yncae Ha o6beKTax ABTOMATU3NPOBAHHbIX CUCTEM
KpUTUYECKOM N
MHGOPMALMOHHOI YnpasneHue 3awmnTon MHpopmaLmm B/03.6
UHAPACTPYKTYPbI, B B aBTOMAaTM3MPOBAHHbIX CUCTEMAX
OTHOLUEHMW KOTOPbIX ObecneyeHune paboTocnocobHOCTH B/04.6
oTcyTcTBYET CUCTEM 3aLLUTbI MHPOPMALMK NpU
HeobxoanMocTb BO3HWKHOBEHWWN HELUTATHbIX
npmcsoeHUmn num cUTyaUMii
KaTeropui
3Ha4umoctu, 8 MOHWUTOPWHT 3aLUULLEHHOCTH B/05.6
npouecce nx UHbopMauuu B
SKcniyataumm ABTOMATM3MPOBAHHbIX CUCTEMAX
AyanT 3alUMLLEHHOCTM MHbOPMaLUK B/06.6
B aBTOMAaTM3MPOBAHHbIX CUCTEMAX
YcTaHOBKa W HAacTpOMKa cpeacTs B/07.6
3awmTbl MTHPOPMaLMKM B
aBTOMATM3MPOBAHHbIX CUCTEMAX
Pa3paboTKa opraHM3aUUOHHO- B/08.6
pacnopAauTesibHbIX JOKYMEHTOB NO
3awmTte nHdopmaumm B
aBTOMATM3MPOBAHHbIX CUCTEMAX
AHanus yasBMMocCTel BHeapAeMOoi B/09.6
CUCTEMDbI 3aWMTbl MHOOPMALUK
BHegpeHMe opraHn3aLnOHHbIX Mmep B/10.6
no 3awuTte nHpopmaumm B
aBTOMATM3MPOBAHHbIX CUCTEMAX
Pa3paboTKka cuctem TecTupoBaHMe cMCTEM 3aLWMTbI C/01.7

3aWmThI
nHpopmauunm

WMHOPMaLMN aBTOMATUIUPOBAHHbIX
cuctem




ABTOMATM3NPOBAHHbI PaspaboTKa npoekTHbIX peweHunii no | C/02.7 7
X cucTem, 3awmTte nHdopmaumm B
NCNosib3yeMbiX B TOM aBTOMATM3MPOBAHHbIX CUCTEMAX
yncne Ha obbekTax
KPUTUYECKON PaspaboTka sKkcnyaTauMoHHOM C/03.7 7
MHGOPMALMOHHOIA [OKYMEHTALMM Ha CUCTEMbI 3aLLUUTDI
MHOPACTPYKTYPbI, B MHGOPMaLMM aBTOMATMU3UPOBAHHbIX
OTHOLLEHMM KOTOPbIX cncTem
oTcyTcTBYEeT
HEOBXOAUMOCTb Pa3paboTKa nporpamMmmHbIX 1 Cc/04.7 7
NPUCBOCHNA MM nporpammHo-annapaTHbIX CPeacTB
KaTeropuii ANA CUCTEM 3aLLNUTbI MHGOPMaLUK
3HAYUMOCTH ABTOMATU3NPOBAHHbIX CUCTEM
D dopmunpoBaHue 7 O6ocHoBaHMe HeObX0AMMOCTH D/01.7 7
TpeboBaHMI K 3awmTbl MHPOpMaLmm B
3awmre aBTOMATU3MPOBAHHON cucTeMe
nHbopmauum B
aBTOMAaTM3MpPOBaHHbI OnpepeneHue yrpos 6e3onacHocTu D/02.7 7
X cUCTEMaX, nHpopmauun, obpabatbiBaemoit
MCMONb3YEMbIX B TOM aBTOMATM3MPOBAHHOM CUCTEMOW
yncne Ha obbeKTax
KPUTUYECKOT Pa3paboTKa apXUTEKTYPbI CUCTEMDI D/03.7 7
MHAOPMALMOHHO 3aWmThI MHd)OpMElLI,le
MHAPACTPYKTYPbI, B aBTOMATU3MPOBAHHOM CUCTEMDI
OTHOLLIEHNI KOTOPbIX MogennposaHue 3aWmLeHHbIX D/04.7 7
oTcyTcTBYET aBTOMATM3MPOBAHHbIX CUCTEM C
HeobxoanMocTb LEeNblo aHan3a Ux ya3BMMOoCTen u
”pMCBoeHUMH nm 3¢ PeKTMBHOCTM CpeacTs 1 cnocobos
KaTeropum 3aWmTbl MHGOPMaL MM
3HAYMMOCTH
lll. XapakTepucTuKa 0606L,eHHbIX TPYA0BbIX GYHKLUA
3.1. O606wWweHHan TpyaoBas GyHKLUA
Ob6cnyknBaHMe CUCTEM 3aLUUTDI
MHbOpPMaLMM B aBTOMATM3MPOBAHHbIX
CMUCTEMAX, MCNONb3YEMbIX B TOM YMcne
HanmeHoBaHM | Ha 06BbEKTAX KPUTUYECKOM Koz A YpoBeHb 5
e MHPOPMALMOHHOM MHPPACTPYKTYPbI, B KBanndbMKaumnm
OTHOLLIEHMW KOTOPbIX OTCYTCTBYET
Heobxo4AMMOCTb NPUCBOEHMUA UM
KaTeropuii 3Ha4MMoCTH
MpoucxoxaeHue
ob6obueHHoM Tpyaosoi | OpurnHan X 3a1MCTBOBAHO
N3 opurnHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurnHana HoMep

npo¢deccroHanbHOro




CTaHAapPTa

Bo3moxHble
HanMeHOBaHUA
JO/IKHOCTEN,
npodeccui

TexHMK no 3awmte nHdopmauuu | Kateropmm
TexHuK no 3awmte nHdopmauum Il kKateropum
TexHMK no 3awmTe nHopmauunm

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

CpesHee npodeccnoHaibHoe 06pa3oBaHMe - MPOrpammMbl NOLTOTOBKM
CNeuunaancToB CpesHero 3BeHa nNo NPoouIto AeaTelbHOCTU

TpeboBaHMA K ONbITY
npakTUYeckol paboTsbl

[na ponKHOCTeN ¢ KaTeropuei - onbIT PaboTbl B JOMKHOCTM € bonee
HU3KOW (NpeaLecTByOLLE) KaTeropuen He MeHee OAHOrO roaa

Ocobble ycnoBus
[AOMycKa K pabote

Apyrve
XapaKTepUCTUKK

PekomeHayeTca A0NONHUTEIbHOE NpodeccuoHanbHoe obpasoBaHue -
Nporpammbl NOBbIWEHUA KBaAndUKaLMmM B 061acTv MHPOPMALMOHHOM
b6e3onacHocTH

JononHutenbHble XapaKTepUCTUKUN

HaumeHoBaHue Koa HanmeHoBaHue 6a30Boli rpynnbl, LOMKHOCTU (Npodeccun)
[OKYMeHTa WK cneumnanbHOCTH
OK3 3513 CneumanncTbl-TEXHUKM MO KOMMNbIOTEPHbLIM CETAM U CUCTEMAM
EKC <3> - TexHUK no 3awmTte MHbopmaLmnn
OKMNATP <4> 27032 TexHMK no 3awwmte nHbopmaLmum
OKCO <5> 2.10.02.01 OpraHu3aumsa U TeEXHONOIMA 3aLmMTbl MHPopMaLumm

2.10.02.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

2.10.02.03 NHdopmaumoHHas 6e30nacHOCTb aBTOMATU3NPOBaHHbIX

cucTtem

3.1.1. TpypoBasa ¢pyHKUMUA

MpoBeaeHe TEXHNUYECKOTO
YpoBeHb
HanmeHoBaHU | 06CNYKMBAHUA CUCTEM 3aLLUTDI
Kog | A/01.5 |(noayposeHb) 5
e MHOPMaLUN aBBTOMATU3MPOBAHHbIX
KBanmduKkaumnu
cuctem
MpouncxoxaeHue 3anMMCTBOBaHO
P o A OpuruHan X
TPYA0BOW GYyHKUUM n3 opurMHana

Koa PerMcrpaumoHHbIn




opurnHana Homep
npo¢deccoHanbHOro
CTaHAapTa

Tpyaosble aencTema

MpoBepka paboToCnOCOBHOCTM  CUCTEMbl  3aWMUTbl  MHPOpMaLUM
aBTOMaTU3MPOBAHHOMN CUCTEMDI

KOHTpOAb COOTBETCTBUA KOHPUIypaLMu cCUCTEMBI 3aluMTbl MHPOPMaLUn
aBTOMAaTU3MPOBAHHOM CUCTEMBI €€ IKCM/yaTaLMOHHOMN AOKYMEHTaLNN

KOHTPOAb CTabWAbHOCTU XapaKTEPUCTUK CUCTEMBI 3aWmUTbl MHPOpMaLUK
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Heobxoanmbie ymeHus

KoHpurypmposaTb  napameTpbl  CUCTEMbl  3alUUTbl  MHPOpPMaLUK
aBTOMaTU3MPOBAHHOM CUCTEMbl B COOTBETCTBUU C €e 3KCMNayaTauUOoHHOM
[OKYMeHTaumemn

ObHapyXuBaTb W  YCTPaHATb HEWUCMPABHOCTM  CUCTEMbI  3aLUUTHI
NHpOopMaLUK aBTOMAaTU3MPOBAHHOM cucTembl CornacHo
3KCNyaTaUMOHHOM AOKYMEHTaUuUM

npOMBBO,ﬂ,MTb MOHTaXX U ANarHOCTUKY KOMMNbHOTEPHbIX cete

Mcnonb3oBaTb  TUMOBble  Kpuntorpadpuyeckme  cpeactsa  3almThl
NMHOPMaLMK, B TOM YMCAEe CPeACTBA SNEKTPOHHOW NOANMCU

Heobxoanmble 3HaHUA

Tunosble cpeacrtBa M metToAbl 3aWuUTbI MHd)OpMaLI,VIVI B JIOKa/IbHbIX WU
rno6anbHbIX BbIYNCIUTENbHbIX CETAX

basoBasn KOHdUrypaums cucTembl 3alLMTbI NHpOopMaL MK
aBTOMAaTU3MPOBAHHOM CUCTEMDI

OcobeHHOCTN MPUMEHEHUA NPOrPaMMHbIX M MPOrPaMmMHO-annapaTHbIX
CPeACTB 3alunTbl MHGOPMALMM B aBTOMATU3MPOBAHHbIX CUCTEMAX

Tunosble  cpeacTBa, MeTogbl M MPOTOKO/bI  MAEHTUPUKALMMK,
ayTEHTUOUKALMM M aBTOPM3ALUM

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaumnm

Apyrve
XapaKTepUCTUKK

3.1.2. TpypoBasa GpyHKUMA

BeaeHue TeXxHUUYEeCKol AOKYMEHTaL MM,
HavmeHoBaHM |cCBA3aHHON C 3KCNayaTauuen cuctem

e 3aWmTbl MHGOpMaLMU
aBTOMaTU3MPOBAHHbIX CUCTEM

YpoBeHb
Koa | A/02.5 |(noaypoBeHb) 5
KBanmduKkaumnu

MpouncxoxgeHue

OpuruHan X |3anmcTBOBaHO




TPYAOBOM GYHKUMUM

13 OpurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

BeseHne [OOKYMEHTOB yyeTa, 00OpabOTKM, XpaHeHWs W nepegayv
MHPOPMaLMKN OrpaHNYEHHOTo A0CTyna

NHdopmmpoBaHme nepcoHana ob yrposax 6esonacHocty MHPopmauum

MHPopmMpoBaHMEe MepcoHasna O MpaBWAax 3KChayaTauuuv CUCTEMbI
3alLMTbl aBTOMATU3MPOBAHHON CUCTEMbI U OTAE/bHbIX CPEeACTB 3aLLUUThI
nHbopmaumm

BeaeHune NPOTOKO/IOB M XYPHAMOB yYeTa Npu U3MEeHEeHUN KoHbUrypaumm
cMCTeM 3almTbl MHGOPMALMM aBTOMATU3NPOBAHHbIX CUCTEM

BeneHune NPOTOKOJZIOB U  XKYpPHa/N0OB Yy4d4eTa nNpu  OCywecTBeHUN
MOHUTOPUHTA CUCTEM  3aLLUTHI MHd)OpMaLI,MVI dBTOMATU3UNPOBAHHDbIX
cncrem

BeaeHWe MPOTOKOMOB M KYPHANOB ydyeTa MpPW OCYLLECTBAEHMM ayauTa
cUCTeM 3almMTbl MHGOPMALMM aBTOMATU3NPOBAHHbIX CUCTEM

MoarotoBka cBeaeHWin 06 OTCYTCTBUM HEOOBXOAMMOCTU MPUCBOEHUA
KaTeropuit  3HAYMMOCTM OOBEKTY KpUTUYECKON WMHGOOPMALNOHHOM
MHOPACTPYKTYPbl, HA KOTOPOM WCMOJIb3yeTcs aBTOMaTU3MPOBaHHasA
CUCTEMA, M Hamnpas/JeHMe B NWUCbMEHHOM BWAEe 3TUX CBeAeHWn B
denepanbHblii OpraH WCNONHUTE/IbHOM BNACTU, YMNOJHOMOYEHHbIA B
obnactn obecneyeHmsa 6e30NACHOCTU KPUTUYECKOM MHPOPMALMOHHOM
MHPpPacTpPyKTYpbl Poccuiickon ®epepaumm, no yTeep:aeHHon um popme

Heobxoanmbie ymeHus

OdopMnAaTb [AOKYMEHTAUMIO MO  perfameHTauuMn  Meponpuatuin U
OKa3aHMIo ycayr B 061acTy 3aWwmTbl UHPOpMaLUn

OdopmMnAaTb  TEXHUYECKYID  OOKYMEHTauuio B COOTBETCTBMM  C
HOPMaTMBHbIMM MPABOBLIMM akTaMu B 061aCTK 3aWmTbl MHGOpMaLUn

Heobxoanmble 3HaHUA

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

OCHOBHble MeToAMYecKMe W pyKoBOAAWME AOKYMEHTbl deaepanbHbIX
OpPraHoOB  WUCMOJIHATENbHOM  BAACTM, YMNOJIHOMOYEHHbIX B o0bnactu
obecneyeHus MHPOPMALMOHHOM 6e3onacHocTy, 6e3onacHocTH
MHPOpPMALMN B KNOUYEBBIX cMcTeMax MHPOPMALMOHHOM MHOPACTPYKTYpPbI,
NPOTUBOAENCTBUA TEXHUYECKMM pasBedKamM W TEXHUYECKOW 3aluThbl
nHpopmauum

JKCnyaTaLMOHHan M NPOEKTHaA AOKYMEHTaUMA Ha aBTOMaTU3MPOBAHHYO
cuctemy

OCHOBHblE  MeTOoAapbl OopraHunsauunn n nposeaeHnNA  TexHn4ecKkoro
06C1'Iy)KVIBaHVIﬂ TEXHUYECKUX CpeacTs VIHd)OpMaTVI3aLI,MM




OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapaKTepUCTUKK

3.1.3. TpypoBasa PpyHKUMA

ObecneyeHue 3aLNUTbI MHDOPMALUN YpoBeHb
HanvmeHoBaHM
o npu BbIBOAE N3 IKCNAyaTaumm Koa | A/03.5 |(noaypoBeHb) 5
aBTOMATM3MPOBAHHbIX CUCTEM KBanmdukaumnu
MpouncxoxaeHne 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLNM M3 opuUrnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

BKk/AloyeHMe B OpraHM3aLMOHHO-pacnopaauTeNbHble AOKYMEHTbl no
3almTe MHbOPMaLMM Npoueayp YHUUTOXEHUA (cTUpaHua) nHdopmaumm
Ha MaWWHHbIX HOCUTENAX, @ TaKKe KOHTPO/A YHUUTOXKEeHUA (CTupaHwus)
nHbopmaumm

YHuuTOXKEHME (CTUpaHMeE) MHPOPMALMM HA MALUMHHbBIX HOCUTENAX NPU UX
nepedade Mexay NOAb30BaTeNs MW, B CTOPOHHME OpraHuMsaumMuM Aann
PEMOHTA UK YTUAM3ALMUK, A TAKKE KOHTPO/Ib YHUUTOXKEHUA (CTUpaHuA)

dusnyeckoe YHUUTOXKEHME MALWMHHbLIX  HOcUTenei  MHOOPMALLMMK,
obpabaTtbiBaemoit aBTOMATU3MPOBAHHOM CUCTEMOM

ApxuBupoBaHme MHboOpmauuun, obpabaTbiBaeMo aBTOMATU3NPOBAHHOM
CUCTEMOIA

Heobxoanmbie ymeHus

Mcnonb3oBaTb  MporpammHble  cpeactBa AN apXMBUMPOBAHMUA
nHbopmaumm

Mcnonb3oBaTb NporpammHble U MporpaMmMHOo-annapartHble cpeactsa AaA
YHUUTOXKEHUA (CTUPaHMA) MHPOPMALMKN U HocuTenen nHbopmaumm

Ucnonb3oBaTtb TUnosble KpVII'ITOI'pad)VI‘-IECKVIE cpenctBa 3alnTbI
VIHd)OpMaLI,VIVI, B TOM HUCNE INTEKTPOHHYIO NOo4ANNUCb

Heobxoanmble 3HaHUA

Mpoueaypbl apXMBUPOBaHUSA nHbopmauuuy, obpabatbiBaemoi
aBTOMATM3NPOBAHHOM CUCTEMOM

HasHayeHue u npuHUUNbI pa6OTbI OCHOBHbIX Yy3/10B COBpPE€MEHHbIX
TEXHUYECKUX CpeacTs MH¢OpMaTM3aLI,VIVI

OpFaHM3aLI,VIFI TeXHUYeCKOoro O6CI1Y)'KVIBaHVIF| M pPeEMOHTa KOMMNOHEHTOB
aBTOMaTM3MpOBaHHOl71 Cncrembl

Mpoueaypbl YHUUTOXKEHUA (CTUPAHMA) WHPOPMaUMM Ha  MALUMHHDBIX




HOCUTENAX, a TAKKE KOHTPO/IA YHUYTOXKEHUA (CTVIpaHVIﬂ) VIHd)OpMaLI,VIM

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM

OCHOBHblE MeToAMYECKME U pyroBogAuME AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

Apyrve -
XapaKTepUCTUKK

3.2. O606wWweHHan TpyaoBan GyHKLMUA

ObecneyeHune 3alLNUTbI UHPOPMALUN B
aBTOMaTM3MPOBAHHbIX CUCTEMAX,
NCNo/Ib3yeMbIX B TOM YMcae Ha 06beKTax
HanmeHoBaHM | KpUTUYECKO MHOPMALNOHHOM Ko B YpoBeHb 6
e MHOPACTPYKTYPbI, B OTHOLIEHUM KBanmdukaumnu
KOTOPbIX OTCYTCTBYET HEOBX04MMOCTb
NPUCBOEHMA UM KaTeropuii 3HaYMMOCTH,
B NpoLecce uUx sKcnayaTaumm
MpouncxoxgeHue
0606wweHHoM TpyaoBsoi | OpurnHan X 3a1MmCTBOBaHO
N3 opurnHana
dYHKLMM
Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
Npo¢deccnoHanbHOro
CTaHAapTa
Bo3moOKHble NHKeHep no 3awmte nHbopmaumnm
HanMeHOoBaHUA Cneumanuct no 3awmTte nHPopmaumm | Kateropum
[JOJIKHOCTEN, Cneumanuct no 3awmTte nHpopmaumm |l Kateropmuu
npodeccui Cneumanuct no 3awmrte MHpopmaLmm
NHKeHep-nporpaMmmCT No TEXHMYECKOM 3aLmTe MHpopmaLumm |
KaTeropum
NHKeHep-nporpammmCT No TeXHUYecKom 3almTe nHpopmaumu i
KaTeropum
NHXeHep-nporpaMmmCT No TEXHMYECKOM 3almTe MHpopmaumm
UHXKeHep-nporpammuct | Kateropmmn
UHXKeHep-nporpammuct Il Kateropmun
UHKeHep-nporpammuct Il Kateropmm
UHXKeHep-nporpammuct
TpeboBaHMA K Bbicwee ob6pasoBaHue - bakanaspmat B 061acTi MHGOPMALLMOHHOM
obpasoBaHuio U be3onacHocTH
obyuyeHuto
TpeboBaHMA K OMbITY [Ons nonxKHocTel ¢ Kateropuei - onbIT paboTbl B A0MKHOCTM € bonee
NpaKTMYecKon paboTbl | HM3KOW (NpeaLecTByOLLE) KaTeropuen He MeHee OHOrO roaa




Ocobble ycnoBus
[AOMycKa K pabote

Hanunume ponycka K rocy4apcTBeHHOM TaliHe <6> (npu HeobxoamMmocTu)

Apyrve
XapaKTepUCTUKK

[lononHuUTeNbHble XapaKTepUCTUKK

HanmeHoBaHue Koz HanmeHoBaHMe 6a30BoM rpynnbl, 4OAXKHOCTU (Npodeccun)
OOKYMEHTa WK cneumnanbHOCTH

OK3 2523 CneumanncTbl MO KOMMNbIOTEPHbIM CETAM
EKC - NHKeHep-nporpaMmumcT (Nporpammmcr)

- NHKeHep-NporpaMmMmCT MO TEXHUYECKON 3alumTe

nHpopmauunm

oKnATP 22567 NHKeHep no 3awute nHbopmaumnm

22824 UHXeHep-nporpammmnct

26579 Cneumanuct no 3awmre nHdopmauymm
OKCOo 2.10.03.01 NHpopmaLumMoHHan 6e3onacHoOCTb
3.2.1. TpypoBasa PpyHKUMUA

[narHocTrKa cuctem 3awmThbl YpoBeHb
HanmeHoBaHu
o MHbOPMALUM aBTOMATUIMPOBAHHbIX Koa | B/01.6 |(noaypoBeHsb) 6
cuctem KBanndukaumm
I‘Ipomcxoikp,eHme OpuriHan X 3aMmcTBOBaHO
TPYAOBOM GYHKUMUM N3 opurnHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa
Tpynosble aencTemA ObHapyxeHne MHUMOEHTOB B npouecce 3KcnyaTauum
aBTOMATU3MPOBAHHOM CUCTEMDI
NpeHTudMKauma WHUMOEHTOB B npouecce aKcnyaTaumm

aBT0MaTVI3VIpOBaHHOI7I Cncrembl

OueHKa 3aWuLWEeHHOCTH dBTOMATU3UNPOBAHHbLIX CUCTEM C NOMOLbIO
TUNOBbIX NPOrpaMMHbIX CPeacTs

VCTpaHeHme I'IOCJ'IE,CI,CTBVIﬁ MHUMNOEHTOB, BO3HUKWMNX B Npouecce
aKCnayatauum aBTOMaTM3MpOBaHHOI‘;I CncTembl




Pacuet nokasaTtenemn 3¢ PEeKTUBHOCTH 3aLWMThI nHbopmauuu,
06pabaTbiBaEMOI B aBTOMATU3MPOBAHHbIX CUCTEMAX

MHCTpyMeHTaNbHbIA KOHTPO/Ib MNoOKasatenen 3¢Pp¢PeKTUBHOCTU 3aLLUThI
MHbopMaumu, obpabaTbiBaeMoit B aBTOMATU3MPOBAHHbIX CUCTEMAX

Heobxoanmble ymeHUs

Ol'lpe,ﬂ,eflﬂTb NUCTOYHUKN N NPUYNHbI BOSHUKHOBEHUNA MHLUNAOEHTOB

OueHuMBaTb NOCNEACTBUA BbIABMEHHbIX MHLNAEHTOB

O6HapyXu1BaTb HAapYLLIEHMA NPaBUA PasrpaHUYeHns 4ocTyna

YcTpaHATb HapyLWeHUa NpaBmA pasrpaHuYeHma 4octyna

OCYLLI,eCTBJ'IFITb KOHTPO/1b obecneyeHuns YPOBHA 3aWMUWEHHOCTN B
dBTOMATU3UPOBAHHbBIX CUCTEMAX

Mcnonb3oBaTtb KpVII‘ITOFpaCbW-IECKMe meToabl W cCpeactBa 3alUUTbI
VIHCI)OpMaLI,VIVI B aBTOMaTU3NPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHKA

HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

HauMoHanbHblE, MEXrocyaapCTBEHHbIE U MeXXAYyHapoaHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

PYKOBO,D,FHJJ,VIE n meTogunydyeckume AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3aLwmTe MHGopmaunm

MpUHLUMNbLI  MOCTPOEHMS  CpPeacTB  3alWuTbl  MHOOpMAUMM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa W YTEYKM N0 TEXHUYECKMM KaHanam

Kputepum oLeHKM 3almULLEeHHOCTH aBTOMaTM3MpOBaHHOl\/’I cncrembl

TexHuyeckne cpeactBa KOHTPOAA 3OPEKTUBHOCTM  Mep  3aluThbl
nHbopmauum

PernameHT UHGOPMMUPOBAHMA NEPCOHANA aBTOMATU3UPOBAHHON CUCTEMDI
O BbIIBIEHHbIX MHUMAEHTaX

PernameHT y4yeTa BblAB/IEHHbIX MHUNAEHTOB

PernameHT ycTpaHeHMaA NocAeACTBUN MHUMAEHTOB

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnosblyemblie Aana obecneyeHus 3alnThbI MH(I)OpMaLI,MM B
dBTOMATU3UPOBAHHbIX CUCTEMAX

Apyrve
XapaKTepUCTUKK

3.2.2. TpypoBasa GpyHKUUA

HanmeHoBaHM AAMMHMCTpMpOBaHME CUCTEM 3alUnNTbI
e MH(I)OpMaLI,MM dBTOMATU3NPOBAHHbIX

YpoBeHb

Koa | B/02.6 (noayposeHb)




cncrtem

KBanmduKkaumnm

MpouncxoxgeHue
TPYA0BOM QYHKLNM

3anmcTBOBaHO

OpuruHan X
N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa
Tpyaosble aencTema YcTaHOBKa 06HOBNEHN NpPOrpamMmmHOro obecneveHus

aBTOMaTM3MpOBaHHOl71 Cncrembl

BbinosHeHMe YCTAHOBAEHHbIX npouedyp obecneyeHus 6esonacHocTH
nHbopmauum ¢ yyetom TpeboBaHus 3pdeKTUBHOro PpyHKLUMOHUPOBAHMUA
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

YnpasneHue noNHOMOYMNAMU A0oCTyna nonb3oBaTene
aBTOMaTM3MpOBaHHOl\/’I CncrTembl

MHPopmmpoBaHMe  Monb3oBaTesie O  MpaBwWaax  3KchayaTauum
aBTOMAaTU3MPOBAHHOM CUCTEMBI C YyyeToM TpeboBaHMIK MO 3alwuTe
nHbopmauum

MpoBeaeHMe 3aHATMIA C MepcoHanom no paboTe C CUCTEMOM 3alUMTbI
MHPOPMaLMN aBTOMATU3MPOBAHHOM CUCTEMbI, BK/OYas MpoBeaeHue
NPaKTUYECKMX 3aHATUIM C NEPCOHAZIOM Ha MaKeTax MW B TECTOBOM 30He

BHeceHMe M3MEHEHWA B  3JKCMAYaTaUMOHHYI0  AOKYMEHTauuio W
OpraHM3auMoHHO-pacnopAAnUTENbHbIE AOKYMEHTbI MO CUCTEME 3aliuThl
NMHPOPMaLMM aBTOMATUINPOBAHHOM CUCTEMDbI

Heobxoanmbie ymeHus

Cospgasars, YOanATb U U3MEHATb Y4Ye€THble 3anuncu nosib3oBaTenem
aBTOMaTVI3VIpOBaHHOl7I CnCTembl

dopmunpoBaTb MNOAMTUKY 6€30MaCHOCTM MNPOrPaMMHbIX KOMMOHEHTOB
aBTOMaTU3MPOBAHHbIX CUCTEM

YcTaHaBAnBaTb MU HaCTpanBatb oOnNepaunoHHblE CUCTEMbI, CUCTEMbI
ynpasaieHna 6asamu AaHHbIX, KOMMbKTEPHbIE CETU U NPOrpammHbie
CNCTembl C y4eToOm TpeﬁoBaHMﬁ no obecneyeHuto 3aWnTbI MH(I)OpMaLI,MM

Mcnonb3oBaTtb KpVII‘ITOFpaCbW-IECKMe meToabl W CcpeactBa 3alUUTbI
VIHCI)OpMaLI,VIVI B aBTOMaTU3NPOBAHHbLIX CUCTEMAX

PernctpupoBaTb cOb6bITWUA, CBfA3aHHble C 3alWMTOM WHPOpMauumn B
aBTOMATU3MPOBAHHbIX CUCTEMAX

AHanusmpoBaTb cOb6bITUA, CBA3aHHble C 3alWMTOM MHbOpMauMM B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHKA

MpuHLMNbI GOPMUPOBAHUA MOAUTUKN MHPOPMALMOHHONM 6e30NacHOCTM B
aBTOMATU3MPOBAHHbIX CUCTEMAX




MporpamMmHo-annapaTHble cpeAacTBa 3aLLMTbI MHpOopMaLUn
aBTOMATU3MPOBAHHbIX CUCTEM

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
MCcnonb3yemble 444 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

MeToapbl KOHTpoNs 3pPEeKTUBHOCTU 3aWNUTbl MHPOPMALUN OT YTEYKMU MO
TEXHUYECKMM KaHasam

Kputepun oueHkM 3GGEKTUBHOCTM WM HAZEeXHOCTU CPeacTB  3almThbl
nporpammHoro obecnevyeHmsa aBTOMaTU3MPOBAHHbIX CUCTEM

TexHuyeckne cpeactBa KOHTPOAA  3OPEKTUBHOCTM  Mep  3aluThbl
nHbopmaumm

MPMHLMNbI OpraHU3aumMmM M CTPYKTypa CUCTEM 3almTbl MPOrpPammHOro
obecneyeHnn aBTOMaTU3NPOBAHHbIX CUCTEM

COAEP)KBHMG M nopAanoK AOeATe/IbHOCTU NepCOoHaszsia Nno 3Kcnayatauuum
3alUMNLLEHHbBIX aBTOMATU3UPOBAHHBIX CUCTEM U CUCTEM 6e3sonacHocTH
dBTOMATU3NPOBAHHbBIX CUCTEM

OCHOBHbIe mepbl Mo 3auuTe VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbIX
cncrtemax

Apyrve
XapPaKTePUCTUKHN

3.2.3. TpypoBasa GpyHKUMA

YnpaBneHue 3aWwmnTon MHpopmaLmn B YpoBeHb
HanvmeHoBaHM
o ABTOMATM3NPOBAHHbLIX CUCTEMAX Koa | B/03.6 |(noayposeHsb) 6
KBanmduKkaumnu
MpouncxoxaeHne 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLUUM N3 opuUrnHana

Koa PerncrpaumoHHbIn
opUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

AHanu3 BO3AENCTBUA M3MEHEHWUI KoHbUrypaumMm aBTOMaTU3MPOBAHHOM
CUCTEMbI Ha ee 3aLLMLL,EHHOCTD

CoctaBneHne KomnneKkca npasuvn, npoueayp, NpPakTU4eCknx npmemos,
npunHUMNnos M metonos, Ccpeacts obecneyeHus 3aWnTbl VIHd)OpMaLI,MM B
aBTOMaTVI3VIpOBaHHOI7I cncreme

OueHKa NocneacTBuiA OT peannsaumm yrpos 6esonacHoctn nHbopmaumm B
aBTOMaTU3MpPOBAHHOMN cucTeme




AHanus U3MeHeHUs yrpos 6e3onacHoCTU nHdopmauum
aBTOMAaTU3MPOBAHHOM CUCTEMBI, BO3HUKAIOLLMX B XO4E €€ IKCNIyaTaLmm

Heobxoanmble ymeHUn

OueHunBaTtb MHCI)OpMaLI,MOHHbIe PUCKKN B aBTOMATU3UPOBAHHbIX CUCTEMaAX

KnaccnduumpoBsatb 1 oLEeHMBATL Yrpo3bl 6e30nacHOCTM MHpopMaLum

Onpegenatb nognexawme 3awmrte  MHOOPMALMOHHbIE  pecypchbl
aBTOMaTU3MPOBAHHbIX CUCTEM

anMEHﬂTb HOPMaTuBHbIE AOKYMEHTbI no 3awnuTe oT
HEeCaHKUMNOHUNPOBAHHOIoO A0CTyna K VIHd)OpMaLI,VIM n I'IpOTVIBOAEVICTBVII-O
TeXHUYECKOoW pa3Begke

Pa3pa6aTbIBaTb npeanoxeHuma no COBEpPLIEHCTBOBAHUKD  CUCTEMbI
ynpasaeHna 3aWunTbl VIHd)OpMaLI,VIVI dBTOMATU3NPOBAHHbLIX CUCTEM

KoHdurypupoBaTb  napameTpbl  CUCTEMbl  3aWuTbl  MHpOpMaunm
aBTOMATU3MPOBAHHbIX CUCTEM

MPMMEHATb TEXHUYECKMe CpeacTBa KOHTPoAs 3PPeKTUBHOCTU Mep
3alMTbl MHGOPMALLUM

Heobxoanmble 3HaHUA

OcHOBHble MeToZbl yNpaBaeHUA 3aWmnTon MHGOopMaLMK

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENN HAPYLUINTENS B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

MeTtoabl 3awWmTbl VIHd)OpMaLI,MM OT HECAHKUMOHMPOBAHHOIO A0CTyna W
YTEYKHM NO TEXHUYECKMUM KaHa/1laM

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYyHapoAHble CTaHOAPTbl B
06n1acTv 3aWwmTbl HGOPMALLUK

PykoBogsawme M MeToAMYecKMe  OOKYMEHTbl  YMOJHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

Apyrve
XapPaKTePUCTUKHN

3.2.4. TpypoBasa GpyHKUMUA

ObecneyeHune pabotocnocobHoOCTH YpoBeHb
HanmeHoBaHuU
o cucTeM 3alnTbl MHGOPMaLMK NpU Koa | B/04.6 |(noayposeHb) 6
BO3HWKHOBEHWW HELITATHbIX CUTYaLLUi KBanmdmKaumum
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOMep
npodeccnoHanbHoOro




CTaHAapPTa

Tpyaosble aencTema

O6HapyKeHne HencnpaBHOCTEN B paboTe cMCTEMbI 3aWMTbl MHPOPMALMK
aBTOMATU3MPOBAHHOM CUCTEMDI

YcTpaHeHWe HeucnpasBHoCTel B paboTe cucTembl 3awmTbl MHGOpMaLUm
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

PesepsupoBaHmne nporpammHoOro O6ECI'Ie‘-IEHVIFI, TEXHUYECKUNX CpPeacTs,
KaHa/s10B nepegavyn AaHHbIX aBTOMaTVI3MpOBaHHOl71 CnCTembl ynpasaeHuA
Ha cnyqaﬁ BO3HMKHOBEHUA HELWITATHbIX cmyau,mﬁ

Co3aaHune anbTepHaATUBHbIX MECT XpaHeHMsA U 06paboTKn MHPOpPMaLMM Ha
C/ly4ail BO3HWMKHOBEHMS HELTaTHbIX CUTyauuid

BocctaHoBneHue nocne cboes M OTKasoB nporpammHoOro obecneyeHus
dBTOMATU3UPOBAHHbLIX CUCTEM

Heobxoanmbie ymeHus

anMEHﬂTb TUNoBble nNporpammHbie cCpeacrtBa pe3epBUpoBaHUA U
BOCCTaHOB/1€HUA VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbLIX CUCTEMAX

MpMMeHATb cpeAacTBa obecneyeHun OTKa30yCTOMYMBOCTU
aBTOMaTU3MPOBAHHbIX CUCTEM

Knaccndumumposatb " oLeHMBaTb Yrposbl NHPOPMaLNOHHOA
b6e3onacHocTH

MpumeHATb NpPOrpamMmmHble cpeacTBa obecneveHus 6esonacHoOCTH AaHHbIX

JOKyMeHTUPOBaTb AENCTBMA MO YCTPAHEHUIO HeucnpaBHoCTel B pabote
cUCTEMbI 3aLWUTbI HGOPMALLMM aBTOMATU3MPOBAHHOW CUCTEMDI

Heobxoanmble 3HaHUA

MeToabl n cnocobbl obecneveHus OTKa30yCTOl\/’I‘-IVIBOCTVI
dBTOMATU3UPOBAHHbIX CUCTEM

COAEP)KBHMG M nopAanoK AOeATe/IbHOCTU NepCOoHasia Nno 3Kcnayatauuum
3alNLLEHHDbBIX aBTOMATU3NPOBAHHbIX CUCTEM U NOACUCTEM 6e3sonacHoCTH
dBTOMATU3NPOBAHHbBIX CUCTEM

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbBIX CUCTEMAX

anHLI,VII'IbI nocTpoeHnAa CcpeacTs 3alluThbl VIHd)OpMaLI,MM OT YTE€YKM Mo
TEXHUYECKUM KaHa/laM

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUn
aBTOMATU3MPOBAHHbIX CUCTEM

HopmaTturBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMK

PykosogAwme n meTogun4yeckue AOKYMEHTbI YNOTHOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3alwmTe HGopmMmaunm

Apyrve




XapPaKTePUCTUKHN

3.2.5. TpyaoBsaa GpyHKUuuUA

MOHUTOPUHT 3aLWUNLLLEHHOCTH YpoBeHb
HavmeHoBaHu
o nHpopmauum B aBTOMATU3NPOBAHHbIX Koa | B/05.6 |(noayposeHb) 6
cmcTtemax KBanmMduKaumnm
MpouncxoxaeHne 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

BbipaboTKa pekoMeHAaumuin Ons NPUHATUA PelleHus O MOoAepHM3auUn
CUCTeMbI 3aWuTbl MHGOPMaL MM aBTOMaTU3NPOBAHHOW CUCTEMbI

BbipaboTka peKomeHaauMin ANA MNPUHATMA PELIeHMA O MNOBTOPHOM
aTTectauMmM  aBTOMATU3MPOBAHHOM CUCTEMbI MAM O NpOBeAeHUU
[OMNOIHUTENbHBIX ATTECTALMOHHbIX UCNbITaHU

BbisBneHue yrpo3 6esonacHocTM MHPOpMaLMM B aBTOMATM3MPOBAHHbIX
cuctemax

MpuHATME Mep 3aWMTbl MHPOPMaLMKM MPU BbIBAEHUM HOBBIX Yrpos
6e3onacHOCTN MHbOpPMaLUK

AHann3 HedoCTaTKoB B GYHKUMOHMPOBAHWMM  CUCTEMbI  3aLUUTbI
NMHPOPMaLMKN aBTOMATUINPOBAHHOM CUCTEMDbI

YCTpaHeHme HeAOCTAaTKOB B d)YHKLI,VIOHMPOBaHMM Cucrtembl 3aWnThbl
VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOl7I cncrembl

Heobxoanmble ymeHUn

Knaccudumumposatb " oLeHMBaTb yrposbi MHPOPMaLMOHHOM
6e3onacHocTH

AHaJ'IM3VIpOBaTb nporpammHbie, APXUTEKTYPHO-TEXHUYECKNE n
cXemoTexHun4yeckme peweHnA KOMMOHEHTOB aBTOMATU3NPOBAHHbBIX CUCTEM
C Uuenbko BbiABIEHMA NOTEHLUMAJIbHbBIX Yﬂ3BVIMOCTel7I 6esonacHoCTH
VIHd)OpMaLI,VIVI B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

MPUMEHATb HOPMATMBHblE [AOKYMEHTbl Mo 3awmte uHGoOpmaumm OT
HECAaHKLUMOHMPOBAHHOrO A0CTyna W MNPOTUBOAEUCTBMIO TEXHUYECKOM
pasBeake

KoHTponnpoBaTb 3¢pPEKTUBHOCT MPUHATLIX Mep No peannsaumm NoauTmuK
6e3onacHOCTM MHGOPMALMM aBTOMATU3MPOBAHHbIX CUCTEM

KoHTponnpoBaTb cobbiTva 6e3onacHoCcTM WM AEeWCTBMA MO/Ab30BaTenei
aBTOMaTU3MPOBAHHbIX CUCTEM




MPUMEHATb TEXHUYECKME CPeacTBa KOHTPOAs 3PPEeKTUBHOCTU Mep
3aLLMTbl MHGOPMALLUM

[oKymeHTUpoBaTb npoueaypbl n pesynbTaTbl KOHTpOAA
bYHKUMOHMpPOBaHMA cucTembl 3almTbI nHdopmaumnm
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Heobxoanmble 3HaHUA

COAEP)KBHMG M nopAanoK AOeATEe/IbHOCTU NepCOoHaszsia No 3Kcnayatauuum
3alNLLEHHbBIX aBTOMATU3NPOBAHHbIX CUCTEM U NOACUCTEM 6e3sonacHoCTH
dBTOMATU3NPOBAHHbBIX CUCTEM

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENM HAPYLUINTENS B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnonbdyemble AON1A 3aWUTbI MHd)OpMaLI,MVI B aBTOMATU3UNPOBAHHbIX
cncremax

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUn
aBTOMaTU3MPOBAHHbIX CUCTEM

MeTtoabl 3aWuTbI VIHd)OpMaLI,MM OT YTE€YKU NO TEXHUYECKUM KaHa1am

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTM NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3aLmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.2.6. TpypoBasa GpyHKUMA

AyaunT 3almMEeHHOCTU MHPOPpMaLUK B YpoBeHb
HammeHoBaHu YA tni bopmaL, P
o ABTOMATM3NPOBAHHbIX CUCTEMAX Koa | B/06.6 |(noayposeHb) 6
KBanmduKkaumnu
MpoucxoxaeHne 3anmcTBOBaHO
P o A OpwuruHan X
TPYA0BOM QYHKLNM M3 OpUrMHana

Kop, PerncrpaumoHHbIn
opurnHana HOMep
npodeccnoHanbHOro
CTaHAapTa

Tpyaosble AencTemA

OueHka WHOOPMAUMOHHbIX puUCKoB 6esonacHocTM WHpopmauun B
aBTOMaTU3MpPOBAHHOMN cucTeme

O60CHOBaHME M KOHTPO/Ib PEe3y/bTaTOB YNpPaBAEHYECKUX PeleHnin B
o061acTn 6e3onacHOCTM MHGOPMALLMM aBTOMATU3UPOBAHHBIX CUCTEM




3KCI'I€pTM3a COCTOAHUA 3alnNLLLEHHOCTHN VIHd)OpMaLI,VIVI
dBTOMATU3NPOBAHHbBIX CUCTEM

Ob6ocHoBaHWe Kputepues 3ppeKTMBHOCTH OYHKUMOHMPOBAHUA
3aLUMLLEHHbIX aBTOMATU3UPOBAHHBIX CUCTEM

Heobxoanmble ymeHUs

KnaccudmumpoBsatb U oLeHMBaTb yrpo3bl 6€30NacHOCTM MHPOPMaLUKN aA
o0b6beKTa MHGopmaTM3aLmUm

PaspabatbiBaTb NpPeaoXKeHWA MO  COBEPLUEHCTBOBAHUIO  CUCTEMbI
ynpasaeHua MHOGOPMaULMOHHON 6e30NacHOCTbI0 aBTOMAaTM3MPOBAHHbIX
cuctem

PaspabatbiBaTb NOJINTUKM 6e3onacHoCTU nHdopmauum
aBTOMAaTU3MPOBAHHbIX CUCTEM

MpUMeHATb MHCTPYMEHTa/IbHble CpeacTBa KOHTPOAA 3aWMLUEHHOCTH
VIHCI)OpMaLI,VIVI B aBTOMaTU3NPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHUA

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anroputmbl, NPOTOKObI,
ncnonbdyemblie AON1A 3aWUTbI MHd)OpMaLI,MVI B aBTOMATU3UNPOBAHHbIX
cncremax

Cnocobbl 3alUThbI MHCI)OpMaLI,MVI OT HECAaHKUMOHUPOBAHHOIO AO0CTyna W
YTe€4YKHM NO TEXHNYECKMM KaHa/laM

MeToabl  KOHTPOAA  3GPEKTUBHOCTM  3aWUTbl  MHPOpMauum  oT
HEeCaHKLMOHNPOBAHHOIO A0CTYNa W YTEYKM N0 TEXHUYECKUM KaHaiam

MPUHLMNbI TOCTPOEHUA CUCTEM 3aLLMUTbI MHPOPMaLUn

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYecKMe  OOKYMEHTbl  YMOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

OpraHu13aLMoHHble Mepbl No 3alwmTe nHGopmMmaumnm

Apyrve
XapaKTepUCTUKK

3.2.7. TpyaoBaa GpyHKUUA

YcTaHOBKa M HAaCTPOliKa CpeacTB 3alLnTbl YpoBeHb
HanmeHoBaHu
o MHbOPMaALMM B aBTOMATM3MPOBAHHbIX Koa | B/07.6 |(noaypoBeHsb) 6
cucTemax KBanmdmKaumum
MpouncxoxaeHue 3aMmcTBOBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana

Koa PerncrpaumoHHbIn
opurMHana HOoMep
npodeccnMoHanbHoro

cTaHAapTa




TpyaoBble AencTeus

BXO,D,HOVI KOHTPO/1Ib Ka4eCTBa KOMNNEKTYHOLWMNX VI3AEJ1Mﬁ CnCTembl 3alunTbl
VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOVI cncrembl

OCVLLI,GCTBHEHVIE aBTOHOMHOW Haagkn TeXHUYECKUX U NPOrpamMmHbIX
cpeAacTts CUCTembl 3aLlLUTLI VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOVI Cncrembl

npOBeAEHMe NPUEeMOYHbIX WUCNbITAHUIN CUCTEMBI 3alnThbI VIHd)OpMaLI,VIVI
aBTOMaTVI3VIpOBaHHOI7I Cncrembl

BHeceHue B 3KCM/IyaTaLMOHHYIO  [IOKYMEHTaLUuIo U3MEHEHUN,
HanpaB/ieHHbIX Ha YCTpPaHeHMe HeAOoCTaTKOB, BbIIBJEHHbIX B MpoLlecce
MUCNbITaHNM

Heobxoanmbie ymeHus

AAMMHMCTpMpOBaTb nporpammHbie cpencrtea cncrembl 3alnThbI
VIHd)OpMa UNN aBTOMATU3NPOBAHHbIX CUCTEM

YcTpaHATb WM3BECTHble YA3BMMOCTM aBTOMAaTM3MPOBAHHOW CUCTEMbI,
npuBoAsaLLMe K BO3SHUKHOBEHUIO yrpo3 6e3onacHocT nHpopmaumnm

anMEHﬂTb HOPMaTuBHbIE OOKYMEHTbl MO 3auluTe MH(I)OpMaLI,MM oT
HEeCaHKUMNOHNPOBAHHOIO [0CTyna w I'IpOTMBO,D,GﬁCTBMIO TEXHNYECKOM
pa3Beake

MpumeHATb dHaanTn4yeckme n KOMMNbIOTEPHbIE moaenun
dBTOMATU3UPOBAHHbLIX CUCTEM N CUCTEM 3aLLUNTDI VIHd)OpMaLI,VIVI

MpoBOAMTb aHaNMU3 CTPYKTYPHBIX U GYHKLMOHAMBHBIX CXEM 3aLLULLEHHOW
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Onpefaenatb napameTpbl HAcTPOWKM nporpammHoro obecnevyeHus
cUCTeMbI 3aLWnTbl HGOPMALLMM aBTOMATU3MPOBAHHOM CUCTEMDI

Heobxoanmble 3HaHUA

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENN HAPYLINTENS B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

Co,u,ep»(aHme 3KCI'IJ'IyaTaLI,MOHHOl7I AOKYMEHTaL N aBTOMaTMBMpOBaHHOﬁ
cncrembl

Tunosble  cpeactsa, MeToAbl WM MNPOTOKOAbI  MAEHTUGUKALUW,
ayTeHTMdUKaLuUmM 1 aBTopmsaumm

OcHOBHble mepbl Mo 3auwuTe MHd)OpMaLI,MVI B aBTOMATU3NPOBAHHbIX
cncremax

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auute VIHd)OpMaLI,MM

Apyrve
XapaKTepUCTUKK

3.2.8. TpypoBasa GpyHKUMUA




e 3awmTe nHdopmaumm B

MpouncxoxgeHue
TPYA0BOM QYHKLNM

Pa3paboTKa opraHM3aLUMOHHO- VposeHb
HanmeHoBaHum acnopAgmTebHbIX AOKYMEHTOB MO
P PAA AORY Koa | B/08.6 |(noayposeHsb) 6
KBanmdukaumnu
aBTOMATM3MPOBAHHbIX CUCTEMAX
3aMMCTBOBAHO
OpuruHan X
M3 opurnHana
Koa PerncTpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHoOro
CTaHpapTa

Tpyaosble aencTema

OnpegdeneHne npasua w npoueayp YnpaBAeHWA CUCTEMOM 3aliUThl
NMHPOPMaLMM aBTOMATUINPOBAHHOM CUCTEMDbI

Onpe,u,eneHme npasuva n npoueayp sbiABNEHNA UHUNLOEHTOB

OnpeaeneHne npasuMn U Npoueayp MOHUTOpPUHra obecnedyeHnsa YpoBHA
3aLUMLLEHHOCTU MHPOPMALMKN aBTOMATU3NPOBAHHOM CUCTEMDbI

OnpegeneHne npasua M npoueayp 3awmtbl MHGOPMALMM NPU BbIBOAE
aBTOMATU3MPOBAHHOM CUCTEMBI M3 3KCMJIyaTaLMM

OnpegeneHne npasMa M Npoueayp pearMpoBaHWMA Ha WHUMAEHTblI B
aBTOMAaTU3MPOBAHHOMN cucTEMe

Heobxoanmbie ymeHus

Knaccndumumposatb " oLeHMBaTb Yrposbl NHPOPMaLNOHHOA
6e3onacHocTH

anMEHﬂTb HOPMaTuBHbIE OOKYMEHTbl MO 3alluTe MH(I)OpMaLI,MM oT
HEeCaHKUMNOHNPOBAHHOIO A0CTyna w I'IpOTMBO,D,GﬁCTBMIO TEXHNYECKOM
pa3Beake

Onpefenatb napameTpbl HAcTPOWKM nporpammHoro obecnevyeHus
cMCTeMbl 3aLWnTbl MHGOPMaLLMM aBTOMATU3MPOBAHHOW CUCTEMbI

KoHTponnpoBaTb 3¢pPEKTUBHOCTb MPUHATLIX MEP MO 3almTe MHPopMaunm
B @aBTOMaTM3MPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHUA

CopepyKaHue W MopAAoK LEeATe/IbHOCTUM MepcoHana Mo 3KCnayaTauuu
3alUMLLEHHbIX  aBTOMATU3MPOBAHHbLIX CUCTEM W CUCTEM  3aLUMTHI
nHpopmauum

OcHoBHble yrpo3bl 6e30nNacHOCTM MHPOPMALUN U MOLENN HapyUTeNs B
aBTOMATU3MPOBAHHbIX CUCTEMAX

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
ncnonb3yemble 444 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

MpUHLUMNbLI  MOCTPOEHWS  CpeacTB  3aluTbl  MHOOpMAuMM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa U YTEYKM N0 TEXHUYECKUM KaHaiam




HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYecKMe  OOKYMEHTbl  YMOJHOMOYEHHbIX
deaepanbHbIX OPraHoOB MUCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

Apyrve
XapPaKTePUCTUKHN

3.2.9. TpyaoBsaa GpyHKUUA

AHanus yasBMMoCTeN BHeAPAEMOl YpoBeHb
HavmeHoBaHu
o cucTeMbl 3aLLnTbl MHPOpPMaLUK Koa | B/09.6 |(noayposeHb) 6
KBasndMKaumnm
MpouncxoxaeHune 3anmcTBoBaHO
P o A OpuruHan X
TPYAO0BOW GyHKLUM N3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

Bbibop 1 obocHoBaHMe KpuTepuneB 3GGEKTUBHOCTM GYHKLMOHUPOBAHUSA
3alLUMLLEHHbIX aBTOMaTU3UPOBAHHbIX CUCTEM

MpoBegeHMe aHanM3a YA3BMMOCTM NPOrPaMMHbIX U MPOrPamMHO-
annapaTHbIX cpeacTs cucTembl 3aLLMTbI MHpOopMaLmn
aBTOMAaTU3MPOBAHHOM CUCTEMDI

NposegeHne 3KCNepTM3bl COCTOAHUA  3ALUMLLEHHOCTH VIHd)OpMaLI,MM
dBTOMATU3UPOBAHHbLIX CUCTEM

YTO4YHeHne mozenu yrpos 6e3onacHoCTH nHdopmauum
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

MpoBegeHe  NpeaBapuUTENbHbIX  WUCMbITAHWA  CUCTEMbl  3aLUMTbI
NMHPOPMaLMN aBTOMATUINPOBAHHOM CUCTEMbI

npOBeAEHMe dHa/n3a y;l3BVIMOCT€l7I dBTOMATU3NPOBAHHbIX n
VIHd)OpMaLI,VIOHHbIX cncrem

Heobxoanmble ymeHUn

KnaccupuumposBaTb M oueHMBaTb Yyrposbl 6e3onacHoCTM WHGopmMauum
aBTOMaTU3MPOBAHHOMN CUCTEMDI

PaspabatbiBaTb NpeaoXKeHWs MO  COBEPLUEHCTBOBAHUIO  CUCTEMbI
ynpaB/eHusa 3awmTolr nHGopMaLmMM aBTOMaTU3MPOBAHHOW CUCTEMDI

MpoBoAMTb aHaNM3 AOCTYMHbIX UHGOPMALMOHHBIX UCTOYHUKOB C LLe/bio
BbIAB/EHUA U3BECTHbIX YA3BMMOCTEN, UCMNO/Mb3YyEeMbIX B CMCTEME 3aLUUTHI
NMHPOPMaLMKN NPOrPaMMHbIX U NPOrpaMMHO-annapaTHbIX CPeacTs

yCTpaHﬂTb BblABJIEHHbIE YA3BUMOCTU aBTOMaTVI3VIpOBaHHOI7I cncremol,
npueogAalne K BOSHUKHOBEHUIO Yrpo3 6e3onacHoCTH VIHd)OpMaLI,VIVI




Heobxoanmble 3HaHUA

OcHoBHble  meToAbl WM cpeacTBa  Kpuntorpaduyeckon  3aluuThl
nHbopmaumm

Cnocobbl 3alUThbI MHCI)OpMaLI,MVI OT HECAaHKUMOHUPOBAHHOIO A0CTyna W
YTe4YKHM NOo TEXHNYECKMM KaHa/laM

Cnocobbl  KOHTponss  3GGEKTUBHOCTM  3alWMTbl  MHPOpMALUUKM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa W YTEYKM N0 TEXHUYECKUM KaHaiam

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogunydyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3aWwmTe HGopmaunm

Co,u,ep»(aHme 3KCI'IJ'IyaTaLI,MOHHOl7I AOKYMEHTaL N aBTOMaTMBMpOBaHHOﬁ
cncrembl

Apyrve
XapaKTepUCTUKK

3.2.10. TpypnoBaa pyHKLMA

BHeapeHue opraHM3aLMOHHbIX Mep No YpoBeHb
HanvmeHoBaHM
o 3awmTe MHpopmaLmn B Koa | B/10.6 |(noayposeHsb) 6
aBTOMaTM3MPOBAHHbIX CUCTEMAX KBanmduKkaumnu
MpoucxoxaeHme 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

TpyaoBble AencTeus

MpoBegeHMe NPOBEPKU MONHOTHI  OMWCAHMA B  OPraHM3aUMOHHO-
pacrnopsaauTesbHbIX  AOKYMEHTax Ha aBTOMAaTU3MPOBAHHYKD CUCTEMY
AENCTBUIA NepcoHana Mo peannsauum OpraHM3auMOHHBIX Mep 3aluThbl
nHbopmaumnm

MpoBeaeHMe 3aHATMI C MepcoHanom no paboTe C CUCTEMOM 3alUMTbI
MHPOPMaUMN aBTOMATU3MPOBAHHOM CUCTEMbI, BK/KOYas MpoBeaeHue
NPaKTUYECKUX 3aHATUIM Ha MaKeTax MW B TECTOBOI 30He

MNoarotoBKka AOKYMEHTOB, onpegenarwuwmx npasuia W npoueaypeobl,
peannsyemblie onepatopom nONA obecneyeHus 3aWnTbIl VIHd)OpMaLI,VIM B
VIHd)OpMaLI,VIOHHOﬁ cucreme B xoae ee skcnayataumm

NMposegeHne NPOBEPKN FOTOBHOCTU NepPCOHana K aKcnayaTaumm CUCTEMBI
3alWnTbI VIHd)OpMaLI,VIVI aBTOMaTVI3VIpOBaHHOl\/’I CNCTembl

MNoarotoBKka AOKYMEHTOB, onpeaenarwwmnx npasuia w“  npoueaypbol




KOHTPO/IA  06ecneyeHHOCTM YPOBHA  3aLUMLLEHHOCTM  MHGOPMALLUM,
cofeprKalencs B MHGOPMaLMOHHOM cucTeme

MoAroToBKa AOKYMEHTOB, OMNpeAenslowmMx npasuna W npoueaypbl
BbIABAEHUA MWHUMAEHTOB, KOTOpble MOryT npuBecT K cboam uau
HapyweHuio  QYHKUMOHMPOBAHUA  MHOOPMALMOHHON  CUCTEMbI U
BO3HWKHOBEHMUIO Yrpo3 6e3onacHoCcTU MHbopmaLmm

MoAroToBKa [AOKYMEHTOB, OMNpeAenslowmMx Mpasuaa W npoueaypbl
ynpaB/iieHMa KoHouUrypaumein aTrecToBaHHON MHDOPMALLMOHHOM CUCTEMBI
M CUCTEMBI 3aWMTbI UHPOPMALUKN MHPOPMALMOHHOM CUCTEMDI

Heobxoanmble ymeHUn

PeannsoBblBaTb NpaBuaa pasrpaHMYeHna AOCTyNa NepcoHana K ob6bekTam
aoctyna

AHann3MpoBaTb NPOrPamMMHbIe U MPOrPAaMMHO-aNMNapaTHbIe PeweHnn npu
NPOEKTUPOBAHMMN CUCTEMbI 3aLMUTbl MHOOPMALMU C LEeNblo BbIABAEHUA
NOTEHUMANbHbIX  yA3BMMOCTel  6esonacHoCcTM  MHPopmauum B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

KoHcynbTMpOBaHME MepcoHana aBTOMAaTM3MPOBAHHOW CUCTEMbI MO
KOMMAEeKcy Mep (NpasBunam, npoueaypam, NPaKTUYECKUM Npuemam,
PYKOBOAALLMM MPUHLMMNAM, MeToAaM, cpeacTeam) obecneyeHms 3aLLmThl
nHbopmaumm

OcywecTBnaTb NAaHUPOBaHME W oOpraHusauMio paboTbl nepcoHana
aBTOMATM3MPOBAHHOM CUCTEMbI C y4yeToM TpeboBaHW no 3awuTe
nHpopmauum

KoHdurypnpoBaTb aTTeCTOBAHHYO MHPOPMALMOHHYIO CUCTEMY M CUCTEMDI
3aWwmTbl MHGOPMaLUMM MHOOPMALMOHHON CUCTEMDI

Heobxoanmble 3HaHUA

HopmaTtuBHble MpaBoBble aKTbl W HAUMOHAAbHble CTAaHAAPTbl MO
NIMLEH3UPOBAHMNIO B 00/11acTM obecrneyeHns 3alumTbl FOCyAapCTBEHHOWM
TalHbl U cepTUPUKaLUM CPeacTB 3alnTbl MHGOPMaLUK

MeToabl, CI'IOC06bI, cpeacrtea, nocnenoBate/sibHOCTb U coAeprKaHwme
3Tanos paapa60TKM dBTOMAaTU3NPOBAHHbLIX CUCTEM U CUCTEM 3aLLUTHI
dBTOMATU3NPOBAHHbBIX CNUCTEM

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogunydyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3alwmTe HGopmaunm

MeToaMKKN cepTUPUKALMOHHBIX UCNbITAaHNA TEXHUYECKMX CPeaCTB 3alMTbl
MHPOPMALUMKM  OT HECAHKLMOHMPOBAHHOrO JOCTyna M YTeYKM no
TEXHUYECKMM KaHanam Ha cooTBeTcTBue TpeboBaHuAM no 6esonacHocTu
nHbopmauum

Metoabl, cnocobbl 1 cpeactsa obecneyeHMA OTKa30yCTOMYMBOCTU
aBTOMaTU3MPOBaAHHbIX UHPOPMALMOHHbIX CUCTEM

Apyrve




XapPaKTePUCTUKHN

3.3. O606wWweHHana TpyaoBas GyHKLUA

HammeHoBaHu

MpoucxoxaeHue
0606L1eHHONM TpyaoBoi

dYHKUMM

Pa3paboTKa cucTem 3alLUThI
MHbOPMALUM aBTOMATU3MPOBAHHbIX
CUCTEM, NCMOJIb3YEMbIX B TOM YMC/E HA
06BbEeKTax KpUTUYECKOM Koz C YpoBseHb 7
e MHPOPMALMOHHOM MHPPACTPYKTYPbI, B KBasndbMKaumnm
OTHOLLEHMM KOTOPbIX OTCYTCTBYET
Heobxo4AMMOCTb NPUCBOEHMUA UM
KaTeropuii 3Ha4MMoCTH
3anmcTBoBaHO
OpuruHan X
N3 opurnHana
Koa PerncTpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa

Bo3moxHble
HanMeHOBaHUA
JO/IKHOCTEN,
npodeccui

Beaywinii nHxeHep - pa3paboTUMK CUCTEM 3aLLUTbI MHPOPMaL MK
Beaywmit cneymanmct no 3awmnTe nHbopmaymm

PykoBoAMTEIb MPOEKTOB B 06/1aCTU pa3paboTKM CUCTEM 3aLLUTDI
nHpopmauum

PykoBoauTeNb OTAENa CUCTEM 3aLMTbI MHOPMaLUK

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbicwee obpasoBaHue - cnewmanmTeT Uam maructpatypa B obnactu
nHdopmaumoHHon 6esonacHoCcTH

TpeboBaHMWA K ONbITY
npakTUYeckol paboTsbl

Ocobble ycnoBus
AonycKa K pabote

Hanuune gonycka K rocygapcTBeHHOM TaHe (Mpyn HeobxoanmocTu)

Apyrve
XapPaKTePUCTUKHN

PekomeHayeTcs AONOAHUTENbHOE NpodeccnoHanbHoe obpasoBaHue -
nporpammbl NOBbIWEHUA KBaiMdMKaLumm B 061acTv MHGOPMALNOHHOM
6e3onacHocTH

JononHuTenbHble XapaKTepUCTUKKN

HanmeHoBaHne Kog, HanumeHoBaHMe 6a30BOW rpynnbl, A4OJKHOCTM (Npodeccum)
OOKYMeEHTa WK cneLmnanbHOCTH
OK3 2512 Pa3paboTumkm nporpammHoro obecneyeHumsn
EKC - NHKeHep-nporpaMmmumcT (Nporpammmcr)




MH)KeHep-I'IpOI'paMMMCT Nno TEXHWYECKOM 3auuTe

nHbopmaumnm
oKnATp 20911 [naBHbIM cneumanucT no 3awmuTe MHbopmaumm
22567 NHKeHep no 3awute nHbopmaumnm
26579 Cneumannct no 3awmTte MHGopmaLmnu
OKcCO 2.10.04.01 NHdopmaumoHHas 6e30nacHOCTb

2.10.05.01 KomnbloTepHas 6e30nacHOCTb

2.10.05.02 NHbopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX

cncTtem

2.10.05.03 NHopmaumoHHOM 6e30nacHOCTM aBTOMATU3MPOBAHHbIX

CUCTEM

2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKME cucTeMbl 6e30MacHOCTU

2.10.05.05 Be3sonacHOCTb MHPOPMALMOHHbBIX TEXHO/IOTUI B

npaBooXpaHuTebHoM chepe

2.10.05.06 Kpuntorpadwmsn

2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BeaKam

3.3.1. TpypoBasa PpyHKUMA

TecTMpoBaHWe cUCTEM 3aLLUTDI YpoBeHb
HanmeHoBaHu
o MHbOPMaALUM aBTOMATU3IMPOBAHHbIX Kog | C/01.7 |(noaypoBeHb) 7
cuctem KBanndukaumm
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMUM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTemA

MpoBegeHMe aHanM3a  CTPYKTYPHbIX U PYHKUMOHANbHbLIX  CXEM
3aLLMLLEHHbIX aBTOMATU3MPOBAHHbIX MHHOPMALMOHHBIX CUCTEM C LENblo
BbIABAEHUA NOTEHLMANbHbIX yA3BMUMOCTEMN NHPOPMaLMOHHOM
6€e30MacHOCTM aBTOMATM3NPOBAHHbIX CUCTEM

BoiAasneHue YA3BUMOCTU VIHd)OpMaLI,VIOHHO-TeXHOJ'IOI'VI‘-IeCKMX pecypcos
dBTOMATU3NPOBAHHbBIX CUCTEM

BbifiBNeHMEe  OCHOBHbIX  yrpo3  6e3onacHoctM  uHbopmaumm B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

CoctaBneHne meToamK TECTUPOBAHNA CUCTEM 3alUUTbI MHd)OpMaLI,VIVI




dBTOMATU3NPOBAHHbBIX CUCTEM

Moabop MHCTPYMEHTaNbHbIX CPeACcTB TECTUPOBAHUA CUCTEM  3aLUMTbI
MHPOPMaLMN aBTOMATUINPOBAHHBIX CUCTEM

CocraBneHue NPOTOKO/Z1I0B TECTUpPOBaHNA CUCTEM 3aLLUUTbI MHd)OpMaLI,MVI
dBTOMATU3NPOBAHHbBIX CUCTEM

Heobxoanmble ymeHUn

AHannsmposaTb OCHOBHbIe XapaKTepUCTUKU n BO3MOXXHOCTU
TeNeKoOMMYHUNKaLMOHHbIX CUCTEM MO nNepeaaye VIHCI)OpMaLI,VIVI

AHanunsun poBaTb OCHOBHbIe Yy3/ibl n YCTpOVICTBa COBpPEMEHHDbIX
dBTOMATU3NPOBAHHbBIX CUCTEM

MpMMeHATb AeicTBylOLWYO HOpMaTMBHYO 6asy B obnactu obecnedyeHus
6e3onacHocTV nHpopmaunm

KoHTponnpoBaTb (YHKLMOHUPOBAHUE TEXHWYECKMX CPEeACTB 3aluTbl
nHbopmaumm

BoccTaHaBAMBaTb (3aMeHATb) OTKa3aBLUME TEXHUYECKME CPeACTBa 3aLLUTDI
nHpopmauunm

Heobxoanmble 3HaHUA

MpUHLMNbI NOCTPOEHUA U GYHKLMOHMPOBAHUA CUCTEM U CeTel nepesaum
nHbopmaumm

DTanoHHaA moaenb B3aMMOAEVICTBMﬂ OTKPbITbIX CUCTEM

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALUN U MOLENN HapywUTens B
aBTOMATU3MPOBAHHbIX CUCTEMAX

OCHOBHbIE mepbl Mo 3auuTe VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbIX
cncremax

OcobeHHoCTH 3alnThbI VIH(I)OpMaLI,VIM B aBTOMATU3UPOBAHHbLIX CUCTEMAX
ynpasaeHnAa tTexHonorn4yeCknmm npoueccamm

MpuHUMNbLI  MOCTPOEHMA  CPeAcTB  3aluTbl  MHbOpMmauMM  OT
HEeCaHKLMOHNPOBAHHOrO AOCTYNa U YTEYKM N0 TEXHUYECKUM KaHanam

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnonbdyemblie AONA 3aWUTbI MHd)OpMaLI,MVI B  aBTOMATU3NPOBAHHbIX
cncremax

TexHnyecKue KaHabl yTeukn nHdopmaumm

TexHuyeckne cpeactBa KOHTPOAA  3OPEKTUBHOCTM  Mep  3aluThbl
nHbopmauum

OpraHusaumoHHble OCHOBBbI 3aLnTDI MHbOpPMauLun oT
HECAHKLUMOHUPOBAHHOIO AOCTYMa M YTEYKM MO TEXHMYECKMM KaHaslam Ha
ob6bekTax MHpopmaTU3aLUK

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYeckue  OOKYMEHTbl  YMOJIHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3alimTe HGopmMaumm




OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapaKTepUCTUKK

3.3.2. TpypoBasa GpyHKUMA

Pa3paboTKa NPOEKTHbIX peLleHnn No YpoBeHb
HanvmeHoBaHM
o 3awmTe MHpopmaLmm B Kog | C/02.7 |(noaypoBeHsb) 7
aBTOMaTM3MPOBAHHbIX CUCTEMAX KBanmdukaumnu
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

Paspabotka mogenn yrpo3 6e3onacHoctM wHboOpMauuM M moaenmu
HapyLWwnTeNa B aBTOMaTU3MPOBAHHbIX CUCTEMAX

Paapa60TKa MO,D,GJ'IGVI dBTOMATU3UNPOBAHHbLIX CUCTem U NOACUCTEM
6e3onacHocTH dBTOMATU3NPOBAHHbLIX CUCTEM

Pa3spaboTKa NPOEKTOB HOPMATMBHbLIX AOKYMEHTOB, PernamMeHTUPYLWNX
paboTy no 3awmTe MHPopmaLmm

PaspaboTKa NpeanosKeHuii No CoBepLLIEHCTBOBAHMNIO CUCTEMbI YpaBAeHUA
6e30MacHOCTbIO MHPOPMaLMM B aBTOMATU3NPOBAHHbIX CUCTEMAX

Heobxoanmbie ymeHUs

MpuMeHATb AEeNCTBYIOLWYO HOPMATUBHYHO 6a3y B ob6nactn obecneyeHus
3aLLMTbl MHGOPMALLUM

MPMMeHATb  HOPMAaTWMBHble  AOKYMEHTbl MO  MPOTMBOAEMNCTBUIO
TeXHUYEeCKol passeaKe

KnaccupuumposaTtb 3alimiiaemyo MHPOpMaumio No BUZAM TaliHbl U
cTeneHAM KoHUAEHUMANbHOCTH

Onpenenatb TUNbl CyObEKTOB AOCTYNa U 06BHEKTOB A0CTyNa, ABAAOLIMNXCA
obbeKkTamm 3aLMThI

OI'Ipe,D,eJ'IﬂTb MeToabl ynpasaeHuUA O0CTynom, Tunbl A0CTyna U npaBuia
pa3rpaHn4eHnAa gocrtyna K obbeKkTam A0CTyna, nognexawmm peannsaudmm
B aBTOMaTM3MpOBaHHOﬁ cncreme

BbibupaTbh Mepbl 3aluTbl UHbOPMaLUKM, MNOAJexallne peannsauum B
cucteme 3aWmTbl MHGOPMALMMU aBTOMATU3UPOBAHHOMN CUCTEMbI

Onpepenatb BUAbI W TUMbl  CPeACTB  3alWMTbl  MHOpPMaLMMK,
obecneymBaloLLMNX peann3aLmio TEXHUYECKMX Mep 3aWwmTbl MHGopMaLmu




Onpegenatb CTPYKTYpPY cucTemsl 3aLLMTbI MHpOpMaLUn
aBTOMATU3MPOBAHHOM CUCTEMbl B COOTBETCTBUM C TpeboBaHUAMM
HOPMaTMBHbBIX MPABOBbLIX AOKYMEHTOB B 06/1aCTV 3aWuTbl MHPOPMALUK
aBTOMATU3MPOBAHHbIX CUCTEM

Heobxoanmble 3HaHUA | PykoBogAlmMe W MeTOoAMYECKME  AOKYMEHTbl  YMOJAHOMOYEHHbIX
denepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

HopmaTuBHble NpaBoBble aKTbl M HALMOHANbHble CTaHAAPTbl MO
NIMLEH3MpoBaHUIO B 06/1acTM obecneyeHns 3alWmTbl TOCYAAPCTBEHHOW
TaliHbl U cepTUdUKaLMM CpeacTs 3aWwmTbl MHGopMauum

MPMHLMNbI NOCTPOEHUA N GYHKUMOHMPOBAHMSA, NPUMEPbI peannsaumnm
COBPEMEHHbIX NOKaNbHbIX U T106anbHbIX KOMMbIOTEPHbIX CETel M KX
KOMMOHEHTOB

OcobeHHoCTH 3alnThbI VIH(I)OpMaLI,VIM B aBTOMATU3UPOBAHHbLIX CUCTEMAX
ynpasaeHnAa tTexHonorn4yeCknmm npoueccamm

Kputepun oueHkM 3GGEKTUBHOCTM WM HAZEeXHOCTU CPeacTB  3alumThbl
MHPOPMaLMKM NPOrPamMMHOro obecneyeHns aBTOMaTU3MPOBAHHbBIX CUCTEM

MPUHLMNbI OpraHM3auMm M CTPYKTYpa CUCTeM 3awmTbl MHOpMauum
nporpammHoro obecnevyeHmsa aBTOMaTU3MPOBAHHbIX CUCTEM

OCHOBHbIe XapPaKTepUCTUKN TeXxHN4YeCKUX CcpeactB 3alunTbl VIHd)OpMaLI,VIVI
OT HECAHKUMNOHNPOBAHHOIO 0CTyMNa N yTe4eK No TEXHNYECKUM KaHa/1laM

MpuHLMNbl GOPMMPOBAHUA NOAUTUKN UMHPOPMALMOHHOM 6e3onacHOCTM B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

Apyrve -
XapPaKTePUCTUKHN

3.3.3. TpyaoBaa PpyHKUuuUA

Pa3paboTKka aKkcnayaTaLuMOHHOM
HanmeHoBaHMU OKYMEHTaLMM Ha CUCTEMbI 3aLLUTbI YposeHb
AORY Koa | C/03.7 |(noaypoBeHb) 7
e MHPopMaLUM aBTOMATU3UPOBAHHbIX
KBasndMKaunm
cuctem
MpoucxoxaeHne 3anmcTBOBaHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM n3 opurnHana
Kop, PerncrpaumoHHbIn
opurMHana HOMep
npodeccnMoHanbHoro
CTaHpapTa
TpynoBsble aencTems AHaNN3 TEXHUYECKOWN AOKYMEHTALUU MHPOPMALIMOHHOMN MHPPACTPYKTYPbI

aBTOMaTVI3VIpOBaHHOl7I CnCTembl

AHanus 3aLLUMLLEHHOCTH NHPOPMaLMOHHOM NHPpPaCTPYKTYpbI




aBTOMaTVI3VIpOBaHHOl7I Cncrembl

dopmupoBaHne TpeboBaHWMI MO 3awmTe UHOOPMALUKM, BKAKOYAA
MCMNO/Ib30BaHME MaTeMaTMYECKOro annaparta Aas peleHus NPUKNagHbIX
3ajay

JOoKyMeHTUpOBaHMEe NporpamMmmMHoOro obecneyeHnsn, TeEXHUYECKUX CPeacTs,
6a3 [fOaHHbIX M KOMMbIOTEPHbIX ceTel ¢ yyeTom TpeboBaHW no
obecneyeHuo 3aWKUTbl MHPOPMaLLUU

AHann3  CTPYKTYPHbIX U OYHKLMOHANbHbLIX  CXeM  3alMLLEeHHbIX
aBTOMaTU3MPOBAHHbIX NHPOPMALMNOHHBIX CUCTEM

Ob6ocHoBaHKe KpuTepmes adPeKTMBHOCTHU bYHKLMOHUPOBaHUS
3aLLMLLEHHbIX aBTOMATU3MPOBAHHbIX MHPOPMALMOHHBIX CUCTEM

MpumeHeHue nporpaMmmHo-anmnapaTHbIX cpeAacts obecneyeHun
6e30nacHOCTM MHGOPMaLMK B aBTOMATU3UPOBAHHbIX CUCTEMAX

Heobxoanmbie ymeHus

Onpepenatb Mepbl (NpaBuna, npoueaypbl, NpPaKTUYECKUe nNpUemMsbl,
pyKoBoAALLME NPUHLMNBI, MeToAbl, CPeACcTBa) ANA 3aWMUTbl MHPOPMaLUK
B aBTOMaTM3MPOBaHHbIX CUCTEMAX

Pa3pa6aTbIBaTb TeXHNn4eCkmne 3a4aHMA Ha CO34aHMe noAacUCTem
VIHCI)OpMaLI,VIOHHOI\;I 6e3onacHoCTH dBTOMATU3NPOBAHHbLIX CUCTEM

MpoeKkTMpoBaTb noacucTembl 6€30MacHOCTM MHPOPMALUKU C  YyYETOM
AENCTBYIOLWMX HOPMATMBHbBIX U METOAUYECKUX JOKYMEHTOB

Pa3pa6aTbIBaTb Mmoaenn aBTOMaTU3NPOBAHHbIX CUCTEM U CUCTEM 3alUNTDbI
VIHCI)OpMaLI,VIVI dBTOMATU3NPOBAHHbLIX CUCTEM

Uccneposatb mogenu dBTOMATU3NPOBAHHbLIX CUCTEM U CUCTEM 3aLUNTDLI
6e3onacHocTH dBTOMATU3NPOBAHHbLIX CUCTEM

AHanusumposaTtb nporpammHble, APXUTEKTYPHO-TEXHUYECKME "
CXEMOTEXHUYECKME PeLEHNA KOMNOHEHTOB aBTOMATU3MPOBAHHbIX CUCTEM
C Ue/blo BbISBMEHUA NOTEHUMANbHBIX YA3BMMOCTEN CUCTEM 3aLLUTHI
MHPOPMaLMKN aBTOMATU3NPOBAHHBIX CUCTEM

OueHunBaTb MHGOPMALIMOHHbIE PUCKM B aBTOMATU3MPOBAHHbIX CUCTEMAX U
onpeaensite UHPOPMALMOHHYID MHOPACTPYKTYPY U MHPOPMaLMOHHbIE
pecypchbl, noanealime 3awmre

npOBO,D,MTb TEXHUKO-3KOHOMMYEecKoe 060CHOBaHMUeE NMPOEKTHbIX pELLIEHVIﬁ
nporpamMmmHoO-annapaTHbIX CpeacTs obecneyeHus 3alWnThbI MHd)OpMaLI,VIVI B
aBTOMaTVI3VIpOBaHHOl7I cucrteme € Uenbro obecneyeHus Tpe6yeM0ro
YPOBHA 3alNLLEHHOCTU

UccnepoBatb  3QPEKTUBHOCTb MPOEKTHbIX PELIEHM  NPOrpPammHO-
annapatHbIX  cpeAacTB  obecneyeHus  3awuTbl  MHOOpMaumMM B
aBTOMATU3MPOBAHHOM cuUCTeMe C Uenblo obecnedyeHuna Tpebyemoro
YPOBHA 3aLMLLEHHOCTH

npOBO,D,MTb KOMNJIEKCHOE TeCTUpoBaHMe W OTNAaAKy annapaTtHbIX U
nporpamMmmHbIX CUCTEM 3aLLAUTDI VIHd)OpMaLI,VIVI




Heobxoanmble 3HaHUA

OcHoBHble MeToZbl ynpaBaeHUsa MHPOPMaLMOHHOM 6e30NacHOCTbIO

OCHOBHble MOHATUA TEOPMM aBTOMATOB, MaTEMaTUYECKOM JIOFMKK, TEOPUM
anropuTMoB v Teopum rpados

OcHOBHble MeToZbl YyNpaBAeHUs NPOeKTaMKn B 061acT MHGOPMaLUOHHOM
be3onacHocTH

HauMoHanbHblE, MEXrocyAapCTBEHHbIE U MeXXAYyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

OcHOBHble mepbl Mo 3aluTe MHd)OpMaLI,MVI B aBTOMATU3NPOBAHHbIX
cncremax

OcobeHHoCTH 3alUTbI VIHd)OpMaLI,VIVI B aBTOMATU3UPOBAHHbLIX CUCTEMAaX
ynpasaeHnAa TexHonorn4yeCkMmm npoueccamm

Yrposbl 6e30MacHOCTU, MHOPOPMALMOHHbIE BO3LEWCTBUA, KpuUTepuwu
OLEHKM  3aWMWEHHOCTM U MeToAbl  3awuTbl  MHPoOpmMauum B
aBTOMATU3MPOBAHHbIX CUCTEMAX

MeTtoabl, cnocobbl, cpeacTBa, MOCAEAOBATENbHOCTb W COAep’KaHue
3TanosB pa3paboTKM aBTOMATU3UPOBAHHbLIX CUCTEM W CUCTEM 3aLUMTbl
MHbOPMaLMM B aBTOMATU3INPOBAHHbIX CUCTEMAX

MporpammHo-annapaTHble cpeacTea obecneyeHun 3awmTbl MHPOpMaLUn
B MPOrpaMmHOM obecneyeHnn aBTOMaTU3MPOBAHHbIX CUCTEM

OCHOBHbIe cpeacTtea, cnocobbl n npUHUMNblI NOCTPOEHNA CUCTEM 3aLLUNTDbI
VIHCI)OpMaLI,VIVI dBTOMATU3NPOBAHHbLIX CUCTEM

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYecKMe  OOKYMEHTbl  YMOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

Apyrve
XapPaKTePUCTUKHN

3.3.4. TpypoBasa PpyHKUMA

MpouncxoxgeHue
TPYA0BOM QYHKLUM

Pa3paboTka NporpamMmmHbIX U1
HanmeHOBaHKW |NporpammHoO-annapaTHbIX CpeacTs AnA YposeHb
porp P P Kog | C/04.7 |(noaypoBeHsb) 7
e CUCTEM 3aLUNUTbI MHDOPMaLIUK
KBanmduKkaumnu
aBTOMATM3MPOBAHHbIX CUCTEM
3anmcTBoBaHO
OpuruHan X
n3 opuUrnHana
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro

CTaHAapPTa




TpyaoBble AencTeus

Pa3paboTKa TEeXHUYECKOM OOKYMeHTaLuMm Ha KOMMOHEHTbI
aBTOMATU3MPOBAHHbIX CUCTEM B COOTBETCTBMM C TpeboBaHMAMKU EauHOI
CMUCTEMbI KOHCTPYKTOPCKOM aoKymeHTaumun (manee - ECKO) u EanHol
CMCTEMbI MPOrpaMMHON AOKyMeHTauum (aanee - ECNA)

CUHTE3  CTPYKTYPHbIX U OYHKLMOHAAbHbLIX  CXEM  3alUMLEHHbIX
aBTOMaTU3MPOBAHHbIX CUCTEM

PaspaboTka nporpammHoro obecrneyeHus, TEXHUYECKUX cpeacTs, 6as
[AaHHbIX MU KOMMbIOTEPHBIX CETEN C y4eTom TpeboBaHWMI No obecneyeHuo
3aLLMTbl MHGOPMALLUM

Pa3paboTKa 3N1EKTPOHHbIX CXEeM C y4yeToM TpeboBaHW Mo 3alwumTe
nHpopmauum

OnTMmusauma paboTbl 3/EKTPOHHBIX CXeM C yyeTom TpeboBaHWA o
3almTe nHdopmaumm

Heobxoanmble ymeHUn

OueHmMBaTb CNOMKHOCTb aJIfOPNTMOB " BbIYMCNEHUMN

PaspabaTbiBaTb TeXHUMYECKME 33JaHMA Ha CO34aHME MOACUCTEM
6e3onacHocTH MHPopMaLLUK ABTOMATMU3NPOBAHHbIX cucTem,
NPOEKTUPOBATL TaKMe MoACUCTEMbI C y4eTOM TpeboBaHWN HOPMATUBHbIX
LoKkymeHToB, ECKA v ECNJ,

AHanusumposaTtb nporpammHble, APXUTEKTYPHO-TEXHUYECKME "
CXEMOTEXHUYECKME PeLEHNA KOMNOHEHTOB aBTOMATU3MPOBAHHbIX CUCTEM
C UeNblo BbIABNEHWA TMNOTEHLMANbHbIX YyA3BMMOCTel 6e3onacHoCTy
MHPOPMaLMKM B aBTOMATU3MPOBAHHbIX CUCTEMAX

MpoBOAMTL KOMMIEKCHOE TecTUPOBaHWe annapaTHbIX M MPOrPamMMHbIX
cpeacTts

Heobxoanmble 3HaHKA

MpodeccnoHanbHaa M KpunTorpapuyeckas TepmuHosaorMs B obnactu
6e3onacHOCTN MHbOpPMaLUK

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbIX CUCTEMaAX

CpeactBa M cnocobbl obecneyeHus 6esonacHoct  UHbOPMaLUMY,
NPUHLMNbI NOCTPOEHUS CUCTEM 3aLWNUTbI MHGOPMaLUK

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
Mcnonb3syemble 444 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

COBpeMeHHbIe TEXHO/IOTMK NPOrpaMmmMmmnpoBaHnA

DTanoOHHaA Moaenb B3aMMOAEVICTBMH OTKPbITbIX CKUCTEeM, OCHOBHbIE
NPOTOKO/1bl, NOCNeaoBaTe/IbHOCTb U CcoAepKaHue 3TanoB NOCTPOeHUnA U
('bYHKLI,VIOHVIpOBaHMﬂ coBpeMeHHbIX NNOKa/ibHbIX n rnob6anbHbIxX
KOMMbKOTEPHbIX cetel

OcobeHHoCTH 3alnThbI VIH(I)OpMaLI,VIM B aBTOMATU3UPOBAHHbLIX CUCTEMAX
ynpasaeHnAa tTexHonorn4yeCknmm npoueccamm




MpuHLMNbl PaboTbl 3N1€MEHTOB U QYHKLMOHA/bHLIX Y3/10B 3/1EKTPOHHOWM
annapaTypbl, TUMOBbIE CXEMOTEXHUYECKME PEeLIEeHUS OCHOBHbIX Y3/10B U
6710K0B 3/IEKTPOHHOW annapaTtypbl

MPUHLMNbI OpraHM3auMmn AOKYMEHTUMPOBAHMA pa3paboTKM M npouecca
COMPOBOXAEHMA NPOrPAaMMHOrO 1 anmnapaTHoro obecnedyeHums

MeToabl TecTMpPOBaHUA W OTNAAKM NPOTrPaMMHOrO M anmnapaTHoro
obecneyeHun

ApXUTEKTYpa, OCHOBHble MOAENN, NOCAeA0BaTe/IbHOCTb U COoAeprKaHue
3TaNoOB NPOEKTUPOBAHUA, ¢)VI3W-I€‘CKaF| OopraHnsaumna 6as3 AaHHbIX

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYecKMe  OOKYMEHTbl  YMOJHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3almTe HGopmMaumm

Apyrve
XapPaKTePUCTUKHN

3.4. 0606wWeHHan TpyaoBaa GyHKLMUA

MpouncxoxgeHue
0606L1eHHONM TpyaoBoi

dYHKUMM

dopmmrpoBaHMe TPebOBaAHWI K 3aLumuTe
MHPOPMaLMKN B aBTOMATU3NPOBAHHbIX
CUCTEMAX, UCMOJIb3YEMbIX B TOM Yucae
HanvmeHoBaHM | Ha 06bEKTAX KPUTUYECKOM Ko b YpoBeHb 7
e MHGOPMALNOHHOW MHPPACTPYKTYpPSI, B KBanmduKkaumnu
OTHOLUEHMM KOTOPbIX OTCYTCTBYET
HeobXxo4AMMOCTb NPUCBOEHMUA UM
KaTeropuii 3Ha4MMoCTH
3anMmcTBoBaHO
OpuruHan X
N3 opuUrnMHana
Koa PerncrpaumoHHbIn
opurMHana HOMep
npodeccnoHanbHOro
CTaHaapTa

Bo3moxHble
HanMeHOBaHUA
[OIKHOCTEN,
npodeccui

[NaBHbIM CNeunanmcT no 3awmuTe nHdopmauum

3amecTuTenb pyKoBoAUTeNs AenapTameHTa (oTaena) uccnenosaHuii 1
pa3paboTok

PykoBoguTenb AenapTameHTa (oTaena) uccnegoBaHuii U paspaboTok

TpeboBaHMA K
obpasoBaHuioO U
0byueHuto

Bbiclwee obpasoBaHue - cneuuanmTeT UAN MarucTpaTypa B obiactu
MHPOpPMaLMOHHOM Be30MacHOCTM M A0MNONAHUTEIbHOE NpodeccuoHanbHoe
0bpasoBaHMe - NPOrpamMmmbl NOBbILWEHMA KBaAUbUKaLMKM B 061aCTh
MHPopmauMoHHOM Be3onacHOCTH

nnm




Bbicwee obpasoBaHue - acnMpaHTypa (aAbOHKTYpPa) U JONONHUTENIbHOE
npodeccroHanbHoe 06pa3oBaHMe - MPOrPaMMbl MOBbILEHUS
KBanudukaumm B o61actm nHpopmaLumMoHHON 6e3onacHoCTH

TpeboBaHMsA K ONbITY
npakTUYeckol paboTsbl

He meHee naTu neT B 061aCTM 3aLWMTbl UHPOPMALMK, B TOM YUCIe Ha
PYKOBOAALLMX SO/IKHOCTAX HE MeHee Tpex JieT, 411 UMEIOLWMX BbicLiee
obpasoBaHue - cneumanmTeT UAM MarncTpaTypa B 061acTu
nHpopmauMoHHOM be3zonacHoOCTH

nnn

He meHee Tpex neT B 061aCTH 3aLWMTbl UHPOPMALMK, B TOM YUC/Ee Ha
PYKOBOAALLUX SOMKHOCTAX HE MEHEe ABYX N1eT, A/1A UMEIOLMX BbiCLLee
obpasoBaHue - acnnpaHTypa (aabloHKTYpa)

Ocobble ycnosus
AonycKa K pabote

Hanuumne aonycka K rocyaapcTBeHHOM TaHe (Mpyu HeobxoanumocTu)

Apyrve
XapPaKTePUCTUKHN

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHwne Kog, HanumeHoBaHMe 6a30BoW rpynmnbl, A4OJKHOCTM (Npodeccum)
OOKYMeHTa WK cneLmnanbHOCTH
OK3 1213 PykoBoguTenu B o6nactu onpegeneHma noJnTUKN U
NJaHUPOBAHNA AEATE/IbHOCTU
EKC - OupekTop (HaYaNbHUK) BbIMUCANTENBHOTO (MHPOPMALIMOHHO-
BbIYMCANTENIBHOIO) LLEHTPA
- HauanbHuK otaena nidopmaumm
- HauanbHuK oTaena (nabopatopumn, cektopa) no sauute
nHpopmauunm
- HayanbHUK TeXHMYECKOro oTaena
OoKnATpP 20911 [naBHbIM cneumanucT no 3awmnTe MHbopmaymm
OKcCO 2.10.04.01 NHdopmaumoHHas 6e30nacHOCTb
2.10.05.01 KomnbloTepHas 6e30nacHOCTb
2.10.05.02 NHdopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX
cuctem
2.10.05.03 NHdpopmaumoHHOM 6e30nacHOCTM aBTOMATU3MPOBAHHbIX
cuctem
2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKMEe cucTemMbl 6e30MacHOCTU
2.10.05.05 Be3sonacHOoCTb UHPOPMALMOHHbBIX TEXHO/IOTUI B
npaBooxXpaHuTenbHoM chepe
2.10.05.06 Kpuntorpadwusn




2.10.05.07 MpoTnBoaencTBME TEXHUUYECKUM Pa3BeaKaM

OKCBHK <7> 051319 MeToabl 1 cucTemMbl 3aLLnTbl MHPOPMaLUUK, MHGOPMALMOHHAA

b6e3onacHoCTb

3.4.1. TpypoBasa GpyHKUMA

O60cHOBaHWE HEOBXOAMMOCTM 3aLLMUTHI YpoBeHb
HanmeHoBaHu o
o MHbOPMaALUM B aBTOMATM3MPOBAHHOM Kog | D/01.7 | (noaypoBeHsb) 7
cucteme KBanndukaumm
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

AHanu3 xapaktepa obGpabaTtbiBaemolt MHbOpPMaUMM U onpeaeneHue
nepeyHa nHpopmauum, noanerkallen sawmre

BbiABneHME CTeneHWM y4yacTua nepcoHana B obpaboTke 3alwmwaemon
nHpopmauum

MnaHMpoBaHMe MeponpuaTMiA No obecnevyeHUto 3aWwmTbl MHGOPMaLMK B
aBTOMAaTU3MPOBAHHOMN cucTeMe

OnpegeneHne  Tpebyemoro  Knacca  (ypoBHA)  3aLMLLEHHOCTM
aBTOMaTU3MPOBAHHOMN CUCTEMDI

ObocHOBaHME HEOBXOAMMOCTM  MCMONb30BAHUA  KPUNTOrpaduueckmx
CPeACTB 3aWmTbl UHPOPMaLUK

Pa3pa60TKa OTYETHbLIX AOKYMEHTOB U pa3aenoB TeXHNYECKUX 3ap,aHm71

Heobxoanmbie ymeHus

AHaJ'IM3VIpOBaTb uenn co3gaHnAa aBToMmaTtUsnpoBaHHbIX CUCTEM U 3aaun,
pewaemble aBTOMATU3INPOBAHHbIMU CUCTEMAMU

BblfABAATL  YA3BMMOCTM  MHGDOPMALMOHHO-TEXHOOMMYECKUX  PEeCcypcoB
aBTOMaTU3MPOBAHHbIX CUCTEM

KnaccupuumposaTtb 3alimiiaemyio MHPOpMaumio No BUZAM TaliHbl U
cTeneHAM KoHOUAEHUMANbHOCTM W OUEHMBaTb Yrpo3bl 6e3onacHocTy
nHbopmaumm

OpFaHM3OBbIBaTb pa6OTbI no CO34aHUI0, BHEAPEHUIO, NMPOEKTUPOBAHUIO,
pa3pa60TKe N COMPOBOXAEHUIO 3alUUNLLEHHbIX aBTOMATU3NPOBAHHbIX
cncrtem

Ucnonb3oBaTtb PUCKOBYHO METOoA0/10TU0 ynpassieHunAa 33LLI,MTOI7I
VIHd)OpMaLI,VIVI B aBTOMaTMBMpOBaHHOﬁ cncreme




OI'Ipe,ﬂ,eJ'IﬂTb Knacc 3aunuieHHOCTU aBTOMATU3NPOBAHHbLIX CUCTEM U €ee
COCTaBHbIX YacTen

Heobxoanmble 3HaHUA

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbIX CUCTEMAX

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALUN U MOALENN HapyLUTeNs B
aBTOMATU3MPOBAHHbIX CUCTEMAX

Buabl  MHPOPMAUMOHHLIX  BO3AENCTBMM U KPUTEPUU  OLUEHKM
3aLMLLEHHOCTU MHPOPMALMM B aBTOMATU3UPOBAHHbIX CUCTEMAX

MeTtoabl 3awWmTbl VIHd)OpMaLI,MM OT HECAHKUMOHMPOBAHHOIO A0CTyna W
YTE€YKHM NO TEXHUYECKMUM KaHa/laM

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUn
B NporpaMmHom obecneyeHnMn aBTOMaTU3UPOBAHHbIX CUCTEM

MeToabl, cnocobbl  u cpeactea obecneyeHus OTKa3OYCTOl7I‘-IMBOCTVI
dBTOMATU3NPOBAHHbBIX CUCTEM

MpuHLMNbl GOPMMPOBAHUA MNOAUTUKN UHPOPMALMOHHOM 6e30nacHOCTM B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

HauMoHanbHblE, MEXrocyaapCTBEHHbIE U MeXXAYyHapoaHble CTaHAaAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

PYKOBO,D,FHJJ,VIE n meTogunydyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3aWwmTe HGopmaunm

MeToaMKKN cepTUPUKALMOHHBIX UCNbITAaHNA TEXHUYECKMX CPeaCTB 3aLMTbl
MHPOPMALUMM  OT HECAHKLMOHMPOBAHHOrO AOCTyna M YTeYKM no
TEXHUYECKMM KaHanam Ha cooTBeTcTBue TpeboBaHMAM no 6esonacHocTu
nHbopmaumm

CopepXaHue M MNOPAAOK [AeATeNbHOCTM MepcoHana no 3Kcnayatauuu
3alUMLIEHHbIX aBTOMATM3MPOBAHHbLIX CUCTEM W CUCTEM  3aLUUTHI
nHbopmaumm

Apyrve
XapaKTepUCTUKK

3.4.2. TpypoBasa GpyHKUMA

OnpegaeneHue yrpos 6es3onacHoCTU YpoBeHb
HavmeHoBaHM N
o nHbopmauum, obpabatbiBaemon Kog | D/02.7 | (noaypoBeHb) 7
aBTOMaTM3MPOBAHHOWN cUcTEMOW KBanmdumkaumnu
MpoucxoxaeHue 3anmcTBoBaHoO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana




Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

CDOpMVIpOBaHVIe pa3aenoB TexHU4YeCKnx 3a,u,aHm71 Ha CO34aHMe Ccucrtem
3alNTbI VIHd)OpMaLI,VIM dBTOMATU3NPOBAHHbLIX CUCTEM

Paapa60TKa Cncrem 3alinTbl MH(I)OpMaLI,MM dBTOMATU3NPOBAHHbLIX CUCTEM
C ydeTom ,D,eﬁCTBleU.LMX HOPMATUBHO-NPaBOBbIX JOKYMEHTOB

OnpepeneHne Komnaekca Mmep (nNpaBun, npoueayp, MPaKTUYECKUX
NPUEMOB, PYKOBOAALIMX MPUHLMUMNOB, METOA0B, CPEeACTB) ANA 3aliuThbl
MHbOPMaLMM aBTOMATU3NPOBAHHbIX CUCTEM

OnpefgeneHne OLEHKM BO3MOMKHOCTEW  BHEWHUX U BHYTPEHHWX
HapyLwuTenein

PaspaboTka moaenu yrpos 6e30nacHOCTH nHdopmauum
aBTOMAaTU3MPOBAHHOM CUCTEMDI

ObocHOBaHME  nepeyHa  CepTUPUUMPOBAHHBLIX  CPEACTB  3aLUUTHI
UHPopMaumnKn, HeobXoaUMbIX ANA  CO34aHMA  CUCTEMbl  3aLLMTbI
NMHPOPMaLMKN aBTOMATUINPOBAHHOM CUCTEMDbI

AHann3 TpeboBaHWI K HA3HAYeHWOo, CTPYKTYpe W KOHPUrypaumm
CO3/aBaemMoi aBTOMaTU3NPOBAHHOM CUCTEMbI C LLe/IbIO BbIABAEHMUSA Yrpos3
6e3onacHOCTN MHbOpPMaLUK

OnpepeneHue CTPYKTYPHO-OYHKLMOHANbHbIX XapaKTepuCTUK
MHPOPMALMOHHOM  CcUCTEeMbl B  COOTBETCTBMM Cc  TpeboBaHMAMMU
HOPMATMBHbIX MPABOBbIX AOKYMEHTOB B 0671aCTK 3aLWMTbl MUHPOPMALUN B
aBTOMATM3MPOBAHHbIX CUCTEMAX

Heobxoanmbie ymeHus

MpousBoguTb  BbIGOP MPOrpaMMHO-anmnapaTHbIX  CPEACTB  3aluMThbl
MHPOPMaLMKN ONA UCNONAb30BaHUA WX B COCTaBe aBTOMATU3MPOBAHHOM
cUCTEMbI C Leniblo obecneyeHusa Tpebyemoro yYpoBHA 3alMLLEHHOCTM
MHPOpPMaLMKM B aBTOMATU3MPOBAHHOM cUCTEME

dopmunpoBaTb MnepeyeHb MeponpUATUIA MO MNPEeAOoTBPALLEHUIO Yrpos3
6e30nacHOCTM MHGOPMaLMM aBTOMATU3MPOBAHHON CUCTEMBI

CMCTEMaTM3MpOBaTb pe3yaibTaTbl NPOBEAEHHDbIX VICCJ'Ie,D,OBaHVIﬁ

AHANM3MPOBaTb BO3MOXHblE YA3BMMOCTHU VIHCI)OpMaLI,VIOHHbIX CUCTem

BblABNATb M3BECTHbIE YA3BUMOCTU MHd)OpMaLI,MOHHbIX cncrem

Pa3pabatbiBaTb MPOEKTbl HOPMATUBHbIX AOKYMEHTOB, PEr1aMeHTUPYOLWMNX
paboTy no 3awmTe MHGOPMaLMN B aBTOMATU3UPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHKA

OcHOBHble VIHd)OpMaLI,VIOHHbIE TEXHOI0TUNU, ncnoab3yemble B
dBTOMATU3UPOBAHHbBIX CUCTEMAX

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,




ncnosibdyemble onAa obecneyeHns 6€30MaCHOCTU B BbIYUCAUTENbHbIX CETAX

MporpammHo-annapaTHble cpeacTBa obecneyeHnn 3awmTbl MHPOpMaLUn
aBTOMaTU3MPOBAHHbIX CUCTEM

Cnocobbl peannsautmmn  yrpos 6esonacHocTn B dBTOMATU3NPOBAHHbIX
cncremax

MocneAcTBMA OT HapyLeHUA CBOMCTB 6e30nacHOCTU MHbOopPMaLMK

OcHoBHble yrpo3bl 6e30nNacHOCTM MHPOPMALUN U MOAENN HapyUTens B
aBTOMATU3MPOBAHHbIX CUCTEMAX

HaluMoHanbHblE, MEXrocyaapCTBEHHbIE U MeXXAYyHapoaHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

PYKOBO,D,FHJJ,VIE n meTogundeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

MeToanKn cepTUUKaALMOHHBIX UCMbITAHWUIA TEXHUYECKMX CPEACTB 3aLLUTDI
MHOOPMAUMM  OT HECAHKLMOHMPOBAHHOIO A[OCTYyNa W YyTeYkn no
TEXHUYECKMM KaHanam Ha cooTBeTcTBMe TpeboBaHMAM no BesonacHocTH
nHpopmaumm

MeTtoabl 3awWmTbl VIHd)OpMaLI,MM OT HECAHKUMOHMPOBAHHOIO A0CTyna W
YTE€YKHM NO TEXHUYECKMUM KaHa/1laM

MpuHUMNbl GOPMMUPOBAHMA U peanusauunm MNOoAUTUKM 6HesonacHocTu
WMHPOPMaLMKN B aBTOMATU3MPOBAHHbIX CUCTEMAX

Apyrve
XapPaKTePUCTUKHN

3.4.3. TpypoBasa PpyHKUMUA

Pa3paboTka apXMTEKTYPbl CUCTEMBI YpoBeHb
HanmeHoBaHM
o 3aWmTbl MHPopMaLmm Koa | D/03.7 |(noaypoBeHb) 7
aBTOMaTM3MPOBAHHOM CUCTEMDI KBanmduKkaumnu
MpouncxoxgeHune 3aMMCTBOBAHO
P o A OpuruHan X
TPYA0BOM QYHKLNM U3 opuUrnHana

Kop, PerncrpaumoHHbIn
opurnHana HOMep
npodeccnoHanbHOro
CTaHAapTa

Tpyaosble AencTemA

MpoBeaeHMe OLEHKM MOKasaTesneil KadyectBa M apdeKTUBHOCTM paboTbl
BbIYNCAUTENbHBIX CUCTEM, MPOrPaMMHBIX WM MPOrPamMHO-annapaTHbIX
CPeACTB, MCMONb3YEMbIX ANA NOCTPOEHUA CUCTEM 3aLLMTbI MHPOPMaLUN B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

npOBeAEHME TEXHUKO-3KOHOMMYECKOM OLLEHKMU LI,EJ'IECOO6pa3HOCTVI




CO34aHNA CUCTEMDI 3aLLNTDbI VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOVI cncrembl

OnpeaeneHne nopaaka o6paboTkm MHPopmauum B aBTOMaTU3NPOBAHHOM
cucteme

CDOpMMpOBaHVIE pa3agenoB TeXHUYECKUX 33,£|,aHVIl7I Ha CO34aHne CUctem
3alnThbl MHd)OpMaLI,MVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

PaspaboTka MNPOEKTHON  AOKYMeHTauMuM Ha  CUCTEMbl  3aluThbl
aBTOMaTU3MPOBAHHbIX CUCTEM

OdopmneHve 3asBKM Ha pPaspaboTKy cUCTEMbl 3aWuUTbl MHGOPMALMM
aBTOMAaTU3MPOBAHHOM CUCTEMDI

Heobxoanmble ymeHUn

Onpepenatb  Komnaekc Mmep Aana  obecnedeHua  6HesonacHocTU
MHPOPMaLMOHHOMN B aBTOMATU3UPOBAHHbIX CUCTEMAX

BbiAgnaTb YA3BUMOCTU VIHd)OpMaLI,VIOHHO-TeXHOJ'IOI'MLIeCKMX pecypcos
dBTOMATU3NPOBAHHbBIX CUCTEM

Pa3pa6aTbIBaTb npeanoxeHuma no COBEpPLUEHCTBOBAHUKD  CUCTEMBI
ynpasaeHna 3aWunTbl VIHd)OpMaLI,VIVI dBTOMATU3NPOBAHHbLIX CUCTEM

MpoBoaMTb BbIGOP NpOrpaMmHO-annapaTHbIX cpeacTs obecneyeHus
b6esonacHoCTM WHPoOpMauMuM AN UCMNOMb30BaHWMA WX B  COCTaBe
aBTOMAaTU3MPOBAHHOM CUCTeMbl C Uenblo obecneyeHus Tpebyemoro
YPOBHSA 3aLMLLEHHOCTM aBTOMATM3UPOBAHHOM CUCTEMDbI

Knaccuduumposatb M oLeHUBaTb yrpo3bl 6e30nacHOCTM MHGOPMaLUK ANA
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Onpeaenatb UHPOPMAUMOHHYIO MHPPACTPYKTYPY M MHPOPMaUMOHHbIE
pecypcbl aBTOMATU3MPOBAHHOM CUCTEMBI, NOZ/1EKALLME 3aLuTe

PaspabatbiBaTb Mogenu yrpos 6e3onacHocTM  WMHboOpMaumm w
HapyLwuTenein B aBTOMATU3UPOBAHHbIX CUCTEMAX

Onpeaenatb 3pPeKTUBHOCTb NPUMEHEHWA CPEACTB MHPOPMATM3aLUn

Heobxoanmble 3HaHUA

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbIX CUCTEMAX

Cnocobbl 1 cpeacTBa 3aWwmUTbl MHPOPMALMKN OT HECAHKLMOHUMPOBAHHOIO
AOCTYMa M YTEYKM MO TeXHUYECKMM KaHanam U KOHTpona 3GHeKTUBHOCTH
3alMTbl MHGOPMALLUM

OcHoBHble cpeactBa M crnocobbl  obecnedyeHns  6esonacHoOCTM
MHPOPMaLMK, MPUHLMMbI MOCTPOEHUS CUCTEM 3aLWNUTbI MHGOPMaLUU

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUM
aBTOMaTU3MPOBAHHbIX CUCTEM

MpUHLUMNbLI  MOCTPOEHMS  CpPeacTB  3aluTbl  MHOOpMAuMM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa U YTEYKM N0 TEXHUYECKMM KaHanam

HauMoHanbHblE, MEXrocyaapCTBEHHbIE U MeXXAYyHapoaHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK




PYKOBO,D,FHJJ,VIE n meTogundyeckme AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aLMoHHble Mepbl No 3awmTe HGopmaunm

MeTtoabl TeCTUpOBaAHUA n OTNnagKu, npuHUunobl opraHmnsauunu
AOKYMEHTUPOBAHUA pa3p360TKM, npouecca conposoXxXaeHnA
nporpammHoro obecneyeHus

Apyrve
XapaKTepUCTUKK

3.4.4. TpypoBaa pyHKUMA

MogaennpoBaHue 3aLLULLEHHbIX
aBTOMATM3MPOBAHHbIX CUCTEM C LLENbI0 YpoBeHb

HavmeHoBaHM o

o aHaNM3a X ya3BMMOCTEN U Kog | D/04.7 | (noaypoBeHsb) 7
3 PeKTMBHOCTM CcpeacTs 1 cnocobos KBanmduKkaumu
3alWnTbl MHPOpPMaLMK

MpouncxoxaeHne 3anMmcTBOBaHO

P o A OpuruHan X
TPYA0BOM QYHKLUM N3 opurnHana

Koa PerncrpaumoHHbIn
opurMHana HoMmep
npodeccnMoHanbHoro
CTaHpapTa
TpynoBsble aencTems Pa3paboTKa AHANUTUYECKNX 7 KOMMbKOTEPHbIX mogenem

dBTOMATU3UPOBAHHbIX cncrem n noacuncrTem 6e3sonacHoCTH
dBTOMATU3NPOBAHHbBIX CUCTEM

UccneposaHue dHa/TNTNYECKNX n KOMMNbIOTEPHbIX N\op,eneﬁ
dBTOMATU3UNPOBAHHbIX cncrtem n noacuncTem 6e3onacHocTH
dBTOMATU3UPOBAHHbLIX CUCTEM

Pa3paboTka mogenu yrpos 6e30nacHOCTM MHGOPMaLMM U HapywmnTenein B
aBTOMATU3MPOBAHHbIX CUCTEMAX

UccneposaHue nporpaMmmHb.bix, APXUTEKTYPHO-TEXHUYECKUNX n
cXemoTexHun4ecKunx pELLIEHVIﬁ KOMMOHEHTOB aBTOMATU3NPOBAHHbIX CUCTEM
C Uuenbko BblABNAEHMA NOTeHUMA/IbHbIX ynssmmoaeﬁ 6e3onacHocTH
VIHCI)OpMaLI,VIVI B aBTOMaTU3NPOBAHHbIX CUCTEMAX

AHannsz  MHOOPMALMOHHOM  MHPPACTPYKTYpbl M He3onacHoCcTH
MHPOPMaLMM aBTOMATU3NPOBAHHBIX CUCTEM

Pa3paboTKa NpeanosKeHuii No CoBepLIEHCTBOBAHMNIO CUCTEMbI YpaBAeHUA
NMHpOPMaLMOHHOM 6e30MNacHOCTbI0 aBTOMaTU3MPOBAHHbIX CUCTEM

Heobxoanmbie ymeHus

BboinonHATb cbop, 06paboTKy, aHaAM3 M CUCTEMATU3ALMIO HAy4YHO-
TexHuYeckon nHpopmaumm B 06,1acTu 3aWUTbl UHGOPMALIUK




PaspabaTbiBaTb U uccneAoBaTb MaTemaTMyecKue MOoAenn KOHKPETHbIX
ABNEHUA U NPOLECCOB ANA PelleHUA pacyeTHbIX M UCcCneaoBaTeNbCKUX
3ajay

MpumeHATb MaTemaTU4yecKne moaenn npu MNPOeKTUPOBAHUU CUCTEM
3alWnTbI VIHd)OpMaLI,VIVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

npOGKTVIpOBaTb n pPeann3oBbIBATb NONUTURY 6esonacHoCTH
BbIYNC/IUTENbHbIX CeTEM

AHannsmposaTb OCHOBHbIe XapaKTepUCTUKU n BO3MOXXHOCTU
TeNeKoOMMYHUNKaLUMOHHbIX CUCTEM MO Nepeaaye VIHCI)OpMaLI,VIVI

Heobxoanmble 3HaHUA

MeTtoabl n TEXHONI0TUN NPOEKTNPOBAHUA, moaennpoBaHuA,
ncenenoBaHMA  CUCTEM  3aWLUTDI VIHd)OpMaLI,MM dBTOMATU3NPOBAHHbIX
cncrem

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENM HAPYLUIUTENs B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

OcHOBHble mepbl Mo  3aluTe MHd)OpMaLI,MVI B aBTOMATU3INPOBAHHbIX
cncremax

HauMoHanbHblE, MEXrocyAapCTBEHHbIE U MeXXAYyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

PYKOBO,D,FHJJ,VIE n meTogundyeckume AOKYMEHTbI YNO/THOMOYEHHbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
ncnonb3yemble A0A 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

MpuHUMNbLI  MOCTPOEHMA  CPeAcTB  3aluTbl  MHbOpmaumMuM  OT
HEeCaHKLMOHNPOBAHHOrO AOCTYNa U YTEYKM MO TEXHUYECKUM KaHanam

MpUHLMNbI NOCTPOEHUA U GYHKLMOHMPOBAHUA CUCTEM U CeTel nepesaun
nHbopmauum

Apyrve
XapaKTepUCTUKK

IV. CBegeHuna 06 opraHusaumax - paspaboTumnKax
npo¢eccMoHaNnbHOro CTaHaapTa

4.1. OTBeTCTBEHHaA OpraHM3auuna-paspaboTumnk

Accoumaumsa 3aWmTbl MHGopmMauuu, ropod Mocksa

MNpe3sngeHT

Jlocb Bnagumup MNasnosuy

4.2. HaumeHoBaHUA opraHusaLmit-paspaboTumkos

1 |AHO ANO ueHTp nosbiweHMa KBanndpukaymm "ANC", ropos Mocksa




2 | Accoumaums npegnpuaTUin KOMMNbIOTEPHbIX U MHGOPMALMOHHbIX TEXHOOTUI, ropos MockBa

3 | ®rey "BHUU tpyaa" MuHtpyaa Poccumn, ropos Mocksa

4 | ®YMO B cucteme Bbicliero obpasosaHuma no YICHM "MHbopmaunoHHas 6e3onacHocTb”,
ropoa MockBa

<1> O6LWwepoCcCMNCKMN KnaccUdUKAToOp 3aHATUNA.
<2> O6LLEepPOCCUNCKUIA KNACCUDUKATOP BULOB IKOHOMUYECKOM AeATENIbHOCTU.

<3> EAMHBbIN KBaNMOUKALUMOHHBIA CNPaBOYHUK [AOMKHOCTEN pyKoBOAUTENEl, CneunanuctoB U
CAYKaLLMX.

<4> ObLlwepoccuiickuini kKnaccudumkatTop npodeccmin paboumnx, AONKHOCTEN CAYKALMX U TapUPHbIX
pa3paaos.

<5> 0Obwepoccninckmin knaccndumkaTop cneumanbHoCcTen No obpasoBaHmto.
<6> 3aKkoH Poccuiickon Pegepaunn ot 21 utona 1993 r. N 5485-1 "O rocygapcTBeHHOM TaiHe"
(Poccuiickasn raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon ®epepaumm, 1997, N

41, cT. 4673; 2022, N 32, cT. 5809).

<7> O6LepoCCUMCKMIN KnaccudmrKaTop CneumnabHOCTeM BbiCLLen HayYHOoM KBanduKaLumu.




