[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoBaHo B MuHtocte Poccum 14 oktabpa 2022 r. N 70515

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUMCKOWN GEAEPALIUN

MPUKA3
oT 14 ceHTAbpAa 2022 r. N 533H

OB YTBEPXXAEHMU NPO®ECCUOHANIBHOIO CTAHAAPTA
"CNELMANINCT NO BE3OMACHOCTU KOMMbIOTEPHBIX CUCTEM W CETEI"

B cootBetctBUM C nyHKTOM 16 [lpaBun pa3paboTkM U yTBep:KAeHUA npodeccUoHaNbHbIX
CTaHAAPTOB, YTBEPKAEHHbIX NocTaHoBAeHUeM [pasuTenbctea Poccuiickon Pepepaunn ot 22 AHBapsA
2013 r. N 23 (CobpaHue 3akoHoaaTenbcTsa Poccuiickon depepaumn, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npuKa3biBato:

1. YTBepantTb npunaraembli npodeccMoHanbHbii cTaHaapT "Cneumannct no 6HesonacHocTu
KOMMNbIOTEPHbIX CUCTEM U ceTeir".

2. Mpu13HaTb YTPATMBLIMM CUIY NPUKa3 MUHKUCTepCTBa TpyLa U COUManbHOM 3amTbl Poccuiickoi
depepaummn ot 1 Hoabpa 2016 r. N 598H "O6 yTBepxAeHUU nNpodecCMOHaNbHOrO CTaHaapTa
"Cneumanuct no 6€30MacHOCTM KOMMbIOTEPHBIX cucTem M ceTen" (3apernctpupoBaH MuHUCTEPCTBOM
tocTnumnm Poccninckoit ®egepaumm 28 Hoabpsa 2016 r., peructpaumoHHbiii N 44464).

3. YCTAHOBMUTb, YTO HACTOALLMIM NPUKa3 BCTynaeT B cuay ¢ 1 mapta 2023 r. u geicreyeT o 1 mapTa
2029r.
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3awuTa MHGOPMaLIMKN B KOMMbIOTEPHbIX CUCTEMAX U CETAX ‘ 06.032 ‘

(HanmeHoBaHMe B1AA NPOodeccUoHaNbHON AeATENbHOCTH) Koa

OcHoBHaA uenb Buga npodeccMoHaNbHOM OeATeNbHOCTH:

Ob6ecneyeHne 6e30MacHOCTU MHGOPMALMM B KOMMBIOTEPHbIX CUCTEMAX U CETAX B YCNOBUAX
CYLLLECTBOBAHUSA Yrpo3 UX MHPOPMALMOHHOW 6e30nacHoOCTU

lpynna 3aHATUNA:

2519 Pa3paboTumkm M aHaNUTUKKM | 2522 CucremHble
nporpammHoro obecnevyeHumn aaMUHUCTPATOPbI
N NPUNOXKEHUN, He
BXOAALWMeE B Apyrue rpynnol

2523 Cneuyanuctbl no 3513 Cneunanunctbli-TEXHUKU NO
KOMMbIOTEPHbIM CETAM KOMMbIOTEPHbIM CETAM U
cucTemam
(kog OK3 <1>) (HanmeHoBaHMe) (kog, OK3) (HaMmeHoBaHMe)

OTHeceHuMe K Bugam 3KOHOMMUECKOM AeATeNIbHOCTU:

62.09 [eATenbHOCTb, CBA3aHHAA C UCMO/Ib30BAHUEM BbIYUCANTENbHON TEXHUKN U
MHPOPMALMOHHbBIX TEXHOIOMUI, NpoYas

(ko OKB3/ <2>) (HaMmeHOBaHMe BUA SKOHOMMYECKON eATe/IbHOCTH)

Il. OnucaHue TpyA0BbIX PYHKLMIA, BXOAALLUX
B npodeccMoHanbHbIA CTaHAaPT (PyHKLMOHANbHAA KapTa BUAa
npo¢eccMoHanbHON AeATeNbHOCTH)

0606ueHHble TpyaoBble GpyHKUMMU Tpyaosble GpyHKUMM
Koa HavmeHOBaHue YPOBEHb HavmeHOBaHue KoZ YPOBEHb
KBanuodu (noaypos
Kauum eHb)
KBannou
Kauuu
A TexHun4yeckoe 5 TexHMYecKoe obcnyKnBaHue A/01.5 5
obcnyKmneaHue nNporpammHo-annapaTHbIX CPeacTB
CpeAacTB 3aLnThI 3aWwmTbl MHGOpMaL MK B
MHbopmaLnn B OnepaLmMoHHbIX CMCTEeMAX
KOMMNbIOTEPHbIX
CUCTEMAX U CETSX TexHunueckoe obcny*knsaHue A/02.5 5
nporpammHo-annapaTHbIX CPeacTs
3awWwmTbl MTHPOPMaLMKM B
KOMMbIOTEPHbIX CETAX




TexHuuyeckoe o6cnyKnBaHUe
CPeACTB 3aWmTbl UHPOPMaLUK
NPUKAAHOTO U CUCTEMHOTO
nporpammHoro obecneyeHus

A/03.5

ALMUHUCTPUPOBAHMU
€ CpeacTB 3aLuThbI
nHpopmauum B
KOMMbIOTEPHbIX
cucTemax u ceTax

AOMMHUCTPUPOBAHKME NOACUCTEM
3alWMTbl MHGOPMALMM B
onepaLmoHHbIX CUCTEMAX

B/01.6

AJQMUHUCTPUPOBaHNE
NporpaMmmHo-annapaTHbIX CpeacTs
3aLLMTbl MHGOPMALLMM B
KOMMbIOTEPHbIX CETAX

B/02.6

AOMMHUCTPUPOBaHNE CPeacTs
3aLLMTbl MHGOPMALLUM
NPUKA3AHOTO U CUCTEMHOTO
nporpammHoro obecneyeHus

B/03.6

OueHunBaHue
YPOBHA
6e3onacHocTH
KOMMbIOTEPHbIX
CUCTEM U CETEN

MpoBeaeHMe KOHTPOJIbHbIX
npoBepoK paboTocnocobHOCTH U
3pPEeKTUBHOCTU NPUMEHAEMbIX
NporpamMmHo-annapaTHbIX CPeACTB
3aWwmTbl MHGOPMaL MM B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

C/01.7

PaspaboTka TpeboBaHuit no
3awwmTe, GopMMpPOBaHME NOIUTHK
6€e30MacHOCTM KOMMbHOTEPHbIX
cUCTEM U ceTei

C/02.7

NposegeHne aHanunsa
6e30nacHOCTN KOMI bOTEPHbIX
cncrem

C/03.7

MpoBeaeHue cepTudrKaunm
nporpaMmmHo-annapaTHbIX CpeacTs
3alMTbl MHGOPMALLUM

Cc/04.7

npOBeAEHME MHCTPYMEHTA/IbHOTO
MOHUTOPUHIa 3alULLEHHOCTHN
KOMMbKOTEPHbBIX CNCTEM U ceten

C/05.7

MpoBeaeHWe 3KcnepTUsbl Npu
pacciefoBaHUU KOMMbIOTEPHbIX
NpecTyniaeHunit, NpaBoHaPYLLUEHWNI U
WHLMAEHTOB B KOMMbIOTEPHbIX
CUCTEMAX U CeTAX

C/06.7

Pa3paboTka
NporpammHo-
annapaTHbIX
CpeacTs 3alLmTbl
nHpopmauunm

Pa3paboTKa TpeboBaHUM K
nporpaMmmHo-anmnapaTHbIM
CpeAcTBam 3aWwmTbl HPOpMauun
KOMMbIOTEPHBIX CUCTEM U CeTel

D/01.8

MpoeKTMpoBaHMe NPOrpaMmmHoO-

D/02.8




KOMMbIOTEPHbIX
cucTem u ceten

annapaTHbIX CPeacTB 3alMTbl
MHbOPMaLUU KOMMbIOTEPHbIX
CcUCTEM U ceTel

PaspaboTKa 1 TecTMpoBaHue
CPeACTB 3almTbl UHPOPMaLUK
KOMMbIOTEPHbIX CUCTEM U CceTel

D/03.8 8

ConpoBoxaeHue pa3paboTku
CPeACTB 3aWmTbl UHPOPMaLUK
KOMMbIOTEPHBIX CUCTEM U CceTel

D/04.8 8

E PykosoacTtso
pa3paboTKoit
nporpammHo-
annapaTHbIX

nHbopmaumnm
KOMMbIOTEPHbIX
cucTem u ceten

cpencTs 3alnThbI

PykoBoacTeo paspaboTroi
TpeboBaHMIN K MporpammHo-
annapaTHbIM CPeaCcTBam 3aLUuThbI
MHDOPMaLUU KOMMbIOTEPHbIX
CUCTEM U ceTelt

E/01.8 8

PYKOBOACTBO NPOEKTMPOBaHMEM
nporpaMmmHo-annapaTHbIX CpeacTs
3alWMTbl MHGOPMALLUM
KOMMbIOTEPHbIX CUCTEM U CeTel

E/02.8 8

PykoBoacTBO paspaboTKoii 1
TeCTMPOBAHMEM CPEACTB 3aLUUTLI
MHPOPMaLMMN KOMMbIOTEPHbIX
cUCTEM U ceTei

E/03.8 8

PYyKOBOACTBO COMPOBOXAEHMEM
pa3paboTKu cpeacTs 3auThl
MHOOPMaLMM KOMMbIOTEPHbIX
cucTeM U ceTen

E/04.8 8

lll. XapakTepucTuKa 0606L,eHHbIX TPYA0BbIX GYHKLMA

3.1. O606wWweHHan TpyaoBasa GyHKLUA

TexHMYecKoe 0b6CnyKnBaHMe CpeacTs
YposeHb
HanmeHoBaHue |3alWmnTbl MHPOPMALMK B Kog, A 5
KBannbumKauum
KOMMbKOTEPHbIX CUCTEMAX U CETAX
MpoucxoxaeHue 3anmcTBoBaHO
P A . . | OpurmnHan X
o606LweHHoM TpyaoBO# M3 OpUrnMHana
dYHKLMM
Kog, PerncrpaumoHHbIn
opurnHana HOMep
npodeccmoHanbHor
O CTaHAapTa
BO3MOXKHble TexXHMK no 6e30MacHOCTM KOMNbIOTEPHbIX CUCTEM U CETEM
HaMMeHOBaHMA TexHMK no 3awmte nHbopmaunu | Kateropmm
OONKHOCTEN, TexHMK no 3awmte nHdopmaumu Il Kateropum




npodeccui

TexHMK no 3awmTe MHPopMaLun

TpeboBaHMA K
obpasoBaHuioO U
0byueHuto

CpeaHee npodeccnoHanbHoe 06pasoBaHMe - NPOrpammbl NOATOTOBKM
CneuunanncTos cpeaHero 3seHa

TpeboBaHMA K
onbITy
NpaKTUYecKon
paboTbl

Ons ponKHocTel ¢ Kateropmen - onbIT paboTbl B A4OMXKHOCTU C 6o1ee HU3KOoM
(npeawecTBytoLLelt) KaTeropueit He MeHee 04HOro roaa

Ocobble ycnosus
AonycKa K pabote

Apyrve
XapPaKTePUCTUKHN

PekomeHayeTcs fONOAHUTENbHOE NPOdEeCcCMOHaNbHOE 06pa3oBaHuMe -
nporpammbl NOBbIWEHUA KBaindMKaLumm B 061acTv MHGOPMALNOHHOM

be3onacHocTH

[ononHuTenbHble XapaKTepUCTUKMU

HanmeHoBaHuMe Kog, HanmeHoBaHMe 6a30B0W rpynnbl, AONXKHOCTU
AOKYMeHTa (npodeccum) nnm cneymanbHoCTH
OK3 3513 CneumanncTbl-TEXHUKN NO KOMMbIOTEPHbIM CETAM U
cuctemam
EKC <3> - TexHWK no 3awmTte nHbopmaLmnm
OKNATP <4> 27032 TexHMK no 3awmTe nHbopmauunm
OKCO <5> 2.10.02.01 OpraHusauma u TeXHON0rnA 3alWmnTbl MHPOpPMaL MK
2.10.02.02 NHbopmaumnoHHas 6e3onacHoCTb
TeNeKOMMYHUKaLMOHHbIX CUCTEM
2.10.02.03 NHdbopmaumoHHas 6e30nacHOCTb aBTOMaTU3NPOBAHHbIX
cucTem

3.1.1. TpyaoBaa GpyHKUuUA

TexHW4yeckoe obcnyRunsaHue
nporpammHo-annapaTHbIX CPeacTs YposeHb
HaumeHosanme | PO P P PEA Koa | A/01.5 |(nogypoBeHb) 5
3awWwmTbl MTHPOPMaLMKM B
KBanbmKaumm
ONepaLMoOHHbIX CUCTEMAX
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwurnHan X
TPYyAoBOW GyHKLUM N3 opuruHana
Kog, PerncrpaumoHHbIn
opurMHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa




Tpyaosble
nencreus

Beog B IKCnayaTayuto nporpamMmmHoO-annapaTHbiIXx  Cpeacrts  3aWnThbl
VIHd)OpMaLI,VIVI B OnNepaunoOHHbIX CUCTEMAX

YcTaHOBKa NporpammMmHo-annapaTtHbIX CPeACTB 3aLMTbl MHGOPMaLUK

HacTpolika nporpammHo-annapaTHbIX CpeacTB 3awuTbl MHGOPMaLUK, B TOM
yncne CpeacTs aHTUBMPYCHOM 3aluTbl, B OMEPALMOHHbLIX CUCTEMAX MO
3aJaHHbIM WabsoHam

YcTaHOBKa CpeACTB aHTUBMPYCHOM 3aLUMTbl B COOTBETCTBUM C AENCTBYIOLLMMM
TpeboBaHMAMM

MHCTPYKTMPOBaHWe noJsib3oBaTeneli no nopsaaky 6esonacHoi paboTtbl B
OMnepaLyMOoHHbIX CUCTEMAX

OdopmneHve  3KCMAyaTaUMOHHOM  AOKYMEHTauMM Ha  MPOrpaMmmHo-
annapaTHble cpeacTBa 3aWmTbl HGOPMaLMKN B ONEPALUOHHBIX CUCTEMAX

BoccTaHoBneHne paboTocnocobHOCTM NpOorpaMmHo-annapaTHbIX CpPeacTB
3aWMUTbl UHOOPMaLUUK B OMNEPaLMOHHbBIX CUCTEeMax COracHO TeXHUYECKOM
OOKYMeHTau MK

MpoBepKa KOPPEKTHOCTM PaboTbl NPOrpamMMHO-annapaTHbIX CPeACTB 3almTbl
MHPOPMaLUMN NPU MX B3aUMOALEWACTBUM C TEXHUYECKMMM CpeacTBamu U
nporpaMmmHbIM obecneyeHnem

Heobxogumble
yMeHus

HaCTpaMBaTb KOMIMOHEHTbI NOACUCTEM 3aLLUTbI MHd)OpMaLI,VIVI onepauynoHHbIX
cncrtem

Ynpasnatb YYEeTHbIMU 3annMcamm I'IO}1b3OBaTe}1€‘l\;I, B TOM yucne
reHepmnpoBaHUEM, CMEHOW N BOCCTAHOBNEHUEM naponeﬁ

MpMMeHATb NporpammHo-annapaTHble CcpeacTBa 3aluUTbl MHPOPMaLUKM B
onepaLyMoHHbIX CUCTEMAX

anMEHﬂTb dHTUBUPYCHbIE CpeacTBa 3alluUThbl MHd)OpMaLI,VIVI B OnepaunoOHHbIX
cncremax

PaboTaTb B OMNEpPaUMOHHbIX CUCTEMAX C cobnogeHnem AencTByowmx
TpeboBaHMIi No 3alnTe MHPOPMaLIUN

MpoBOAWUTL MOHUTOPUHT, aHaM3 U cpaBHeHWe 3GPEKTUBHOCTM NPOrPaMMHO-
annapaTHbIX CPeACTB 3aWuUTbl MHPOPMaLMK B ONEPaALMOHHBIX CUCTEMAX

YcTaHaBAnBaTb O6HOB/AEHMA  MNporpamMmHoro obecnedyeHusa, BKAOYaA
nporpammHoe obecnevyeHme CpeacTs 3aWunTbl MHGOPMaLUK

BbiNOMHATL pe3epBHOE KOMWPOBAaHWE M  aBapuiHOE BOCCTAHOBNEHME
paboTocnocobHOCTUN CPEeACTB 3aLMTbl MHPOPMAL UK

KoHTponAnpoBaTb  LENOCTHOCTb  MOACMCTEM  3aWuTbl  MHPopmauum
onepaLyMoHHbIX CUCTEM

yCTpaHﬂTb HENCNPABHOCTMN NOACUCTEM 3aLLUTDI VIHd)OpMaLI,VIVI onepaumnoHHbIX
CncTtem n nporpamMmmHoO-anmnapaTHbIX CpeacTs 3alnTbl MHd)OpMaLI,VIM cornacHo




TeXHUYECKOoW AOKYMEHTaUUnN

OdopMnATb 3KCMAYaTaUMOHHYIO [AOKYMEHTAUMIO MPOrpaMMHO-annapaTHbIX
CPeACTB 3alWmTbl UHPOPMaLUK

Heobxogumble
3HaHWA

ApPXMTEKTYPa U NO/b30BaTENbCKME UHTEPDENCHI ONEePaLMOHHBIX CUCTEM

Mopsagok obecneyeHna 6es3onacHOCTM MHOOPMALMKM MpPM  SKCAAyaTauum
onepaLyMoHHbIX CUCTEM

NCTOYHMKM  yrpo3  uMHPOpMauMOHHOM 6e3onacHoCTM M mepbl MO UX
NpesoTBPALLEHNIO

CywHOCTb M cogepXaHue noHATMA WHPopmaumoHHOM 6esonacHocTy,
XapaKTEPMCTUKM ee COCTaBAAIOLLMX

Tunosble cpeactea 3aWiuThbl VIHd)OpMaLI,VIVI B OnepauLMoOHHbIX CUCTEMAX

MporpammHo-annapaTHble CPeAcTBa U MeToAbl 3aLUTbl UHGOPMaLUK

nOpﬂAOK 3KCnyatTauun cpeacrts aHTMBMDYCHOVI 3aWnTbl B ONepaunoOHHbIX
cncremax

dopmbl U MeTOAbl MHCTPYKTMPOBAHMA Nob30BaTesIel No NopaaKy paboTbl B
onepaLmoHHbIX CUCTEMAX

Obwwe npuHUMNbl PYHKLMOHMPOBAHUSA MPOrpamMMHO-annapaTHbIX CpeacTs
KpunTtorpaduyeckoi 3awmuTbl MHGOPMaLUK

MopsAAoK opopMAEHNA IKCNAYaTaLMOHHOW AOKYMEHTaLUK

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

OCHOBHble pPYKOBOAAWME U METOAMYECKME [OKYMEHTbl YMNOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMOIHUTENBHOM BAACTU MO 3aluTe MHPOPMALUKN U
obecneyeHuto 6esonacHoCTH KPUTHUYECKOM MHPOpPMaALMOHHOM

MHPPACTPYKTYPbI

OpraHu13aLMoHHbIe Mepbl No 3alwmTe nHGopmMmaunm

Apyrve
XapaKTepUCTUKK

3.1.2. TpypoBaa pyHKUMA

HanmeHoBaHMe

MpouncxoxgeHue
TPYA0BOM QYHKLUM

TexHMYecKoe obcnyKnBaHue
NpOrpammHO-annapaTHbIX CPeacTs Yposerb
porp P P Kog | A/02.5 |(noaypoBeHb) 5
3awWwmTbl MHPOpMaLmm B
KBanMdpuKaumnm

KOMMbIOTEPHbIX CETAX

3anmcTBoBaHO

OpuruHan X
n3 opurnHana
Koa PerMcrpaumoHHbIn

OpuUrnHana HOMep



npodeccroHanbHor
0 CTaHAZapTa

Tpygposble
nencremn

Beog B 3KCMAyaTauuilo  NPOrpammMHO-annapaTtHbIX  CPeACTB  3aluThbl
NMHPOPMaLMKN B KOMMbIOTEPHbIX CETAX

YcTaHOBKa nporpamMmmHoO-annapaTHbiIXx Cpeacrs 3alunTbl VIHd)OpMaLI,VIM B
KOMMbKOTEPHbIX CETAX

YCTaHOBKa CpeaCcTB  MEMCETEeBOrO 3KPAHWPOBAHMA B  COOTBETCTBUMM C
AeNCTBYOWMMN TpeboBaHNAMM MO 3alinTe MHPopmaLmn

HacTpolika nporpammHo-annapaTHbIX CpeacTB 3aluTbl MHOOPMALMM B
KOMIMbIOTEPHBIX CETAX MO 3a4aHHbIM WabioHam

YcTpaHeHWe HeucnpaBHOCTEM MNpPOrpaMMHO-anmnapaTHbIX CPeacTB 3aluTbl
NHPOPMaLMKN B KOMMbIOTEPHbIX CETAX COFNACHO TEXHUYECKOW AO0KYMEHTaL MM

MHCTPYKTMPOBaHWe noJsib3oBaTeneli no nopsaaky 6esonacHoi paboTbl B
KOMMbIOTEPHBIX CETAX

OdopmneHve  3sKCMAyaTaUMOHHOM  AOKYMEHTauMM Ha  MPOrpaMmmHo-
annapaTHble cpeacTBa 3aWmTbl UHPOPMaLMMN B KOMMbIOTEPHBIX CETAX

Heobxogumble
yMeHus

MpMMEHATb NPOrpamMHO-annapaTHble CpeacTBa 3aluUTbl MHPOPMALUKM B
KOMMbIOTEPHBIX CETAX

YCTaHaBINBATb MeXKceTeBble 3KPaHbl B KOMMNbIOTEPHbIX CETAX

KOHCI)MI'ypVIpOBaTb MmeXceTeBble 3KpaHbl B COOTBETCTBMKM C 3a4adHHbIMU
npasuiamu

KOHTpOAMpOBaTb KOPPEKTHOCTb  HACTPOMKM  MEMKCeTeBbIX 3KpPaHOB B
COOTBETCTBUM C 3aaHHbIMMK NPaBUAAMM

PaboTaTb B KOMMbIOTEPHbIX CETAX C COBMOAEHMEM AEUCTBYOWNX TPeOOBaHW
no 3awmTe MHGOPMALMM

MpoBOANTE MOHUTOPUHT, aHaMU3 U cpaBHeHWe 3GPEKTUBHOCTU NPOrPaMMHO-
annapaTHbIX CPeACTB 3alWuUTbl UHPOPMALMKN B KOMMbIOTEPHbIX CETAX

YcTaHaBAMBaTb  06HOBAEHUSA nporpammHoro O6€CI'IE‘-IEHVIFI, BK/1l04aA
nporpammHoe obecneveHue cpencTs 3aWnTbl VIHd)OpMaLI,MM

dopmynnpoBaTb NPEANONKEHNA NO MPUMEHEHUIO MPOTrPaMMHO-annapaTHbIX
CPeACTB 3aLUTbl MHPOPMALMM B KOMMbIOTEPHbIX CETAX

Heobxogumble
3HaHuA

Tononorva u NPOTOKO/Ibl CeTeBOro B3aVIMOﬂ,El7ICTBVIFI, npumeHAemble B
IKCNNyaTUpyemMbIX KOMMNbIOTEPHbIX CETAX

CocTaB M OCHOBHblE XapaKTEPUCTUKM 060PYAO0BaAHUA, MPUMEHAEMOro Mpu
NOCTPOEHMM KOMMbIOTEPHbBIX CETeM

Tunosble meToabl U NPOTOKO/1bl MAEHTMd)VIKaLI,MVI, ayTeHTVI(bMKaLI,VIVI n
dBTOpPU3aLLMN B KOMMNbIOTEPHbIX CETAX




TuUNUYHbIE ceTeBble aTakM U cnocobbl 3aWnTbl OT HUX

CywHoOCTb W cogepXaHue noHATMA WHopmaumoHHoM 6esonacHocTy,
XapaKTEPMCTUKM ee COCTaBAAIOLWMX

OCHOBHble UCTOYHWUKMN Yrpo3 MHGOPMALMOHHOM 6€30NacHOCTM U Mepbl MO UX
NpesoTBPALLEHNIO

MporpammHo-annapaTHble CPeAcTBa U MeToAbl 3aLUTbl UHGOPMaLUK

OcHOBHble MEeTOobl OopraHmnsauunun n nposeneHUA TEXHUYECKOTIO
06C1'|y)KVIBaHVIﬂ KOMMYTaLMOHHOIO 060pyp,OBaHVIFI KOMNbKOTEPHDbIX certeit

MopsAAoK 0popMAEHMA IKCNAYaTALMOHHOW AOKYMEHTaLUK

Obwwe NprHLMUNbI GYHKLUMOHMPOBAHMSA CPEACTB KPUNTOrpadmuYecKomn 3awmThbl
MHPOPMaLMM B KOMMbIOTEPHBIX CETAX

Mopsagok obecneyeHna 6e3onacHOCTM MHOOPMALMM MpPM  SKCAAyaTauum
KOMMbIOTEPHbIX CeTel

dopmbl M MeToAbl MHCTPYKTa)Ka Mo/ib30BaTeNeil No nopsaky paboTbl B
KOMIMbIOTEPHBIX CETAX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLWLMTbl MHbOPMALMM

OCHOBHble PYKOBOAALME W METOAMYECKME [OOKYMEHTbI YMNOJHOMOYEHHbIX
denepanbHbIX OPraHOB UCMONHUTE/IBHOW BAACTU MO 3alimTe MHOOPMALMK U
obecneyeHuto 6esonacHocTH KpUTUYECKOM MHGOPMALNOHHOM

MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.1.3. TpypoBasa ¢pyHKUMUA

TexHMYecKoe 0b6CnyKnBaHMe CpeacTs VposeHb
3aLWNUTbl MHPOPMALMM NMPUKNAAHOTO U
HanmeHoBaHue LU' bopmay P A Koa | A/03.5 |(nogypoBeHb) 5
CMCTEMHOrO NPOrpPammHOro
KBannbuKauum
obecneyeHus
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwuruHan X
TPYAOBOM GYHKUMUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opurMHana Homep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble

YcTaHoOBKa nporpammHoro obecneyeHms




nencreus

HacTpoiKka nporpammHoro obecrneyeHus c cobaogeHnem TpeboBaHUI Mo
3almTe nHdopmaumm

HacTpolika cpeacTB aHTUBMPYCHOM 3alWwmThl A8 KOPPEKTHOW paboThbl
nporpammHoro obecnevyeHuns No 3agaHHbIM WabnoHam

MHCTPYKTMPOBaHWE Monb3oBaTesiel 0 cobaogeHun TpeboBaHUl Mo 3awuTe
MHpopMauum npu paboTe ¢ NPOrpammHbIM obecneyeHnem

HacTpolika BCTPOEHHbIX CPeACTB 3awmTbl MHOOPMALMM  MPOrPaMMHOro
obecneyeHnn No 3aAaHHbIM WabaoHam

MpoBepKa GYHKLMOHMPOBAHWUA BCTPOEHHbLIX CPEACTB 3aWuUTbl MHPOpMaunm
nporpammHoro obecneyeHus

O6Hapy:KeHne NPU3HAKOB  HanuMuMs  BPeAOHOCHOrO  MPOrPamMMHOro
obecneyeHuns

Heobxogumble
yMeHus

YcTaHaBAMBaTb NporpammHoe obecnedyeHne B COOTBETCTBUM C TEXHUYECKOW
[OKYMeHTaumemn

BbINONHATL HACTPOMKY MapamMeTpoB paboTbl MporpamMmHoOro obecrneyeHwus,
BK/IOYAsA CMCTeMbl ynpaBieHusa 6asamm AaHHbIX U CPeAcTBA 3/IEKTPOHHOIo
AOKymeHToobopoTa

PaboTaTb ¢ nporpammHbim obecrneyeHvem c CobMOAEHNEM [eNCTBYHOLMX
TpeboBaHMIi No 3aLnTe MHGOPMaLLUN

YcTaHaBAnBaTb O6HOB/AEHMA  MmporpamMmHoro  obecnedyeHusa, BKAOYaA
nporpammHoe obecnevyeHune CpeacTs 3aWunTbl MHGOPMaLUK

Heobxogumble
3HaHWA

MopsAAOK HACTPOWKM MNporpaMmHoro obecneyeHusi, cUCTEM YMpaBieHUs
6a3amu JaHHbIX U CPEACTB 3/IEKTPOHHOIO AOKYMeHToobopoTa

Obuwme npuHUMMbI  PYHKLUMOHMPOBAHMA BPEAOHOCHOrO MPOrPaMMHOro
obecneyeHuns

MpuHLMNbI PYHKLMOHMPOBAHUSA CPEACTB aHTUBUPYCHOM 3aLLUTbI

CywHoOCTb M cogepXaHue noHATMA WHPopmaumoHHOM 6HesonacHocTy,
XapaKTEPMCTUKM ee COCTaBAAOLWMX

NCTOYHMKM  yrpo3  uMHPOpMauUMOHHOM 6e3onacHoCTM U mepbl MO UX
NpesoTBPALLEHNIO

OCcobeHHOCTM  WUCTOYHMKOB  yrpo3  MHPOpMaUMOHHOM  He3onacHocTy,
CBA3aHHbIX C 3KCMIyaTaumneint NporpaMmHoro obecrneyeHus

an3HaKM Haan4ymAa BpegoHOCHOro NnporpammHoOro obecneyeHus

TUNWYHbIE YA3BMMOCTM NpOrpammHoro obecrnedeHus W MeToAbl WX
ycTpaHeHun

Obwwme npuHUMMbl  PYHKLMOHMPOBAHUA CPEACTB 3aWuTbl MHOOPMALMM
nporpaMmmHoro obecrieyeHus, B TOM 4MC/e CPeacTB KpunTorpapuyeckoi
3alMTbl MHGOPMALLUM




MopsAAoK 3KCNAyaTaumMm CpeacTs aHTUBMPYCHOM 3aLWmTbl

Mopsagok obecneyeHna 6e3onacHOCTM MHOOPMALMKM MPM  SKCAAyaTauum
nporpammHoro obecnevyeHus

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

OCHOBHble pPYyKOBOAALWME W METOAMYECKME OOKYMEHTbl YNOAHOMOYEHHbIX
beaepanbHbIX OPraHOB MUCMNOMHWUTE/bHOW BAACTU MO 3almTe MHbOPMaLMK U

obecneyeHuto 6esonacHoCTH KPUTHUYECKOM MHPOpPMaALMOHHOM

MHPPACTPYKTYPbI

OpraHu3aumMoHHble Mepbl NO 3aLuTe MHbOopMaL MK
Apyrne -
XapaKTEPUCTUKM
3.2. O606wWweHHana TpyaoBas GyHKLUA

AZLMUHUCTPMpPOBaHWE CPeaCTB VDoBEHb
HanmeHoBaHuWe |3alnTbl MUHGOPMaLIUN B Koa B P 6
KBanMdpmKaumnm
KOMMbIOTEPHbIX CUCTEMAX U CETAX
MpouncxoxaeHue 3aMmcTBOBaHO
P A . . | OpurmnHan X
0606LLEeHHO TPyA0BOWA N3 opurnHana
dYHKUMM
Kog PerncrpaumoHHbIN
opurnHana HoMmep
npodeccnoHanbHor
0 CTaHAapTa

Bo3morkHbIe ApMUHUCTPATOP 6E30NaCHOCTM KOMMbIOTEPHBIX CUCTEM U CETEN
HaMMeHOBaHwuA ApMuUHUCTpaTOp No obecneyeHunto 6esonacHoCTU MHOPMaL MK
OOIKHOCTEN, NHKeHep-NnporpaMmmCT Nno TEXHUYECKoM 3awmTe nHpopmaumm | Kateropum
npodeccuii NHKeHep-nporpaMmmCT Nno TexHUYeckon 3awmte nudpopmaumm Il Kateropmm

NHKeHep-nporpaMmmCT No TeEXHUYECKOM 3awmTe nHpopmaumm
NHkeHep-nporpammucT | KaTeropum

NHxKeHep-nporpammumcr |l KaTteropmnm

NHxxeHep-nporpammucr Il Kateropum

NHkeHep-nporpammmcT

TpeboBaHMA K
obpasoBaHuioO U
0byueHuto

Bbicwee obpasoBaHue - bakanaspuat

TpeboBaHMA K
onbITy
npakTU4ecKom
paboTbl

Ons ponKHoOCTel ¢ Kateropmen - onbIT paboTbl B A40MKHOCTU C 6os1ee HU3KOoM
(npeawecTBytoLLelt) KaTeropueit He MeHee 04HOro roaa

Ocobble ycnoBus

Hanunuume aonycka K rocy4apcTBeHHOM TaliHe <6> (Npu HeobxoamMmocTu)




[AOMnycKa K pabote

Apyrve
XapaKTepUCTUKK

PekomeHayeTca A0NONHUTEIbHOE NpodeccuoHanbHoe obpasoBaHue -
Nporpammbl NOBbIWEHUA KBaandUKaumm B 061actv MHPOPMALMOHHOM
b6e3onacHocTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHMe
OOKYMeHTa

Kop, HavmeHoBaHMe 6a30B0W rpynnbl, 4OMKHOCTH
(npodeccum) nnm cneymanbHoCTU

OK3

2522 CUCTEMHbIE aAMUHUCTPATOPbI

EKC

- MNHKeHep-nporpammmcT (Nporpammucr)

- MNH)KeHep-NnporpaMmmICT No TEXHUYECKOM 3aLumTe
nHpopmauum

- ApMmuHUCTpaTOp No obecneyeHnto 6e3onacHoOCTM
nHbopmaumm

OKMATP

22824 NHeHep-nporpammmct

26579 Cneumanuct no 3awmrte MHpopmaLlmm

40067 AZMWHUCTPATOP BbIYUCAUTENbHOM CETH

40070 AamuHUCTpaTOop MHPOPMALLMOHHOM 6e3onacHOCTH
BbIYNCNUTENIbHOM CETU

OKCO

2.10.03.01 NHdbopmaumnoHHas 6e3onacHoCTb

3.2.1. TpypoBasa GpyHKUMA

AZAMWHUCTPUPOBAHME NOACUCTEM YpoBeHb
HanmeHoBaHuWe |3alnTbl UHGOPMaLIUN B Kog | B/01.6 |(nomypoBeHb) 6
onepauMoHHbIX CUCTEMAX KBanMdpmKaumnm
MpouncxoxaeHune 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLUNM U3 opuUrnHana
Koa PerncrpaumoHHbIn
opurMHana HOMmep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

OnpeaeneHne cocTaBa MNPUMEHAEMbIX MPOrpaMmMHO-annapaTHbIX CpeacTs
3alWMTbl MHGOPMALMM B ONEPaALLUOHHbIX CUCTEMAX

PaspaboTka nopagKa nNpUMEHeHUsa MPOrpPamMMHO-annapaTHbIX CPeacTs
3alWMTbl MHGOPMALMM B ONEPaALLUOHHbIX CUCTEMAX




dopmunpoBaHue WabJIOHOB YCTAHOBKM MPOrpaMmHO-anmapaTHbiX CpeacTs
3aLLMTbl MHGOPMALMM B ONEPALLMOHHbIX CUCTEMAX

YcTaHOBKa MNPOrpamMmMHO-annapaTHbIX CcpeacTs 3awutbl MHPopmaumm B
ONepauUMOHHbIX CUCTEMAX, BK/OYAn cpeacTBa Kpuntorpaduyeckon 3awmtbl
nHpopmaumm

KoHduryprpoBaHue nporpaMmmHo-annapaTtHbIX CPeacTB 3aWmTbl MHGopMaumnm
B OMEePaLMOHHbIX CUCTEMAX

KOHTPOAb KOPPEKTHOCTM (YHKLUMOHMPOBAHMA NPOrpammMHO-annapaTHbIX
CPeACTB 3alWuTbl MHGOPMALMKM B ONEPALMOHHBIX CUCTEeMaX

YnpaBnieHve aHTUBUPYCHOM 3aLLMTON ONepPaLMOHHbIX CUCTEM B COOTBETCTBUM
C AencTeyroWMMMN TpeboBaHNAMMU

Heobxoanmble
yMeHun

CDOpMy}'IVIpOBaTb NoANTUKKM 6e30nacHoOCTH onepaunoHHbIX CUCTeM

HaCTpaMBaTb NoANTMKKN 6e3onacHoCcTU onepaunoHHbIX CUCTEM

OueHunBaTb yrpo3bl 6e3onacHoCTU MHGOPMaLLMM ONepPaLMOHHbIX CUCTEM

MpoTnBOAENCTBOBATL yrposam 6e3onacHoCTU MHpOopMaLmn c
NCMO/Ib30BaHNEM BCTPOEHHbBIX CPEACTB 3aLWuUTbl MHGOPMALLMM ONEPaLLMOHHbIX
cuctem

BblbupaTh pexunmbl paboTbl MNporpammHO-annapaTHbIX CPeACTB 3aluThbl
MHpOPMaLMK B ONEepPaLMOHHbIX CUCTEMaX

HacTpamBaTb  aHTMBMPYCHble  CpeacTBa  3aWmTbl  MHPOpMaLMM B
OMnepaLMOHHbIX CUCTEMAX

YcTaHaBanBaTb 06HOBAEHMA nporpammHoro obecrnedeHus W CpeacTs
aHTUBUPYCHOM 3aLLUTbI

MpoBOAWUTb  MOHUTOPUHT  YHKLMOHUPOBAHWA  MPOrPamMHO-annapaTHbIX
CPeACTB 3aWUTbl MHPOPMALMKN B ONEPALMOHHBIX CUCTEMAX

Mpou3BoguTb aHanM3 3GPEeKTUBHOCTM NPOrpamMmHO-annapaTHbIX CpPeacTs
3alWMTbl MHGOPMALMM B ONEPaLLUOHHbIX CUCTEMAX

OueHuBaTb ONTUMANbLHOCTL BblIBOpPa MNPOrpPamMMHO-aNMapaTHbIX CpeacTs
3aLLMTbI UHPOPMALMKM U UX PEKMMOB PYHKLMOHMPOBAHUA B OMNEPALMOHHbIX
cuctemax

Heobxoamnmble
3HaHUA

ApPXMTEKTYpa 1 NPUHLMMbI NOCTPOEHMA ONEePaLUOHHBIX CUCTEM

MporpaMmHble MHTEPdENCbI ONEePaLMOHHBIX CUCTEM

Buapl NOAMTUK ynpasieHWa AOCTYNOM W UHPOPMALMOHHBIMM NOTOKaMMU
NPUMEHMUTENIbHO K ONepPaLMOHHbIM CUCTEMAM

ApXMTEKTypa noacncTeMmM 3aulnThbl MHd)OpMaLI,MVI B OnepauymnoHHbIX CUCTEMAX

MpuHumMnbl  PYHKUMOHMPOBAHUA  CPeACTB  3aluMTbl  MHbOPMaLMM B
onepaLMoHHbIX CUCTEMax, B TOM YMCae UCNOMb3YIOLWMX Kpuntorpaduyeckmne
anropuTMbl




CocTaB TMMOBbIX KOHOUIypauuii NPOrpammMHO-annapaTHbIX CPeaCTB 3amThbl
nHbopmaumm

Tp86OBaHVIﬂ MO COCTaBy WU  XapPaKTepPUCTUKam noAacnucrtem  3aluntbl
VIHCI)OpMaLI,VIVI NMPUMEHNTENIbHO K onepaLMoOHHbIM CUCTEMAM

nOpﬂAOK peannsaummn  metoaos uU Cpeacrts aHTMBMpyCHOVI 3alinTbl B
onepaunoHHbIX CMCTemax

MporpammHo-annapaTHble cpeacTBa M MeToAbl 3aWmTbl MHPOpMaLUK B
onepaLyMoHHbIX CUCTEMAX

MpuHumMnbl paboTbl M nNpaBuaa 3SKCMyaTauuMu NPOrpamMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbI MHbOPMALMM

PyKoBogsawme U MeToaMYecKne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmMaumm n obecneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.2.2. TpypoBasa GpyHKUMA

ALMUHUCTPUPOBAHUE NPOrPAMMHO- YposeHb
HanvmeHoBaHMe |annapaTHbIX CPeacTB 3aLMThbI Koa | B/02.6 |(nogypoBeHb) 6
MHGOPMALMM B KOMNbIOTEPHbIX CETAX KBanudmKaumm
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccroHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

OnpeaeneHne cocTaBa MNPUMEHAEMbIX MPOrpaMmMHO-annapaTHbIX CpeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

PaspaboTka nopagKa nNpUMEHeHUsa MPOrpamMMHO-annapaTHbIX CpPeacTs
3aLLMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

dopmupoBaHme WabaoHOB KOHPUrYypaLMM NPOrpaMmMHO-anmnapaTHbIX CpeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

HacTpolika  nmporpamMmHbIX WM anmapaTtHbiX  CpeacTB  MOCTPOEHMUsA
KOMMbIOTEPHBbIX  CeTel, UCMONb3YIWNX  KPUNTOrpaduyeckyro  3awmTy
nHbopmaumnm




YnpasneHve  ¢GYyHKUMOHMPOBAHMEM  MNPOrPaMMHO-anNmnapaTHbIX  CPeacTB
3aLLMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

KOHTPOAb KOPPEKTHOCTM (YHKLUMOHMPOBAHUA NPOrpammMHO-annapaTHbIX
CPeACTB 3aLUTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

YHpaBneHme cpencrBaMmum MeXCeTeBoro 3KpaHUpoOBaHMA B KOMMbHOTEPHbIX
CeTAxX B COOTBETCTBUA C AeﬁCTBleU.LMMM TPE6OBaHMﬂMM

Heobxoanmble
yMeHun

OueHunBaTb yrpo3sbl 6e30nacHOCTM MHGOPMaLLMM B KOMMbIOTEPHbIX CETAX

HaCTpaMBaTb npasuia d)VIJ'IpraLI,MVI NAaKETOB B KOMMbKOTEPHDbIX CETAX

O6ocHOBbIBaTb BbIGOP MCMOAb3YEMbIX MPOrPamMMHO-annapaTHbIX CpeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

KoHdUryprpoBaTb U KOHTPOIMPOBATb KOPPEKTHOCTb HACTPOMKM NMPOrpPaMMHO-
annapaTHbIX CPeACTB 3aWUTbl MHPOPMALMKM B KOMIMBIOTEPHBIX CETAX

Bblbupath pexunmbl paboTbl MNporpammHO-annapaTHbIX CPeACTB  3aluThbl
NMHPOPMaLMKN B KOMMbIOTEPHbIX CETAX

MpoBOAWUTL  MOHUTOPUHT  QYHKLMOHUPOBAHWA  MPOrPamMmMHO-annapaTHbIX
CPeACTB 3aWUTbl MHPOPMALMMN B KOMMBIOTEPHBIX CETAX

Mpou3BoguTb aHanM3 3GPEeKTUBHOCTM NPOrpamMmHO-annapaTHbIX CpPeacTs
3aLWMTbl MHGOPMALMM B KOMMbIOTEPHbIX CETAX

OueHuBaTb ONTMMANbLHOCTL BblIBOpPa MNPOrpPamMMHO-aNMapaTHbIX CpeacTs
3aLLMTbl MHPOPMALUN U UX PEXRMMOB GYHKLMOHMPOBAHMA B KOMMbIOTEPHbIX
ceTax

Heobxoanmble
3HaHUA

MPMHLMNbI NOCTPOEHUA KOMMbIOTEPHbIX ceTei

CreK ceTeBbIX NPOTOKO/Z1I0B ONEPALUNOHHbLIX CUCTEM

CTeK NpoTOKO/10B ceTeBoro ob6opyaoBaHuA

nOpﬂAOK peannsaumnn metoaos n CpeacTts MEXCETEBOIO aKPaHNPOBaAHUA

MpuHuMnbl  GYHKUMOHMPOBAHUA  CeTeBbIX MPOTOKO/IOB,  BK/OYAMOLLMX
KpunTtorpaduruyeckune aaroputmbl

Buabl noanTuk ynpassieHna OoCtynom mu VIHd)OpMaLI,VIOHHbIMM NOTOKaMun B
KOMMbKOTEPHbIX CETAX

MCTOUYHMKM yrpo3 MHGOPMaLMOHHOM 6e30MacHOCTM B KOMMbIOTEPHbIX CETAX U
Mepbl M0 UX NPeA0TBPALLEHNIO

CocTaB TMNOBbLIX KOHOUrypaumii NPOrpamMmmMHO-annapaTHbIX CPeaCTB 3almThbl
MHPOPMaLMN U PEXRMMOB UX GPYHKLMOHMPOBAHUS B KOMMbIOTEPHbIX CETAX

MeToabl U3MEPEHWUn, KOHTPOAA U TEXHUYECKMX PacyeToB XapaKTepucTUK
nporpaMmmHo-annapaTHbIX CPeACTB 3aWnTbl MHGopMaLUn

MpuHuMnbl paboTbl M NpPaBWAa 3KCNIyaTauMuM NPUMEHAEMBIX MPOTrPAaMMHO-
annapaTHbIX CPeaCTB 3aWuTbl MHPopMaLum




I'IporpaMMHo-annapaTHble cpencrtBa M MeTodbl 3alUTbl VIHd)OpMaLI,VIVI B
KOMMbKOTEPHbIX CETAX

HopmaTturBHble NpaBoBble aKTbl B 06/1aCTV 3aLWLMTbl MHbOPMALMK

PyKoBogsawMe U MeToaMueckne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJHUTENLHOM BAACTU MO 3awmTe MHPopmaumm n obecrnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapPaKTeEPUCTUKHN

3.2.3. TpypoBasa GpyHKUMA

AZLMUHUCTPUPOBAHWE CPEACTB
3:|LLI,VITI:I MHpcbg maLmm np M'E:(na HOro m YposeHb
HanmeHoBaHue P P A Koa | B/03.6 |(nogypoBeHb) 6
CMCTEMHOTIO NPOrPaMMHOro
KBannbuKauum
obecneyeHusn
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAO0BOW GYyHKLUM n3 opuruHana
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

OnpepeneHve nopsaKka YCTaHOBKM MPOrpamMMHOro obecneyeHus C UeNblo
cobnoaeHns TpeboBaHMit No 3aWmTe MHbOPMaLUK

KoHTponb 3a cobatogeHnem TpeboBaHW Mo 3awuTe MHOOPMaUMM NpU
YCTaHOBKE  MpOrpaMmHoro  obecneyeHus,  BK/IOYas  aHTUBMPYCHOE
nporpammHoe obecneyeHue

dopmynmpoBaHne TpebOBaHUI K MNapameTpam CpeacTB aHTUBUPYCHOM
3aLLUTbI ANA KOPPEKTHOMN paboTbl NporpammHoro obecneyeHuns

BbinonHeHMe paboT nNo o6HapysKeHUo BPEAOHOCHOTO MNPOrPaMMHOrO
obecneyeHunsn

JInkBMAaumMa o0bHapyKeHHOro BPeAOHOCHOTO MPOrpamMmMHOro obecnevyeHmns u
nocneacTenii ero GpyHKLMOHMPOBAHMA

dopmynupoBaHMe TpeboBaHWIA K BCTPOEHHbIM  CpPeacTBaM  3almThbI
MHPOPMaLMKM NPOrpPamMHOro obecneyeHus

Heobxoanmble
yMeHus

AHanusmnposaTb  yrposbl 6e3onacHocTM  UMHPOPMaLUW  NPOTrPamMMHOro
obecneyeHuns

dopmynmpoBaTb npasBuna 6He3onacHoi  3KCN/yaTauum  NPOrpammHOro
obecneyeHusn




O6ocHoBbIBaTb  NpaBuia  6e3onacHoW  3KcnayaTauuu  NPOrpammHOro
obecneyeHunsn

AHanusmpoBaTb QYHKUMOHMPOBAHME NPOrpamMmmHOro obecneyeHns C Lebio
onpeaeneHna BO3MOXKHOro BpeaoHOCHOro BO34encTBnA

npOMBBO,ﬂ,MTb NPOBEPRY COOTBETCTBUA pPeanbHbIX XapPaKTeEPUCTUK
nporpamMmmHoO-annapaTHbIX CpeacTs 3alluTbl MHd)OpMaLI,MM 3aAB/IEHHbIM B UX
TeXHUYECKOW AOKYMEHTaUUnN

OcylLecTBnaTb MeponpusaTUA No NpPOTUBOAENCTBUIO yrpo3am 6e3onacHocTu
nHdopmauuuy, BO3HUWKaIOLLMM npu aKcnyaTaumm nporpammHoro
obecneyeHuns

Onpeaenatb Nopagok ¢GYyHKUMOHMPOBAHMA MporpammHoro obecrneyeHus ¢
uenbto obecneyeHuns 3aWwmTbl HPopMaLum

AHanunsnpoBatb 3OPEKTUBHOCTL  CHOPMYANMPOBAHHBLIX  TpeboBaHUI K
BCTPOEHHbIM CpeacTBam 3aLMTbl UHGOPMALLMKM NPOrpaMmHOro obecneyeHus

Heobxogumble
3HaHuA

ApXMTEKTypa noacucTeMmM 3auluThbl MHd)OpMaLI,MVI B OnepaymnoHHbIX CUCTEMAX

MPMHLMNbI NOCTPOEHUA CUCTEM YNpaBaeHna 6azammn AaHHbIX

OcHOBHble cpencrea M MeTOo4bl aHaIM3a NPOrpaMmmMHbIX peanmaau,m‘/'l

MPMHLMNbI NOCTPOEHUA aHTUBUPYCHOrO NPOrpammHoro obecneyeHun

Buabl noanTuk ynpasaeHna a[ocrtynom wu VIHd)OpMaLI,MOHHbIMVI NOTOKamMu
NMPUMEHUTENIbHO K MPUKNAAHOMY NPOrpaMmmMmHOMY obecneyeHunto

MCTOYHMKKM  yrpo3  uMHbOPMALMOHHOM  6e3onacHoOCTM  MPOrPamMHOro
obecneyeHnn 1 Mepbl NO MX NPeaoTBpPaLLEHUIO

YA3BMMOCTM MCMO/Ib3YeMOro MNporpaMmMHoOro obecreyeHna M MeToabl WX
yCTpaHeHus

Buabi u  popmbl  PYHKUMOHMPOBAHUA BPEAOHOCHOrO  MPOrpaMmMHOro
obecneyeHuns

XapaKTepHble NpU3HaKK Haanuma BpeAoHOCHOro nporpammHoro
obecneyeHusn

Cpeactea M metoabl OBHapy)KEHWUA paHee HeW3BEeCTHOro BPeAoHOCHOro
nporpammHoro obecnevyeHus

MpuHLMNbI GYHKLMOHMPOBAHMA NPOrPaMMHbIX CPeacTB KpunTorpadpuyeckom
3aLLMTbI MHGOPMALLUM

Mopsagok obecneyeHna 6e3onacHOCTM MHOOPMALMM MPM  SKCAAyaTauum
nporpammHoro obecnevyeHus

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasALWMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI




OpraHu13aLMoHHble Mepbl No 3awmTe HGopmMmaunm

Apyrve
XapaKTepUCTUKK

3.3. 0606wWweHHan TpyaoBan GyHKLMUA

HanMeHoBaHMe OueHunBaHMe ypoBHA 6e30naCHuocm Ko C YpoBeHb 7
KOMMbIOTEPHbIX CUCTEM U CETEM KBaAnuKaLmm
I‘Ipomcxomp,(iHme _ | opuruman X 3aMmcTBOBaHO
0606LLeHHO TPyA0BOWA M3 opuUrMHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurMHana HoMep
npodeccnoHanbHor
0 CTaHZapTa
Bo3MOHble Cneumanuct no 3awmTte MHGOPMaLUKN B KOMNbIOTEPHbIX CUCTEMAX U CETAX
HaMMeHOBaHMsA 3KcnepT Mo aHaIM3Y 3aLLMLLEHHOCTM KOMMNbIOTEPHbIX CUCTEM U CETEN
JO/IKHOCTEN, Beaywuii (cTapwmnit) cneumanmcT no 3awmute nHbopmaumnm
npodeccui PykoBoguTenb rpynnbl (CNeunanmsnMpoBaHHOM B NPOYMX OTpacanx)

PykoBoguTenb rpynnbl (GyHKLUMOHAAbHOM B NpoYnx 061acTax AeATeNbHOCTH)

TpeboBaHMA K
obpasoBaHUioO U
0byueHuto

Bbiclwee obpasoBaHue - cneumanmTet MaM maructTpatypa

TpeboBaHMA K
onbITy
NpaKTUYecKon
paboTbl

Ocobble ycnosus
AonycKa K pabote

Hanuumne aonycka K rocyaapcTBeHHOM TaHe (Mpyu HeobxoanumocTu)

Apyrve
XapPaKTePUCTUKHN

PekomeHayeTcs fONOAHUTENbHOE NPOodecCMoHaNbHOe 06pa3oBaHuMe -
nporpammbl NOBbIWEHUA KBaindMKaLumm B 061acTv HGOPMALMOHHOM
6e3onacHocTH

[ononHuTenbHble XapaKTepPUCTUKMU

HanmeHoBaHMe Kog, HanmeHoBaHMe 6a30B0W rpynnbl, 4ONXKHOCTU
AOKYMeHTa (npodeccumn) nnm cneymanbHoCTH
OK3 2523 CneumanncTbl N0 KOMMNbLIOTEPHbIM CETAM
EKC - NHKeHep-NporpammmcT Nno TeXHUYECKOM 3alumTe

nHpopmauum




- ApMUHUCTpaTOpP No obecneyeHunto 6esonacHoOCTH
nHbopmaumm
- Cneumanunct Nno TeXHNUYECKOM 3awmTe HGoOpPMaLuUm
oKknAgTtp 26579 Cneumanuct no 3awmrte MHpopmaLlmm
46155 PykoBoauTenb rpynnbl noapasaeneHnsa no KOMnaieKkCHoOm
3awmTe MHGopmaumm
OKcCO 2.10.04.01 NHbopmaumnoHHas 6e3onacHoCTb
2.10.05.01 KomnbloTepHasa 6e30nacHOCTb
2.10.05.02 NHbopmaumnoHHas 6e3onacHoCTb
T€/IeKOMMYHWUKALNOHHBIX CUCTEM
2.10.05.03 NHdbopmaunoHHoM 6e30NacHOCTY aBTOMaTU3NPOBAHHbIX
cUCTEM
2.10.05.04 NHbopmMauMoHHO-aHaNUTUYECKMEe cucTemMbl 6e30MacHOCTH
2.10.05.05 Be3sonacHoCTb MHGOPMALMNOHHbLIX TEXHONOMMI B
npaBooxpaHuTenbHon chepe
2.10.05.06 Kpuntorpadusa
2.10.05.07 MpoTuBOAENCTBME TEXHUYECKMM pPa3BeaKamM

3.3.1. TpypoBasa ¢pyHKUMUA

HanmeHoBaHMe

MpouncxoxgeHue
TPYA0BOM QYHKLUM

MNpoBeaeHME KOHTPO/IbHbIX MPOBEPOK
paboTocnocobHOCTM U
3¢ PEKTMBHOCTM NPUMEHSEMBIX YposeHb
Kog | C/01.7 |(nomyposeHb) 7
nporpammHo-annapaTHbIX CPeacTs
KBanMdpuKaumnm
3awmTbl MHPOpMaLumm B
KOMMbIOTEPHbIX CUCTEMAX U CETAX
3anmcTBOBaHO
OpuruHan X
13 opurnHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencreus

OueHka paboToCnNOCOBHOCTM  MPUMMEHSAEMbIX  MPOrPaMMHO-annapaTHbIX
CPeACTB 3alWMTbl MHOOPMALMM C WCMOJb30BaHMEM LUTATHLIX CPEACTB U

METOAUK

OueHka 3hGEKTUBHOCTM MPUMMEHSAEMbIX MPOrpamMHO-annapaTHbIX cpeacTs
3alMTbl MHGOPMALLMM C UCMOb30BAHNEM LUTATHbIX CPEACTB U METOAMK




OnpeaeneHne ypoBHA 3aWMLWEHHOCTU U A0BEPUA MPOTrPaMMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

Heobxoanmble
yMeHun

Onpeaenatb napameTpbl  QGYHKUMOHUPOBAHMUA MPOrPaMMHO-annapaTHbIX
CPeACTB 3alWmTbl UHPOPMaLUK

Pa3pabatbiBaTb METOAMKN OLEHKM 3aWMLLEHHOCTM NPOrPamMMHO-annapaTHbIX
CPeACTB 3aWmTbl UHPOPMaLUK

OueHunBaTb 3¢pHEKTUBHOCTb 3aLLUTbI MHPOPMaLUM

anMEHﬂTb pa3p360TaHHble METOANKN OUEHKUN 3alLNLLLEHHOCTU NMPOrpaMmHO-
annapaTHbIX CpencTs 3aWnTbl MHd)OpMaLI,MVI

AHanuM3MpoBaTb NpPOrpammHoO-annapaTHble cpeacTBa 3aWMTbl C  Uesblo
onpegeneHnAa yposHA obecnevymBaembix UMU 3alnLeHHOCT 1 goBsepuA

Heobxogumble
3HaHWA

anHLI,VII'IbI NOCTPOEHUA KOMMNbKOTEPHbLIX CUCTEM U ceTte

MeToapl M MeTOAMKM oOLeHKM 6e30nacHOCTM MpPOrpamMmMHO-annapaTHbIX
CPeACTB 3almTbl UHPOPMaLUK

MpUHLUMNbLI  MOCTPOEHUA  MPOrPamMMHO-anMapaTHbIX  CPEeACTB  3aluUThb
nHbopmaumm

MpuHUMNbI NOCTPOEHMA NOACUCTEM 3aLUUTDI VIHCI)OpMaLI,VIVI B KOMMbIOTEPHbIX
cncremax

MeTtoAbl OLEeHKHN 3¢¢EKTMBHOCTVI NONUTUKU 6E3OI'IaCHOCTM, peanmsosaHHoﬁ B
nporpamMmmHO-annapaTHbIX CPeEACTBAX 3aLWLATDI VIHd)OpMaLI,VIVI

MeToapb! M CPeAcTBa OLEHKU KOPPEKTHOCTU U 3GPEKTUBHOCTM NPOrpaMmHbIX
peanusaumin anroputMoB 3aLunTbl UHGOPMaLUK

MeTtoabl aHanusa nporpaMmmMmHOro Koga C uUenbld NMOUCKa NOTeEHUWMa/IbHbIX
YﬂBBMMOCTeVI N HEAOKYMEHTUPOBAHHbIX BO3MOYKHOCTEM

Cnocobbl aHannsa npumeHAaemMbIX MeToaoB U Cpeacts 3alluUTbl VIHCI)OpMaLI,VIVI
Ha npegmeT COOTBETCTBUA NOJIUTUKE 6e3onacHocTH

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXKAyHapogHble CTaHAAPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToAMYECKNE LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU MO 3awmTe MHPopmaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3alwmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3.2. TpypoBasa GpyHKUMUA




Pa3paboTKa TpeboBaHMI No 3awwmTe
¢o F:VWI OBaHEe NOAUTUK R Yposerb
HanmeHoBaHue pMnp Kog | C/02.7 |(nomypoBeHb) 7
6e30nNacHOCTN KOMMbIOTEPHbIX CUCTEM
o KBaAnpuKaLmm
n cetem
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana
Koa PerMcrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

CDOpMVIpOBaHVIe noAnMTUK 6e3onacHoCTU KOMMNbKOTEPHbLIX CUCTEM

KOHCYJ'IbTMpOBaHVIe no BOMnpocam 6e3onacHoCTH KOMMbKOTEPHbLIX CNCTEM

Pa3paboTka npoduneit 3aWmThl U 3a4aHKI No 6e30nacHOCTU

PaspaboTKa TexHWYECKMX 3afaHMi Ha CO3Z4aHuMe CPeaCTB  3aluThbl
nHbopmaumm

MpuHATME  pelweHMa O  HeobXxogMMOCTM  3aWuTbl  MHbOPMaUUW,
coaepKauenca B UHPOPMaALMOHHOM cucTeme

Knaccudumkauma WMHDOPMALMOHHOM cUCTeMbl MO TpeboBaHMAM  3aLUUTHI
nHbopmaumm

OnpeaeneHne yrpos 6esonacHocT MHbOPMaUMK, peanmsaumsa  KoTOpbIX
MOXeT NpuMBecTM K HapyweHuo 6esonacHocTM  uMHbopmaumm B
KOMMbIOTEPHOM CUCTEME U CEeTU

PaspaboTka moaenu yrpos 6esonacHocTM MHGOpMauum

3apaHune TpeboBaHUM K 3aLLmnTe MHPOPMALMM KOMMNBIOTEPHOMN CUCTEMbI

Pa3spaboTka pyKOBOAALMX [OKYMEHTOB MO 3aluTe MWHbOpMAUMM B
opraHusauumu

Heobxoanmble
yMeHun

AHanu3MpoBaTb KOMMbIOTEPHYIO CUCTEMYy C Lenblo  onpegeneHus
HeobX0AMMOro YPOBHA 3aLUMLEHHOCTU U A0BEPUSA

PaBpa6aTblBaTb I'IpOd)MJ'IM 3alWLNTbl KOMMNbHOTEPHbIX CUCTEM

CDOpMy}'IVIpOBaTb 3a4aHunA no 6esonacHoCTH KOMMNbIOTEPHbLIX CUCTEM

BbINoNHATL aHanM3 6e3onacHoCTy KOMMbKOTEPHbLIX CUCTEM U pa3p363TblBaTb
peKomeHaaLMn no aKkcnayaTaumm CUCTeMbI 3aLLNTbI MHd)OpMaLI,MVI

CDOpMVIpOBaTb NONUTUKK BEe30NacHOCTH KOMMNbIOTEPHbLIX CUCTEM U ceTen

Heobxogumble
3HaHWA

anHLI,VII'IbI NOCTPOEHUA KOMMNbKOTEPHbLIX CUCTEM U ceTte

Mogenu 6e3onacHoCTH KOMMNbIOTEPHbLIX CUCTEM




Buabl NOANTUK 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM U ceten

MPMHLMNbI NOCTPOEHUA CPEACTB KPMNTOrPaduUIecKon 3almTbl MHGOPMaLMK

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXAyHapogHble CTaHAAPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

BO3MOHOCTU MCMONb3yeMbIX M NAAHMPYEMbIX K MCMO/b30BaHUIO CPeacTs
3alMTbl MHGOPMALLUM

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasAwMe U MeTOAMYECKME AOKYMEHTbI YNOJHOMOYEHHbIX deaepasibHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3alwmTe nHGopmMmaumnm

Apyrve
XapaKTepUCTUKK

3.3.3. TpypoBasa ¢pyHKUMA

MNpoBeaeHWe aHann3a 6e3onacHOCTH YpoBeHb
HavmeHoBaHMeE | KOMMNbIOTEPHbIX CUCTEM Kog | C/03.7 |(nomypoBeHb) 7
KBanMdpuKaumnm
MpouncxoxaeHune 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLUM N3 opuUrnHana
Koa PerncrpaumoHHbIn
opurMHana HOmep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencreus

Onpe,u,eneHme YPOBHA 3alLNLLLEHHOCTU N A0BEPUA B KOMMNbIOTEPHbLIX CUCTEMAX

OueHKa PUCKOB, CBA3aHHbLIX C OcCywecTtBaeHnem yrpos 6esonacHocTn B
OTHOWEHNN KOMNbIOTEPHbIX CUCTEM

OueHKa COOTBETCTBMA MEXaHU3MOB 6esonacHocTH KOMI'IbIOTepHOI\;I CncTembl
Tpe6OBaHMHM CyuwieCcTByrolnMX HOPMATUBHbLIX AOOKYMEHTOB, a TaKXe WUux
d4EKBATHOCTU CYyLLECTBYHOWMM PUCKaM

MoaroToBKa aHAaANMTMYECKOro oTyeTa NO pes3y/sibTaTam NPoBeaeHHOro aHaAmsa
YPOBHA 3alUNLLLEHHOCTU N A0BEPUA B KOMMNbIOTEPHbLIX CUCTEMAX

dopmynMpoBaHMe NPeasIOKEHUIN N0 YCTPAHEHMIO BbIABAEHHbIX YA3BUMOCTEN
KOMIMbIOTEPHBIX CETEMN

Heobxoamnmble
yMeHus

AHann3MpoBaTb KOMMbIOTEPHYIO CUCTEMY C LEblo OnpeaeneHna YpPOoBHSA
3alLMLLEHHOCTM U AoBepun




MporHo3MpoBaTb BO3MOMKHbIE AencTBui

nHdopmaumMoHHoN 6esonacHoCcTH

nyTM pasBuTUA HapywuTens

MponssBogmTb aHaNN3 NOAUTUKHA 6e30nacHOCTU Ha npeameTt a4eKBaTHOCTU

MpoBOAWUTL MOHUTOPUHT, aHaM3 U cpaBHeHWe 3GPEKTUBHOCTM NMPOrPaMMHO-
annapaTHbIX CPeACTB 3aWuUTbl MHPOPMaLMK B ONEPaALMOHHBIX CUCTEMAX

CoctaBnatb M oPoOpPMANATb  AHANUTUYECKUIA

nposeaeHHOro aHa/ans3a

oT4eT Mo pesyabTaTam

PaBpa6aTblBaTb npeanoxeHma no yCtTpaHeHUo BbiIABNIEHHbIX YH3BMMOCTeﬁ

Heobxoanmble
3HaHUA

MpUHLKUNBI NOCTPOEHNA KOMIMbBIOTEPHbIX CUCTEM U cetel

YAassnumocTtu KOMMNbKOTEPHbLIX CUCTEM U cete

KpunTorpaduueckme metoabl 3almTbl MHGOPMALLUM

anHLI,VII'IbI NOCTPOEHUA CUCTEM yNnpaB/ieHUA 6asamu AaHHbIX

CpeactBa aHann3a KoHourypaumm

HaunoHanbHble, MEXrocyaapCTBEHHblE U Me)AyHapoAHble CTaHAapTbl B
06n1acTv 3aWwmTbl HGOPMaLLUK

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKkoBoasalwme n MeToamyeckne AOKYMEHTbl YNOJAHOMOYEHHbIX deaepanbHbix
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3.4. TpyaoBaa GpyHKUuUA

MNpoBeaeHue cepTudmKaumm YposeHb
HanmeHoBaHMWe | NporpammHO-annapaTHbIX CPeacTs Koa | C/04.7 |(noaypoBeHb) 7
3alWnTbl MHPOPMaL MM KBannbumKauum
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccmoHanbHor
0 CTaHAaapTa
Tpyanosble MpoBeaeHMe TeOPETUMYECKMX WUCCNAeAOBaHUIA  YPOBHEW  3aLUMULLEHHOCTU

nencreus

KOMMbKOTEPHbBIX CNCTEM U ceten




npOBeAEHMe IKCNEPUMEHTA/IbHbIX VICCJ'IeAOBaHVIﬁ ypOBHeVI 3allNLEeHHOCTHN
KOMMbKOTEPHbBIX CNCTEM U ceten

MpoBegeHne CepPTUOUKALMOHHDBIX MCMbITaHMIA  NPOrPamMHO-annapaTHbIX
CpeAcTB 3awmTbl MHGOPMaUMM C WMCNONb30BAHUEM WMHCTPYMEHTaNbHbIX
cpeacTts

MoAroTOBKA aHa/IMTMYECKOro OT4YeTa MO pesy/ibTaTaM  NpPOBELEHHbIX
CePTUOUKALLMOHHbBIX MCMbITAHMI NPOrPaMMHO-annapaTHbIX CPeACTB 3almThbl
nHbopmaumm

dopmynmpoBaHMe BbIBOAOB 06 OUEHKe 3allULEHHOCTU KOMMbIOTEPHbIX
CUCTEM U ceTen

Heobxogumble
yMeHus

AHaJ'IM3VIpOBaTb KOMMbOTEPHYIO CUCTEMY C UEeNblo onpeageneHnAa ypoBHA
3alMLLeHHOCTU U AoBepUA

Mcnonb3oBaTb I'IpOCI)VU'IVI 3alWnTbl U 3aaHNA NO 6esonacHoCTH

anMEHﬂTb MHCTPYMEHTA/IbHblE CpeacTBa npoBeneHUA CEpTMd)MKaLI,MOHHbIX
WUCNbITaHWUM nporpammHoO-annapaTHbIX CPeACTB 3alNTbI MHd)OpMaLI,MM

Coctanatb M 0GOPMAATb  AHANUTUYECKUIA OTYET MO NPOBEAEHHbIM
CePTUPUKALMOHHBIM UCMbITAaHMAM NPOrPaMMHO-aNMNapPaTHbIX CPEACTB 3aLLMUTbI
nHpopmaumm

JenaTb BbIBOAbI 06 OLEeHKe 3alWHnNLEHHOCTN KOMMbIOTEPHBIX CUCTEM U ceteM
Ha OCHOBAHUWN aHA/IUTNUYECKOIO OTHETa

Heobxoanmble
3HaHUA

HauMoHanbHblE, MEXKrocyfapCTBEHHbIE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

HauuoHanbHble CTaHAAPTbl NPOBEAEHUS  HayYyHO-UCCNEAOBaTENbCKUX U
OMbITHO-KOHCTPYKTOPCKMUX paboT, cepTUdUKaLMOHHBIX UCMbITaHMI U CO34aHUA
cUCTEM 3aLLMTbl MHbOPMaLMK

Cnocobbl opraHnsaumnm paboT Npy NPoBeAeHUN cepTUPUKALMM NPOrPaMMHO-
annapaTHbIX CPeACTB 3aWmTbI

MPMHLMNbI NOCTPOEHUA CPEACTB KPMNTOrPadmUUYecKon 3almTbl MHGOPMaLLMK

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasLme N meToaMYEeCKME AOKYMEHTbI YNONHOMOYEHHbIX deaepanbHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmMmaumnm

Apyrve
XapaKTepUCTMKK

3.3.5. TpypoBasa ¢pyHKUuUA

HanmeHoBaHMe

MNpoBegeHne NHCTPYMEHTANbHOrO Kog | C/05.7 |YpoBeHb 7




MOHWUTOPUHTA 3aLLULLEHHOCTH (noaypoBeHb)

KOMMbIOTEPHbIX CUCTEM U CETEM KBanMdpmKaumnm
MpouncxoxaeHne 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLUM N3 opuUrnHana
Koa PerncrpaumoHHbIn
opurMHana HOomep
npodeccnoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

BbinonHeHne daHaNn3a 3alneHHOCTH KOMMNbOTEPHbIX cncrtem C
MCcnosib3oBaHMeM CKaHepoB 6e3onacHoCTH

BbinosiHeHWe aHann3a 3aWMULEHHOCTU CeTeBbIX cepBucoB C UCNOJIb3OBAHUEM
cpencrte dBTOMaTU4eCKoro pearnposaHumA Ha NONbITKKN
HEeCaHKUMNOHUNPOBAHHOIO 40CTyNa K pecypcam KOMNbOTEPHbLIX CUCTEM U cete

CocTtaBneHue oT4yeToB no pe3ynbtatam NpoBepPOK 3allnNLEeHHOCTHN
KOMMbIOTEPHbIX CUCTEM

Heobxogumble
yMeHus

CDOpMaJ'IVI3OBbIBaTb 3a4a4vy ynpasaeHUA 6e30MnacHOCTbIO KOMMNbHOTEPHbIX
cncrem

MPUMEHATb  MHCTPYMEHTa/NbHble CpeacTBa MPOBEAEHMSA  MOHWUTOPWHra
3aLLMLLEHHOCTM KOMMbIOTEPHBIX CUCTEM

anMEHﬂTb MeTOodbl aHa/n3a 3aWNLLEHHOCTU KOMNbIOTEPHbIX CUCTEM U ceTel

CTPYKTYpMpoOBaTb aHaNMTUYECKYI0 MHDOPMALMIO 414 BKAOYEHUA B OTYET

Heobxogumble
3HaHWA

anHLI,VII'IbI NOCTPOEHUA KOMMNbKOTEPHbLIX CUCTEM U ceTe

CDOpMa}'IbeIe moaenu 6esonacHoCTH KOMMNbIOTEPHbLIX CUCTEM U ceten

anHLI,VII'IbI NOCTPOEHUA CUCTEM 06Hapy)KeHMﬂ KOMMNbKOTEPHbIX aTakK

MeToabl 06paboTKM AaHHbIX MOHWTOPUHra 6e30MacHOCTM KOMMbIOTEPHbIX
CUCTEM U ceTen

MopsAfOK CO34aHMA WM CTPYKTypa OTYeTa, CO343Baemoro Mo pesynbTaTam
NpoBEpPOK

Crnocobbl ObOHapyXeHMA W HenTpanuMsaumu nocAeAcTBUIA BTOPXKEHUA B
KOMMbIOTEPHbIE CUCTEMBI

KpmnTorpacbmqecme NMPOTOKO/Jibl, MTPUMEHAEMbIE B KOMMNbKOTEPHbIX CETAX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToaMYECcKne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmMaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm




Apyrve
XapPaKTePUCTUKHN

3.3.6. TpyaoBsaa PpyHKUuuUA

MpoBeaeHMe 3KCNepTM3bl NpK

paccnenoBaHUM KOMMbIOTEPHbIX YpoBeHb
HanmeHoBaHWe | npecTynieHni, NpaBoHapyLWEeHNN K Koa | C/06.7 |(nogypoBeHb) 7
WHUMAEHTOB B KOMMbIOTEPHbIX KBanudmKaumm

Cncrtemax n cetax

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

3anmcTBoBaHO
OpuruHan X
W3 OpUrnHana
Kog, PerncrpaumoHHbIn
opuUrnHana HOMep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

OnpefeneHne CBOWCTB annapaTHbIX CPeACTB B COCTaBe KOMMbIOTEPHOM
cucTemMbl U MX GaKTUUYECKOro U NepBOHaYaIbHOro COCTOAHMA

KJ'IaCCMd)MKaLI,Mﬂ CBOWCTB annapaTtHbIX CpeactB B COCTaBe KOMI'IbI-OTEpHOVI
cncrembl

[narHocTMKa NpWYKH, YCNOBUIA M3MEHEHWA CBOWCTB (3KCMIyaTaLMOHHbIX
peXMMOoB) annapaTHbIX CPeACTB B COCTAaBE KOMMbIOTEPHOW CUCTEMDbI

Onpe,u,eneHme XapPaKTeEPUCTUK OI'IepaLI,MOHHOVI cncrembl U UCNONb3yeMbIX
TEXHONOMMIN CUCTEMHOTO nporpammumpoBaHnAa B KOMMNbHOTEPHbLIX CUCTEMAX U
ceTax

AHann3  QYHKUMOHANbHLIX CBOMCTB MpoOrpammHoro obecrneyeHna B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

UccneposaHue a/ITopPUTMa nporpammHoro obecneyeHus n TMNosB
nogaepxumnBaemblX annapaTHbIX I'IJ'IaTd)OpM B KOMMNbHOTEPHbLIX CUCTEMAX WU
ceTax

OnpeaeneHne MNpUYKH, UeNell U YyCNOBUIA M3MEHEHUA CBOMCTB (cOCTOAHMA)
nporpammHoro obecnevyeHms B KOMMNbHOTEPHbIX CUCTEMAX U CETAX

MHAMBMAyaﬂbHOG oTOXOEeCTB/IEHUE OpUrnHana nporpammebl
(VIHCTBJ'IJ'IFILI,VIOHHOVI BepCVIVI) n ee Konnmm Ha HOoCUTenax AaHHbIX
KOMI'IblOTepHOﬁ Cucrtembl

YcTaHOB/IEHWE FPYyNMnoBOM NPUHAANEKHOCTU NPorpammHoro obecneyeHuns B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

BbipaboTKa npensioXKeHU MO YCTPAHEHWIO BbIAB/JEHHbIX YA3BMMOCTEN B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

BbiABneHMe UWHAMBMAYANIbHLIX MPU3HAKOB MPOrpammbl, MNO3BONAKOWLMX




Bnocneacrtsmmn VIAeHTVId)MLI,VIpOBaTb €€ aBTOpPa, a TaKXKe B3amoCBA3N C
VIHd)OpMaLI,VIOHHbIM obecneyeHnem Mccneﬂ,yemoﬁ KOMI'IbI-OTepHOﬁ Cncrembl

YcTaHOB/NEHWe BWAA, CBOMCTB M COCTOAHMA MHbOPMauMK (daKTUUYecKoro u
nepBOHAYaNbHOrO, B TOM YMCAe A0 €e yAaneHus u moaudukauuun) B
KOMMbIOTEPHOI cucTeme

OnpegeneHne nNPUYUH U YCIOBUIM U3MEHEHWs CBOMCTB MCCaedyemoM
MHPOPMaLMM B KOMMBIOTEPHBIX CUCTEMAX U CETAX

OnpepeneHve MexaHW3Ma, AWMHAMUKM W 0BCTOATENLCTB CcObBbLITUA MO
umeroulenca uHbopmauunm Ha HOCUTeNe [aHHbIX WAW ee Konuam B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

YCTaHOB/IEHWE YY4aCTHUKOB COBbITUSA, X PONU, MECTA, YCI0BUM, NPU KOTOPbIX
6bina co3pgaHa, MoauMOUUMpOBaHa WAM  yganeHa  MHoopmauus B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

YcTaHOBAEHME  coOoTBeTcTBUA  Anbo HEeCcoOTBeTCTBMA  AEeNCTBUN c
uHdbopmaument cneunanbHOMy pernameHTty (npasunam), YyCTaHOBNEHHOMY B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

CocTaBneHue 3KCMEePTHOrO 3aK/lYEeHWs MO pes3y/bTaTam pacc/iefoBaHUs
KOMMbIOTEPHbIX  NPECTYN/AeHU, MNpaBoHApylWeHUd U  WMHUMAEHTOB B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

Heobxogumble
yMeHus

MpUMEHATb  HOPMaTMBHbIE WM  MpPaBOBble  aKTbl NPU  NpOBeAeHWUU
KPUMMHANNCTUYECKOM 3KCMepTM3bl M KPUMWMHANUCTMYECKOrO aHanusa B
npolecce pacciefoBaHMA KOMMbIOTEPHbIX MNPECTYN/eHUI, NPaBoHapyLWeHWN
M MHUMAEHTOB B KOMMbIOTEPHbIX CUCTEMAX U CETAX

AHanu3MpoBaTb CTPYKTYpPYy MexaHW3Ma BO3HMKHOBEHMA M obcToATeNbCcTBa
cobbITMA,  MMEIOWero  MPU3HAKM  KOMMbIOTEPHOTO  MPEecTynaeHus,
NPaBoHaPYLWEHUA NN UHUMAEHTA B KOMNbIOTEPHbIX CUCTEMAX U CETAX

Ol'lpe,ﬂ,eflﬂTb NPUYNHY N yCnoBuAa N3AMEHEHUA NPOrpaMmmMHOro obecneyeHus B
KOMMbKOTEPHbBIX CUCTEMAX U CETAX

Bblaenatb cBoicTBA W NpPU3HAKM  WHPoOpmauum, nocTynawowen B
KOMMbIOTEPHbIE CUCTEMbI M ceTn (obpabaTbiBaeMol B KOMMbHOTEPHbIX
cuUcTeMax M CeTax), Mo3BOJIAIOWME YCTaHOBUTbL €€ NPUHALNEKHOCTb K
onpeaeneHHoOMY UCTOYHMKY

Onpeaenatb NPMHUMMbI AeNeHU NPorpaMmHOro obecrneyeHmsa Ha rpynnbl, Ux
cneundmyeckne CBOMCTBA U B3aMMOCBA3b C KOMMbIOTEPHOM CUCTEMOIA

MpMMeHATb AENCTBYIOLLYIO 3aKoHoAaTeNbHyo 6a3y B obaactn obecnedyeHus
3aLMTbl MHOOPMALMM B KOMMbIOTEPHbIX CUCTEMAX U CETAX

BbIsiBNATb BO3MOKHble TpaeKTopum U3MeHeHUs COCTOAHMM
GYHKLMOHMPOBAHMA KOMMbIOTEPHOW CUCTEMDI

BblABNATb  HECOOTBETCTBMA  aTPMBYTOB UM COAEP)KaHWA  MMelolencs
NMHPOPMaLMK ee PacnoNOKEHMIO B KOMMbIOTEPHOM cUCTEME

I'IporHosmposaTb BO3MOXHblE nyTm BO3HUKHOBEHUA HOBbIX B1nAOB




KOMMbIOTEPHBbIX  MPECTYN/IEHU, NpPaBOHApyWeHU’d U WHUMOEHTOB B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

Heobxoanmble
3HaHUA

dopmaTbl XpaHeHUA MHPOPMALMM B aHaAAM3MPYEMOW KOMMbIOTEPHOM
cucteme

OcHoBHble ¢popmaTsl GaitioB, UCMOIb3yemble B KOMMbIOTEPHBIX CUCTEMAX

OcobeHHOCTU XpaHeHUs KOHOUIypauMoHHOM U CUCTEMHOW MHbOpMaUUM B
KOMMbIOTEPHbIX CUCTEMAX

YAassnumocTtu KOMMNbKOTEPHbLIX CUCTEM U cete

TexHoMOrMM MNOWMCKa W aHanAM3a CNefoB KOMMbIOTEPHbIX MPEecTyniaeHui,
NpPaBoHapYyLWEeHUI U UHLUNAEHTOB

nOpﬂAOK d)MKcaLI,MM N AOKYMEHTUPOBAHUA CNegoB  KOMMbHOTEPHbIX
I'IpECTYI'IJ'IEHMVI, I'IpaBOHap\/LLIEHVIVI N MHUMOEHTOB B KOMMbIOTEPHbLIX CUCTEMAX
n ceTax

Hopmbl YroNoBHOTO M aAMWMHUCTPATMBHOIO MNpaBa MPUMEHUTENbHO K
NpecTynieHnam 1 NpaBoHapyLeHMAM B chepe KoMNbIoTepHOM MHGopMaumn

XapaKTepuCTUKKM NpaBOHApPYLLUEHWIA B 061aCTU CBA3M U MHOOPMALMK

Buapbl npectynneHnin B chepe KOMNbIOTEPHOM MHbOPMaL MM

MopsAAOK NMPOBeAEeHUA 3KCMEepPTU3bl BbIYUCAUTENBHOW TEXHUKM U HOCUTenei
KOMMbOTEPHOW MHGOPMALIMM C YH4ETOM HOPMATMBHBIX MPABOBbLIX aKTOB MpU
paccnefoBaHUM  KOMMbIOTEPHbIX  MPECTYrN/eHWin, NPaBOHAPYLWEHUNn U
WMHUNOEHTOB

Crnocobbl O6HapyXeHMA W HenTpanuMsaumn nocAeacTBUIA BTOPXMKEHUA B
KOMMbIOTEPHbIE CUCTEMBI

MeTtoabl aHanusza cuctem obecneyeHus VIHd)OpMHLI,VIOHHOVI 6esonacHocTH
0b6beKToB VIHd)OpMaTMBaLI,VIM Ha 6ase KOMMNbKOTEPHbLIX CUCTEM B 3alUNULEHHOM
UCNONTHEHUN

MopsAAOK MNOArOTOBKM HAyYHO-TEXHMYECKMX IKCMEPTHbIX 3aKAUYEHUI Mo
pe3ynbTaTam BbINOIHEHHbLIX PaboT Mo WMHPOPMALMOHHO-AHANUTUYECKON U
TEXHUYECKOM 3KCNepTMU3Ee KOMMbIOTEPHBIX CUCTEM

MeToapl NpoBeAEeHMs  pacciefioBaHWA  KOMMbIOTEPHbIX  MPECTynaeHuN,
NpPaBoHapYLWEHUI U UHLUNAEHTOB

MeToabl aHann3a ocTaTouyHOM MHPOPMaLMKM U MOUCKa cneaos Ana duKcaumm
KOMMbIOTEPHbIX NHUNAEHTOB

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peannsaumnmn B KOMNbIOTEPHbIX CUCTEMAX U CETAX

HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasLme U MeToaMYEeCcKME AOKYMEHTbl YNONHOMOYEHHbIX dpeaepanbHbIX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHOPMauumM n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI




OpraHusauMoHHble Mepbl MO  3awmte WMHPOPMALMM B  KOMMbIOTEPHbIX
CUCTEMAX U ceTaX

Apyrne -
XapaKTEPUCTUKM
3.4. O606wWweHHan TpyaoBasa GyHKLUA

PaspaboTka nporpammHo-

annapaTHbIX CPeACTB 3aluThI YpoBeHb
HanmeHoBaHue P Pea W Koa D P 8

MHPOPMALUN KOMNbIOTEPHbIX CUCTEM KBaAnpuKaLmm

n ceten
MpouncxoxaeHue 3aMmcTBOBaHO

P 'D'v . | OpurmnHan X
0606LLeHHO TPyA0BOWA N3 opurnHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHor
0 CTaHAapTa

Bo3morkHbIe [NaBHbIA CNewManncT no 3awute MHGopmaumm
HanMMeHOBaHwuA Pa3paboTumk nporpamMmHOro obecneyeHms U NpUNOKeHUM
OOIKHOCTEN, AHaNUTUK NPOrpamMmmHOro obecrneyeHmsa U NPUIOKEHUI
npodeccui

TpeboBaHMA K
obpasoBaHUioO U
0byueHuto

Bbiclwee ob6pasoBaHue - cneumanmTeT UAKM MarmctTpatypa v A40oNoAHUTENbHOE
npodeccrmoHanbHoe obpasoBaHMe - TPOrPammMbl NOBbILWEHUA KBAANPUKALMK
B 061acTU MHGOPMaLIMOHHOM BesonacHOCTH

nnn

Bbicwee obpasoBaHue - acnMpaHTypa (aabloHKTYpa) M 4ONOAHUTENbHOE
npodeccrmoHanbHoe o6pasoBaHMe - TPOrPamMmmMbl NOBbILWEHUA KBAANPUKALMN
B 061acT MHGOPMaLIMOHHOM BesonacHOCTH

TpeboBaHMA K
onbITy
npaKkTU4ecKom
paboTbl

He meHee nATK neT B 061aCTM NPUMEHEHMUA U aHaM3a 3GPEKTUBHOCTH
CpeacTs 3alWMTbl UHPOPMALLMKN KOMMBIOTEPHbBIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLMX SOKHOCTAX HE MeHee TPex N1eT NPU HaIMYMK BbiCLLETO
06pa3oBaHuA - cneumanmTeTa UM MarnucTpaTypbl B 0b1actu
MHPopmauMoHHOM Be3onacHOCTH

nnm

He meHee Tpex neT B 061aCTV NpUMeHeHUA U aHann3a spdeKTUBHOCTH
CpeacTs 3aLWMTbl MHPOPMALLMKN KOMIMbIOTEPHbBIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLMX SOIKHOCTAX HE MeHee ABYX eT NPU Ha/IMYMM BbICLLETO
06pa3oBaHUsA - aCNUPaAHTYPbI (a4 bIOHKTYpPbI)

Ocobble ycnoBus

[AOMycKa K pabote

Hanuuune pgonycka K rocygapcTBeHHOM TaHe (Mpyu HeobxoanmocTtu)

Apyrve
XapaKTepUCTUKK




JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Kog, HanmeHoBaHuMe 6a30B0W rpynnbl, 4OMAKHOCTH
OOKYMEHTa (npodeccum) nnm cneymanbHoCTU
OK3 2519 Pa3paboTumKM M aHANUTUKM NPOrpammHOro obecrnedyeHmn
W NPUNOXKEHNI, HE BXOAALLME B ApYyrue rpynnbl
EKC - [NaBHbIM cNeumanmcT No TeXHMYECKoN 3aLumuTe
nHbopmaumm
- Cneumanunct no obecnevyeHuio besonacHocTn
MHPOpMaLMM B KNtOUYEBBIX CUCTEMAX MHOOPMALLMOHHOM
MHPPACTPYKTYPbI
oKknAgTtp 20911 [NaBHbIM CNeunanmcT no 3awmuTe nHGopmauum
OKCO 2.10.05.01 KomnbloTepHasa 6e30nacHOCTb
2.10.04.01 NHbopmaumnoHHas 6e3onacHoCTb
2.10.05.02 NHdbopmaumnoHHas 6e3onacHoCTb
TeNIEKOMMYHWUKALUNOHHbBIX CUCTEM
2.10.05.03 NHbopmaunoHHoM 6e30nacHOCTY aBTOMATU3NPOBAHHbIX
cucTem
2.10.05.04 NHPopMaLMOHHO-aHaIUTUYECKME CUCTEMbI 6€30NacHOCTH
2.10.05.05 BesonacHoCTb MHPOPMALMOHHbIX TEXHONOTMIA B
npaBooOXpaHUTeNbHOM chepe
2.10.05.06 Kpuntorpadwus
2.10.05.07 MpoTnBoAeCTBME TEXHUYECKMM pPa3BeaKam
2.10.06.01 NHdbopmaumnoHHas 6e3onacHoCTb
2.10.07.01 NHbopmaumnoHHas 6e3onacHoCTb
OKCBHK <7> 051319 MeTogbl M cucTeMbl 3aLWMTbl MHGOPMALUK U

MHPopmauMoHHOM Be3onacHOCTH

3.4.1. TpypoBaa pyHKUMA

HanmeHoBaHMe

CcUCTEM U ceTel

MpouncxoxgeHue
TPYA0BOM QYHKLUM

Pa3paboTKa TpeboBaHUI K
nporpammHo-annapaTHbIM CPeacTBam Yposerb
porp P P Kog | D/01.8 |(noayposeHb) 8
3aWMTbl MTHOOPMALMM KOMMNbIOTEPHbIX
KBanMdpuKaumnm
3anmcTBoBaHO
OpuruHan X
13 opurnHana
Koa PerMcrpaumoHHbIn

OpuUrnHana HOMep




npodeccroHanbHor
0 CTaHAZapTa

Tpygposble
nencremn

Onpep,eneHme yrpos 6e30MacHOCTM U UX BO3MOMHbIX WCTOYHWKOB B
KOMMbKOTEPHbIX CNCTEMAX U CeTAX

Onpe,u,eneHme KaHa/10B yTEe4YKU VIHd)OpMaLI,VIM B KOMNbKOTEPHbLIX CUCTEMAX U
ceTax

Pa3pa60TKa MmaTemMaTnyeCkmnx MOLI,e}'Iel‘;I, peannsyembiX B CpeactBax 3allUThbI
VIHCI)OpMaLI,VIVI B KOMMNbIKOTEPHbLIX CUCTEMAX U CETAX

OueHka 3ODEKTUBHOCTM  peaniM3yemblX  TEXHWYECKMX  pelieHuidi B
KOMMbIOTEPHBIX CUCTEMAX U CETAX

OueHKa TEeXHUKO-3KOHOMMYECKOTO YPOBHA peannsyembiX TexHU4ecCKux
peLLIEHVIﬁ B KOMMbIOTEPHbIX CUCTEMAX U CETAX

Bbibop cpeacts U MeToAoB 3alMTbl MHOOPMALMMU KOMMBIOTEPHbIX CUCTEM U
ceTel

Heobxoanmble
yMeHun

0606LWWaTb Hay4YHO-TEXHUYECKYIO UTepaTypy, HOPMATUBHbIE U MEeToAnYeCcKue
mMmaTtepuanbl B 061acTM 3aWmUTbl UHGOPMaLUK

dopmunpoBaTb MOAENM Yrpo3 M  MOLENN HapywuTena 6e30nacHoOCTM
KOMMbIOTEPHBIX CUCTEM

BbiaBnaTb Hambonee uenecoobpasHble MoaxoAbl K obecneyeHuto 3awuTbl
MHPOPMALMN KOMMNbIOTEPHOM CUCTEMDI

PaBpa6aTblBaTb YacTHble NONUTUKM He30MmacHOCTH KOMMNbHOTEPHbLIX CUCTEM, B
TOM HMcne NONINTUKN ynpasaeHnA JOCTYyNnom n VIHd)OpMaLI,VIOHHbIMM NOTOKaMu

MPUMEHATb HaUMOHa/bHbIE, MEXrocyJapCTBEHHbIE U  MeXAyHapoaHble
cTaHgapTbl B obnactn 3awmTtbhl MHGOPMALMM A0A OLEHKU 3allMLLEHHOCTH
KOMMNbOTEPHOWN CUCTEMDBI

MpUMeEHATb AeNCTBYIOWYI 3aKoHOoAaTebHYO 6a3y B 06aacTn obecneyeHus
KOMMblOTepHOI 6e3onacHocTH

Yutatb HOPpMaTuBHbIE N METOAUYECKME OOKYMEHTbl NO VIHd)OpMHLI,VIOHHOVI
6€30NacHOCTN Ha aHTIMACKOM f3blKe

OcylwectBaaTb NPUHATUE pPeLUeHNA O HeobXoAMMOCTU MCMOb30BaHUA
nporpaMmmHo-annapaTHbIX CPeACTB 3aWnTbl MHGopMaLnn

Heobxogumble
3HaHuA

MopsfoK opraHusaumm paboT no 3awmte MHOOPMALMM B KOMMbIOTEPHbIX
cucTeMax 1 ceTsx

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedadnm UMHGopmauun B
OMNepaLMOHHbIX CUCTEMAX, CUCTeMax ynpasneHua 6asamu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

MeTtoabl aHanusa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

Bmnapbl aTak 1 mexaHM3Mbl UX peanmsaLmm B KOMMNbIOTEPHbIX CUCTEMAX




MeToabl BblIABAEHMA KaHANoB YTE€YKHn MH(I)OpMaLI,MM B KOMMNbKOTEPHbIX
cncremax mn ceTax

MeTtoabl ¥ cpeactBa 3alUmMTbl MHOOPMaLMM B KOMMbIOTEPHbIX CETAX,
onepaLmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6a3samm AaHHbIX

anHLI,VII'IbI nocTpoeHnAa CpeacTts 3alluThbl MHd)OpMaLI,MM KOMMNbKOTEPHbIX
cncrem

CDOpMa}'IbeIe moaenn ynpasaeHnAa OOCTYNOM B KOMMNbHOTEPHbLIX CUCTEMAX U
ceTax

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmmHOWM
peannsaunmn B KOMMbIOTEPHbIX CUCTEMAX U CETAX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbI MHbOPMALMM

PyKoBogsawMe U MeToaMYecKne LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmMaumm n obecneyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe HGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXKAyHapogHble CTaHAApPTbl B
06n1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.4.2. TpypoBaa pyHKUMA

MpoeKTUpoBaHWE NPOrpaMmHO-
a:na aTI-FI)bIXC EACTF; 3:u.|,v|Tb| Yposerb
HanmeHoBaHue P P Kog | D/02.8 |(noayposeHb) 8
MHOOPMALMM KOMMNbIOTEPHbIX CUCTEM
o KBaAnpuKaLmm
u ceTem
MpoucxoxaeHme 3aMMCTBOBaHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM N3 opurnHana
Kog PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpynosble
nencreus

Pa3paboTKa TexXHWYECKUX 3afaHWM, 3SCKU3HBIX, TEXHUYECKUX W paboumx
NpoeKkToB paboT no 3awmTe MHGOPMALMM

Pa3paboTKka nnaHoB M rpadMKoB NpoBeaeHna paboT no 3awmuTe MHbopmaLmm

AHann3 cyWwecTBYOWNX METOAOB U CPeACTB, MPUMEHAEMbIX 17 KOHTPOAA U
3aLLMTbl MHGOPMALLUM

PaspaboTKa npeasioxeHuit No CoBEPLIEHCTBOBAHMIO CYLLECTBYIOWMX METOA0B




M CPeACTB, MNPUMEHSAEMbIX A8 KOHTPOAA M 3aWwmTbl UHPOpMauun, wu
NoBbILWEeHM0 3PPEKTUBHOCTM STOM 3aLLUTDI

PaspaboTKa NpPOEKTOB MPOrPaMMHbIX M annapaTHbIX CPeACTB 3aluThbl
WMHPOPMaLMKN B COOTBETCTBUMN C TEXHUYECKMM 3aZaHMEM

OueHKa TeXHMKO-3KOHOMUYECKOro YPOBHA U 3¢¢EKTVIBHOCTVI npegnaraembix
N peannsyembiX TEXHUYHECKUX peLLIGHMVI

MpoBeaeHWe aTTecTaluMm NPOrpaMmm M aaropuTMOB Ha NPeAMeT COOTBETCTBUA
TpeboBaHMAM 3aWnTbl MHGOPMaLUK

Heobxogumble
yMeHus

npOBO,ﬂ,MTb ncecnenoBaHMA C UEIblo HaxXxoXXaeHnA Hambonee u,enecooﬁpasHblx
NPaKTN4eCKnxX peLLIGHMﬁ no obecneyeHuto 3alnTbI VIHCI)OpMaLI,VIM

MPMMEHATb OTEYeCTBEHHble CTaHA4APTbl B 061acTK 3almThl MHOPMaUMK ANA
NPOEKTUPOBAHUA CPEACTB 3aLnTbl MHGOPMALIMM KOMMNbIOTEPHOM CUCTEMDbI

Pa3pabaTbiBaTb apXMTEKTYpy M MHTepdelchbl cpeacTB 3awWwuTbl MHGOPMaLMK,
npoueaypbl BOCCTAHOBNEHUA paboToCNoCOBHOCTM CPeaCcTB U CUCTEM 3aLLMUTbI
nocne cboes

Moabupate M 0606WaTb Hay4YHO-TEXHUYECKYID NUTepaTypy, MeToguuyecKue
mMmaTepuanbl MO MNPOrpaMmHbIM M annapaTHbIM cpeacTBam M cnocobam
3alLMTbl MHGOPMALLMM, B TOM YMC/E Ha aHIIMNCKOM fA3blKe

Heobxogumble
3HaHuA

MeToapl U cpeacTBa MNosydvyeHus, ob6paboTkM M nepegaynm MHPopmauun B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrnpasieHus 6as3amu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

Bmnapbl aTak 1 mexaHM3Mbl UX peanmsaLmm B KOMMNbIOTEPHbIX CUCTEMAX

MeTtoabl w cpencrtea  3alluUTbl MHd)OpMaLI,MM B KOMMbKTEPHbLIX CETAX,
onepaunoHHbIX CUCTeMaxX U CUCTeMax ynpaBaeHUA 6asamu AaHHbIX

MPUHLMNbI MOCTPOEHMA CUCTEM 3aWnUTbl  MHPOPMALMM  KOMMbIOTEPHbIX
CUCTEM, B TOM YMC/IE AHTUBUPYCHOTO NPOTrPAaMMHOro obecneyeHus

MeTtoabl aHanumsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

TeopeTUKo-YMCOoBblE METOAbl U aArOpPUTMbI, NPUMEHAEeMble B CPeacTBax
3aLLMTbI MHGOPMALLUM

CDOpMaIIbeIE moaenn ynpasneHmAa goctynom

MpuHUMNbI M MeToAbl  MPOEKTUPOBaHMA  MPOrpPamMMHO-annapaTHoOro
obecneyeHuns

MeToaonornu n TeXHON0rmu paapa60TKM nporpammHoro obecneyeHus

MPUHUMMBI U METOAbl YyNpaBAeHUA NPOeKTamMmn B 061acTM MHGOPMaLMOHHOM
be3onacHocTH

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmHOW
peanusauum

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM




PyKoBogsawMe U MeToaMYECKNEe LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB MCMOJIHUTENLHOM BAACTU MO 3awmTe MHPopmMaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe MHGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXAyHapogHble CTaHAAPTbl B
o0bn1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.4.3. TpyaoBaa GpyHKUUA

Pa3paboTKa n TecTpoBaHMe cpeacTs YpoBeHb
HanmeHoBaHue | 3awmTbl nHGOPMaLMM KomnbloTepHbix | Kog | D/03.8 |(noaypoBeHb) 8
CUCTEM U ceTelt KBanMdpmKaumnm
MpouncxoxaeHne 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLNM M3 opurnHana
Koa PerncrpaumoHHbIn
opurMHana HOMmep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyaosble
nencreus

Paapa60TKa cpeacrts 3aluUThbl VIHd)OpMaLI,VIM B COOTBETCTBUUN C TEXHUYECKUM
3agaHnem

MccnepoBaHWe nporpamMMHO-annapaTHbIX CPeacTs 3almTbl MHGOpMauUKM B
KOMMbIOTEPHbIX CUCTEMAX

Pa3paboTka nNporpamMmmHO-annapaTHbIX CPEeACTB 3aWuTbl MHPOPMALMM B
KOMMbIOTEPHBIX CUCTEMAX

OTnagKa co3gaBaemMblx CPeAcTs 3almTbl UHGOPMaLUK

MpoBegeHWe aTTecTaluMm NPOrpaMmm M aIfTOPUTMOB HA NPEeLMET COOTBETCTBUA
TpeboBaHMAM 3aLWUTbI MHGOPMaLLUK

Pa3pa60TKa MaTemMaTnu4eCKknx N\op,eneﬁ 6e3onacHocTH KOMMbIOTEPHbIX CUCTEM

BbINo/IHEHME KOHTPOJIbHBIX MPOBEPOK PAaboToCnoCOBHOCTN U 3PEKTUBHOCTU
CUCTEM U CPEACTB 3aLLUTbI MHGOPMALMM

Heobxoanmble
yMeHus

Mcnonb3oBaTb Npuembl 3aWLUTHOrO NPOrpammmnpoBaHnA

Ucnonb3oBaTtb npunembl 3aWlUTbl OT TUNMUYHbLIX aTaK Ha KOMMbHOTEPHbIE
cncrembl

MpumeHATbL MeToAbl U NPUeMbl OTNALAKM

anMEHﬂTb MeTo4bl N CcpeacTBa TeCTUPOBaAHUA




Heobxogumble
3HaHWA

MeToapl M cpeacTBa MNosydYyeHws, ob6paboTkM M nepegaynm MHPopmauumn B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrnpasieHus 6asamu  OaHHbIX U
KOMMbIOTEPHBIX CETAX

MeToabl M cpeactBa 3alUmMTbl MHOGOPMaLMM B KOMMbIOTEPHbIX CETAX,
onepaLmnoHHbIX CUCTEMAX U CUCTEMaX ynpasieHnsa 6asammu AaHHbIX

MeTtoabl aHanumsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

MPMHLMNbI NPOEKTUPOBAaHNA aHTUBUPYCHOTO NPOrpaMmmHoro obecnedyeHms

Buabl aTak M mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbLIX CUCTEMAX

MpUHLMNIBI NOCTPOEHNA CUCTEM 3aLUNUTDI VIHd)OpMaLI,VIVI KOMMNbIOTEPHbLIX CUCTEM

MeTofoNorMn U TexHoNorMM pPaspaboTKM NPOrpaMmHOro W annapatHoro
obecneyeHun

Kpuntorpaduueckne 0COBEHHOCTM  MX  MPOrpaMMHOM

peannsauunmn

aAITOPUTMblI n

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoaAwMe U MeTOAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepasbHbIX
OpraHOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyfapCTBEHHbIE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.4.4. TpypoBaa pyHKUMA

ConpoBoxaeHne pa3paboTku cpeacTs YpoBeHb
HammeHoBaHMe |3alumTbl MHGOPMaUUK KomnbioTepHbix | Kog | D/04.8 |(noayposeHsb) 8
cucTeM U ceTen KBannbumKauum
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kog, PerncrpaumoHHbIn
opuruHana HOomep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyaosble
nencrems

Pa3paboTKa TeXHUYECKNX 3a4aHWI, MNAHOB U rPadUKOB NpoBeAeHUs paboT no
3almMTe MHPOPMAUMM B COOTBETCTBUU C AEWUCTBYIOWMMM HOPMATUBHLIMU M
METOAMYECKMMU AOKYMEHTaMM




PaspaboTka pekomMeHAaUMIn U NpensoKeHWUd Mo COBEPLIEHCTBOBAHWUIO W
NoBbILWEeHU0 3GPEKTUBHOCTM 3aLUTbl MHOPMALUK

CocTtaBneHue n od)opmneHme pa3genoB Hay4HO-TEXHUYECKNX OTHETOB

Onpe,u,eneHme I'IOTpE6HOCTM B CpeacTBax 3alWuTbl MHd)OpMaLI,MVI, COCTaB/sieHune
3aABOK Ha UX an06pETeHme C HGO6XOAMMbIMM 060CHOBAHUAMM U pacyeTamu

MoAaroToBKa MNpensIoKeHU Mo 3aKNHOYEHWUIO COrNalleHuii U A0oroBopoB C
opraHM3aumMamMn, NpeaocTaBAAWMMM  ycayru B obiacTu  3alMThl
nHpopmauum

BbinosiHeHMe aTTecTaLMmn NporpaMmm U aaropuTMOB Ha NpeameT COOTBETCTBUSA
TpeboBaHMAM 3aLWUTbI MHGOPMaLUK

BbINO/IHEHME KOHTPO/IbHbIX MPOBEPOK PaboTocnocobHOCTU U 3ddEeKTUBHOCTU
CUCTEM M CPEACTB 3alLMTbl MHOPMaLMK

AHann3 cyWwecTBYOWNX METOLOB U CPeACTB, MPUMEHAEMbIX A7 KOHTPOAA U
3aLLMTbl MHGOPMALLUM

Pa3paboTKa npeasio’KeHUin MO COBEPLUEHCTBOBAHUIO W MOBbIWEHMIO
3¢$PEKTUBHOCTU METOA0B U CPEACTB, MPUMEHAEMbIX ANA KOHTPOAS U 3aLLUTbI
nHpopmauum

MoAroTOBKa MPOEKTOB HOPMATMBHbIX M METOOMYECKMX MaTepuanos,
pernameHTUpyowux paboTy No 3awute MHGopmauun

Pa3paboTKa OpraHM3auMoHHO-PACNOPSANTENbHBIX AOKYMEHTOB MO 3aliuTe
nHpopmauum

KoHTponb 33 paboToii MO OUEHKE TeXHWKO-3KOHOMWYECKOrO YPOBHSA
pa3pabaTtbiBaembix Mep Mo 3awuTe MHPopmauun

MeToauyeckoe pyKoBoACTBO paboToi MO OLEHKEe TEXHMKO-IKOHOMMUYECKOro
ypoBHSA pa3pabaTtbiBaembix Mep Mo 3awmute MHGopmauun

KoHTponb 3a cobnogeHnem ycTaHOBAEHHOro NopAdKa BbiNosHeHUA pabor, a
TaKKe [elCTBylOWLEro 3aKkoHogaTenbcTBa Poccuiickoir ®deaepaumm npwm
peLlieHMM BONPOCOB, KacatoLLMXCa 3alnTbl UHGOPMaLUK

Opl’aHVIBaLI,VIFI nposeaeHNA cneunaabHbIX MCCﬂeAOBaHMﬁ M KOHTPOJIbHbIX
NpPoBEPOK ON1A BbIABZIEHNA BO3SMOXHbIX KaHa/10B YTEYKHN VIHd)OpMaLI,VIM

Heobxoamnmble
yMeHun

dopmupoBaTb MOAENM Yrpo3 M MOAENM HapylwuTena 6e30nacHOCTM
KOMMbIOTEPHbIX CUCTEM

PaBpa6aTblBaTb YacTHble NONUTUKM He30MacHOCTH KOMMNbKOTEPHbLIX CUCTEM, B
TOM HMcne NONNTUKKN ynpasaeHnA JOCTynom m VIHd)OpMaLI,VIOHHbIMM NOTOKamMu

MPUMEHATb HaLMOHa/NbHblE, MEXKroCy4apCTBEHHblE U MeXAyHapoAHble
cTaHAapThl B 061aCTH 3aLWMTbI MHOOPMALMK

MpUMeEHATb AeNCTBYIOWYIO 3aKOHOoAaTeNbHYo0 6a3y B ob6aacTn obecneyeHus
3aLLMTbl MHGOPMALLUM

YuTtaTb HOPMATMBHbIE WU METOAMYECKME AOKYMEHTbl NO WHPOPMaLMOHHOM




6e30NacHOCTN Ha aHTIMIACKOM f3blKe

Heobxoanmble
3HaHUA

MeToap! 1 cpeacTBa NoayyeHns, 06paboTkn 1 nepegadun MHboOpPMaL UK

MeTtoAbl BblABNIEHUA KAaHANoB YTEYKHU VIHd)OpMaLI,VIM

MopsAAoK opraHMsaumm paboT no 3awmute nHbopmaLlmm

MeToabl NAAaHUPOBAHWA W OpraHM3auMM nposBeaeHus paboT no 3awmTe
nHbopmauum n obecrneyeHmto rocyaapCcTBEHHOM TalHbl

MeTtoabl nposBedeHUA crneuuasnbHbIX UCCAeA0BaHMIA U NPOBEPOK, paboT no
3awmte nHdopmaumm

MeTtoabl cpencrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CEeTAX,
onepaunoHHbIX CUCTEMAX U CUCTEMAX ynpaBaeHUA 6asamu AaHHbIX

MeToabl aHanun3a 6e3onacHocTH KOMMNbKOTEPHbLIX CUCTEM

anHLI,VII'IbI NPOEKTUPOBAHNA aHTUBUPYCHOIO NPOrpaMmmHOro obecneyeHus

Bmnapbl aTak 1 mexaHM3Mbl UX Ppeanm3aLnmm B KOMMNbIOTEPHbIX CUCTEMAX

MpUHLKUNBI NOCTPOEHNA CUCTEM 3aLUNTDI VIHd)OpMaLI,VIVI KOMMNbIOTEPHbLIX CUCTEM

CDOpMaIIbeIE moaenun ynpasneHmAa goctynom

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peanunsaumum

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PyKkoBoasalwme n MmeToamyeckne AOKYMEHTbl YNOJAHOMOUYEHHbIX deaepanbHbix
OpraHoB MCMOAHWUTENLHON BAACTU MO 3awmTe MHPopmaumm n obecnedyeHmto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyfapCTBEHHbIE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapaKTepUCTUKK

3.5. 0606wWweHHan TpyaoBan GyHKLMUA

HanmeHoBaHMe

MpouncxoxgeHue

0606L1eHHOM TpyaoBoi

dYHKUMM

PykoBoacTBO paspaboTkoi
nporpammHo-annapaTHbIX CPeacTs Ko £ YpoBeHb 8
3aWMTbl MHOOPMALMM KOMMNbIOTEPHbIX KBanMdpuKaumnm
CcUCTEM U ceTel

3anmcTBOBaHO

OpuruHan X

13 OpUrnMHana

Koa PerncrpaumoHHbIn




opurMHana Homep
npodeccroHanbHor
0 CTaHAZapTa

Bo3moxHble
HanMeHOBaHMA
JO/IKHOCTEN,
npodeccui

HavanbHUK oTaena (nabopaTtopuu, cektopa) no 3awmrte MHGopmaumnm

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbicwee 0b6pasoBaHue - cneuuanmnTeT Uanm marmctTpatypa U 4onoHUTEIbHOE
npodeccroHanbHoe 06pa3oBaHMe - MPOrPaMMbl MOBbILWEHUA KBAANPUKALUK
B 06.21acT MHGOPMALIMOHHOM Be3onacHOCTH

nnn

Bbicwee obpasoBaHue - acnMpaHTypa (aabloHKTYpa) U 4ONOAHUTENbHOE
npodeccrmoHanbHoe o6pasoBaHMe - TPOrPamMbl NOBbILWEHUA KBAANPUKALMK
B 061acTh MHGOPMALIMOHHOM Be3onacHOCTH

TpeboBaHMA K
onbITy
NpaKTUYecKon
paboTbl

He meHee nATK neT B 061aCT NpUMEHEHWA U aHann3a 3PPeKTUBHOCTH
CPeACTB 3aLWMUTbl MHPOPMALMM KOMMbIOTEPHbIX CUCTEM, B TOM YMC/Ie Ha
PYKOBOAALLMX AO/IKHOCTAX HE MEHEEe TPeX JIET MPU HAINYMU BbICLIETO
06pa3oBaHuA - CNeLMannTeTa UM MarucTpaTypbl B 061acTu
nHdopmaumoHHoN 6esonacHoCcTH

nnu

He meHee Tpex /ieT B 06/1aCTV NpUMeEHEHMA U aHan3a aPpPpeKTUBHOCTH
CPeACTB 3aLMUTbl MHGOPMALMU KOMMbIOTEPHbIX CUCTEM, B TOM YMC/IE Ha
PYKOBOAALLMX AONKHOCTAX HE MeHee ABYX NeT NP HaIMYnK BbiCLIEro
06pa3oBaHMA - aCNUPaHTYpPbI (a4 bIOHKTYPbI)

Ocobble ycnoBus
[AOMNycKa K pabote

Hanuune pgonycka K rocygapcTBeHHOM TaHe (Mpyn HeobxoanmocTu)

Apyrve
XapaKTepUCTUKK

[ononHuTenbHble XapaKTePUCTUKMU

HanmeHoBaHMe
OOKYMeHTa

Kop, HavmeHoBaHuWe 6a30B0W rpynnbl, 4OMKHOCTH
(npodeccum) nnm cneymanbHoCcTH

OK3

1330 PykoBoauTenu cnyxb n noapasaeneHuii B chepe
MHPOPMALNOHHO-KOMMYHWKALLMOHHBIX TEXHOOTUIA

EKC

HayanbHuK oTaena (nabopatopuu, cektopa) no
TeXHUYecKow 3awmTe nHdopmaumm

OKMATP

46115 PyKkoBoauTenb aHa/IMTUYECKOM Fpynnbl NoapasaesieHums
No KOMMJIEKCHOM 3almTe nHdopmauum

46155 PykoBoguTenb rpynnbl NogpasaesieHms no KOMNAEKCHOM
3awmTte nHdopmaumm

OKcCO

2.10.05.01 KomnbloTepHasa 6e30nacHOCTb




2.10.04.01 NHbopmaumnoHHas 6e3onacHoCTb

2.10.05.02 NHdbopmaumnoHHas 6e3onacHoCTb
TENIEKOMMYHUKALUNOHHbBIX CUCTEM

2.10.05.03 NHbopmaunoHHoM 6e30nacHOCTY aBTOMATU3NPOBAHHbIX
cncTem

2.10.05.04 NHPopMaLMOHHO-aHaNUTUYECKME CUCTEMbI B€30NacHOCTH

2.10.05.05 BesonacHOCTb MHPOPMALMOHHbIX TEXHONOTMIA B

npaBooOXpaHUTeNbHOM chepe

2.10.05.06 Kpuntorpadwus

2.10.05.07 MpoTnBoAeCTBME TEXHUYECKMM pPa3BeaKam
2.10.06.01 NHdbopmaumnoHHas 6e3onacHoOCTb
2.10.07.01 NHbopmaumnoHHas 6e3onacHoCTb

OKCBHK <8> 051319 MeToapl M cMcTeMbl 3aLLKUTbl UHPOPMaLUK 1

MHpopmauMoHHOM Be3onacHOCTH

3.5.1. TpypoBasa ¢pyHKUuUA

PykoBoacTBO paspaboTkoi
TpeboBaHMI K NporpammHo- YpoBeHb
HanvmeHoBaHMe |annapaTHbIM CpeacTBam 3aLLUTLI Kog | E/01.8 |(nomyposeHb) 8
MHOOPMALMM KOMMNbIOTEPHbIX CUCTEM KBanMdpmKaumnm
n cetem
I‘Ipomcxoikp,eHme Opurian X 3anmcTBOBaHO
TPYA0BOM GYHKLUM U3 opuUrnHana
Kog PerncrpaumoHHbIn
opurMHana HOMmep
npodeccnoHanbHor

O CTaHAQapPTa

Tpyposble
nencremn

OpraHumsauua paspaboTkn moaenn yrpo3 6e30macHOCTM M MX BO3MOMKHbIX
WCTOYHWNKOB B KOMMbIOTEPHbIX CUCTEMAX M CETAX

Onpe,u,eneHme KaHa/10B yTe4YKU VIHd)OpMaLI,VIM B KOMNbKOTEPHbLIX CUCTEMAX U
ceTax

Pa3pa60TKa MmaTemMaTnyeCkmnx MOLI,EI'IEI‘;I, peannsyembiX B CpeactBax 3allUThbI
VIHd)OpMaLI,VIVI B KOMMNbKOTEPHbLIX CUCTEMAX U CETAX

OueHka 3ODEKTUBHOCTM  peaniM3yembiX  TEXHWYECKMX  pelieHuin B
KOMMbIOTEPHbIX CUCTEMAX U CETAX

OueHKa TexHUKO-3KOHOMWYECKOro YPOBHA pe€annsyembiX TeXHU4YeCKux




peLLIEHVIﬁ B KOMIMbKOTEPHbIX CUCTEMAX U CETAX

Bbibop cpeacTts U meToAoB 3alUMTbl MHGOPMALUU KOMMbIOTEPHbIX CUCTEM U
ceten

Heobxogumble
yMeHus

0606LwWaTb Hay4YHO-TEXHUYECKYIO IUTEPATYPY, HOPMATHUBHbIE U METOLAUYECKNE
MmaTepuasnbl B 061aCTM 3aWmThl UHPOPMaLUn

dopmunpoBaTb MOAENM Yrpo3 M MOAENM HapylwuTena 6e30nacHOCTM
KOMMbIOTEPHbIX CUCTEM

BbisiBNATb Haubosiee LenecoobpasHble Noaxodbl K obecneyeHuto 3aluTbl
MHPOPMaLMM KOMMbIOTEPHOW CUCTEMDI

Pa3pa6aTbIBaTb YacCTHble NONUTUKM He30MacHOCTH KOMMNbIOTEPHbLIX CUCTEM, B
TOM 4uMcne NOJINTUKU ynpasaeHnAa AOCTYynom m VIHCI)OpMaLI,VIOHHbIMVI NOTOKaMu

MpUMeHATb HaUuMOHa/bHble, MEXrocyfapCTBEHHblIE U  MeXAyHapoaHble
CTaHgapTbl B obnacTu 3awmTtbl MHOOPMALMM ANA OLEHKU 3alMLLEHHOCTH
KOMMbOTEPHOWN CUCTEMDBI

MpMMeHATb AENCTBYIOLLYIO 3aKoHoAaTeNbHyo 6a3y B obaactn obecnedyeHus
KOMMblOTepHOI 6e3onacHocTH

Yutatb HOPpMaTuBHbIE N METOAUYECKME OOKYMEHTbl NO VIHd)OpMHLI,VIOHHOVI
6e30NacHOCTN Ha aHTIMACKOM f3blKe

OcylwectBaaTb NPUHATUE pPeLUeHNA O HeobXoAMMOCTU MCMOb30BaHUA
nporpaMmmHo-annapaTHbIX CPeACTB 3aWnTbl MHGopMaLUn

Heobxogumble
3HaHWA

MopsfoK opraHusaumm paboT no 3awmte MHOOPMALMM B KOMMbIOTEPHbIX
cUCTeMaXx U ceTsx

MeToapl M cpeacTBa MoaydeHua, ob6paboTKM M nepedaynm UMHGopmauun B
OMepaLMOHHbIX CUCTEMAX, CUCTeMax ynpasneHua 6asamu  AaHHbIX U
KOMMbIOTEPHbIX CETAX

MeTtoabl aHanumsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

Bmnapbl aTak 1 mexaHM3Mbl UX Ppeanm3aLmm B KOMMNbIOTEPHbIX CUCTEMAX

MeToabl BbIABAEHMA KaHaNoB YTE€YKHn MH(I)OpMaLI,MM B KOMMNbKOTEPHbIX
cncremax mn ceTax

MeToabl M cpeactBa 3alumMTbl MHOOPMaUMM B  KOMMbIOTEPHbIX CETAX,
onepaLmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6asamm AaHHbIX

anHLI,VII'IbI nocTpoeHnAa Cpeacts 3aliuThbl MHd)OpMaLI,MM KOMNbKOTEPHbIX
cncrem

CDOpMa}'IbeIe moaenn ynpasaeHnAa OOCTYNOM B KOMMNbHOTEPHbLIX CUCTEMAX U
ceTax

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmmHOW
peannsaunmn B KOMMbIOTEPHbIX CUCTEMAX U CETAX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM




PyKoBogsawMe U MeToaMYECKNEe LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB MCMOJIHUTENLHOM BAACTU MO 3awmTe MHPopmaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe MHGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXAyHapogHble CTaHAAPTbl B
o0bn1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.5.2. TpyaoBsaa GpyHKUuUA

HanmeHoBaHMe

MpouncxoxgeHue
TPYA0BOM QYHKLUM

PyKoBOACTBO NPOEKTUPOBAHMEM
nyor aS\MHO aﬁna aTEbIXC eAcTB Yposerb
porp P P Kog | E/02.8 |(nomypoBeHb) 8
3aWMTbl MHOOPMALMM KOMMNbIOTEPHbIX
< KBaAnduKaumm
CUCTEM U CETEN
3anmcTBoBaHO
OpuruHan X
M3 opurnHana
Koa PerncrpaumoHHbIn
opurMHana HOMmep
npodeccmoHanbHor

O CTaHAQapPTa

Tpyaosble
nencreus

OpraHusauus paspaboTKM TeXHUYECKUX 3aJaHWMN, 3CKM3HbIX, TEXHUYECKUX U
paboumnx NpPoeKkToB paboT no 3awwmTe NHbopmaLmnn

Pa3paboTKka nnaHoB M rpadMKoB NpoBeaeHna paboT no 3awmuTe MHbopmaLumm

AHann3 cyWwecTBYOWNX METOLOB U CPeACTB, MPUMEHAEMbIX 417 KOHTPOAA U
3aLLMTbl MHGOPMALLUM

Pa3paboTKa npeanoxeHui No COBEPLIEHCTBOBAHUIO CYLLECTBYOLWMNX METOA0B
W CPeAacTB, MPUMEHAEMBIX A1 KOHTPOAA W 3aWwuTbl WMHPOPMALUK, U
NoBblILWeHM0 3GGEKTUBHOCTM 3TOM 3aLLMUTBI

Paapa60TKa NMPOEKTOB MNPOrpamMmmHbIX W annapaTtHbIX CPeacrts 3alnTbl
VIHd)OpMaLI,VIVI B COOTBETCTBUU C TEXHNYECKUM 3adaHNEM

OueHKa TEXHUKO-3KOHOMWYECKOrO YPOBHA U 3pEKTUBHOCTU Npeanaraembix
N peannsyembiX TEXHUYECKMX peLleHui

MpoBegeHWe aTTecTalMm NPOrpaMmm M aIfTOPUTMOB HA NPeLMET COOTBETCTBUA
TpeboBaHMAM 3aWUTbI MHGOPMaLUK

Heobxoanmble
yMeHus

MpoBoAUTL UCCNEA0BaHNA C LIENbIO0 HaXxoXaeHna Hanbonee LenecoobpasHbIX
NpaKTUYECKUX peLleHuid no obecrnevyeHuno 3amnTbl MHGOpPMaLLMm

anMEHﬂTb oTeyeCTBeEHHbIE CTaHAAPTbI B obnactu 3alnTbl VIHd)OpMaLI,VIVI Aana
NPOEKTNpPOBaHNA CpeacTB 3aLllnUTbl VIHd)OpMaLI,VIM KOMI'IblOTEpHOVI cncrembl




Pa3pabaTbiBaTb apXMTEKTYpy M MHTepdelchbl cpeacTB 3awWwuTbl MHOPMaLMK,
npoueaypbl BOCCTAHOB/NEHUA paboToCNocObHOCTM CPeaCcTB U CUCTEM 3aLLMUTbI
nocne cboes

Moabupate M 0606WaTb Hay4YHO-TEXHUYECKYID NUTepaTypy, MeToguuyeckue
maTepuanbl MO MNPOrpaMmHbIM M annapaTHbIM cpeacTBam M cnocobam
3alMTbl MHGOPMALLMM, B TOM YMC/E Ha aHIIMMCKOM fA3blKe

Heobxogumble
3HaHWA

MeToapl M cpeacTBa MnoaydYyeHws, ob6paboTkM M nepegaynm MHPopmauumn B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrpasieHus 6asamu  OaHHbIX U
KOMMbIOTEPHBIX CETAX

Bmnapbl aTak 1 mexaHM3Mbl UX peanmsaLmm B KOMMNbIOTEPHbIX CUCTEMAX

MeTtoabl w cpencrtea  3alluUTbl MH(I)OpMaLI,MM B KOMMbKTEPHbLIX CETAX,
onepaunoHHbIX CUCTEMAX U CUCTEMAX ynpaBaeHUA 6asamu AaHHbIX

MPUHLMNbI MOCTPOEHMA CUCTEM 3aWnUTbl MHPOPMALMM  KOMMbIOTEPHbIX
CUCTEM, B TOM YMCNE aHTUBUPYCHOTO NpOrpaMmHoro obecnedyeHus

MeTtoabl aHanmsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

TeopeTUKo-4YMCOoBblE METOAbl U aArOpPUTMbI, NPUMEHAEeMble B CPeacTBax
3alMTbl MHGOPMALLUM

CDOpMaIIbeIE moaenun ynpasneHmAa goctynom

MpuHUMNbI M MeToAbl  MPOEKTUPOBaHMA  MPOrpPamMMHO-annapaTHoOro
obecneyeHuns

MeTtoaonornu n TeXHON0rmn paapa60TKM nporpammHoro obecneyeHus

MPUHUMMBI U METOAbI YyNpaBAeHUA NPOeKTaMmKn B 061acTM MHGOPMaLMOHHOM
6e3onacHocTH

KpunTorpapuueckme anroputmbl M OCOBEHHOCTM  UMX  MPOrpaMmHOWM
peanusauum

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PyKoBogsawMe U MeToaMYECcKNe LOKYMEHTbI YNOJHOMOUYEHHbIX deaepasnbHbiX
OPraHoOB UCMOJIHUTENLHOM BAACTU Mo 3awmTe MHPopmaumm n obecnedyeHuto
6e30nacHOCTN KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpPbI

OpraHu13aluMoHHble Mepbl No 3aLmTe HGopmaunm

HauunoHanbHble, MEXrocyAapCTBEHHbIE U MeXAyHapogHble CTaHAAPTbl B
o0bn1acTv 3aWwmTbl HGOPMaLLUK

Apyrve
XapaKTepUCTUKK

3.5.3. TpyaoBsaa GpyHKUuuAa

HanmeHoBaHMe

PykoBoacTBO paspaboTKoi 1
TecTMpoBaHMEM CPEACTB 3aLUUTbI (nogypoBeHb)

Kos | E/03.8 |’ POBeHb




MpouncxoxgeHue

TPYA0BOM QYHKLUM

VIHd)OpMaLI,VIVI KOMMbKOTEPHbLIX CNCTEM KBaJ'IVId)VIKaLI,VIVI

n cetem
3anmcTBoBaHO
OpuruHan X
N3 opuUrnHana
Koa PerncrpaumoHHbIn
opurMHana HOomep
npodeccnoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

KoHTponb 3a pa3paboTKoi cpeAcTs 3aliMTbl MHPOPMALMM B COOTBETCTBMM C
TEeXHUYECKMM 3a4aHneM

Opl’aHVIBaLI,VIFI p360T no unccnegoBaHUO NporpammHoO-annapaTHbIX Cpeacrts
3alnThbI MHd)OpMaLI,MVI B KOMMNbKOTEPHbLIX CUCTEMAX

PaspaboTka nporpammHo-annapaTHbIX CPeACTB 3alWuTbl MHPOPMALMM B
KOMMbIOTEPHBIX CUCTEMAX

OTnagKa co3gaBaeMbix CPeAcTB 3alnTbl UHGOPMaLUK

OpraHu13auma aTTectaumm NporpaMmm M anropuTMoB Ha NpeameT COOTBETCTBUA
TpeboBaHMAM 3aWnTbl MHGOPMaLUK

Paapa60TKa MaTeMaTU4eCKnX MO,ﬂ,eJ'IeVI 6e3onacHoCTH KOMMbKOTEPHbBIX CNCTEM

BbINO/IHEHME KOHTPO/IbHbIX MPOBEPOK PaboTocnocobHOCTU U 3ddeKTUBHOCTU
CUCTEM M CPEACTB 3alLMTbl MHOPMALMM

Heobxogumble
yMeHus

Ucnonb3oBaTtb npuembl 3allUTHOIo NporpaMmmmnpoBaHnA

Mcnonb3oBaTtb npuembl 3aWmMTbl OT TUMMUYHbLIX AaTaK Ha KOMMNbHOTEPHble
cncrembl

anMEHﬂTb MeTodbl U Npuembl OT/1aAKN

MpumeHATbL MeToAbl N CpeaCTBa TECTUPOBAHMA

Heobxogumble
3HaHuA

MeToapl M cpeacTBa MNosydvyeHws, ob6paboTkM M nepegaym MHPopmauumn B
OMEpPALMOHHbIX CUCTEMAX, CUCTeMax yrpasieHus 6asamu  AaHHbIX U
KOMIMbIOTEPHBIX CETAX

MeTtoabl M cpeactsa 3alumMTbl MHOOPMaLMM B KOMMbIOTEPHbIX CETAX,
onepaLmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6asammu AaHHbIX

MeTtoabl aHanmsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

MPMHLMNbI NPOEKTUPOBAHNA aHTUBUPYCHOTO NPOrpaMmmHoro obecnedyeHms

Buabl aTak 1 mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbLIX CUCTEMAX

MpUHLMNBI NOCTPOEHNA CUCTEM 3aLUNTDI VIHd)OpMaLI,VIVI KOMMNbKOTEPHbLIX CUCTEM

MeTtononormm u TEXHONOrUU pa3p360TKM nporpamMmmHOro M annapatHoro




obecneyeHunsn

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MPOrPaMMHOM
peanunsaumu

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasALwMe U MeTOAMYECKME AOKYMEHTbI YNOJHOMOYEHHbIX deaepasbHbIX
OpraHOB UCMOJIHUTENbHOM BAACTU MO 3awmte MHPOPMauumM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3alwmTe HGopmaunm

HauMoHanbHblE, MEXKrocyJapCTBEHHblE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve
XapPaKTePUCTUKHN

3.5.4. TpyaoBsaa GpyHKUuUA

PyKkoBOACTBO CONPOBOXKAEHMEM
Z3 a6§TKMC e lzTB 3aLfI,|VITbI Yposeb
HaumeHosanme | PooP PEA Koa | E/04.8 |(nogypoBeHb) 8
MHGOPMALMM KOMMNBIOTEPHDLIX CUCTEM
. KBanbumKaumm
n ceTtem
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpwuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana
Kog, PerncrpaumoHHbIn
opurnHana HoMep
npodeccmoHanbHor

O CTaHAQapPTa

Tpygposble
nencremn

KoHTponb 3a pa3paboTKOM TexXHWYEeCKUX 3adaHui, NAaHOB M rpaduKos
nposeaeHna paboT no 3awmTe MHGOPMaLMN B COOTBETCTBUM C AEACTBYIOWNM
HOPMAaTMBHbBIMM N METOAMNYECKUMUN AOKYMEHTAMM

PaspaboTKka pekomMeHAaUMIn U NpensoKeHWd Mo COBEPLIEHCTBOBAHWUIO W
NoBbILWeHU0 3GPEKTUBHOCTM 3aLUTbl MHOPMALUK

CocTtasneHue n od)op:vmeHme pa3genoB Hay4HO-TEXHUYECKNX OTYETOB

Onpe,a,eneHme I'IOTpEﬁHOCTM B CpeacTBax 3alWuTbl MHd)OpMaLI,MVI, COCTaB/ieHune
3aABOK Ha UX an06pETeHme C H606XOAMMbIMM 060CHOBAHUAMM U pacyeTamu

3aKaoueHne cornaweHui " [0rosBopos C opraHusaumnamm,
NpeAoCTaBAAIOWMMM YCAYrM B 061aCTU 3aLLMTbI MHbOPMaLMK

BbinosiHeHMe aTTecTaLMmn NporpaMmm U airopuTMOB Ha NpeameT COOTBETCTBUSA
TpeboBaHMAM 3aWUTbI MHGOPMaLUK

OpraHu13auma KOHTPO/IbHbIX MPOBEPOK PaboToCNOCOBHOCTM M 3bPEKTUBHOCTH




cncrem m cpencts 3alnTbl VIHd)OpMaLI,VIVI

AHaNU3 cyLWEecTBYOLWNX METOA0B M CPEACTB, MPUMEHAEMbIX A4 KOHTPOAA U
3aWmTbl MHGOpPMaLMM

PaspaboTka npegsioXKeHW MO  COBEPLUEHCTBOBAHMIO M MOBbIWEHWUIO
3$PEKTUBHOCTU METOA0B U CPEACTB, MPUMEHSEMbIX A1 KOHTPOAS U 3aWmThbI
nHbopmaumm

MoAroTOBKa MPOEKTOB HOPMATMBHbIX M METOAMYECKMX MaTepuanos,
pernameHTUpyoWwmnx paboTy No 3awmte MHGopmauun

Pa3paboTKka OpraHM3auMOHHO-PACNOPAAUTENBHBIX AOKYMEHTOB MO 3awuTte
nHbopmaumm

KoHTponb 3a paboToii MO OUEHKE TeXHWKO-3KOHOMUYECKOrO YPOBHSA
paspabaTbiBaembix Mmep Mo 3awmute UHGopMaLumnn

MeToamyeckoe pyKoBOACTBO pPaboToi MO OLEHKEe TEXHMKO-IKOHOMMWYECKOTo
YPOBHSA pa3pabaTtbiBaembix Mep Mo 3awute MHPopmauun

KoHTponb 3a cobaogeHmMem yCTaHOBAEHHOro NopaaKa BbiNnosHeHUa pabor, a
TaKXe [OeNCTBYlOWero 3akoHogaTenbctBa Poccuiickoit deaepauumn npwm
peleHnn BONPOCOB, KacatoWmMXCs 3aLuTbl MHbOPMaLUK

Opl’aHVIBaLI,VIFI nposeaeHNA cneunaabHbIX MCCﬂeAOBaHMﬁ M KOHTPOJIbHbIX
NpoBEPOK O1A BbIABIEHNA BO3SMOXHbIX KaHa/10B YTEYKHN VIHd)OpMaLI,VIM

Heobxoanmble
yMeHun

dopmunpoBaTb MOAENM Yrpo3 M MOAENM HapylwuTena 6e30nacHOCTM
KOMMbIOTEPHbIX CUCTEM

PaBpa6aTblBaTb YacTHble NONUTUKM He30MmacHOCTH KOMMNbHOTEPHbLIX CUCTEM, B
TOM HMcne NONINTUKN ynpasaeHnA JOCTYyNnom n VIHd)OpMaLI,VIOHHbIMM NOTOKaMu

MPUMEHATb HaLMOHa/NbHblE, MEXroCy4apCTBEHHblE U MeXAyHapoAHble
cTaHAapThl B 061aCTH 3aLWMTbI MHGOPMALMK

MpUMEHATb AeNCTBYIOWYIO 3aKoHoAaTebHyo 6a3y B 06aacTn obecneyeHus
3aLLMTbl MHGOPMALLUM

YnuTtaTb HOPMaTMBHblE U METOAMYECKME AOKYMEHTbl NO WHPOPMaLMOHHOM
6€30MacHOCTM Ha aHI/IMMCKOM fi3blKe

Heobxogumble
3HaHuA

MeToap! 1 cpeacTBa nosyyeHuns, 06paboTkn 1 Nnepesaun MHPopmaLmm

MeToabl BbIABNEHNA KaHANOB YTEYKH MHCI)OpMaLI,VIVI

MopsfoK opraHM3aumm paboT no 3awmuTe MHopmaLmm

MeToabl NAaHUMPOBAHUA M OpraHWsauuM NpoBeAeHus paboT no 3awmTe
nHpopmaumm n obecneyeHunto rocyaapcTBEHHOM TalHbI

MeToapl NpoBeseHNA crneunanbHbIX UCCAeLoBaHWUA M MPOBEPOK, paboT no
3almTe nHdopmaumm

MeTtoabl M cpeactBa 3almMTbl MHOOPMaLMM B KOMMbIOTEPHbIX CETAX,
onepaLUmnoHHbIX CUCTEMAX U CUCTEMAX ynpasieHnsa 6asamm AaHHbIX




MeTtoabl aHanumsa 6esonacHocTH KOMMNbKOTEPHbLIX CUCTEM

MPMHLMNbI NPOEKTUPOBAHNA aHTUBUPYCHOTO NPOrpaMmmHoro obecnedyeHums

Buabl aTak N mexaHU3mbl UX peannsalmn B KOMMNbOTEPHbLIX CUCTEMAX

MpUHLKUNBI NOCTPOEHNA CUCTEM 3aLUNTDI VIHd)OpMaLI,VIVI KOMMNbKOTEPHbLIX CUCTEM

CDOpMaIIbeIE moaenun ynpasneHmAa goctynom

Kpuntorpaduueckne anroputmbl M OCOBEHHOCTM UMX  MNPOrPaMMHOM
peanunsaumuu

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBoasLme U MeToAMYECKME AOKYMEHTbI YNONHOMOYEHHbIX deaepanbHbiX
OpraHoOB UCMOJIHUTENbHOM BAACTU MO 3awmTe MHPOPMauuKM U obecnedyeHuto
6e30NacHOCTN KPUTUYECKON MHDOPMALMOHHOW MHPPACTPYKTYpPbI

OpraHu13aLMoHHble Mepbl No 3awmTe nHGopmaunm

HauMoHanbHblE, MEXKrocyfapCTBEHHblE W MeXAyHapoAHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

Apyrve -
XapPaKTePUCTUKHN

IV. CBeaeHua 06 opraHusaumax - paspaboTumkax
npo¢eccMoHanbHOro cTaHaapTa

4.1. OTBeTCTBEHHAA OpraHu3aLua-paspaboTumk

Accoupauma 3awmTtbl MHbopmauum, ropos Mocksa

Mpe3ngeHt Jlocb Bnagummp Masnosuny

4.2. HanmeHoOBaHMA opraHu3aymii-paspaboTynKos

1 |AHO ANO ueHTp nosbliweHns Keanndukaumm "AUC", ropog Mocksa

2 | Accoumauma npesnpuaTUA KOMNbIOTEPHBIX U MHPOPMALMOHHBIX TEXHONOMMIA, ropos, MocKBa

3 |®reY "BHUWU tpyaa" MuHTtpyaa Poccun, ropoa Mocksa

4 |®YMO B cucteme Bbicwero obpasosaHua no YICHIM "MHdopmaumoHHas 6esonacHocTb", ropos,
MockBa

5 | Akapemua ®CBb Poccuu, r. MockBa

<1> O6LLepOCCUNCKUN KnacCudUKaTop 3aHATUN.

<2> 0O61L1epoCCUNCKUIN KnaccudUKaTop BUAOB SKOHOMUYECKOM AeATENbHOCTMU.




<3> EAMHBbIN KBaNMOUKALUMOHHBIA CNPaBOYHUK AOMKHOCTEN pyKoBOAUTENEl, CneuuanuctoB U
CAYKaLLMX.

<4> 0buwepoccnnckuin KnaccudukaTop npodeccnin paboumx, AOMKHOCTEN CAYKALMNX U TAPUPHbIX
pa3pagos.

<5> 06L1epoccUinckmMin KnaccudurKkaTop cneunanbHocTe Nno obpasoBaHuto.

<6> 3aKkoH Poccuiickon Pegepaunn ot 21 utona 1993 r. N 5485-1 "O rocygapcTBeHHOM TaiHe"
(Poccuiickasn raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon ®eapepaumm, 1997, N
41, cT.4673; 2022, N 32, cT. 5809).

<7> O6LepoCCUMCKMN KnaccudmrKaTop CneumnabHOCTeN BbiCLLen HayYyHOoM KBanduKaLumu.

<8> O6LLEepPOCCUNCKUIA KnaccudUMKaTop CneumnabHOCTeN BbiCLLEN HayYyHOM KBannuduKaumm.




