[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoaHo B MuHtocte Poccum 18 oktabpa 2022 r. N 70596

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUMCKOWN GEAEPALIUN

NMPUKA3
oT 14 ceHTAbpAa 2022 r. N 536H

OB YTBEPXXAEHMU NPO®ECCUOHANIBHOIO CTAHAAPTA
"CNELUUANNCT NO 3ALLUTE NUHOOPMALIUU B TENEKOMMYHUKALMOHHbIX
CUCTEMAX U CETAX"

B cootBetctBUM C nyHKTOM 16 [lpaBun pa3paboTkM M yTBEep:KAeHUA npodeccUoHaNbHbIX
CTaHAAPTOB, YTBEPKAEHHbIX NMocTaHoBAeHNeM [pasuTenbctea Poccuiickon Pepepaunn ot 22 AHBapsA
2013 r. N 23 (CobpaHue 3akoHoaaTenbcTsa Poccuiickon ®epepaumm, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npuKa3biBato:

1. YTBEepAUTb Npunaraemblit npopeccnoHanbHbIM cTaHAapT "CneymanmcT no 3awmrte MHPopmaumm
B TE/IEKOMMYHMKALMOHHbIX CMCTEMAX U ceTAax".

2. Mpu3HaTb yTPaTUBLLMM CUAY NPUKa3 MUHUCTEPCTBA TPYAA U COLMANbHOM 3awmnTbl Poccuiickom
depepaunn ot 3 Hoabpa 2016 r. N 608H "O6 yTBepxAeHUU nNpPodecCMOHaNbHOrO CTaHaapTa
"Cneumanuct no 3awmte UHOOPMAUMM B TEIEKOMMYHMKAUMOHHbLIX cucTemax wu  cetax"
(3apernctpuposaH MwuHUcTepcTBOM tocTuumMm  Poccuitickoit  degepauum 25 Hosbps 2016 .,
pernctpaunoHHbiii N 44449).

3. YcTaHOBUTb, YTO HACTOALLMM NPMKa3 BCTynaeT B cuay ¢ 1 mapta 2023 r. n gencreyet Ao 1 mapTa
2029r.

MuHucTp
A.0.KOTAKOB

YT1BEepxKaeH

npuvkasom MuHUcTepcTBa Tpyaa
W COLMANbHOM 3aLUmThI
Poccuitckoit egepaumm

oT 14 ceHTa6pAa 2022 r. N 536H

NPO®ECCUOHA/IbHBIA CTAHOAPT

CNELMANUCT
no 3AWNTE UHOOPMALIUN B TEIEKOMMYHUKALUNOHHbIX CUCTEMAX U CETAX

840

PernctpaumoHHbIii Homep



l. O6bwme ceBepeHunsn

PaspaboTKa, obecneyeHne GyHKLMOHUPOBAHNA U MEHEAKMEHT CPEACTB U

cucTem obecneyeHmn 3alLMTbl CPeACTB CBA3M CeTeN 31IeKTPOoCBA3n (ganee - 06.030
CCC3) oT HecaHKUMOHMpPOBaHHOro gocTtyna (aanee - HA) K HUM
(HaumeHoBaHMe BUaa NpodeccMoHaNbHOM AeATeNbHOCTH) Kog

OcHoBHaA uenb Buga npodpeccMoHaNbHOM OeATeNbHOCTH:

ObecneuyeHue 3awmTbl CCCI oT HA K HUM B YC/IOBUAX CYLLLECTBOBAHMA YrPo3 UX UHGOPMALMOHHOM

be3onacHoCTH

lpynna 3aHATUNA:

1213 PykoBogutenu B obnactu 1223 PykoBogutenu
onpeaeneHnsa NOANTUKMN U nogpasaeneHuii No Hay4YHbIM
NJaHUPOBAHNA AeATE/IbHOCTU NCcCneoBaHUAM U

pa3paboTkam

2153 MHxeHepbl NO 2512 Pa3paboTtunkum
TeNEKOMMYHMKALNAM nporpammHoro obecnevyeHumn

2519 Pa3paboTumKmM U aHaNTUKK 3522 CneumanncTbl-TeXHUKN No
nporpammHoro obecneyeHus u Te/IeKOMMYHUKALUOHHOMY
NPWUIOXKEHWNN, He BXoAALLME B obopyaoBaHuto
Apyruve rpynneoi

(kog, OK3 <1>) (HanmeHoBaHMe) (kon OK3) (HaumeHoBaHwMe)

OTHeceHuMe K Bugam 3KOHOMMUECKOM AeATeNIbHOCTU:

61.90

[HdeatenbHoCcTb B 06/1aCTV TeNNEKOMMYHMKaUMIA Npoyan

(kog, OKB3/ <2>)

(HaVIMEHOBaHVIe BnAa 3KOHOMMYECKOM AeﬂTe}'IbHOCTM)

Il. OnucaHme TpyA0BbIX GYHKLMUNA,

BX04ALWMX B NPOdECCUOHANbHbIN CTaHaapT

(dyHKUMOHanbHaA KapTta BuAa npodeccMoHaNbHOW AeATENbHOCTH)

0606ueHHble TpyaoBble GpyHKUMHU

Tpyaosble GyHKUUK

KoA HaMMeHoBaHue YPOBEHb HaMMmeHoOBaHue KoA YPOBEHb
KBanuodu (nogypos
Kauum €Hb)
KBanuduk
auum
A BbinonHeHue 5 YcTaHOBKa NporpaMmmHbIX, A/01.5 5
KOMMNeKca Mep no nporpammHo-annapaTHbIX (B TOM
obecneyeHuto yncne Kpuntorpaduyeckux) u




dYHKUMOHNPOBaAHUA
CCC3 (3a
NCKAOYEHNEM ceTei

TEXHUYECKNX CPeacTB 1 CUCTEM
3awmTbl CCCI ot HA,

CBA3M CMELManbHOro ObecneueHne becnepeboiiHoi A/02.5
Ha3HauYeHus) u pabotbl CCC3, a Takxe
CPEACTB WX 3aLLUTbI NPOrpaMMmMHbIX, MPOrPaMMHO-
oT HA u annapaTHbIX (B TOM YMcne
KOMMbIOTEPHBIX aTaK KpunTorpadmnyeckunx) u TeXHUYECKnX
cpeacTs M cMCTemM UX 3alnTbl oT H/,
CpeAcTB AN NOMCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3N
TexHunyeckoe obecnyskmnsaHme CCC3,a | A/03.5
TaKXe NPOrpaMMmMHbIX, MPOrPammHoO-
annapaTHbIX (B TOM YMcne
KpunTorpadmnyeckunx) n TeXHUYECKnX
cpeacTs M cMcTem UX 3alnTbl oT H/,
CpeAcTB AN NOMCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/1EKTPOCBA3MU
ObecneyeHune MOHUTOPUHT GYHKLIMOHUPOBAHMA B/01.6
3awmTel oT HA n CCC3, 3awmweHHocTn ot HAO n
KOMMbIOTEPHbIX aTaK KOMMNbIOTEPHbIX aTaK COOPYKEHUI U
coopyxeHuin n CCCI CCC3
(3a ncknroueHmem
ceTell cBA3U YnpasnieHve GyHKLMOHNPOBaHNEM B/02.6
creumanbHoro CCC3, 3awmuweHHocTbio oT HAO m
Ha3HauyeHus) B KOMMbIOTEPHbIX aTaK COOPYKEHUN K
npouecce ux cces
3KcnayaTaumm
YnpasneHne NnepcoHaiom, B/03.6
06CNYKMBAIOLLMM COOPYHKEHUSA U
CCC3, a TaKXe NporpaMmmHble,
nporpammHo-annapartHbie (B Tom
yncne Kpuntorpadpuyeckme) u
TeXHUYECKMe CpeacTBa U CUCTEMbI UX
3awmTbl oT HA, cpeacTsa AnAa Nnomncka
NPM3HAaKOB KOMMbIOTEPHbIX aTaK B
CeTAX 31eKTPOCBA3M
ObecneueHune YcTaHOBKa CpeAcTB CBA3U ceTel C/01.6
$YHKUMOHUpPOBAHUA CBA3M CMEeLUMaNbHOro HasHavyeHus,
CpPeAcTB CBA3U ceTel BK/It0Yan cpeacTea
CBA3U CNeunanbHoro Kpuntorpaduyeckon 3awmTbl
Ha3HayeHus nHdopmaunm (aanee - CK3U),
CpeAcTBa A1 NOMCKa NPU3HAKoB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3MU
ObecneyeHune becnepeboitHoM C/02.6

pa6OTbI cpeacTs CBA3U ceTen cBs3m
cneynanbHOro HasHa4yeHnA, BKAKO4YanA




CK3MU, cpeactBa 4na nomcka
NPMU3HAaKOB KOMMbIOTEPHbIX aTaK B
CeTAX 3/1eKTPOCBA3M

BeaeHue cneumnanbHoro
AenonpomnsBoacTBa U TEXHUYECKMX
AOKYMEHTOB B npouecce
3KcnyaTaumMmn cpeacTs CBA3N ceTel
CBA3M CMEeLUMaNbHOro HasHavyeHus,
BKAtovaa CK3U

C/03.6

PaspaboTKka cpeacts
3awmTbl CCCO (3a

UCKNOYEHNEM ceTel
CBA3M CneumanbHOro
Ha3HayeHuA) ot HA U
KOMMbIOTEPHbIX aTak

AHanus yrpos nHGopmaunoHHOM
6e30MacHOCTM B CETAX 3/1EKTPOCBA3N

D/01.7

Pa3paboTKa cpeacTsB U cucTem
3awmtbl CCCI ot HA, cpeacts Ana
NMOMCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M
3aLUMNLLEHHbIX
TeNEKOMMYHUKALLMOHHbIX CUCTEM
(nanee - 3TKC)

D/02.7

MpoBeaeHMe Hay4yHo-
nccnenoBaTeIbCKUX U OMbITHO-
KOHCTPYKTOPCKUX paboT (nanee -
HUOKP) B chepe pa3paboTku
cpeacTts 1 cuctem 3awmtbl CCC ot
HA, co3panma 3TKC

D/03.7

ObecneyeHune
3alNUTbI CPeacTs
CBA3U CETEN CBA3U
cneumanbHoro
Ha3HayeHua ot HA

OpraHusaums GyHKLMOHMPOBAHMSA
ceTell cBA3M crneunanbHoro
Ha3Ha4YeHMA 1 UX CPeacTs CBA3M

E/01.7

MNposeaeHne HUOKP B chepe
pa3paboTKu ceTelt cBA3M
cneumanbHOro Ha3HavYeHuaA U Ux
cpencTs cBA3M, BKAtoYaa CK3U

E/02.7

KoHTponb 3awmueHHocTn oT HA, n
$YHKUMOHaNbHOCTU CeTel cBA3M
cneumanbHOro HazHavyeHus

E/03.7

YnpasneHue
pa3BUTMEM CPeaCTB
M CUCTEM 3aLUmTbI
CCC3 oT HA

YnpaBneHne puckamm cuctem
3aLMTbl ceTel anekTpocsasn ot HA,

F/01.7

YnpasneHne OTHOLEHUAMM C
NocTaBLMKaMKN U NoTpebutenamm
NPOrpaMMmMHbIX, MPOrPaMMHO-
annapaTHbIX (B TOM YMcne
KpunTorpadmnyeckunx) u TeXHUYECKnX
cpeacts 1 cuctem 3awmtbl CCCO ot

HA

F/02.7

YnpaBneHue OTHOLLIEHUAMM C
perynatopamu B chepe 3almThl

F/03.7




nHbopmauunm n obecneyeHus
6€30MacHOCTU KPUTUYECKON
MHGOPMALNOHHOM MHPPACTPYKTYpPSI
Poccuitckoit epepaumnm

G dKcnepTnsa 8 UccnepoBaHue addpekTUBHOCTM G/01.8 8
NPOEKTHbIX peLleHn cnoco6oB, CPeACcTB U CUCTEM 3aLLUTDI
B chepe 3aWmThbI CCC3 ot HA, cpeacTs ansa noncka
CCCOoTrHAO M NPU3HAKOB KOMMbIOTEPHbIX aTakK B
KOMMbIOTEPHbIX aTaK CeTAX 9NEeKTPOCBA3MU
Pa3paboTKa TeXHONOrMYECKMX G/02.8 8

npoL,eccos NPoM3BOACTBA
NPOrpaMMHbIX, MPOrpaMmMHO-
annapaTHbIX (B TOM Yncne
Kpuntorpadpuyeckmx) n TeEXHUYECKUX
cpeacTts 1 cuctem 3awmtbl CCCI ot
H/[, cpeacTts ona noncka Npu3HaKoB
KOMMbIOTEPHbIX aTaK B CETAX
3/1IeKTPOCBA3N

lll. XapakTepucTuKa 0606L,eHHbIX TPYA0BbIX GYHKLMUA

3.1. O606wWweHHan TpyaoBas GyHKLUA

BbinonHeHne Komnaekca mep no
obecneueHuto ¢pyHKUMOHMpoBaHuA CCCD (3a
HanmeHoB by 1"' P ( YpoBeHb
MCKNOYEHMEM CETEWN CBA3U CNELMaNbHOro Kog, A 5
aHue KBanmduKaumum
Ha3HaYyeHuWA) U CPeacTB UX 3alnTbl oT HA, n
KOMMbIOTEPHbIX aTaK
MpoucxoxaeHue
o o 3anmcTBoBaHO
06o6wweHHoM Tpyaoson | OpurnHan X
n3 opurnHana
dYHKLMM
Koa PerncrpaumoHHbIn
opurMHana HOomep
nNpo¢peccnMoHanbHOro
CTaHpapTa
Bo3moHble TexHWK No 06cnyKUBAHMUIO TENEKOMMYHUKALMOHHOTO 060pyA0BaHUSA
HanmMeHoBaHUA CTapLnit TEXHUK NO 0BCAYKUBAHWNIO TENEKOMMYHUKALMOHHOTO
OOoMKHOCTen, npodeccnii | obopyaoBaHun
TpeboBaHus K CpeaHee npodeccrmoHanbHoe obpa3oBaHmMe - TPorpammbl NOAFOTOBKM

O6pa3OBaHVIIO n o6yqumo cneumnanncTos cpeagHero 3eeHa

TpeboBaHMsA K ONbITy -
NpaKTMYeCcKon paboThbl

Ocobble ycnosums gonycka




K paborte

[pyrve xapakTepnctuku

PekomeHayeTcs aonosHUTEeNbHOE NpodeccMoHanbHoe obpasoBaHue -
nporpammsl NOBbILEHUA KBannpUKaLmm B 061acTv HGOPMaLMOHHOM
be3onacHoCTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Koz HanmeHoBaHMe 6a30BoM rpynnbl, 4OAXKHOCTU (Npodeccun)
OOKYMEHTa WK cneumnanbHOCTH
OK3 3522 CneunanncTbl-TeEXHUKKU MO TeNeKOMMYHUKALMOHHOMY
obopyaosaHuio
EKC <3> - TexHMK no 3awwmTe nHbopmaumnm
OKNATP <4> 27032 TexHMK no 3awwmte nHbopmaLmum
OKCO <5> 2.10.02.02 NHbopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX

cncTtem

3.1.1. TpypoBasa PpyHKUuUA

MpoucxoxaeHue
TPYAOBOM GYHKLUMUM

YcTaHOBKa NpOrpaMMHbIX, MPOrpamMmmMmHoO-
HavmeHoB |annapaTHbix (B TOM Yncne YposeHb
Koa | A/01.5 |(noaypoBeHb) 5
aHue Kpuntorpadpmyeckmx) U TEXHUYECKUX CPEACTB
KBanndbMKaumnm
n cmctem 3awmTbl CCC3 ot HA
3anmcTBoBaHO
OpuruHan X
n3 opuruHana
Kop, PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa

Tpyaosble aencTema

MoHTaxK o6opyaosaHma CCCI

MepBMYHaAA HacTpolKa U NpoBepKa GyHKLMOHUpoBaHuA CCCI

MoHTaX NporpammHo-annapaTHbIX (B TOM Yncie Kpuntorpapuyeckux)
N TEXHUYECKUX CpeacTs 1 cnctem 3awmtbl CCCI ot H/,

YcTaHOBKa MPOrpamMHbIX M MPOrpPamMMHO-annapaTHbIX (B TOM yucae
KpunTtorpaduyeckux) cpeacts n cuctem s3awmtbl CCC3 ot HA,

MepBrYHan HaCTpoOWMKa " npoBepKa bYHKLMOHNPOBAHUA
NPOrpPamMHbIX, NporpamMmmMHoO-annapaTHbIX (B TOM yncne
Kpuntorpadpuyeckmx) U TEXHUYECKUX CPEACTB U cucTeM 3awmTbl CCCI
ot H

Heobxoanmbie ymeHus

MpoBoanTb npoBepKy KomnnektHoctn CCCI, cpeacts M cucrtem




3awmTbl CCCI ot HA,

MpoBoAUTb MOHTaX (A4N8 NPOrpammHbIX CpeacTs - yctaHoBKy) CCC3,
cpeacTts 1 cuctem 3awmtbl CCCI ot HY,

MpoBOAUTb NEPBUYHYIO HACTPOWMKY U MPOBEPKY GYHKUMOHMPOBAHMA
CCC>, cpeacts 1 cuctem 3awmtbl CCCO ot HA,

Heobxoanmble 3HaHUA

HomeHknatypa, ¢yHKUMOHANbHOE  Ha3HAYeHMEe UM OCHOBHbIE
XapakTepuctmkm CCCI

HomeHKknaTypa, OYyHKUMOHaNbHOE  Ha3Ha4YeHWMe U OCHOBHble
XapaKTepUCTUKKM cpeacTs un cnctem 3awmtbl CCC3 ot HA,

HopmaTtusHble TpeboBaHUs K cocTaBy 7 coaeprKaHuto
3KcnayaTauMoHHON aokymeHTauum CCCI, a TaKKe cpeacTB M CUCTEM
3awmTtbl CCCO ot HY,

HopmaTurBHble NpaBoBble aKkTbl B 06/1aCTW CBA3U, MHPOPMATU3ALLUM U
3aWwmTbl MHGOPMaLUK

[pyrve xapakTepuctuku

3.1.2. TpypoBaa pyHKUMA

HanmeHoB
aHne

ObecneyeHune becnepeboltHoM paboThbl
CCCD, a TaKkxe NnporpaMmMHbIX, NPOrpammHoO-
annapaTHbIX (B TOM Yncne YpoBeHb
KpunTtorpadurueckmx) n TexHnyeckmx cpeacrs | Koa | A/02.5 | (noayposeHb) 5
M cucTem umx 3awuTbl oT HA, cpeacts ans KBannduKaumm
MOWMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B
CETAX 2/IeKTPOCBA3N

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

OpuruHan X

3anmcTBOBaHO
n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

TeKkywmih, B TOM uucae  ABTOMATMU3MPOBAHHbLINA,  KOHTPOJ/b
dYHKLUMOHUPOoBaHMA CCCI ¢ ycTaHOBAEHHbIMW NOKa3aTensamu

Tekywuin, B TOM 4YMCNe  aBTOMATM3MPOBAHHbIN,  KOHTPOJb
bYHKLMOHNPOBaHMA C YCTaHOB/IEHHbIMM nokasatenamm
NpPOrpaMmHbIx, nporpaMmMmHo-annapaTHbIX (8 ToOm yncne
KpunTtorpadmyeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeactB ANA NMOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3/1eKTPOCBA3N

BHeceHMe M3MeHeHMM B  HacTpomkm CCCI, nporpammHbix,




nporpammHo-annapaTHbix (B TOM uucne KpunTtorpaduyeckux),
TeXHUYECKNX cpeacts n cuctem sawmtol CCCI ot HA, cpeacts ana
MOUCKa NPM3HAKOB KOMMbIOTEPHbIX aTakK B CETAX 3/1eKTpocBA3n 6es
npepbiBaHMA Npouecca X GyHKUMOHMPOBAHMS

BoccTtaHoBneHMe npouecca (YHKUMOHMPOBaAHMA nocne cb6oes MU
oTKkasos CCCI, nporpaMmHbIX, NporpamMmmMHo-annapaTHbIX (B TOM Ymcne
Kpuntorpadmyeckmx), TEXHUHECKUX CPEACTB U cucTeM 3awmTtbl CCCI ot
H/, cpeacts AnAa noMcKa MPU3HAKOB KOMMbIOTEPHbIX aTak B CeTAX
3/1eKTPOCBA3N

BoccTaHoB/ieHME 3HauyeHUl nokasatenen ¢yHkumoHuposaHus CCC3,
NPOrpPamMHbIX, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
Kpuntorpadmyeckmx), TEXHUHECKUX CPEACTB U cucTeM 3awmTtbl CCCI ot
H, cpepncte s NoOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3N1eKTPOCBA3MU

Heobxoanmbie ymeHus

MpoBoaMTb  TEKYWMI  KOHTPONb  MOKasaTene WM npouecca
dYHKUMOHMPOoBaHMA CCCI, a TaKKe MpOorpamMMmMHbIX, MPOrpammHoO-
annapaTtHbiXx (B TOM u4uciae Kpuntorpaduyeckux) M TEXHUYECKUX
cpeacts M cuctem 3awmtel CCC3 ot HJA, cpeacts gna Mnoucka
NMPU3HAKOB  KOMMbIOTEPHbIX aTak B CeTAX  3/1EKTPOCBA3MU,
npeayCMOTPEHHbI pernameHTOM UX SKcnayaTauum

BbINO/HATL NPeAyCMOTPEHHbIE B TEXHWUYECKOM AOKYMEHTaUMN paboThbl
Nno nameHeHuto HactpoeKk CCC3I, a TakkKe NpPorpamMmmHbIX, NPOrPaMMHO-
annapaTtHbix (B TOM umcne Kpuntorpapuueckmx) M TeXHUYECKMUX
cpeacts M cuctem 3awmTtel CCC3 ot HJA, cpeacts gna noucka
NPM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX INEKTPOCBA3MN

MpoBoauUTb  MpPeayCMOTPEHHble  pernameHTom  paboTbl Mo
BOCCTaHOB/IEHMIO MpoLecca M NapameTpos ¢GpyHKUMOHMpoBaHusa CCCI,
a TaKe MNporpammHblX, MPOrpaMmMHO-annapaTtHbiX (B TOM uumcne
KpunTtorpadryeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeacts ANA MOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3N1EKTPOCBA3N

Heobxoanmble 3HaHKA

Tunbl, OCHOBHbIE XAaPAKTEPUCTUKM CPEACTB U3IMEPEHUM U KOHTPOAA
npouecca n napameTpoB pyHKUMOHUpoBaHMA CCCI, a TaKkKe cpeacTs
n cuctem 3awmtbl CCCO ot HA, cpeacTtB AnA MOMCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

MNocnepoBaTeNbHOCTb AEUCTBUI B Liensax M3meHeHus Hactpoek CCC3, a
TaKXe cpeacts n cucrem 3awmtbl CCCO ot HA, cpeacts a4na noucka
NMPM3HAKOB KOMMbIOTEPHbIX aTak B CeTAX 3/IeKTpocBsA3n bes
npepbiBaHMA Npouecca X GyHKUMOHMPOBAHMS

MocnepnoBaTeNbHOCTb AEMCTBUN B LLeNAX BOCCTAHOB/IEHUS npoLecca U1
napameTpoB ¢yHKUMOHMpPoBaHMA CCCI, a TaKxKe cpeacTB U cuCTEM
3awmtbl CCC3 oT HA, cpeacts Ana NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3MN

OpraHu13aumoHHble Mepbl Mo 3almTe MHGOPMALLUM

HopmaTuBHble NpaBoBble akTbl B 06/1acTH CBA3K, MHbOPMATU3ALMM U




3aWwmTbl MHPopmMaumn, obecneyeHns 6e30MNaACHOCTU KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

[pyrve xapakTepnctuku

3.1.3. TpypoBasa PpyHKUMA

MpouncxoxgeHue
TPYA0BOM QYHKLNM

TexHuyecKoe obcnyxmnsaHue CCCI, a Takke
NPOrpamMmHbIX, NPOrpamMmmMHO-annapaTHbIX (B VposeHb
HanmeHoB |TOM umncne kpuntorpadpuyeckmx) u
P pad ) Koa | A/03.5 |(noaypoBeHb) 5
aHue TEXHUYECKUX CPeacTB U CUCTEM UX 3aLLUTbI OT
KBanmdukaumu
H/A, cpeacTs 4na NOUCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U
3aMMCTBOBAHO
OpuruHan X
N3 opuUrnHana
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnMoHanbHoro
CTaHpapTa

TpyaoBble AencTeus

OnarHoctmka CCCO  wTaTHbIMM  CpeacTBamMm B LeAAax NPUHATUA
peweHns O HaMnpaB/ieHWM B PEMOHT M3rOTOBUTENEM WU CBOUMM
cMnamm

[narHocTuKa NporpaMmmHo-anmnapaTHbIX (8 ToM yncne
KpunTtorpadnyeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeactB ANA NMOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3/1eKTPOCBA3MN LWITATHbIMM CPEACTBAMM B LENAX NPUHATUA peLleHua o
Hanpae/JeHUN B PEMOHT M3rOTOBUTENEM UAN CBOMMM CUAAMMU

BbinonHeHWe NpPeAyCMOTPEHHbIX  PEerfiaMeHToOM  onepauuin  no
TEXHUYECKOMY 06CNyXKUBaHMIO CpeacTB u cuctem 3awmTbl CCCI ot HA,
cpeacTB A/1A MOMCKA MPU3HAKOB KOMMbBIOTEPHbIX aTak B ceTax
3/1eKTPOCBA3U

O6HOBNEHME B COOTBETCTBMM C pPEernamMeHTOM  3KchayaTauuu
nporpammHbIx KomnoHeHToB CCC3, nporpammHbIX, NPOrpPaMMHO-
annapaTtHbiXx (B TOM uucie Kpuntorpaduyeckmx) Cpeacts U cCUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

YcTpaHeHne HeucnpasHocTerr CCC3, a TakXe nNporpaMmmHo-
annapaTtHbiXx (B TOM u4ucae Kpuntorpaduyeckmx) M TeXHUYECKUX
cpeacts M cuctem 3awmTtel CCCO ot HZA, cpeacts gna MNoucKa
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3N CBOUMM
CUNIAaMWU, €CIN 3TO AOMNYCKAETCA TEXHMYECKOWN AOKYMEHTaumel

HanpasneHve B pemMoOHT W MNpUemM U3 pPEMOHTa CTOPOHHUMMU
opraHusaumamm CCC3, a TakXKe nNporpammHo-annapaTtHbiX (B TOM
yncne Kpuntorpaduyeckmx) N TEXHUYECKUX CPeACTB U CUCTEM 3aLLMUTbI




CCCD ot HA, cpeacts ona NoucKa NPU3HAKOB KOMMNbIOTEPHbIX aTaK B
CeTAX 3/IeKTPOCBA3U

BeaeHne 3KcnayaTauuMoHHOM  AoKymeHTaumm CCCI, a  Takxke
NPOrPaMMHBbIX, NPOrpPaMMHO-anmnapaTHbIX (8 TOM ymcne
KpunTtorpaduyeckux) U TeXHUYECKUX CPeacTB M cuctem 3amtbl CCCI
ot H, cpeacts gna noucka NpM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3/1EKTPOCBA3M

Heobxogmmble ymeHUs O6HapynBaTtb HemcnpaBHocT CCCI, a TakKe cpeacTB U NoAcUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3NEKTPOCBA3M COMNACHO TEXHUYECKOM AOKYMEHTAL MM

B3anmopencteoBaTtb C  OpraHusaumamu, OCYLLECTBAAIOLWMMMU
rapaHTUMHbLIN U NocnerapaHTUnHbIM pemoHT CCCI, a TaKKe cpeacTs U
nogcucrtem 3awmtbl CCC3 ot HA, cpeacts gna noucka NpPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U

MpoBoAMTb PaboTbl NO TEXHUYECKOMY OBCYKUBAHUIO, B TOM YMCIE MO
obHoBNeHUIO Bepcuii nporpammHoro obecnedeHus, CCCI, a Takxke
cpeacts M cuctem 3awmTtel CCCO ot HZA, cpeacts pna Mnoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

YcTpaHATb HeucnpaBHocT CCCI, a TakXKe cpeactB M NOACUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTak B CeTAX 3/IEKTPOCBA3KN, €C/IM 3TO NpPenyCMOTPEHO TEXHWYECKOM
OOKYMeHTaumel

Heobxognmbie 3HaHUA OpraHmsauma W cogeprkaHue  OMarHOCTMKM U TEXHUYECKOro
obcnykmeaHmna CCCI, a TaKKe cpeacTs u cuctem 3awmtbl CCCI ot HA,
cpeacts AnA NOMCKA MPU3HAKOB KOMMbIOTEPHbIX aTakK B CeTAX
3/1EKTPOCBA3M

MpaBuna BegeHUs 3KcNAyaTaLMOHHOM AokymeHTauumn CCCI, a TaKke
NPOrpaMMHbIX, NPOrpaMMHO-annapaTHbIX (B TOM uuncne
KpunTtorpaduyeckux) U TeXHUYECKUX CPeacTB M cuctem 3amtbl CCCI
oT HA, cpeacts AnAa novcka NPU3HaKoOB KOMMbIOTEPHbIX aTak B CETAX
3/IEKTPOCBA3MU

MeTtoankn mn npmembl pemoHTa CCC3, a TaKKe cpeacTB M CUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

[pyrve xapakTepnctuku -

3.2. O606wWeHHan TpyaoBan GyHKLMUA

ObecneyeHune 3awwmTbl oT HA m
KOMMNbIOTEPHbIX aTak coopyxeHnn n CCCI
HanmeHoB . YpoBeHb
(3a uckntoueHnem cetei cesasn Koa B
aHue KBanmduKkaumu
cneumanbHOro HasHayeHus) B npouecce nx

IKCnayaTauum




MpoucxoxaeHue

o0606LeHHoM TpyaoBoOW

OpuruHan X

3anmcTBOBaHO
n3 opurnmHana

dYHKLMM
Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccMoHanbHoro
CTaHAapTa
Bo3MOXKHble NHKeHep no 3awmuTe MHGOPMaLUM OT HECAaHKLUMOHMPOBAHHOTO
HaMMeHOBaHMA AocTtyna

AONIKHOCTEN, npodeccuia

TpeboBaHMA K

06pa3oBaHUIO U 0BYYEHUIO

Bbicwiee obpasoBaHue - bakanaspuaT B 061act MHGOPMaALIMOHHOM
6e3onacHocTH

TpeboBaHMWsA K ONbITy

npakTUYeckol paboTsbl

Ocobble ycnosums gonycKa

K paborte

Hanuuune aonycka K rocyiapcTBeHHOM TaHe <6> (npu
HeobxoaMmocTH)

[pyrve xapakTepncTukm

PekomeHayeTcs gonosHUTeNbHOe npodeccMoHanbHoe obpasoBaHue -
nporpammsl NOBbILIEHUA KBannpUKaLumm B 061acTv HGOPMaLMOHHOM
b6e3onacHoCTH

[ononHuUTenbHble XapaKTepPUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Bo rpynnbl, 4OAXKHOCTU (Npodeccum)
[OKYMeHTa WM cneumnanbHOCTH
OK3 2512 Pa3paboTumkm nporpammHoro obecneyeHun
EKC - NHKeHep no 3awute nHbopmaumnm
- HauanbHuK oTaena (nabopatopumn, cektopa) no saute
nHpopmauunm
oKnATpP 22567 NHKeHep no 3awute nHbopmaumnm
22870 MHXKeHep aneKTpocBaA3mn
OKcCO 2.10.03.01 NHdopmaumoHHas 6e30nacHOCTb

3.2.1. TpypoBaa pyHKUMA

MOHUTOPUHT dyHKLMOHMpPOBaHMUA CCC3, YpoBeHb

HavmeHoB

AHme 3awmieHHocTn ot H 1 KomnbloTepHbix atak | Ko | B/01.6 | (noayposeHb) 6
coopyxeHuin n CCCI KBanndbuMKaumnm

MpoucxoxaeHue

OpuruHan X |3anmcTBOBaHO




TPYAOBOM GYHKUMUM

13 OpurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
Npo¢peccnoHanbHOro
CTaHAapTa
TpynoBsble aencTems MpuceoeHne 06beKTY KpUTUYECKOW MHbOPMALMOHHOM

MHOPACTPYKTYPbl O4HOM U3 KaTEropmuit 3HAYMMOCTH

PaspaboTka cBegeHMM 0O pe3ynbTaTax MPUCBOEHUA  OObBeKTy
KPUTUYECKON  UHPOPMAUMOHHOMW  MHOPACTPYKTYPbl  OAHOM U3
KaTeropuii 3Ha4MMoCTH

[oBeneHne cBefeHUI O pe3ynbTaTax MNPUCBOEHMA  OOBEKTY
KpUTUYECKOW  MHPOPMALMOHHON  MHOPACTPYKTYpbl  OAHOM U3
KaTeropuii 3Haummoctn o denepanbHOro opraHa WCNOSHUTENbHOM
BNACTW, YNOJIHOMOYEHHOro B 06nactm obecneyeHus 6e30MacHOCTM
KPUTUYECKON  MHPOPMAUMOHHOMW  MHOPACTPYKTYpbl  Poccuiickoi
depgepaunm

AHanus pyHKUMOHanbHocTn CCCI, 3awmweHHocTM oT H coopyeHui
n CCC3

KOHTpO/1b LUenocTHocTM coopykeHun n CCCI, a TaKKe NporpammHbix,
NPOrpamMmHo-annapaTHbiXx (B TOM uucie Kpuntorpadpuyeckmx) u
TeXHUYECKNX cpeacTs n cmctem 3awmtbl CCCO ot HA, M KOMNbIOTEPHbIX
aTak

CocTaBneHuMe OTYETOB NO pe3ynbTaTaM MPOBEPOK, B TOM 4uc/e
BbIfB/IEHWE WHUMAEHTOB, KOTOpPble MOryT MpMBECTM K cbosam uam
HapyweHuto  QYHKLMOHWPOBAHUA WM BO3HWMKHOBEHWIO  Yrpo3
6e3onacHOCTN MHPopMaLmK, upkyaupytoweit 8 CCCI

Heobxoanmble ymeHUn

Ucnonb3oBaTtb YCTaHOB/IEHHblE denepanbHbIM opraHom
NCNOJIHUTENbHOM BNACTU, YNOJHOMOYEHHbIM B 06/1acTn obecrneyeHus
6e30MacHOCTU  KPUTMYECKOM MHPOPMALMOHHON MHOPACTPYKTYpPbI
Poccuiickolt depepaunm Gopmbl  AOKYMEHTOB, COMPOBOMKAAMOLLMX
JKM3HEHHbIM  UMKN  0ObEKTa  KpUTUYECKOW  MHGPOPMALMOHHOM
NMHPACTPYKTYpPbI

Ucnonb3oBaTb cpeacTtBa  MOHMTOpUHra  pabotocnocobHocT U
3QPEeKTUBHOCTM  MPUMEHAEMbIX  MPOrPaMMHbIX,  MPOrPamMMHO-
annapaTtHbiXx (B TOM u4ucne Kpuntorpaduyeckmx) M TeXHUYECKUX
cpepacTs 3awmTbl CCCO ot HA 1 KOMNbIOTEPHbIX aTaK

MpoBoguTb KOHTPOb GYHKLUMOHUPOoBaHMA CCCI, uX 3aWMULLEHHOCTH
oT HA 1 KoMNbloTEPHbIX aTak

OnpenenAtb TexHUYyeckme xapaktepuctuku CCCI, mx 3almLLEeHHOCTH
oT HAl n KOMNbIOTEPHbIX aTakK

OueHMBaTb  MOMEXOYCTOMYMBOCTL U 3PPEKTUBHOCTL  ceTelt
3/1eKTPOCBA3M  MpU  nepegadye TpaduKa, ONTUMMU3NPOBATL WX




napameTpsl

Ocywectenate nposepkn CCCI, nporpammHbiX, MPOrpamMmmHo-
annapaTtHbiXx (B TOM u4ucne Kpuntorpaduyeckmx) M TeXHUYECKUX
cpeacts n cuctem 3awmntbl CCCI ot HA M KOMNbIOTEPHbLIX aTaK Ha
COOTBETCTBME 3a4aHHbIM TPeOOBaHUAM

MNpoBoauTb AOKYMeHTaUMOHHoe obecneyeHne ¢YHKULMOHMPOBAHMA
CCC3, mnx 3awmweHHocTn oT HA n KoMmnbloTepPHbIX aTak

HeobxoamMmble 3HaHUA MeTtoabl KoHTpona $yHKumoHnpoBaHua CCCI, Mx 3aWULLIEHHOCTU OT
H/[, v KOMNblOTEepPHbIX aTak

anIHLI,MI'IbI NoCTPOEHUA COBpPEeMEHHbIX ceten 9/1EKTPOCBA3MU,
mMmaTematTnyeCkme mogenn KaHaaos CBA3U, BUAbl moAynAUuNN CUTHaNOB

®PyHKUMOHANbHOE HA3HAYeHMEe U OCHOBHbIE XapaKTEPUCTUKK CPeacTs
KOHTpona ¢yHKUMoHMpoBaHmsa CCC3, umx 3awmuieHHocT ot HO wu
KOMMbIOTEPHbIX aTaK

MeToaMKKn KoHTpona ¢dyHKuMoHMpoBaHus CCCI, nx 3alMLLEHHOCTU OT
HA » KoMnbloTEpPHbIX aTak

BO3MOXHble UICTOYHMKN U TEXHUYECKME KaHaA/bl YTEYKMU VIHd)OpMaLI,VIVI

HopmaTuBHble NpaBoBble aKTbl B 061aCTM  CBA3M U 3aLUMTHI
nHbopmaumnm

3akoHogzaTenbcTBO Poccuinckon Pegepaumm B obnactn obecnedyeHus
6e30MacHOCTU KPUTUYECKOMN MHPOPMALLMOHHON MHOPACTPYKTYpPbI

HopmaTtusHble npaBoBble akTbl Mpe3ngeHTa Poccuiickoit ®epepaumuy,
Mpasutenbctea Poccuiickot ®Pepepauunn, denepanbHOro opraHa
NCNOJIHUTENbHOM BNACTH, YNOJHOMOYEHHOro B 061acTh obecneyeHus
6e30MacHOCTU  KPUTMYECKOM MHPOPMALMOHHON MHOPACTPYKTYpPbI
Poccuiickol denepaunn no BOMNpOCam obecneyeHus
nHbopmaunoHHom 6esonacHocTn CCCI

[pyrve xapakTepncTukm -

3.2.2. TpypoBaa pyHKUMA

YnpasneHue ¢pyHKunoHmnposaHnem CCCI, YpoBeHb
HavmeHoB
AHme 3aWMLEHHOCTbIO OT HA M KOMNbIOTEPHbIX Koa | B/02.6 |(noayposeHb) 6
aTak coopyxeHui n CCCI KBasnduMKaumnm
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana
Kop, PerncrpaumoHHbIn
opurMHana HOomep
nNpopeccnoHanbHOro

cTaHAapTa



TpyaoBble AencTeus

OnpeaeneHne HeobxoAMMOro coctaBa, ocobeHHOCTEN pasmeLLeHuma U
dYHKLUMOHaNbHbIX Bo3MoXKHOCTe CCC3, a TakKe nNporpammHbIx,
nporpammHo-annapaTHbix (B TOM uucne KpunTorpaduyeckux) wu
TeXHUYEeCKnx cpeacts n cmcrtem 3awmtol CCCO ot HA, M KOMNbIOTEPHbIX
aTakK

MpoBeaeHne MOHTa)ka M HacTpolhku CCCI, a TaKKe NnporpammHbix,
NpPOrpamMmHo-annapaTHbiXx (B TOM uucnie Kpuntorpadpuyeckmx) u
TeXHUYECKNX cpeacTs n cmctem 3awmtbl CCCO ot HA, M KOMNbIOTEPHbIX
aTak

KOHTponb cooTBeTCTBMA NapameTpos noacucrem sawmtbl CCCI ot HA,
N KOMMbIOTEPHbIX aTaK YCTaHOB/AEHHbIM TpeboBaHMAM, obecneyeHne
CBOEBPEMEHHOW KOPPEKTUPOBKM HacTpoek CCCI, cpeacTB U CUCTEM UX
3awmTbl oT HJ M KOMNbIOTEPHBIX aTaK B LEAAX pearMpoBaHMA Ha
BblIB/IEHHbIE HapyLleHnA

YCcTaHOBKa M HaCTpOMKa nNporpammHoro obecneyeHuns, Heob6xoaMMoro
ona ynpasnenHma CCCO u cpeactBamum ux 3awmtbl ot HA w
KOMMbIOTEPHbIX aTaK

PaspaboTka M  opraHusauma  BbIMONHEHMA  MeponpuATMA B
COOTBETCTBMM C  MOJIOKEHUAMM  MOAUTUKM  UHPOPMALMOHHOM
6e30MacHOCTM B CETU 3/1EKTPOCBA3N

MpoBeaeHe OTAENbHBIX MEPOMNPUATUI B pPaMKax aTTecTauMu Ha
npegmMmeT COOTBETCTBUSA TPebOoBaHUAM MO 3aLLmTe coopyKeHui n CCCI
oT HA v KoMnNbloTEPHbIX aTak

Heobxoanmble ymeHUn

OcywecTBNsTb OpraHM3auMio U NpPoBefeHne MOHTaXKa W HaCTPOMKK
CCCO, a TaKkxke cpeactB M cuctem 3awmtel CCC3 ot HAO wu
KOMMbIOTEPHbIX aTaK

OcyLwiecTBnaTb opraHusaumio becnepeboiiHOro ¢yHKUMOHMPOBAHMSA
CCCO, a TaKkxke cpeactB U cuctem 3awmtel CCC3 ot HAO wu
KOMMbIOTEPHbIX aTak

Mcnonb3oBaTb BCTPOEHHble  MeXaHM3Mbl 3aWwutbl oT HO w
KOMMNbIOTEPHbIX aTak B coctase CCCI

YcTaHaBamMBaTb WU HACTpanBaTb MNapamMeTpbl CeTeBbIX MPOTOKOJ/0B,
peann3oBaHHbIX B Te1EKOMMYHUKAUNOHHOM o6opy,u,OBava

PaspabaTtbiBaTb  NpeasioeHWA N0 COBEPLIEHCTBOBAHUIO U
nosblWeHUO 3GGEKTUBHOCTM MNPUHUMAEMbIX TEXHUYECKUX Mep U
NPOBOANUMBIX OPraHM3auMOHHbIX MeponpuatTMid no 3awmTte CCCI ot
HA » KoMNbloTEpPHbIX aTak

OpraHu3oBbIBaTb PaboTbl MO BbINOAHEHMIO TpeboBaHUN pexnma
3aLWmnTbl MHGOPMALMM OFPaHMYEHHOrO AOCTYNa B CETU 3/1EKTPOCBA3M

PaspabaTtbiBaTb MeTogMuYeckMe MaTepuanbl M OpPraHM3aLMOHHO-
pacnopaguTenbHble  AOKYMeHTbl MO obecnevyeHuio  3aluMTbl
coopyKeHuit u CCCI oT HA M KOoMNblOTEPHbIX aTak

Heobxoanmble 3HaHUA

Bo3amoxKHble yrposbl HA K coopyxeHnam n CCCO 1M KOMNbIOTEPHbIX




dTaK Ha HUX

CeTeBble MPOTOKO/IbI M X NapamMeTpbl HACTPOWKM

CpegacTtBa u cnocobbl obecneveHuns 3awwmTbl oT HA, K COOpyKeHUaM u
CCCD n KOMNbIOTEPHbIX aTaK Ha HUX, NPUHUMMbI NOCTPOEHUNA CPeaCTB
N cUCTeM 3aWmTbl coopykeHnit n CCCI ot HA, 1 KoMmnbloTepHbIX aTak

OcobeHHOCTN NPUMEHEHMA MPOrPaMMHBbIX, MPOrPamMMHO-aNnapaTHbIX
(B TOM uncne KpunTtorpadpuyecknx) n TEXHUYECKUX CPeacTB U CUCTEM
3awmtbl CCCO ot HA 1 KOMNbIOTEPHbIX aTak

MeToabl KOMNIEKCHOTo obecneyeHus 3aWnTbI cete 3/1EKTPOCBA3U

MNokasatenu adpPeKTMBHOCTH npumeHAeMbIxX NPOrpamMmmHbIX,
NpPOrpamMmHo-annapaTHbiXx (B TOM uucie Kpuntorpadpuyeckmx) u
TeXHUYECKNX cpeacTs n cmctem 3awmtbl CCCO ot HA, M KOMNbIOTEPHbIX
aTak

HOpMaTMBHbIe NnpaBoBbl€ aKTbl B obnactu 3alWnTbI VIHd)OpMaLI,VIM
OrpaHN4YeHHOro gocrtyna

HauunoHanbHble, MEXKrocyaapcTBeHHble " MeXayHapoaHble
CTaHAapTbl B 061aCTU 3aLWMTbI MHGOPMALMK

PykoBogdAwme ©n MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OpPraHOB  WMCMONHMTENBHOM BAAcTM MO 3aluTe
nHoopmauum un  obecneyeHMto  6e30NaCHOCTU  KPUTUYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

[pyrve xapakTepnctuku -

3.2.3. TpyaoBaa GpyHKUuUA

YnpasneHue nepcoHanom, 06cayKunsatowmm
coopyxeHua n CCCI, a TakkKe NporpammHble,
nporpamMmHo-annapaTtHble (B TOM Yucne YpoBeHb
HavmeHoB
AHe KpunTtorpaduyeckue) n TexHn4eckme Koa | B/03.6 |(noayposeHb) 6
cpeacTsa M cUCTEMbI UX 3aWmTbl oT HA, KBannduKaumm
cpeacTsa 418 NOUCKa NPU3HAKOB
KOMMbIOTEPHBIX aTaK B CETAX 3/IEKTPOCBA3U
I'Ipomcxozk,a,eHme OpuriHan X 3anmcTBoBaHO
TPYyAoBOW GyHKLUM n3 opurMHana
Kop, PerncrpaumoHHbIn
opurMHana HoMep
npodeccnoHanbHOro
CTaHgapTa
TpynoBsble aencTems dopmupoBaHue uenein, NnpuopuTeTos, 06a3aHHOCTEN U NOJHOMOYMI

nepcoHana, obcnyxuBawuero coopyxeHua u CCCI, cpeacrtsa U




cuctembl MX  3awmtbl ot HA, cpencrtea AnAa NOUCKa NPU3HAKOB
KOMMbKOTEPHbLIX aTaK B CETAX 3/IEKTPOCBA3U

PacnpepeneHne ob6A3aHHOCTEM M MNOJSIHOMOYMM  MEPCOHanNa,
obcnyKuBatollero coopyxenua n CCCI, cpeactBa M CUCTEMbI WX
3awmTbl oT HA, cpeactsa AnA NOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3N1EKTPOCBA3M

MpoBepKa ypoBHA KBanuduKauumn nepcoHana, obcnyKMBatowero
coopyxeHmna n CCCO, cpepctsa uMx 3awmTbl ot HA, cpeactsa g
NMOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N, B TOM
yucae npu Nnpueme Ha pabory

KOHTpPO/Ib BbINO/JIHEHUA MEPCOHA/IOM TPebOBAHUIA MHCTPYKUUA W
pernameHToB no skcnayatauunm CCC3, cpeacTts n cuctem 3awmTol CCCI
ot HA, cpeacTs ANnA NOUCKA NMPU3HAKOB KOMMbIOTEPHBIX aTak B CeTAX
3/1eKTPOCBA3U

PaspaboTka npeg/ioKeHnt no  nNpPodpeccCMoHaNbHOMY  Pa3BUTUIO
nepcoHana, obcnyxueawuero coopyxeHua u CCCI, cpeactsa U
cuctembl MX 3awmtbl ot HI, cpeactsa AnA nNOMCKA MPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

Heobxoanmbie ymeHus

Mpon3BoaMTb NOCTAHOBKY 33434 NepcoHany no obecnevyeHno 3aLmThl
CCCO oT HAO v KOMMbIOTEPHLIX aTakK B CeETAX 3NEKTPOCBA3N U
OpraH130BbIBaTb UX BbIMOJIHEHME

OpraHun3oBbiBaTh KOHTPO/b BbINOJIHEHUA OpraHn3auMoHHO-
TeXHUYECKUX meponpuaTuii no obecnederHunto 3awmtol CCCI ot HO un
KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

OpraHusoBbIBaTb NepepacnpeneneHne obAsaHHOCTEN U NOJHOMOYMIA
nepcoHana, obcnyxuBatowero coopykeHus u CCCI, cpeactsa MU
cucTembl MX 3awmtbl oT HA, cpeactBa AnA NOMCKA MPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

Heobxoanmble 3HaHUA

Llenn 1 3agaum ynpas/ieHUa nepcoHasom no obecneyeHuio 3almTbl
ceTell 3neKkTpocBasM OT HL M KOMMNbIOTEPHbIX aTak B ceTaAx
3/1eKTPOCBA3N

MeTogMKa BblpabOTKM U peannsaummn ynpaBieHYecKkoro peweHus no
obecneyeHno 3aLWKUTbI ceTel 3NeKTpocBA3M OT HI 1 KOMNbHOTEPHbIX
aTaK B CETAX 3/1eKTPOCBA3N

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OPraHOB  MCMOJIHUTENbHOM BAACTM MO 3aluTe
nHoopmauum un  obecneyeHMto  6e30NaCHOCTM  KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

KpuTepn  KOMNNEKCHOM  OUEHKM  KBaAMPUKauMm  nepcoHana,
obcnyKuBatollero coopyxenua n CCCI, cpeactBa M CUCTEMbI WX
3awmTbl oT HA, cpeactsa AnA NOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3N1EKTPOCBA3M

[Apyrve xapakTepncTukm




3.3. O606wWweHHana TpyaoBas GyHKLUA

ObecneyeHune GYHKUMOHNPOBAHUA CPEACTB
HanmeHos . GyHKY P PeA YpoBeHb

CBA3W CceTen CBA3M CNeunanbHoro Koa C 6
aHue KBannduKaumm

Ha3Ha4yeHuA
MpouncxoxgeHue

. o 3anmcTBoBaHO
0606LeHHOM TpygoBoW | OpurmHan X

N3 opurnHana
dYHKUMM
Koa PerncTpaumoHHbIn
opurnHana HoMep
nNpodeccnMoHanbHOro
CTaHAapTa
Bo3morkHbIe WNHKeHep cneumnanbHOM cBaA3n
HanMMeHOBaHwuA
OOMKHOCTeN, npodeccuii
TpeboBaHMA K Bbicwee obpasoBaHue - bakanaspuaT B 061act MHGOPMaALIMOHHOM
06paszoBaHUto 1 0byyeHUto | 6esonacHoCTH
"

[ononHuTtenbHoe npodeccroHanbHoe ob6pasoBaHme - NPOrpammbl
noBblleHMA KBannduKaumm B 061acTu 3KCNIyaTaLmm CpeacTs CBA3U
ceTeli CBA3M CrneumanbHOro HasHaYeHus

TpeboBaHMsA K ONbITy -
NnpaKTMYecKon paboThl

Ocobble ycnoBua gonycka | Hanuvume gonycka K rocyAapcTBeHHOM TaliHe (Npy HeobxoanmocTm)
K pabote

[pyrve xapakTepncTukm -

[ononHuTenbHble XapaKTepUCTUKMU

HanmeHoBaHue Kog HanumeHoBaHMe 6a30BoW rpynnbl, A4OJKHOCTM (Npodeccum)
OOKyMeHTa WK cneumanbHOCTU
OK3 2153 MHKeHepbl N0 TeIEKOMMYHMKALMAM
EKC - UHKeHep no 3awwmute MHPopmaumm

- HauanbHUK oTaena (nabopaTopuu, cekTopa) no 3auute

nHbopmaumnm
oKnATp 22567 UH»KeHep no 3awwmute MHPopmaumm
22847 NHKeHep crneumanbHOM CBA3K

OKCO 2.10.03.01 NHpopmaLmMoHHan 6e3onacHoCTb




3.3.1. TpyaoBaa PpyHKUuuUA

MpouncxoxgeHue
TPYA0BOM QYHKLUNM

YcTaHOBKa cpeAcTB CBA3M ceTel CBA3U
YpoBeHb
HanmeHoB | cneumanbHOro HasHaveHus, Bkatodasa CK3U,
Kog | C/01.6 |(noayposeHb) 6
aHue cpeAcTBa 415 NOMCKA NPU3HAKOB
KBanmduKkaumnu
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U
3aMMCTBOBAHO
OpuruHan X
n3 opuUrnHana
Koa PerncTpaumoHHbIn
opuUrMHana HOMmep
npodeccMoHanbHoro
CTaHpapTa

TpyaoBble AencTeus

MOHTaX CcpencTB CBA3M CeTell CBA3SWU CNeuuasbHOro HasHayeHwus,
BkAtovaa CK3U, cpepctsa oA NomMcKa NpU3HaKoOB KOMMbIOTEPHbIX aTaK
B CETAX 3/1EKTPOCBA3N

HacTpolika cpeActs cBA3W ceTel CBA3M CMeLnasibHOro HasHauyeHus,
BKAtoyas CK3W, cpeactsa 4/1A NOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3/1IEKTPOCBA3N

MNpoBepka ¢GYHKUMOHMPOBAHUA  CpeacTB  CBA3W  CEeTell  CBA3M
cneuManbHOro HasHadeHua, Bkaouvaa CK3W, cpeactsa gnA noumcka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

Heobxoanmble ymeHUn

MpoBoANTb NPOBEPKY KOMMAEKTHOCTU CPeAcCTB CBA3W CeTell CBA3M
cneuManbHOro HasHadeHua, Bkatouvaa CK3U, cpeactsa gnA noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX INEKTPOCBA3N

MpoBoaUTb MOHTaX (N8 nporpamMmHoro obecneyeHus - yCTaHOBKY)
cpeacTB CBA3M ceTell CBA3M CheuManbHOro HasHayeHwus, BKAOYas
CK3MW, cpeactsa gna nomcKa Npu3HaKoB KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3MU

BbINO/IHATL HACTPOMKY M NPOBEPKY PYHKLUMOHUPOBAHMA CPeACTB CBA3U
ceTell CBA3M crneumManbHOro HasHavyeHus, Brkatodas CK3U, cpeacrea ans
NMOMCKA NPU3HAKOB KOMMbIOTEPHbBIX aTaK B CETAX 3N1EKTPOCBA3M

Heobxoanmble 3HaHUA

HomeHKknatypa, ¢YHKUMOHANAbHOE  Ha3HayYeHWe U OCHOBHbIE
XapaKTepUCTUKU  cpeacTB  CBA3M  CeTeM CBA3U  cheumasnbHoro
Ha3HayeHua, BKAo4aAa CK3U, cpegctBa A4nAa NOMCKA MNPM3HAKOB
KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3MN

HasHaueHMe u npuHUMNbl PaboTbl OCHOBHbIX Y3/10B CPEACTB CBA3U
ceTel CBA3M crneumManbHOro HasHavyeHus, Brkatodas CK3U, cpepcrea ans
NMOMCKA NPU3HAKOB KOMMbIOTEPHbBIX aTaK B CETAX 3N1EKTPOCBA3M

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OpPraHOB  WMCMOJIHUTENIbHOM  BAACTM MO 3aluTe
nHpopmauunm




[pyrve xapakTepncTukm

3.3.2. TpyaoBaa GpyHKUUA

ObecneyeHune becnepebonHoO pPaboTbl
CPeACTB CBA3W CETeN CBA3W CneunanbHoro YpoBeHb

HanmeHoB

AHne Ha3Ha4deHwua, BKatovaa CK3WU, cpeactea gna Koa | C/02.6 |(noayposeHb) 6
MOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTakK B KBasndMKaumnm
CeTAX 3N1eKTPOCBA3MU

MpoucxoxaeHue 3anmcTBoBaHO

P . A OpuruHan X
TPYAOBOM GYHKUMUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

Tpyaosble aencTemA

TeKkywuit, B TOM uucAe  aBTOMATU3MPOBAHHbLINA,  KOHTPO/b
OYHKUMOHNPOBAHUA CpPeacTB CBSA3M CeTel CBA3M  CheuunasnbHOro
Ha3sHadeHua, BKAo4aAa CK3U, cpegctBa A4nAa NOMCKA MNPM3HAKOB
KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M

Tekywmii, B TOM uMcCAe  aBTOMATU3UPOBAHHbLIA,  KOHTPO/Ib
dYHKLMOHNPOBAHMA NporpammHoro obecrneyeHus B coctaBe cpeacts
CBA3M ceTel CBA3M CMNeuuanbHOro HasHayeHuna, BkAoyaa CK3U,
cpeacTBa ANA MOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTak B CeTAX
3/IEKTPOCBA3MN

BHeceHMe W3MeHeHUl B HaCTpOVIKM cpencrtes cBA3un ceTteit cBA3U
cneynanbHOro HasHa4vyeHuA

BoccraHoBneHue npouecca d)YHKLI,MOHVIpOBaHVIﬂ nocne cboes w
OTKa30B CpencTs CBA3U ceTen cBs3m cneuynanbHOro HasHav4yeHuA

Monyyenwne, ncnonb3oBaHne U aHHyAWpoBaHME  cneuunaibHbIX
AOKYMEHTOB, NPpMeHAeMbIX B nNpoLuecce aKcnayataunm cpeacrts CBA3U
ceTen cBA3m cneunanbHOro HasHa4yeHumA

npeAyCMOTpeHHOG pernameHTom M HOPMATUBHbIMU OOKYMEHTaAMU
TEXHUNYECKOEe 06CJ'Iy)KVIBaHVIe, B TOM yucne obHoBNEHNE
nporpammHoOro obecnevyeHna B cocTaBe cpeacTts cCBA3U ceTen CBA3U
cneynanbHOro HasHa4vyeHuA

JwnarHoctuka cpencTe CBA3U ceTel CcBA3N cneynanbHOro HasHa4yeHuMA B
Lenax npuHATUA peeHnAa 0 Hanpas/1€HNUN B PEMOHT U3TOTOBUTENIEM

Heobxoanmble ymeHUn

MpoBoAMTb  TEKYWMI  KOHTPOAb  MNOKasaTenen W npouecca
dYHKLMOHNPOBAHNA CPeACTB CBA3WM CeTeil CBA3W  CneunanbHoro
Ha3Ha4YeHuWsA, NPeayCMOTPEHHbIN PernameHToOM MUX 3KCnayaTaumm

BbinonHATb npeaycMmoTpeHHble 3KCI'IJ'IyaTaLI,VIOHHOI7I M HOPMATUBHO-




METO,D,VI‘-IECKOVI AOKyMEHTaLI,VIeﬁ pa6OTbI Nno U3MEHEHUNIO HACTPOEK
cpencTs cBA3n ceTen cBs3m cneunanbHOro HasHa4yeHuA

MpoBoauUTb  MpPedyCMOTPEHHble  pernameHTom  paboTbl Mo
BOCCTaHOB/IEHMIO nNpouecca W napameTpoB  YHKLMOHUPOBAHUA
CPeACTB CBA3W CeTell CBA3M CneumanbHOro HasHavyeHus

npOBOAMTb npegycMmoTpeHHoe pernameHtom M HOPMaTUBHbIMU
AOKYMEHTaMUN TEXHNYECKOE O6Cﬂy)KVIBaHVIe, B TOM Yncne obHoBNEeHMe
BepCMVI nporpammHoro obecneyeHuns B cocTase cpeacte CBA3U ceten
CcBA3N cneynanbHOro HasHa4yeHuA

Heobxoanmble 3HaHKA

Tunbl, OCHOBHbIE XapPaKTEPUCTUKM CPEACTB U3MEPEHUA U KOHTPOAA
npouecca U napametposB GYHKUMOHMPOBAHWA CPEACTB CBA3WU ceTei
CBA3M CNeumanbHOro HasHavyeHun

MeToaunka (pernameHT, I'IOCJ'IeAOBaTeIIbHOCTb) n  HOPMaATUBHbIE
TPE6OBaHMﬂ K AEVICTBMHM B Uenax MU3MeHeHUA HaCTpoeK cpencrts
CBA3U CeTen CBA3NU cneunanbHOro HasHa4yeHuA

MeToaunka (pernameHT, I'IOCJ'IeAOBaTeJ'IbHOCTb), HOPMaTUuBHbIE
Tp86OBaHMﬂ n cogepraHme TexHun4deckoro 06C1'|y)KMBaHVIFI, BK/1IO4aA
obHoBNEHUE nporpammHoro obecneyeHuns B cocrase cpencrts CBA3n
ceTel cBA3U cneuynanbHOro HasHa4yeHumA

MeToauKka (pernameHT, noCAeA0BaTeNbHOCTb) M HOPMAaTUBHbIE
TpeboBaHMA K OEWCTBUAM B LENAX BOCCTAaHOB/AEHWMA npouecca u
napameTpoB GYHKUMOHMPOBAHWA CpPeacTB CBA3M  CeTel  CBA3M
CNewumanbHoro HasHavyeHus

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OPraHOB  MCMOJHUTENbHOM BAACTM MO 3aluTe
nHbopmaumnm

[pyrve xapakTepnctuku

3.3.3. TpyaoBaa GpyHKuuA

MpouncxoxgeHue
TPYA0BOM QYHKLNM

BepgeHune cneymanbHOro 4es10npon3BoacTsa VpoBeHb
HanvmeHOB |1 TEXHUYECKNX AOKYMEHTOB B npoLecce
AOKRY P I:,I' Kog | C/03.6 |(noayposeHb) 6
aHue 3KCNyaTaunm cpeacTB CBA3KU ceTen CBA3M
KBanmduKkaumnu
cneunanbHOro HasHavyeHusa, Bkaodaa CK3U
3anmcTBoBaHO
OpuruHan X
M3 OpUrMHana
Koga PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

3anonHeHMe  cneuuanbHbIX  KYPHaAZOB UM y4YeTHbIX  dopm,




npeagycMoTpeHHbIX HOPMATUBHbIMU OOKYMEHTaMKU MO NPUMEHEHUIO
cpencTs cBA3n ceTen cBs3m cneunanbHOro HasHa4yeHuA

HanpaeneHne B pPemMOHT M MpPUEM W3 PEMOHTa CTOPOHHUMM
OpraHusauMaMM CPeacTB CBA3KM  ceTeld  CBA3M  CMeuuanbHoro
Ha3Ha4YeHusA

BeaeHue 3KCNyaTaUMOHHOW AOKYMeHTauuu CpeacTB CBA3U ceTel
CBA3M CNeLManbHOro HasHayeHun

Heobxoanmbie ymeHUn

BbIMONHATL 3a4ayYn MO MNOAYHYEHWUIO, XPaHEeHUIo, Yy4yeTy, Bblaade,
npuemy n yTMAM3auMu CneumnasnbHbIX AOKYMEHTOB, NPpUMEHAEMbIX B
npouecce sKchnayataumMmM CpeacTs CBA3M CeTei CBA3W CreuumanbHoro
Ha3HayeHusa

B3anmopgeincTBoBaTb  C  OpraHM3auMaMM,  OCYLLECTBASIOLWMMM
rapaHTUMHBLIA U NOCNErapaHTUMHBLIA PEMOHT CpeacTB CBA3U ceTei
CBA3M CNeLmManbHOro HasHavyeHun

BecTtn aKkcnayaTauMoOHHYIO AOKYMEHTALMUIO CpeacTB CBA3MU ceTel cBA3U
cneynanbHOro HasHa4vyeHuA

Heobxoanmble 3HaHUA

I'Ipanma BeaeHunA cneunanbHOro aenonponssoncrea U TeXHUYECKUX
AOKYMeHTOB CpeaCTB CBA3U ceTel cBs3un cneunanbHOro HasHa4yeHuA

HopmaTuMBHble  NpaBoOBble aKTbl MO  OpraHM3auuu  3aluTbl
rocygapcTBEHHOW TalHbl, KOHWUAEHUMANbHOM WHPOpPMaALUK U
AesATeNbHOCTM OPraHoB 3aLLMTbl FOCYAaPCTBEHHOM TalHbI

OpFaHVI3aLI,VIOHHbIe mMepbl Mo 3awute VIHCI)OpMaLI,MVI B CeTAX CBA3U
cneynanbHOro HasHa4vyeHuA

PykoBogawme U MeTogMyeckme [OKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbiX OPraHOB  MCMOJIHUTENbHOM BAACTM MO 3aluTe
MHbopmMauuM U  6E30MacHOCTU  KPUTUYECKOM WHPOPMALMOHHOM

MHPPACTPYKTYpbI

[pyrve xapakTepnctuku

3.4. 0606wWeHHan TpyaoBan GyHKLMUA

PaspaboTKa cpeacTs 3awmTbl CCCI (3a
HanmeHoB P pea . = ( YpoBeHb
WCK/IIOYEHUEM CETEN CBA3U CNEeLManbHOro Koa D 7
aHue KBanmdukaumnu
HasHayeHuA) oT H, M KOMNbIOTEPHbIX aTaK
MpouncxoxgeHue
N . 3anmcTBOBaHO
0606ueHHoM TpyaoBoit | OpurnHan X
M3 OpUrMHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurnHana HOMep
npodeccnoHanbHOro

cTaHAapTa




Bo3moKHble
HaMMeHoBaHuA

OOMKHOCTeN, npodeccuii

NHKeHep-NpoeKTUPOoBLLMK | KaTeropun
UHKeHep-NpoeKTnpoBLWMK Il Kateropum
UHxeHep-npoeKTnposLwmK Il Kateropum
NHKeHep-NpoeKTUPOBLLMK
PykoBoauMTENb MPOEKTOB

TpeboBaHMA K

06pa3oBaHUIO U 0BYYEHUIO

Bbiclwee obpa3oBaHMe - cneumanmuTeT UAM MarucTpaTypa B 061actu
nHbOpMaLNOHHOM 6e3onacHOCTH

TpeboBaHMWsA K ONbITy

NnpaKTMYecKon paboThbl

[ns ponXKHOCTElN c KaTeropuen - onbIT paboTbl B AOMKHOCTU C bonee
HU3KOW (NpeaLecTBYOLLEN) KaTeropmne He MeHee O4HOro roaa

Ocobble ycnosums gonycKa

K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaMmocTu)

[pyrve xapakTepncTukm

PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAndbUKaLmm B 061acTM MHGOPMALNMOHHOM
6e3onacHoCTH

[ononHuTenbHble XapaKTePUCTUKMU

HammeHoBaHue
OOKYMeHTa

Kog HanmeHoBaHMe 6a30Boi rpynnbl, AOAXKHOCTU (Npodeccun)

nnn cneumanbHoOCTU

OK3

2519

Pa3paboTumKkn M aHaUTUKKM NPOrpamMmMHOro obecneyeHus u
NPUNONKEHWNIA, He BXOAALLME B APYrue rpynnbl

EKC

3aBeAyloWwnin (HaYaNbHUK) HayYHO-UCCNeA0BaTENbCKUM
oTaenom (nabopatopueit) yuperkaeHus; 3aBeayoLmia
(HaYanbHMK) Hay4yHO-UCCNEA0BATENbCKUM CEKTOPOM
(nabopatopueit), BXogALWMM B COCTAB Hay4YHO-
nccnenoBaTeNbckoro otaena (otaeneHua, nabopaTtopum)
MHCTUTYTA

NHKeHep-nporpaMmmumcT (Nporpammmcr)

MHKeHep-NpoeKTUPOBLLMK

HayuHbIli cOTPYAHMK

Cneumanuct no 3awmTe MHGopmauun

CTapLumit Hay4YHbI COTPYAHUK

OoKnAaTpP

22824

MH:KeHep-nporpammmct

24392

HayuHbIlh COTPYAHMK (B 061aCTU MHPOPMATUKM U
BbIYUCAUTENBHON TEXHUKMN)

26579

Cneumanuct no 3amTe MHGopmauun

44544

HauyanbHUK nccnegoBaTeNbCKOM rpynnbl

OKCO

2.10.04.01 NHbopmaumoHHas 6e30nacHOCTb




2.10.05.01 KomnbloTepHasa 6esonacHocTb

2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

2.10.05.03 NHdopmaumoHHas 6e30nacHOCTb aBTOMaTU3NPOBaHHbIX

cncrtem

2.10.05.04 NHdopmMaLMOHHO-aHaNUTUYECKMe cucTembl 6e30MnacHOCTU

2.10.05.05 BesonacHOCTb MHPOPMALIMOHHbBIX TEXHO/IOTUIA B

npaBooOXpaHUTeIbHOM chepe

2.10.05.06 Kpuntorpadus

2.10.05.07 MpoTnBoaencTBME TEXHUUYECKUM pPa3BeaKaM

3.4.1. TpyaoBaa GpyHKUUA

HauMeHoB AHanus yrpos nHGopmMaLMoOHHON YpoBeHb
ahue 6e30MacHOCTU B CETAX N1EKTPOCBA3M Koa | D/01.7 |(noaypoBeHb) 7
KBasnbuMKaumnm
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

BbianeHue yrpos HA K ceTam a1eKTpOoCBA3M

C6op v cucTemaTMsauma (aHanM3 M oueHKa) ceeaeHuin 06 yrposax HA
K CETAM 3/1eKTPOCBA3N

OueHKa ysA3BMMOCTEN CeTel INEKTPOCBA3M C TOYKU  3peHus
BO3MOXHOCTU H/, K HUM

BbipaboTKa npeasiosKeHnin no npegoTBPaLLEHUIO U HEWTpannsaumm
yrpo3 H/l K ceTaAm 31eKTpOoCBA3HU

Heobxoanmble ymeHus

BbiABAATL M OLEHUBATL yrposbol HA K ceTam 3/1EKTPOCBA3U

MpoBoanTb NpoBepKy pabotocnocobHocTM U 3PPEeKTUBHOCTU
npUMeHAEeMbIX NporpamMmmMmHoO-annapaTHbIX (B TOM yuncne
Kpuntorpadpuyeckmx) U TexXHUYECKMX CpeacTB  3aluuTbl  CeTel
anekTpocsAaAsm ot H/,

MpoBOAUTb MHCTPYMEHTA/IbHbIN MOHUTOPUHT 3aLwmweHHocTn CCCI

MpoBoAuTb TexHW4YeckmMe paboTbl npwm atTecTaumm CCCO ¢ ydyeTom
TpeboBaHMI No 3aLWmUTe MHPopPMaLUn




Heobxoanmble 3HaHUA

Mogenv yrpo3s HL, K ceTaAm 3/1eKTpoCBA3M

MeToAMKN OLLEHKU YA3BMMOCTEN CETEN 3NEKTPOCBA3M C TOUKM 3peHUA
BO3MOXHOCTU H/], K HUM

CpeacTtBa aHanmsa 1 KOHTpoAA 3awmeHHoctn CCCI

OpraHn3auMoHHO-TEXHUYECKME  MeponpuaTMA no  obecneyeHuto
3alWNTbI ceTelt anekTpocsasm ot HA 1 nx appeKTUBHOCTb

HopmaTuBHble NpaBoBble aKkTbl B 06/1aCTW CBA3U, MHPOPMATU3ALMM U
3aWwmTbl MHGOPMaLUK

HauunoHanbHble, MEKrocyaapcTBeHHble " MeXayHapoaHble
CTaHAapTbl B 061aCTH 3aLWMTbI MHGOPMALMK

[pyrve xapakTepncTukm

3.4.2. TpypoBaa pyHKUMA

Pa3paboTKa cpeacts u cuctem 3awmtbl CCCI VpoBeHb
HanmeHos | oT H[, cpeacTs AnA NOUCKA NPU3HAKOB
A, cpeacts A P Koa | D/02.7 |(noaypoBeHb) 7
aHue KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M KBaNMbMKaLMM
3TKC
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM M3 OpUrnMHana
Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

CuctemaTtumsaums (aHaiM3 U OLEHKA) CBEAEHUIM O MeTodaX, cpeacTBax
n cuctemax 3awmtbl CCCI ot HA, cpeactsax 4Na NOUCKA NPU3HAKOB
KOMMNbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3M, NMPUHUMMNAX MNOCTPOEHUSA
3TKC

dopmupoBaHMe pas3fenioB TEXHUYECKOro 3afaHusA Ha paspaboTky
cpeacts M cuctem 3awmtel CCC3 ot HJA, cpeacts gna MNoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B ceTAX anekTpocsasn, 3TKC

Pa3paboTKka npegioXKeHNin Mo MNPUMEHEHUIO TEXHOJIOTUIM 3alMTbl
nHpopmauum Npu co3gaHnm cpeacts uU cuctem sawmntol CCCO ot HA,
CpeacTB AnA MNOUCKA MNPU3HAKOB KOMMbIOTEPHbLIX aTakK B ceTax
anekTpocsasmn, 3TKC

MpoeKTMpoBaHMe 31eMeHTOB CpeacTB M cuctem 3awmtol CCCI ot HA,
cpeacTB A/1A MOMCKA MPU3HAKOB KOMMbIOTEPHbIX aTak B ceTax
anekTpocsasm, 3TKC

Pa3paboTKa NpeanosKeHun U NpakTUYecKkasa peanms3aumsa 31eMeHTOB,
cpeacts M cuctem 3awmTtel CCCO ot HZA, cpeacts gna Mnoucka




NPM3HAKOB KOMMNbIOTEPHbLIX aTak B ceTax aneKkrtpocsasn, 3TKC,
BK/ItOYan pa3paboTKy nporpammHoro obecneyeHus

Heobxoanmble ymeHUn

MpoBoanTb C60P M aHANM3 UCXOAHbIX AAHHbLIX A8 MPOEKTUPOBAHUA
cpeacts M cuctem 3awmTtel CCC3 ot HZA, cpeacts pna Mnoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CceTAX aneKTpocsasn, 3TKC

HDOBOAMTb CpaBHVITEJ'IbeIVI aHanuM3 cetem M CUCTEM nepeaadn
MHd)OpMaLI,MM NoO NOoKa3aTenAam 3allunTbl VIHd)OpMaLI,VIM

MpoeKTMpoBaTb cpeacTsa M cuctemol 3awmtbl CCCI ot HA, cpeacrtsa
ONA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3JIEKTPOCBA3N,
3TKC c ydyetom TpeboBaHWII HOPMATUBHbLIX MPaABOBLIX aKTOB U
MeTOAMYECKUX LOKYMEHTOB

PaspabaTbiBaTb NPOEKTbI, TEXHUYECKME 3aaHWUA, MNAaHbl U rPaduKm
nposegeHua pabot no 3awmte CCC3 oT HA, KOMNbIOTEPHbIX aTak B
CETAX 3/IEKTPOCBA3N U HEOBXOAMMYIO TEXHUYECKYIO LOKYMEHTALLMIO

ObecneunBaTb palLMOHaNbHbIA BbIBOP 3/1eMeHTHoM 6a3bl  npu
NPOEKTUPOBAHUM YCTPOMCTB M cuctem 3awmtbl CCCO ot HA,
KOMMNbIOTEPHbIX aTaK B CeTAX aneKkTpocsAasm, 3TKC

Mcnonb3oBaTb CTaHAApPTHble MeToAbl M CPeacTBa MPOEKTUPOBaHUA
LUMPPOBLIX Y3/10B U YCTPOUCTB, METOAbI aHANN3a INEKTPUYECKUX Leneit

PewaTtb TuNOBble 3a4ayM MNOMEXOYCTOMYMBOrO KOAMPOBaHUA U
OEKOANPOBAHUA COOBLLLEHNI

PaspabatbiBaTb MNOAMTUKY 6e3onmacHocT, BbIOMPaTb MeToAbl U
cpeactea obecneyeHns wuHdopmaumoHHoW 6HesonacHocTU ceTel
3N1EKTPOCBA3M

Heobxoanmble 3HaHKA

HopmaTuBHble NpaBoBble aKkTbl B 06/1aCTW CBA3U, MHPOPMATU3ALLMM U
3aWmTbl MHGOPMaLMK

HauunoHanbHble, MEKrocyaapcTBeHHble " MeXAyHapoaHble
CTaHAapTbl B 061aCTU 3aLWMTbI MHGOPMALMK

OcHoBHble MeToApl ynpaBieHua WHGOPMALMOHHOMW 6e30nacHOCTbio
cetelt anektTpocsasu, 3TKC

Yrpo3bl 6€30MnacHOCTM, MHPOPMALMOHHbIE BO3AEWUCTBUS, KPUTEPUU
OLLEHKM 3aUMLLEHHOCTM UM meToabl obecneyeHmna WMHPOPMALNOHHOMN
6e3onacHocTU ceTel anekTpocBasm, 3TKC

MeTtogabl, cnocobbl, cpeacTBa, NOCAEA0BATE/IbHOCTb M COAEPKAHWNE
3TanoB pa3paboTku cpeacts u cuctem 3awmtbl CCCO ot HA, cpeacts
ONA NOMCKA NPU3HAKOB KOMMBIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3M,
3TKC

OcHosBbl TEOPUN INEKTPUYECKUX LI,EI'IEﬁ, mMmeToAdbl aHa/IM3a U CHHTE3a
91IEKTPOHHbIX CXem

OCHOBHblE XapaKTepPUCTUKM M NoKasaTenn spPeKTUBHOCTU CPencTB U
cnctem 3awmtol CCC3 ot HA, cpeacts gnA nNoucka MpuU3HaAKoB




KOMMNbIOTEPHbIX aTaK B CeTAX aneKkTpocsAasm, 3TKC

MeToAMKN pacvyeToB U NPOEKTUPOBaAHUA CPeacTB U CUCTEM 3aLUUTDI
CCCD ot HA, cpeacts ona NoucKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B
ceTax aneKkTpocsasun, 3TKC

OcHoBbl MoAeNMpoBaHna GyHKUnoHmMpoBaHma 3TKC

TexHonormm, metoabl, A3bIKM W CpeacTBa NPOrpaMmmMMpPOBaAHMA,
npMmeHnaemMble 414 CO34aHNA NporpammHoro obecneyeHusa B coctase
CCC3, a Takxe cpeacts n cuctem 3awmtbl CCCI ot HA, cpeacts ana
NOWMCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B ceTAX 3neKTpocBasn, 3TKC

[pyrve xapakTepncTukm -

3.4.3. TpypoBasa PpyHKUMA

MNposeaeHne HUOKP B chepe pa3paboTku YpoBeHb
cpeacTts 1 cuctem 3awmtbl CCCI ot HY, Koa | D/03.7 |(noaypoBeHb) 7
co3gaHua 3TKC KBanndbMKaumnm

HammeHos
aHue

MpoucxoxaeHue 3anmcTBOBaHO
o OpwuruHan X
TPYAOBOM GYHKUMUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

Tpyaosble aencTema MnaHnpoBaHune stanos BbinonHeHUAa HNOKP no cosgaHuto cpeacts m
cnctem 3awmtbl CCC3 ot HA, 3TKC

BbinonHeHne HNUOKP no cosaaHuto cpeacts un cuctem 3awmtol CCCO ot
HA, 3TKC

OpraHun3aums onbITHOW 3KCNyaTauumn cpeacts U cuctem 3awmtsl CCCI
ot HJl, 3TKC

MposeaeHne cepTUOUKALMOHHBIX MWCMbITaHWUIA CPeacTB U CUCTEM
3awmtbl CCCO ot HA, 3TKC ¢ ncnonb3oBaHMem WHCTPYMEHTANbHbIX
cpeacTs

MNoAroToBKa aHa/NMTMYECKOro oTyeTa MO pe3y/bTaTam MpPoBeAeHHbIX
CepTUPUKALMOHHBIX UCMbITaHUNA cpeacTs n cuctem 3awmtbl CCCI ot
HA, 3TKC un dopmynnpoBaHmne BbIBOAOB MO OLEHKe 3aMLLEHHOCTH

MoAroToBKM OTYETHLIX AOKYMEHTOB No utoram nposegeHna HAOKP B
COOTBETCTBMM C HOPMATMBHbIMU [AOKYMEHTaMM W TpeboBaHMAMMK
3aKa34mKa

Heobxoanmble ymeHus OpraHusoBbiBaTb c6op, 06paboTKy, aHanM3 W CUCTeMaTU3aLuumio
Hay4YHO-TeXHUYeCKo MHPOpPMaLMM, OTeYEeCTBEHHOTO M 3apybeskHoro
onbiTa no npobnemam wuHdOpMaLMOHHON 6Ge3onacHOCTU ceTel




3/1eKTPOCBA3U, BbIPAbOTKY NPeasioKeHNIH MO BONPOCaM KOMMIEKCHOTO
obecneyeHns MHGOPMaLMOHHOM 6E30MacHOCTU CETEN 3/EeKTPOCBA3N,
pa3paboTky moaenei yrpos HA, K ceTam 3neKTpocBA3m

MpoBoauTb BbIGOP, MUccnenoBaTb 3¢dEKTUBHOCTL U paspabaTbiBaTb
TEXHUKO-3KOHOMMYECKOe 060CHOBaHME MPOEKTHbIX PelleHuin cpeacTs
M cuctem 3awmtel CCC3 ot HA, 3TKC c uenvto obecneyeHun
Tpebyemoro ypoBHS 3aLLMLLEHHOCTH

MnaHnposaTb atanbl BbinonHeHnAa HWOKP no cosgaHuio cpeacts u
cuctem 3awmtbl CCCO ot HA, 3TKC

Pacnpepensatb 3apaun cpean ucnonHutenen HUOKP no cosgaHuto
cpeacts u cuctem 3awmtbl CCC3 ot HA, 3TKC, KOHTPONMPOBATL CPOKMU
N KQuyecCTBO MUX UCMOJIHEHMA

Opl'aHM3OBbIBaTb noaroToBKy Hay4YHO-TEXHUYECKUX OTHETOB, 0630|OOB,
I'Iy6J'IVIKaLI,VIl7I No pe3ynbTaTaM BbINO/IHEHHbIX MCCﬂeAOBaHMVI

OpraHM30BbIBaTb COMPOBOMAEHME pPa3paboTKM TEXHUYECKUX U
NporpaMmHo-anmnapaTHbiX  CPeACTB  3aWuTbl M 06paboTKM
MHPOPMaLNN B CETAX 3/TEKTPOCBA3M

Heobxoanmble 3HaHKA

HaunoHanbHbIe, MEKrocy4apCTBEHHbIE 7 MeXayHapoaHble
CTaHAapTbl, YyCTaHaBAMBawWMe TpeboBaHUSA K OpraHu3auuu u
nposeaeHnio HWMOKP, onbITHOM 3KcnayatauuMm CcpeactB U cUCTEM
3awmtbl CCCI ot HA, 3TKC

PykoBogdAwme 1 MeTogMYecKne OOKYMEHTbl  YMOJIHOMOYEHHbIX
denepanbHbIX OPraHOB MCNOJIHUTENIbHOW BAACTW, YCTaHaBAMBAOLWME
TpeboBaHMA K oOpraHus3auMM W NPOBeAEHMIO  aTTecTaumMuM WU
CepTUPUKALMOHHBIX UCMbITaHUA cpeacTs n cuctem 3awmtbl CCCI ot
HA, 3TKC

OcHoBHble cpeacTBa M cnocobbl obecnedyeHna WHPOPMaALMOHHOM
6e30MacHOCTM, MPUHLMNbI MOCTPOEHUA CPEACTB M CUCTEM 3aLUUTHI
CCC3 ot HA, 3TKC

NHCTpYyMeHTa/IbHble CPeAcTBA KOHTPONS W UCMbITaHUA CPeacTs U
cuctem 3awmtbl CCCO ot HA, 3TKC 1 meToAanKa UX NPUMEHEHMUA

HauunoHanbHble, MEKrocyaapcTBeHHble " MeXayHapoaHble
CTaHAapTbl, ycTaHaBAMBaowWme TpeboBaHMA Mo 3awmte nHGopmMaumu,
aHaNM3y 3alMLEHHOCTM CeTei 3/1eKTPOCBA3M U OLEHKe PUCKOB
HapyLweHus nx tHbopmaunoHHOM 6esonacHoCTH

[pyrve xapakTepnctuku

3.5. 0606wWweHHan TpyaoBan GyHKLMUA

HanmeHoB | ObecneyeHue 3alLnTbl CPEACTB CBA3U CeETEN Kog E YpoBeHb 7
aHue CBA3W CNeuManbHOro HasHavyeHus ot HA, KBanndukaumm
MpoucxoxaeHue OpuruHan X |3anmcTBOBaHO




o0606LweHHoM TpyaoBOW

13 OpurnHana

dYHKLMM
Kop, PerncrpaumoHHbIn
opurMHana HOomep
nNpodeccnoHanbHOro
CTaHpapTa
BoO3MOXKHble CTapLwmin uHxeHep
HanmMeHoBaHUA CTapLlnit nHKeHep-pa3paboTunk

OOMKHOCTeN, npodeccuii

CTapwuii uHKeHep cneuynanbHOM CBA3K
KOHCynbTaHT NO cneuunanbHbiM TEEKOMMYHUKaUUAM

TpeboBaHMA K

Bbicwee obpasoBaHue - cneumanmTeT UamM maructpatypa 8 obnactu

06pa3oBaHuio M 06yyYeHno | MHPopMaLumoHHOM 6e3onacHoCTH

TpeboBaHMWsA K ONbITy

npakTUYeckol paboTsbl

He meHee ogHoro roga B chepe obecneyeHmn 3awmtbl CCC ot HA,
b0 pa3paboTKM CPeacTB U CUCTEM TAKOM 3aLLUTbI

Ocobble ycnosums gonycKa

K paborte

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoanumocTu)

[pyrve xapakTepncTukm

PekomeHayeTcs gonosHUTeNbHOE npodeccMoHanbHoe obpasoBaHue -
nporpammsl NOBbILIEHUA KBannpUKaLumm B 061acTv HGOPMaLMOHHOM
b6e3onacHoCTH

[ononHuUTenbHble XapaKTepPUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Bo rpynnbl, 4OAXKHOCTU (Npodeccum)
OOKYMEHTa WK cneumanbHOCTH
OK3 2519 Pa3paboTumkm U aHaNUTUKN NPOrpaMMHOro obecneyeHuns u
NPUNOXKEHN, He BXOAALLME B ApYyrue rpynnbl
EKC - 3aBeaytowmii (HayasibHUK) Hay4YHO-UCCNEA0BATENbCKMM

oTaenom (nabopatopueit) yuperkaeHus; 3aBeayroLmia
(HaYanbHMK) Hay4yHO-UCCNEA0BATENbCKUM CEKTOPOM
(nabopatopueit), BXogALWMM B COCTAB Hay4YHO-
nccnenoBaTeNbckoro otaena (otaeneHua, nabopaTtopum)
NHCTUTYTA

NHKeHep-KOHCTPYKTOP (KOHCTPYKTOP)

WHKeHep-nporpammmcT (Nporpammmcr)

MHKeHep-NpoeKTUPOBLLMK

HayuHbIli cOTpYAHMK

Cneumanunct no satumrte MHGopmaLun

CTapLmni1 HayYHbI COTPYLHMUK




oKnAaTp 22016 3aBeaytowuii nabopatopueit (Hay4yHo-MccnegoBaTeIbCKOM)
22827 MHXeHep-NPOeKTUPOBLLMK
26579 Cneumanuct no 3awmre nHdopmauymm

OKCO 2.10.04.01 NHopmaLMoHHan 6e30nacHOCTb

2.10.05.01 KomnbloTepHasa 6esonacHocTb

2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

2.10.05.03 NHdopmaumoHHas 6e30nacHOCTb aBTOMAaTU3NPOBaHHbIX

cncTtem

2.10.05.04 NHdopMaLMOHHO-aHaNUTUYECKMe cucTembl 6e30MnacHOCTU

2.10.05.05 Be3sonacHOCTb MHPOPMALIMOHHbBIX TEXHO/IOTUIA B

npaBooOXpaHUTeIbHOM chepe

2.10.05.06 Kpuntorpadus

2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BedKam

3.5.1. TpyaoBsaa PpyHKUuuUA

HanMeHOB OpraHu3ayma GYHKLMOHUPOBAHMWA ceTel YpoBeHb
ahue CBA3M CNeuyasbHOro Ha3HAYeHMA N nx Koa | E/01.7 |(noaypoBeHb) 7
CpeacTB CBA3U KBanmMdmKaumum
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

BbinonHeHne Komnaekca MepoanﬂTMﬁ NnOo MOHTAXy Cpeacrts CBA3U
ceTel cBA3U cneuynanbHOro HasHa4yeHumA

BbinosHEHME nNyCKa W Hanagku cpeacrts CBA3MU ceTen cBA3MU
cneynanbHOro HasHa4vyeHuA

KoHTponb  3pdeKkTMBHOCTM  OYHKLMOHMPOBAHUA  KOMMAEKCHOM
CUCTEMBI 3aLUUTbI COOPYKEHUI U CPeACTB CBA3M CeTell CBA3M
CNeuManbHoro HasHaveHus ot HZ, BKAoYas BbiABAEHWE UHUUAEHTOB,
KOTOopble MOryT MpuBecTM K CcbOSAM  WAM  HapyWeHUIo  UX
OYHKLMOHMPOBAHNA WM BO3HMKHOBEHMIO yrpo3 6e30macHoCTM
MHPOPMaLMN, LMPKYAUPYIOLLE B HUX, a TaKXe pearMpoBaHue Ha
TaKue MHUMAEHTI




Heobxogmmble ymeHUs OpraHM30BbIBAaTb MOHTA), HAaCTPOMKY W 3KCMIyaTaLMio CPencTB CBA3U
ceTell CBA3W CNeLManbHOro HasHaYeHUs, CPeACTB U CUCTEM UX 3aLLMUTbI
ot HA

MpoBOAUTL KOMMNNEKCHOEe TeCTUpPOBAHME, MYCK W HanagKy cpeacrs
CBA3W CeTell CBA3M CMeuManbHOro HasHa4YeHus, CpeacTB U CUCTEM UX
3awuTbl oT HA,

OcylecTBNATL  KOHTPOAb  3GPEKTUBHOCTU  PYHKLMOHMPOBAHUSA
KOMIM/IEKCHOW CUCTEMBI 3aLLUTbl COOPYKEHWUIA U CPEACTB CBA3M CeTei
CBSA3M CNeLManbHOro HasHayeHus ot HA,

PaspabaTbiBaTb  NpeanoXKeHus Mo  COBEpPLUEHCTBOBAHUID U
NoBblWeHN0 3PPEKTUBHOCTU MNPUHMMAEMbBIX TEXHUYECKMX Mep WU
NPOBOAMMBIX OPraHM3aUMOHHbIX MeponpUATUA No obecneyeHuto
3alLMTbl COOPYMKEHUA U CpPeacTB CBA3SU CETel CBA3U ChneumanbHoro
Ha3Ha4veHus ot HA

OpraHu3oBbIBaTb pPaboTbl MO BbINOAHEHMIO TpeboBaHUN pexnma
3aLWmThl MHGOPMaLMM OFpaHUYEHHOro AoCTyna

PaspabaTbiBaTb METOAMYECKME MaATepuManbl W OpraHM3aUMOHHO-
pacnopaguTesibHble  AOKYMEHTbl MO  obecneyeHWo  3aWuThl
COOPYKEHUI N CPEACTB CBA3M CETEMN CBA3WN CNeLMaNbHOro HasHauyeHus
ot HA

Heobxoanmble 3HaHUA Moaenu yrpo3 HI K COOpyXeHUsM U CpeacTBam CBA3U CeTel CBA3N
CNeumanbHoro HasHavyeHus

CocTtaB M HA3HA4YeHMe annapaTHO-MPOrPaMMHbIX CPEACTB 3aLUUThI
COOPYKEHUI N CPEACTB CBA3M CETel CBA3UN CNeLManbHOro HasHauyeHus
ot HA

HopmaTuBHble MNpaBOBble aKTbl, PYKOBOAAWME M MeToAM4YecKue
AOKYMEHTb! YMOAHOMOYEHHbIX denepanbHbIX opraHos
MCMNONHUTENbHOW BAACTW, yCTaHaBAMBatlowme TpeboBaHMA Mo 3almTe
NMHdOpMaLMn ceTeln CBA3M CNeLManbHOro HasHayeHun

MeToabl KOMNAEKCHOTo obecneyeHusn 3aWnTbIl COOPY)KGHMVI n cpeacte
CBA3U CeTeN CBA3U crneunanbHOro HasHaveHua ot HA,

Mokasatenu apHeKTMBHOCTU NPUMEHAEMbIX MPOrPamMMHO-annapaTHbIX
(8 TOM uncne KpunTorpadUUecknx) U TEXHUUYECKUX CPEeACTB 3aluuThl
CPeACTB CBA3W ceTell CBA3M crneunanbHOro HasHavyeHus ot HA,

[pyrve xapakTepncTukm -

3.5.2. TpypoBasa PpyHKUuUA

HanMeHoB MposeaeHne HUOKP B chepe pa3paboTku YpoBeHb
AHne ceTell CBA3M cneumanbHoro HasHauyeHna uux | Kog | E/02.7 |(noaypoBeHs) 7
cpencTs cBA3M, BKAtoYaa CK3U KBanmdumkaumnu

MpoucxoxaeHue OpuruHan X |3anmcTBOBaHO




TPYAOBOM GYHKUMUM

13 OpurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

Pa3pa60TKa pa3aenoB TEXHNYECKOro 3a4aHNA Ha NPOEKTUPOBaHNE U
MOAMd)VIKaLI,MIO 3/1EMEHTOB WU  CUCTEM  3aLLUTDbI ceteir cBA3MU
cneynanbHOro HasHa4yeHuA U UX cpeacTe CBA3U OT HA,

MNpoeKkTMpoBaHNWE 31eMEHTOB M CUCTEM  3aLMUTbI ceTe CBA3MU
cneunanbHOro HasHayvYeHUA U nx cpeacTs ceAsu ot HA

Pa3paboTka MeTogMK MPOBEAEHUSA UCMbITAHUIM 3N1EMEHTOB M CUCTEM
obecneyeHns 3alMTbl CeTell CBA3M CMeunasnbHOro HasHayeHusa n ux
cpeacts cBAsM oT HA

KOHTpONb COOTBETCTBMA TEXHUMYECKOMY 33[aHMI0  pe3y/bTaToB
NPOEKTUPOBAHUA 3/IEMEHTOB U CUCTEM obecneyeHusn 3aWnTbI certeit
CBA3U CcneymnasbHOro HasHa4eHA n nx cpeacTe CBA3U OT HA,

Heobxoanmble ymeHUn

MpoBoanTb cBOP M aHaNM3 UCXOAHbIX AaHHbIX ANA pPaspaboTKU K
MoAUPUKALMN  D1IEMEHTOB UM CUCTEM  3alUUTbl  ceTeid  CBA3U
cneumanbHoOro HasHa4eHuna u ux cpeacTts ceasm ot HJ,

MpoBoAUTb CpaBHUTENbHbIA aHanAU3 CceTel CBA3W CNeuuasbHoro
Ha3HAYeHMA U UX CPEeACTB CBA3M MO NMOKa3aTeNAM MX 3aLUULLEHHOCTU
ot HA

PaspabatbiBaTb MPOEKTbI, TEXHUYECKME 3a4aHuA, NaaHbl U rpaduku
nposegeHua paboT no 3awmTe ceTell CBA3M  cheumanbHoro
HasHa4YeHusa M Mx cpeacTts cBasun oT HI, HeobxoanMmyto TeXHUYECKYHO
AOKYMeHTauMIo

ObecneunBaTb paLMOHanbHbIA BbIOOP 3/71eMeHTHoM 6asbl  npu
pa3spaboTke W MNPOEKTUPOBaHWM CeTeil CBA3M  CheumnasbHoro
Ha3HauYeHWs 1 UX CPeacTB CBA3M

PaspabaTbiBaTb MNoAUTUKY 6e3onacHocTM, BbIGMpaTb meToabl W
cpeactea  obecneveHuA  3alUMTbl  CeETEM  CBA3SKM  CNeLManbHOroO
Ha3Ha4YeHMA N Ux cpeacTs cBaA3n ot H/,

OueHunBaTb COOTBETCTBME Pe3ybTaTOB NPOEKTUPOBAHMA 3/IEMEHTOB U
CUCTEM 3aLMTbl CETEN CBA3U CMELMANbHOTO Ha3HAYeHUs U UX CPEeACTB
cBA3n oT H/L] TexHUYeCcKomy 3aaHuNI0

MpoBoAMTbL aHaNM3 BbINONHEHUA TpeboBaHWUI 3aLUMLLEHHOCTU CeTel
CBA3M CNeuManbHOro HasHayeHua U ux cpeacTs cBasm oT HA,

Heobxoanmble 3HaHUA

MpuHLKMNABI NOCTPOEHUA ceTen cBA3MU cneunanbHOro HasHa4yeHuA

Cnocobbl M cpeactBa 3awmtbl MHGOPMaUMM  OT  YTEUKM MO
TEXHWUYECKMM KaHa/am Y MeToAbl KOHTPOIA UX 3GPEKTUBHOCTH




OCHOBHble XapaKTEPUCTUKM U NOKasaTenn 3dPeKTUBHOCTN 31eMEHTOB
M CUCTEM 3aWMTbl CeTel CBSI3M CMeLMasibHOro HasHAYeHUs U Ux
cpeacts cBAsM oT HA

MpuHuMnbl  paboTbl  31€MEHTOB UM GYHKUMOHANbHbIX  Y3/10B
3/1EeKTPOHHOW annapaTypbl, TUMNOBble CXEMOTEXHUYECKME peLleHun
OCHOBHbIX Y3/10B U 6/10KOB 31€KTPOHHOM annapaTypbl

MeToanku PacyeToB M MNMPOEKTUPOBAHUA Cpeacrts U CUCTEM 3alUUThbI
ceTel cBA3U cneuynanbHOro HasHa4yeHunAa n nx cpeacTs CBA3U OT HA,

OcHoBbl  MOAEeNMpoBaHMA  GYHKUMOHMPOBAHMA  CeTelt  CBA3M
CNeumanbHoro HasHavyeHus

HaumnoHanbHble, MeXKrocy4apCcTBeHHble 7 MeXayHapoaHble
CTaHZApPTbl, YCTaHaBAMBawWMe TpeboBaHWA K OpraHM3auum wu
nposegeHnto HUOKP, onbITHOM 3KcnyaTauMmM 3/1EMEHTOB U CUCTEM
3aWMTbI CeTell CBA3M CNeuManbHOro HasHaAYeHUA U UX CPeaCTB CBA3M
ot H/,

HopmaTuBHble NpPaBOBble aKTbl, PYKOBOAALWME UM MeETOAUYECKME
OOKYMEHTbI YNONHOMOYEHHbIX depepanbHbIxX opraHoB
NCNOJIHUTENbHOWN BAIAcTK, YCTaHaB/MBatowme TpeboBaHUs K cucTtemam
3alLMTbl CETEN CBS3M CMeLMasibHOro HasHa4YeHUs U UX CPeacTs CBA3MU
ot HA

[pyrve xapakTepnctuku

3.5.3. TpypoBasa ¢pyHKUuUA

HanMeHOB KoHTponb 3awmuweHHocTn oT HA n YpoBeHb
AHe dYHKLMOHaNbHOCTU CETEN CBA3K Koa | E/03.7 |(noaypoBeHb) 7
cneuymanbHOro HasHayeHus KBanmduKkaumnu
MpoucxoxaeHme 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana

Koa PerncrpaumoHHbIn
opUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

AHann3 u oueHkKa yrpos H/, K cetam CBA3M CneumanbHOro Ha3HavYeHuA

AHanMs M oueHKa paboTtocnocobHocTM U 3pPeKTUBHOCTH
NPUMEHAEMbIX NPOrpamMMHO-annapaTHbIX (B TOM yncne
Kpuntorpadpuyeckmx) M TEXHUYECKUX CPEACTB 3alUUTbl CeTei CBA3M
cneumanbHOro HasHayeHua ot HA

ATTecTaums 3alWmuweHHocTM oT HA 1 GYyHKLUMOHANbHOCTM ceTelt cBA3n
cneumanbHOro HasHadeHun




MHCTPYMEHTaNbHBIN ~ MOHWTOPUHI  3alMILEeHHoCTM oT  HO w
bYHKLMOHANbHOCTM CeTen CBSA3W CNeLManbHOro HasHaueHus

Heobxoanmble ymeHUn

BbiaBnATb M oueHuBaTb yrpo3bl HO K ceTAm CBA3M CnewumanbHOro
Ha3Ha4yeHunA

MNpoBoguTb nNpoBepKy paboTocnocobHocT U 3ddEeKTUBHOCTU
NPUMEHAEMbIX NPOrpamMMHO-annapaTHbIX (B TOM yncne
Kpuntorpadpuyeckmx) M TEXHUYECKUX CPEeACTB 3aliuTbl cCeTeil CBA3M
cneunanbHOro HasHavyeHua ot HA,

MpoBOANTb MHCTPYMEHTA/NIbHBbIN MOHUTOPUHI 3alMLLEHHOCTU ceTeM
CBA3M CneuyanbHOro HasHavyeHma ot HA

Pa3pabatbiBaTb NPeaNoKeHNa No HerTpanmnsaumm yrposbl HA, K cetam
CBA3M CNeLmManbHOro HasHavyeHun

MpoBoanTb TeEXHUYECKue pa6OTbI npum atrectauunm ceTei CBA3MU
cneynanbHOro HasHa4vyeHuA

Heobxoanmble 3HaHUA

OcHOBHble yrposbl HA ©“ Mogenu Hapywutena MNOAUTUKU
MHGOpMaAUMOHHOM  6e3onacHOCTM  ceTeill  CBA3SM  CNeuunasbHoro
Ha3HayeHuA

HopmaTtuBHble  npaBoBble  aKTbl MO  OPraHW3auMM  3alMUTbl
rocyAapcTBEHHOM TaliHbl W KoHMAeHuUManbHOM MHbOPMaLUXK,
3a/a4am OpraHoB 3alLMTbl FOCYAaPCTBEHHOM TaliHbI

Cnocobbl M cpeactBa 3awmtbl MHGOPMaUMM  OT  YTEUKM MO
TEXHUYECKMM KaHafam 1 MeToAbl KOHTPOSA UX 3GPEKTUBHOCTH

MeToauKN  OLEeHKH YH3BMMOCTGVI ceteit cBA3M cneynanbHOro
Ha3Ha4YeHUA C TOYKN 3pEHNA BO3MOKHOCTU HA,

Cpeactea aHanmMsa UM KOHTPOAA  3aWMLLEHHOCTM ceTeit CBa3MU
cneynanbHOro HasHa4vyeHuA

OcHoBHble KpunTorpaduyeckne meToabl, afrOpPUTMbl, MPOTOKO/bI,
ncnosibayemble ana obecneyeHuns 3almTbl CETEN CBA3KN CNeuunanbHOro
Ha3Ha4veHus ot HA

MporpammHo-annapaTHble cpeacTBa obecrneyeHWa 3aWMTbl ceTei
CBA3M CneuyanbHOro HasHavyeHma ot HA

Opl'aHM3aLI,MOHHO-TEXHM‘~IeCKMe MeponpuATUA No 3aluTte ceTen cBsi3u
cneumanbHOro HasHadeHua ot HA n nx 3¢¢EKTMBHOCTb

HopmaTuBHble NpaBOBble aKTbl, PYKOBOAALLME W METOANYECKME
OOKYMEHTbI YNOJHOMOYEHHbIX denepanbHbIxX OopraHos
NCNOSIHUTENbHOWM BIACTKM, YyCTaHaBAMBatowme TpeboBaHMs K cuctemam
3alWMTbl CeTel CBA3M CMeLMasbHOro Ha3sHAYeHUA U UX CPeacTB CBA3MU
ot H/

[pyrve xapakTepncTukm

3.6. 0606wWeHHan TpyaoBan GyHKLMUA




HavmeHoB |YnpaBneHue pa3BuTnem Cpeacts U CUCTEM Ko F YpoBeHb 7
aHne 3awmTbl CCCI ot HA, KBanmduKkaumnm
MpouncxoxgeHue
. o 3anmcTBoBaHO
0606LeHHOM TpygoBoW | OpurmHan X
N3 opurnHana
dYHKUMM
Koa PerncTpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa
Bo3MOKHble HauanbHuK (pykoBoautens) otaena (oTaeneHus) cuctem 3alimThbl
HaMMeHOBaHWA nHbopmaumun
OOMKHOCTeN, npodeccuin | Beaywmii HxKeHep-pas3paboTumnK
TpeboBaHua K Bobiclwee 06pa3oBaHMe - cneLmanmTeT UAKM MarncTpaTypa
06pa3oBaHUIO U 0BYYEHUIO
TpeboBaHMA K OMbITY He meHee Tpex net B chepe obecnevenuns sawmtbl CCCI ot HA nam

NpaKTUYecKol paboTsbl pa3paboTKM CPeacTB U CUCTEM TaKOW 3aLLMUTbI

Ocobble ycnosua gonycka | Hanuvume gonycka K rocyAapcTBeHHOM TaliHe (Npy HeobxoAnmocCTH)
K pabote

[pyrve xapakTepncTukm PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAnbUKaLmm B 061acTM MHGOPMALMOHHOM
6e3onacHoCTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Kog HanmeHoBaHue 6a30Boi rpynnbl, AOAXKHOCTU (Npodeccun)
OOKyMeHTa WK cneumnanbHOCTH
OK3 1223 PykoBoguTenu noapasaeneHunin o Hay4yHbiMm UCCief0BaHMAM

1 paspaboTkam

EKC - MeHegxep

- HauyanbHUK oTaena (nabopaTtopum, cektopa) no 3awure
nHbopmaumnm

- Cneumanunct no satumrte MHGopmaLun

oKnAaTp 24074 MeHeasKep B nogpasgeneHmax (cnyxbax) HayyHo-
TEeXHUYECKOro pasBuTuA

OKCO 2.10.04.01 NHpopmaLMoHHan 6e3onacHOCTb

2.10.05.01 KomnbloTepHasa 6esonacHocTb




2.10.05.02 NHbopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX

cucTtem

2.10.05.03 NHpopmaLMoHHan 6€30NacHOCTb aBTOMAaTU3UPOBAHHbIX

CUCTEM

2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKME cucTeMbl 6e30MacHOCTU

2.10.05.05 be3sonacHOCTb MHPOPMALMOHHbBIX TEXHO/IOTUI B

npaBooxpaHuTenbHo chepe

2.10.05.06 Kpuntorpadwmsn

2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BedKam

3.6.1. TpypoBasa PpyHKUMA

YnpaBieHMe pUCKaMm CUCTEM 3aLLUTbI ceTel YpoBeHb
HanmeHoB
AHne anekTpocsAasm ot H/, Koa | F/01.7 |(noaypoBeHb) 7
KBanmduKkaumnu
MpouncxoxaeHue 3aMMCTBOBaAHO
P o A OpuruHan X
TPYA0BOM QYHKLUNM U3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHoOro
CTaHpapTa

Tpyaosble aencTema

dopmunpoBaHue Ueneil, NPUOPUTETOB W OrPaAHUYEHMI CUCTEMDI
3alMTbl CeTM 3/1eKTpocBA3n oT HA, B TOM 4YuCie UX U3MEHEeHWe Mo
Mepe W3MEHEHWA BHELHWX YCI0BUA U BHYTPEHHMX MOTpebHOCTEWN,
BKAlOYasA TpeboBaHMA yNOJHOMOYEHHbIX denepanbHbiX OpPraHoB
MCMONHUTENLHOW BNACTK

AHanun3 BHYTPEHHMX U BHELWHMX yrpo3 HA, K ceTu 31eKTpocBasn

MoAroToBKa NJaHOB Pa3BUTUA, MOAEPHM3ALMMN CUCTEMDI 3aLUUTbI CETU
aneKktpocesasn ot HA, ¢dopmupoBaHue TpeboBaHUIN K OTAE/bHbIM
3/1IEMEHTAM U CUCTEME B LLe/IOM

KoHTpoab McnosHeHnsa paboT no pasBuTUIO, MOAEPHU3ALMUM CUCTEMDI
3alLUTbI CeTU aneKTpocsAaAsm oT H/,

Heobxoanmbie ymeHus

q)OpMVIpOBaTb ncxoaHbole AadHHbIE n orpaHmn4yeHunA npu
NPOEKTUPOBAHNU CETU INTEKTPOCBA3UN

MposoanTb aHanu3 yrpos HA, K ceTn anNeKTpocBA3mn

anIMeHFITb METOA0/I0TUKD MEeHEeOXMEHTa PUCKOB MHd)OpMaLI,MOHHOﬁ
6esonacHoCcTM B TENEKOMMYHUKALMOHHbLIX CUCTEMaxX WU CeTAX
I1EKTPOCBA3N




MpoBoaMTb MPOBEPKY OpraHU3aLMii Ha cooTBeTCTBME TpeboBaHMAM
HOPMATUBHbIX NPaBOBbIX aKTOB B 06/1acTM  3aWuTbl  ceTel
anekTpocsAaAsm ot H/,

OpraH130BbIBaTb U NPOBOAUTL NOATOTOBKY OT3bIBOB M 3aKNOYEHUIA Ha
HOPMaTMBHO-MeToANYECKNe maTtepuanbl " TEXHUYECKYIO
AOKYMEHTALUMIO CUCTEM 3aLLMTbI CETEM 3N1eKTPOoCBA3M oT HJ]

Heobxoanmble 3HaHUA

CocTtosiHME M NEepcneKkTMBbl Pa3BUTMA CUCTEM 3alMTbl  CeTel
anekTpocsAasm ot H/,

Mogenu yrpos H/J K ceTaAm 31eKTpOoCBA3N

HopmaTuBHble NpaBoBble aKkTbl B 06/1aCTW CBA3W, MHPOPMATU3ALLMM U
3aWwmTbl MHGOPMaLUK

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OpPraHOB  WMCMOJHUTENIbHOM  BAACTM MO 3aluTe
nHpopmauunm

OcHoBbl mogenupoBaHua 3TKC u yrposbl UX WMHPOPMALMOHHOM
6e3onacHoCTH

MeTogonorus MeHeaXMeHTa pucKos NHdOpPMaLNOHHOM
6e30MacHOCTM B TE/IEKOMMYHWKAUMOHHbBIX CUCTEMAX W  CeTax
3N1EKTPOCBA3N

[pyrve xapakTepncTukm

3.6.2. TpypoBasa GpyHKUMA

YnpaB/iieHe OTHOWEHUAMM C MNOCTaBLLMKaMMU
N NOTPEeBtUTENAMMN NPOTPAMMHbIX, YpoBeHb

HanmeHos

AHne nporpammHo-annapaTHbIX (B TOM yncnae Koa | F/02.7 |(noaypoBeHb) 7
Kpuntorpadpuyeckmx) 1 TEXHUUYECKUX CPEACTB KBannduKaumm
n cuctem 3awmtbl CCCO ot HA

MpouncxoxaeHue 3aMmcTBOBaHO

P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble AencTemA

AHanM3  pblHKa  MNPOrpamMmHbIX,  MPOrpPaMMHO-anMnapaTHbIX WU
TEXHUYECKNX cpeacts m cuctem 3awmtbl CCCO ot HO B uenax
onpeaeneHna HOMEHKIATYPbl, XapaKTEPUCTUK, YCNOBUIA NOCTaBKU U
BbIMO/IHEHUA TpeboBaHW HOPMATUBHbIX AOKYMEHTOB K cpeacTBam
3awmTbl CCCI ot HA,

AHann3 TeKyWMX WM NEepCrneKkTMBHbIX TpeboBaHWi, npeabABAAEMbIX




noTpebuTenaMmm K MPOrpaMmMHbIM, MPOrPamMHO-annapaTHbIM U
TEXHUYECKUM cpeactBam M cmuctemam 3awmtbl CCCO ot HA, ¢ TOYKM
3peHMA HOMEeHKNATypbl, GYHKLMOHANbHOCTU U YCIOBUIA NOCTABKU

MpuobpeteHne cpeacts n cuctem sawmtbl CCCI ot HZ, BKAOYas mx
npeasapuTenbHble " npUemOYHble UCNbITaHMA, OMbITHYO
aKcnayaTaumio

NHbopMMpoBaHME NOTEHLMAbHbIX NOTPebuTenel cpeacts U cUCTemM
3awmtbl CCC3 oT HO 0 HOMEHKANAType, XapaKTepUCTUKax MU yCA0BUAX
NOCTaBKM cpeacTB 1 cnctem 3awmtbl CCCO ot HY,

MocTtaBKkM cpeacts n cuctem 3awmTbl CCCI ot HA, dopmupoBaHue
MakeToB 3aKa3oB, MJlaHWpPOBaHME W peryaMpoBaHMe ob6bemoB
NOCTaBOK

Heobxoanmbie ymeHus

MpoBOAUTb aHAN3 PbIHKA NPOrPAMMHbIX, MPOrPaMMHO-aNNapPaTHbIX U
TEXHUYECKNX cpeacTs 1 cuctem 3awmTel CCC3 ot HA,

OpraHu3oBbiBaTb MHGOPMUPOBAHME NOTEHLMANbHBIX NOTPebuTenen o
HOMEHKNAType, XapaKTepPUCTUKax M YyCNOBUAX MOCTABKU CPeacTs U
cuctem 3awmtbl CCCO ot HA

OpraHM30BbIBATbL U BbINOAHATL 3aKa3 CPeAcTB U cucTem 3awmTbl CCCI
ot H/,

OpraHn3oBbIBaTb NOCTaBKKU CpeacTB M cmctem 3awmuTel CCCI ot HA

AHaNN3MpPOBaTb COCTOSAHME PbIHKA CPeacTs8 n cnctem 3awmTol CCCI ot

HA

Heobxoanmble 3HaHKA

OcHOoBHble  Npou3BOAMTENIM U MOCTaBLMKM  MPOrPaMMHBIX,
NPOrpamMmMHO-annapaTHbIX U TEXHUYECKMX CPeACTB M CUCTEM 3aLuUTbI
CCCO ot HJA, TexHuyecKne XxapaKTepuCTUKM COOTBETCTBYHOLWEro
obopyLoBaHMA U NporpammMmHoro obecneyeHmn

MNMopaaoK 3akasa U NOCTaBKM MPOrpammHbIX, MPOrpammHO-annapaTHbIX
N TEXHUYECKUX CpeacTs n cnctem 3awmtbl CCCI ot H/,

TpeboBaHuMA noTpebutenei K ypoeHto 3awmiieHHoctn CCC3 ot HA

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OpPraHOB  WMCMOJIHUTE/NIbHOM  BAAcTM MO 3aluTe
nHpopmauunm

[pyrve xapakTepncTukm

3.6.3. TpyaoBsaa GpyHKUuuUA

YnpaBneHue OTHOLEHUAMM C PerynsTopammu

B chepe 3aWmTbl UHGOPMaLUK U YpoBeHb

HavmeHoB .

AHe obecneyeHuna 6e30NacCHOCTN KPUTUYECKOM Koa | F/03.7 |(noayposeHb) 7
MHPOPMALUNOHHOM MHPPACTPYKTYPbI KBanndMKaumnm

Poccuiickoin Pepepaumm




MpoucxoxaeHue
TPYAOBOM GYHKUMUM

3anmcTBOBaHO

OpuruHan X
N3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

MOHUTOPUHI HOPMATMBHBLIX MPAaBOBbIX aKTOB, PYKOBOAAWMX MU
METOANYECKUX JOKYMEHTOB YNOJHOMOYEHHbIX peaepanbHbIX OpraHoB
NCNoaHUTEeNbHON Bnactn B chepe 3awmtbl CCC3 ot HA, u obecneyeHums
6e30MacHOCTU KPUTUUYECKOMN MHOPMALMOHHON MHOPACTPYKTYpPbI

CornacosaHve C YNOAHOMOYEHHbIMW deaepanbHbIMKU  OpraHamm
MCMONHUTENbHOW BNACTU YCN0BUI NOCTAaBKU CPEACTB M CUCTEM 3aLLMUTI
CCCO ot HAO wn obecneyeHnss 6e30nNacHOCTU  KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

MpoBeaeHne cepTudmKaunm cpeacts n cmctem 3awmtbl CCCI ot HA m
obecneyeHna  6e30MacHOCTM  KPUTMYECKOW  MHPOPMALMOHHOM
MHOPACTPYKTYPbl B COOTBETCTBUM C TpeboBaHMAMM HOPMATUBHbIX
NpaBoOBbIX aKTOB U B CUCTEMaX J06POBONbHOM cepTUdUKaLMK

OpraHusauma u nposegeHue atrectaumm 3TKC B cOOTBETCTBMMU C
TpeboBaHMAMMN HOPMATMBHbIX NPABOBbLIX aKTOB

Heobxoanmble ymeHUn

MpoBOAMTE MOHUTOPUHI W aHa/M3 HOPMATUBHBIX MPABOBbIX AKTOB,
PYKOBOZAWMX U  METOAMYECKUX AOKYMEHTOB YNOJHOMOYEHHbIX
depnepanbHbIX OPraHOB WMCMONHUTENIbHOW BAacTU B cdepe 3auThbl
CCC3 ot HO wn obecneyeHna 6e30MacHOCTU  KPUTUYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

OpraHusoBbiBaTb  MOJIyYEHME  OpraHM3aumert  NIMLEH3UA  Ha
NMLLeH3Upyemble BUAblI AeATENbHOCTM MO NPOM3BOACTBY TOBAapoB U
ycnyr B cdepe obecnedeHuna sawmtbl CCCI ot HA m obecneyeHus
6e30MacHOCTU KPUTUYECKOM MHPOPMALLMOHHON MHOPACTPYKTYpPbI

OpraHM30BbIBaTbL MNOJIyYeHME oOpraHu3auumein cepTUdUKaToB Ha
Nnpou3BOACTBO TOBAapOB W OKasaHue ycnyr B cdepe obecneyeHus
3awmTtbl CCCO ot HA u obecneyeHnss 6€30MaCHOCTU KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

OpraH130BbIBaTb NOAy4YeHUe aKcnayaTupyowein 3TKC opraHusaumen
paspelnTenbHbiX AOKYMEHTOB B COOTBETCTBUM C TpeboBaHMAMM
HOPMaTMBHbIX NPaBOBbIX aKTOB

Heobxoanmble 3HaHUA

HopmaTuBHble NpaBoBble aKkTbl B 06/1aCTW CBA3U, MHPOPMATU3ALLMM U
3aWmThl MHGOPMaLUK

HaumMoHanbHble, MEeXKrocy4apCTBeHHble " MeXayHapogHble
CTaHZapTbl B 06/1aCTU CPEACTB U CUCTEM 3aLUTbI CETEN 3/IEKTPOCBA3N
oT HA u obecneyeHuns 6€30NaCHOCTU KPUTUYECKOW MHDOPMALIMOHHOM

MHPPACTPYKTYpPbI




HopmaTuBHble npaBoBble aKTbl MO OpraHW3auun MNpou3BOACTBA
ToBapoB M ycayr B coepe 3awmutbl CCC3 ot HLO, BKAoyas
JIMLLEH3UPOBAHME TaKOW AeATE/IbHOCTH

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OpPraHOB  WMCMOJHUTENIbHOM  BAACTM MO 3aluTe
uHpopmauum n  obecneyeHua  6e30MaCHOCTM  KPUTUYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

Mopsagok cepTuduKaumm cpeacts u cuctem 3awmtbl CCCI ot HA u
KOMMbIOTEPHbIX aTaK

Mopagok attectaumm 3TKC Ha cooTBeTcTBME TpPebOBaHUAM 3aLLUTHI
nHpopmauunm

[pyrve xapakTepncTukm

3.7. 0606wWweHHan TpyaoBan GyHKLMUA

HanmeHoB | IKcnepTn3a NPOEKTHbIX pelleHnin B cdepe Ko G YpoBeHb 8
aHne 3awmtbl CCCO ot HA 1 KOMNbIOTEPHbIX aTak A KBasndMKaumnm
MpoucxoxaeHue
o o 3anmcTBoBaHO
0606wweHHoM TpyaoBson | OpurnHan X
N3 opuruHana
dYHKUMM
Koga PernctpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa

Bo3MmoKHble HauanbHUK (pyKoBoAUTENb) HaYYHO-UCCe40BATENBCKOMO OTAE/Na
HaMMeHOBaHUA (nabopatopun)

AONIKHOCTEN, npodeccuia

Beayuwiuii (rnaBHbIi) cneuyanmct no 3awuTe nHdbopmauunm
HayyHblii KOHCY/IbTAHT MO 3aLMTe MHPOPMALUK

TpeboBaHMA K
06pas3oBaHUIO M 0OYYEHUIO

Bbicwee 0bpas3oBaHue - cneLmanmTeT Uam MaructTpaTypa
nm
Bbicwee obpasoBaHue - acnnpaHTypa (aabloHKTYpa)

TpeboBaHMWA K ONbITY
npakTUYeckol paboTsbl

He meHee nATK NeT B COCTaBe KOANEKTMBOB NO BbiNnosiHeHMO HNOKP B
cdepe obecneyeHuns 3aLWmTbl coopyeHnit u CCCI ot HA, B TOM uncne
He MeHee Tpex NIeT Ha PYKOBOAALMX AOIKHOCTAX (415 UMEtoLWnX
BbicLee 0bpasoBaHue - CNeumannTeT UM maructpaTypa B obnactm
nHbOopMaUMOHHOW besonacHoCTH)

nnu

He meHee Tpex neTt B coCTaBe KOA/1EKTMBOB No BbinonHeHMto HNOKP B
chepe obecneyeHus 3aWwmTbl coopyKeHui u CCC3 ot HA, B TOM uncne
He MeHee ABYX NIeT HAa PYKOBOAALLMX AOKHOCTAX (419 MMEIOLLMX
BbicLLee 06pa3oBaHMe - acnUpaHTypa (aAbloHKTYpPA)




Ocobble ycnosus gonycka

K paborte

Hanuuune gonycka K rocyaapcTBeHHOM TaHe (Npu HeobxoanumocTu)

[pyrve xapakTepnctuku

PekomeHayeTca aonosHUTEeNbHOE NpodeccMoHanbHoe obpasoBaHue -
nporpammsl NOBbILEHUA KBannpUKaLmm B 061acTM HGOPMaLMOHHOM
be3onacHoCTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Boi rpynnbl, 4OAXKHOCTU (Npodeccun)
OOKYMEHTa WK cneumnanbHOCTH
OK3 1213 PykoBoauTenu B obnactu onpeaeneHma noJUTUKN U
NAaHUPOBAHUA AEeATENBHOCTU
EKC - [NaBHbIN Hay4HbI COTPYAHMUK
- 3aBeayowmin (HaYasIbHUK) HAYYHO-MCCNeA0BaTEIbCKUM
oTaenom (nabopartopueit) yuperkaeHuns; 3aseayoLinii
(HaYaNbHMK) Hay4YHO-UCCNEAOBATE/ILCKUM CEKTOPOM
(nabopatopueit), BXoaALMM B COCTAB Hay4YHO-
nccnenoBaTeNbCckoro otaena (otaeneHus, nabopatopum)
MHCTUTYTa
- Jkcnept
oKknAaTtp 20911 [naBHbIV CNeunanncT no 3awmuTe nHbopmaumum
22055 3aBeaytowuii oTaenom (Hay4HO-TEXHUYECKOTO Pa3BUTUSA)
23509 KOHcynbTaHT
OKcCO 2.10.04.01 NHbopmaumoHHas 6e30nacHOCTb
2.10.05.01 KomnbloTepHas 6e30nacHOCTb
2.10.05.02 NHdopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX
cuctem
2.10.05.03 NHpopmauMoHHan 6€30NacHOCTb aBTOMAaTU3UPOBAHHbIX
cuctem
2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKMEe cncTemMbl 6e30MacHOCTU
2.10.05.05 be3sonacHoCTb UHPOPMALMOHHbBIX TEXHO/IOTUI B
npaBooxXpaHuTenbHo chepe
2.10.05.06 Kpuntorpadwmsn
2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BedKam
2.10.06.01 NHdopmaumoHHas 6e30nacHOCTb
2.10.07.01 NHopmaLMoHHan 6e3onacHoOCTb
OKCBHK <7> 051319 MeToabl 1 cucTeMbI 3aWmTbl UHGOPMaUUK, MHGOPMALLMOHHAA




be3onacHOCTb

3.7.1. TpyaoBaa GpyHKUuUA

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

UccnepoBaHme apPeKTUBHOCTM cnocobos,
YpoBeHb
HanmeHos | cpeacts n cuctem 3awmtbl CCCI ot HY,
Koa | G/01.8 |(noayposeHb) 8
aHue cpeacTs o5 NOUCKA NPU3HAKOB
KBasndbuMKaumnm
KOMMNbIOTEPHbIX aTAK B CETAX 3/IEKTPOCBA3U
3anmcTBoBaHO
OpuruHan X
n3 opuruHana
Kop, PerncrpaumoHHbIn
opurnHana HoMep
nNpodeccnoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

ConpoBoxageHue pa3paboTKu, NccnemoBaHU ceTell 31eKTPoCBA3n, a
TaKXe TeXHUYECKMX M MPOrpamMHO-annapaTtHbIX CPeACTB MX 3aLUTbl
oT HJ, cpeactB ANA MOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3N1EKTPOCBA3N

AHann3 3aWMLLEHHOCTM CceTel 31eKTPoCBA3n oT HA M OueHKa pUCKoB
HapyLeHus nx tHbopmaunoHHOM b6esonacHoCTH

UccnepoBaHne CCC3, a TaKKe TEXHUYECKMX W NPOrpaMmHO-
annapaTHbIX cpeacTs ux 3awutbl ot HJA, cpeacts anA noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

Heobxoanmble ymeHus

ObecneunBatb noaroTtoBry WUCXOAHbLIX AOaHHbIX NpU paapa60TKe,
nccnegoBaHum ceten S/IEKTPOCBA3U, a TaKXKe TEXHUYECKUX WU
nporpamMmmHoO-annapaTHbIX Cpeacts MX 3aWuTbl OT HA, cpencrts onAa
NMOUCKa NPU3HAaKOB KOMMNbIOTEPHbIX aTaK B CETAX 3NNIEKTPOCBA3U

OueHnBatb 3PPEeKTUBHOCTb  CeTeM  3NEeKTPOCBA3M, a  TaKkKe
TEXHUYECKMX M NPOrpPaMMHO-annapaTHbIX CPeACTB MUX 3awmTbl oT HA,
cpeacts AA MOMCKAa MNPU3HAKOB KOMMbIOTEPHLIX aTak B CeTax
3NEKTPOCBA3M

PaspabaTbiBaTb M McCnegoBaTb aHANIUMTUUYECKME W KOMMbOTEPHbIE
mogenu cpeancts n cuctem sawmtol CCC3 ot HA, cpeacTts Ana noucka
NPM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3N

AHanusnpoBaTb  NPOrPaMMHble,  APXMUTEKTYPHO-TEXHMYECKME U
CXEeMOTEeXHUYeCcKue pelweHuna CCCd ¢ Lenbto BbIAB/NIEHUA
NoTEeHLUMaNbHbIX YA3BMMOCTEN WX 3awuTbl oT HO © KoMMblOTEPHbIX
aTaK

OueHnBaTb WHPOPMALMOHHbIE PUCKM B CETAX 3/1EKTPOCBA3M U
onpeaenatb NHGOPMaLMOHHYIO UHPPACTPYKTYPY U MHPOPMALMOHHbIE
pecypchbl, NoAnexalime 3awmre




Mcnonb3oBaTb TEXHWYECKME, MNpPOrpaMMHO-annapaTHble CpeacTBa
obecneueHus 3awmtbl CCCI oT HA, cpeactsa Ana NOMCKa NPM3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U

MpoBoANTb aHaNM3 BbINOAHEHUs TpeboBaHMM 3awmuweHHocTn CCCI ot
H/[, n KOMnblOTepHbIX aTak

Heobxoanmble 3HaHUA Mogenu yrpos MHPOpPMaLMOHHOW 6e30MacHOCTU ceTell 3/1eKTPOCBA3M

OcCHOBHble VIHCI)OpMaLI,MOHHbIe TeXHO/N0rnMnm, ncnoablyemble B CeTAX
9/1IEKTPOCBA3U

MpunHumnnel noctpoeHna 3TKC

OCHOBHblE XapaKTePUCTUKM CNocoboB, CPEeACTB U CUCTEM 3aLUUTDI
CCC3 ot HJJ 1 KOMNbIOTEPHbBIX aTaK

OcHosbl mogennposaHua 3TKC

[pyrve xapakTepnctuku -

3.7.2. TpypoBasa GpyHKUMA

Pa3paboTKa TeXHOMOIMMYECKMX NPOL,EeCccoB
NPOM3BOACTBA NPOrPaMMHbIX, MPOrpPammHO-
annapaTHbIX (B TOM YMcne YpoBeHb
HanmeHoB
AHe KpunTtorpadunueckmx) n TexHnyeckmx cpeacrs | Koa | G/02.8 | (noayposeHb) 8
n cmuctem 3awmTel CCCI ot HA, cpeacts gna KBanmdukaumu
NMOMCKA NPMU3HAKOB KOMMbIOTEPHbIX aTaK B
CeTAX 3N1EeKTPOCBA3MU
I‘Ipomcxo:K,u,eHme OpuriHan X 3anmcTBOBaHO
TPYAOBOM GYHKUMUM n3 opurnHana
Koa PerncrpaumoHHbIn
opurMHana HoMmep
npodeccnMoHanbHoro
CTaHpapTa
Tpynosble aencTems MnaHupoBaHue TEXHOJIOTUYECKUX npoLeccos npon3BOACTBA
NPOrpaMMHbIX, NPOrpaMMHO-annapaTHbIX (B TOM yuncne

KpunTtorpadmyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
ot HJ, cpeacTs ANA NOUCKA NMPU3HAKOB KOMMbIOTEPHBIX aTak B CeTAX
3/1eKTPOCBA3U

PaspaboTka TEeXHONOMMYECKOW [AOKYMEHTaLuMM Ha MpoM3BOACTBO
NpPOrpaMmHbIx, nporpaMmMmHo-annapaTHbIX (8 ToOm yncne
KpunTtorpadmyeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeacts ANA NMOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3/1eKTPOCBA3N

Pa3pa60TKa CNctembl MOHUTOPUHIaA TEXHO/NIOTNMYEeCKNUX npoueccos




NpPoM3BOACTBA NPOrPaMMHbIX, MPOrPaMMHO-aNNaPaTHbIX (B TOM Yncie
KpunTtorpadmyeckunx) U TeXHUYECKUX CPeAcTB M cuctem 3awmtbl CCCI
ot HA, cpeacTs ANnA NOUCKA NMPU3HAKOB KOMMbIOTEPHbIX aTak B CeTAX
3/1eKTPOCBA3U

Heobxoanmble ymeHUn

MposoanTb aHanus 7 BblbOpP COCTaBa, XapaKTePUCTUK
TEXHONOrNYECKMX npoueccos npoun3BoacTea NPOrpaMmmHbiIx,
nporpammHo-annapatHbix (B TOM uucne KpunTtorpaduyeckux) wu
TEXHUYECKUX cpeacts n cuctem 3awmtbl CCCI ot HA, cpeacts ana
NOWMCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

®opMMpPOBaTb TEXHO/IOTUYECKYIOD OOKYMEHTALMI0 Ha MPOM3BOACTBO
NPOrpaMmHbIx, nporpaMmHo-annapaTHbIX (8 ToOm yncne
KpunTorpadryeckmx) n TEXHUYECKMX CPeacTs U cuctem 3awmutbl CCC
oT HJ, cpeactB ANA MOMCKa NPM3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX
3/1EeKTPOCBA3N

BbiNoNHATL aHanAM3 W 0bOOCHOBaHWE CUCTEMbl  MOHWTOPUHIa
TEXHOJIOTUYECKUX npotieccos npon3BoACTBA NPOrpammHbIX,
nporpammHo-annapaTHbix (B TOM uucne KpunTorpaduyeckux) wu
TeXHUYECKnX cpeacts n cuctem sawmtol CCCI ot HA, cpeacts ana
NMOMCKA NPU3HAKOB KOMMbIOTEPHbBIX aTaK B CETAX 3N1EKTPOCBA3M

BblbMpaTb HOMEHKNATYPY W  XapaKTEPUCTUKU TEXHONOTMYECKOro
obopyaoBaHus

Heobxoanmble 3HaHUA

TpeboBaHMA K MOKasaTensiM KayecTBa NPOrpammHbIX, NPOrpammHo-
annapaTtHbiXx (B TOM uumcne Kpuntorpaduueckmx) U TEXHUYECKMUX
cpeacts M cuctem 3awmtel CCC3 ot HJA, cpeacts gna Mnoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

dnemeHTHaa 3NeKTpoHHaAa 6asa npPoOM3BOACTBA MNPOrPamMMHbIX,
nporpammHo-annapaTtHbix (B TOM uucne KpunTtorpaduyeckux) wu
TeXHUYECKNX cpeacts n cuctem sawmtol CCCI ot HA, cpeacts ana
NMOMCKA NPU3HAKOB KOMMbIOTEPHbBIX aTaK B CETAX 3N1EKTPOCBA3M

MeTogonorMa UCNbITAHUI NPOrPaMMHbBIX, MPOrPaMMHO-annapaTHbIX
(B8 TOM uncne Kpuntorpadpuyecknx) n TEXHUYECKUX CPeacTB U CUCTEM
3awmtbl CCC3 oT HA, cpeactB gna NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3MU

MpUHUMNbI MOCTPOEHUA CUCTEMbI MOHUTOPUHIA TEXHOJIOTMYECKUX
NpPOoLLeCcCoB MPOM3BOACTBA MPOrPAaMMHbIX, MPOrPaMMHO-annapaTHbIX
(B TOM uncne kKpuntTorpadrUecknx) U TEXHUYECKMX CPeacTB U CUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

HopmaTuBHble NpaBoBble aKkTbl B 06/1acTV CBA3K, MHbOPMATU3ALMUM U
3aWwmThl MHGOpMaumn

HaunoHanbHbIe, MeXrocyaapcreeHHbIE n mexayHapoaHble
CTaHAapTbl B obnactu cpeacTts U CUCTEM 3aLNTDbI ceTe 3/1EKTPOCBA3N
ot HA, cpencrte oNnA NOUCKA NMPU3HAKOB KOMMbHOTEPHbIX aTaK B CETAX
9/1EKTPOCBA3N




HopmaTuBHble npaBoBble aKTbl MO OpraHW3auun MNpou3BOACTBA
TOBapoB WU ycayr B chepe 3awmtbl CCCO ot HA, cpencte ana noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OpPraHOB  WMCMOJHUTENIbHOM  BAACTM MO 3aluTe
nHpopmauum U1 6e30NacHOCTU  KPUTUYECKON WMHGOOPMaLLMOHHOM

MHPPACTPYKTYpPbI

[pyrve xapakTepncTukm

IV. CBegeHuna 06 opraHusaumax - paspaboTumnKax
npo¢eccMoHanbHOro cCTaHaapTa

4.1. OTBeTCTBEHHAA OpraHu3aLua-paspaboTumk

Accoumaumsa 3awmTbl MHGopmauum, ropod Mocksa

MNpe3sngeHT

Jlocb Bnagumup MNasnosuy

4.2. HanmeHoBaHMA opraHu3aymii-paspaboTynKos

1 |AHO ANO ueHTp nosbiweHMa kBanndukaumm "ANC", ropoa Mocksa

2 | Accoumauma npeanpuATMiA KOMMNbIOTEPHbIX U MHPOPMALMOHHBIX TEXHOAOMI, ropoa MocKBa

3 | ®reY "BHUW tpyaa" MuHTtpyaa Poccuun, ropoa Mocksa

4 | ®YMO B cucteme Bbicwero obpasosaHua no YICHIM "MHdopmaumoHHas 6esonacHocTb", ropog,

MockKsBa

<1> O6LepoccUMCKUn KnaccudmrKaTop 3aHATUN.

<2> 0O61L1epoCCUMCKUIN KnacCudUKaTop BUAOB SIKOHOMUYECKOM AeATeNIbHOCTMU.

<3> EAauHbIA KBanMPUKALMOHHBIA CMPAaBOYHUK AO/MKHOCTEN PyKOBOAMTENEN, CMeunanncTos U

APYrUX CAYMKaLWMX.

<4> Obwepoccnnckuii knaccudumkaTop npodeccnin paboumx, LOMKHOCTEN CAYKALMX U TAPUPHDBIX

paspsaaos.

<5> 0O6Lepoccninckmin KnaccudurKaTop cneumnanbHocTen no obpasoBaHuto.

<6> 3akoH Poccuiickoin Pegepaumm ot 21 nona 1993 r. N 5485-1 "O rocygapcTBeHHOM TaliHe"
(Poccuiickan raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon depepaumm, 1997, N

41, cT. 4673; 2022, N 32, cT. 5809).

<7> O6L1epoCCUNCKUIN KnaccudmrKaTop CneumnabHOCTelM BbiCLLEn HayYHOM KBaanuduKaumm.




