[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoaHo B MuHiocte Poccum 25 Hoabps 2016 r. N 44449

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUMCKOWN GEAEPALIUN

NMPUKA3
oT 3 HoA6pAa 2016 r. N 608H

OB YTBEPXXAEHWU NPO®ECCUOHANIBHOIO CTAHAAPTA
"CNELUUANNCT NO 3ALLUTE NUHOOPMALIUU B TENEKOMMYHUKALMOHHbIX
CUCTEMAX U CETAX"

B cootBetctBUM C nyHKTOM 16 [lpaBun pa3paboTkM M yTBEp:KAeHUA npodeccUoHaNbHbIX
CTaHAAPTOB, YTBEPKAEHHbIX NMocTaHoBAeHNeM [pasuTenbctea Poccuiickon Pepepaunn ot 22 AHBapsA
2013 r. N 23 (CobpaHue 3akoHoaaTenbcTsa Poccuiickon ®epepaumm, 2013, N 4, cT. 293; 2014, N 39, cT.
5266; 2016, N 21, cT. 3002), npu1KasbiBato:

YT1BEpANTb Npunaraemolin npopeccnoHanbHbI cTaHaapT "Cneunanunct no 3awmuTte MHopmaumm B
TENIEKOMMYHMKAUMOHHbIX cUCTeMax u ceTax".

MuHucTp
M.A.TONMWAWH

YTBepKaeH

npukasom MuHUcTepcTea Tpyaa
M COLMANbHOM 3aLLUTbI
Poccuiickoin Pepepaumm

oT 3 HosbpAa 2016 r. N 608H

NPO®ECCUOHA/IbHBIA CTAHOAPT
CNELMANUCT

no 3ALNTE NHOOPMALIUN B TEIEKOMMYHUKALIMOHHbIX CUCTEMAX
N CETAX

840

PerncrpaumoHHbIl
Homep

|. Obwme cBeaeHUA

PaspaboTKka, obecneyeHme GyHKLMOHNPOBAHMA N MEHEAMKMEHT
cpeacTB 1 cucTem obecneyeHms 3aLnUTbl CPeACTB CBA3U CeTel 06.030
3/IEKTPOCBA3UN OT HECAHKLLMOHMPOBAHHOIO A0CTYyNa K HUM



(HaMmeHoBaHMe BUAa NnpodeccMoHanbHOW AeATeIbHOCTH)

OcHoBHaAa uenb Bnaa npo¢eccm0Haanoﬁ AeATENbHOCTU!

Kog

ObecneyeHue 3aLMTbl CPeACTB CBA3K ceTel anekTpocenasn (CCCI) oT HeCaHKLUMOHUPOBAHHOIO
poctyna K Hum (HC/]) B ycnoBUsAX cyl,ecTBOBaHMA yrpo3 ux nHdopmauuoHHo 6esonacHoctu (UB)

lpynna 3aHATUIA:

1213 PykoBoguTenu B obnactu 1223 PykoBoauTeNn noapasaeneHunii
onpezeneHnsa NOANTUKM U Mo Hay4YHbIM UCCNELOBAHUAM U
NAaHWPOBAHUA AEeATENBHOCTH pa3paboTkam
1330 PykoBoguTenu cnyxo m 2153 UHxeHepbl No
nogpasaenexuii B chepe TeNIEKOMMYHMKaUNAM
MHGOPMaLNOHHO-
KOMMYHUKaLMOHHbIX
TEXHONOMNM
2422 Cneumanuctbl B obnactm 2425 CneumanncTbl OpraHoBs
NOANTUKM aAMUHNCTPUPOBAHNA rocyfapcTBeHHOM BAacTu
2434 Cneumanuctbl no cobITy 2511 CnctemHble aHaIUTUKK
MHGOPMaLNOHHO-
KOMMYHUKaLMOHHbIX
TexHonorui (UKT)
2512 Pa3paboTymKm nporpammHOro 2519 Pa3paboTumkm U aHaUTUKK
obecneyeHus nporpammHoro obecnedyeHus u
NPUNOXKEHN, He BXOAALLNE B
Apyrve rpynnbl
2523 Cneumannctol No 3359 CpeaHeTexHUYecKuii nepcoHan
KOMMbIOTEPHbIM CETAM Ha rocyfapcTBeHHON cnykbe, He
BXOAALLUI B Apyrue rpynnol
3513 CneuyanuncTbl-TEXHUKU NO 3522 CneunanncTbl-TeEXHUKKU Mo
KOMMbIOTEPHbIM CETAM U TeNIeKOMMYHWUKALUNOHHOMY
cucTemam obopyaoBaHuio
(kog OK3 <1>) (HanmeHoBaHuMe) (kop OK3) (HaumeHoBaHwMe)

OTHeceHWe K BUA4am 3KOHOMMWYECKOM AEeATENDbHOCTU!

26.30.16 MpounsBoacTBo ob6opyaoBaHMA CPeACcTB CBA3W, B TOM YMC/ie NPOorpammMmHoe
obecneueHne, obecneynsatoLLee BbINOAHEHWNE YCTAHOB/IEHHbIX AENCTBUIA
npv NpoBeAeHNN OnepPaTUBHO-PO3bICKHbBIX MEPONPUATUIA

26.30.19 Mpon3BOACTBO NPOYEro KOMMYHMKALMOHHOrO obopyaoBaHuma

26.30.3 Mpoun3BOACTBO 3aMaCHbIX YaCTEM U KOMMIEKTYIOLWMX KOMMYHUKALMOHHOIO

obopypoBaHua




71.20.9

JeaTtenbHocTb NO TEXHUYECKOMY KOHTPOHO, UCMbITAHUAM U aHA/IN3Y NpoYan

KoHcynbTaHTlAOC: NpuMmeYaHue.
N3meHeHnem 8/2016 OKB3/2 koa 72.19.2 aHHyMpoBaH ¢ 1 Hoabpa 2016 roaa.

72.19.2 HayuHble uccnengoBaHuA U pa3paboTKu B 061aCTN TEXHUYECKUX HayK
74.90.32 MpeaocTaBneHue ycayr no NpoBeaeHMIo OLLEHKUN YA3BUMOCTN 06bEKTOB
NPOMbILIAEHHOTO Ha3Ha4YeHMA, CBA3M, 340aBOOXPAHEHNA U T.A.
95.12 PEMOHT KOMMYHMKAUMOHHOIO 060pYA0BaHMS
(kog, OKB3/ <2>) (HaMmeHoBaHMe BMAA SKOHOMMYECKOWN AEATENbHOCTI)

[I. OnncaHme TpyAoBbIX GYHKLUIN, BXOAALWMX
B NpodeccnoHanbHblli CTaHaapT (pyHKUMOHANbHAA KapTa BMAA
npodeccnoHanbHON AeATeNbHOCTI)

O606uLeHHble TPyAoBble GYHKUMUM Tpyaosble GyHKLMU
KoZA, HanMmeHOBaHWe YPOBEHb HanmeHOBaHWe KoA YPOBEHb
KBanuodu (noaypos
Kauuu €Hb)
KBanuoduK
auum
A BbinonHeHne 5 YcTaHOBKa NPOrpaMmmHbIx, A/01.5 5
KOmnaeKkca mep no nporpaMmHo-annapaTHbIX (B TOM
obecneyeHuto yucne KpUNTorpapuyuecknx) u
bYHKLMOHNPOBAHUA TEXHUYECKMX CPEACTB U CUCTEM
CCC3 (3a uckntoueHnem 3awmtbl CCC3 ot HCA,
ceTei cBA3mn
cneumanbHoro Ob6ecneueHne becnepeboitHoin A/02.5 5
Ha3HaueHua) 1 CPeacTs pabotbl CCC3, a Takke
WX 3aWmThl oT HCA, NPOrpamMmHbIX, NPOrpammHO-
annapaTtHbIX (B TOM Yncne
KpunTtorpadpuyeckmx) u
TEXHUYECKMX CPEACTB U CUCTEM UX
3awmTbl oT HCA
TexHMYecKoe 0b6CcnyKnBaHue A/03.5 5
CCC>3, a Takke NporpaMMmMHbIX,
NporpaMmHo-annapaTHbIX (B TOM
yuncne Kpuntorpapuyeckmx) u
TEXHUYECKMX CPeACTB U CUCTEM UX
3awmntbl oT HCA
B ObecneyeHune 3aLLUTbI 6 MOHUTOPUHT dyHKUMOHMpPOBaHUA | B/01.6 6
ot HC/1 coopykeHuin n CCC3, 3awmweHHocTn ot HCA
CCC?3 (3a uckntoueHnem coopyxeHun n CCCI
ceTei cBA3mn
YnpasneHue ¢oyHKUMOHNpPOBaHNeM | B/02.6 6

cneunanbHoro
Ha3HayeHun) B

CCC3, 3awmuweHHocTbio ot HCA
coopyrKeHui n CCCI




npouecce nx
KCnayatauunm

Ynpas/ieHWe NepcoHasiom,
06CNYKMBAIOLLMM COOPYKEHUSA U
CCC3, a TaKkXe nporpammHble,
nporpammHo-annapaTHbie (B TOM
yncne Kpunrtorpaduueckue) u
TEXHUYECKMNE CPeacTBa U CUCTEMBI
MX 3awmTbl ot HCA,

B/03.6

ObecneyeHune
bYHKLUMOHUPOBAHUSA
CpeacTB CBA3M ceTen
CBA3W CNeLumanbHoro
Ha3HayeHun

YcTaHOBKa CpeAcTB CBA3W ceTel
CBAA3M CNeLManbHOro HasHavyeHusn,
BKNHOYAA CPeacTBa
KpunTorpadpuyeckoi 3awmTsl
nHdopmauymm (CK3N)

C/01.6

ObecneyeHune becnepeboliHom
paboTbl cpeacTB CBA3M CETEN CBA3U
CrneumanbHOro HasHavyeHwus,
BKAtoyan CK3U

C/02.6

BeneHwne cneumanbHOro
LEeNnonpounsBoaCcTBa U TEXHUYECKUX
LOKYMEHTOB B npouecce
3KCNyaTaumMm cpeacTs CBA3MN
ceTel CBA3M CneunanbHoro
Ha3Ha4yeHusA, Bkaoyaa CK3U

C/03.6

Pa3paboTKa cpeacts
3awmTbl CCCI (3a

WUCK/TIOYEHNEM CETEN
CBA3W CNeLumanbHoro
Ha3HavyeHuA) ot HCA

AHanus yrpo3 nHbopmaLMoOHHOM
6e30MacHOCTM B ceTax
3NEKTPOCBA3M

D/01.7

Pa3paboTKa cpeacTB U cuctem
3awmtbl CCC3 ot HCA,
3aLUMLLEHHbIX
TeNEeKOMMYHUKALMOHHbIX CUCTEM
(3TKC)

D/02.7

MpoBeaeHne Hay4yHoO-
nccnenoBaTeNbCKMX U OMbITHO-
KOHCTPYKTOpPCKMX paboT (HUOKP) B
chepe pas3paboTKM cpeacTs U
cuctem 3awmtbl CCCO ot HCA,
co3ganuna 3TKC

D/03.7

ObecneyeHune 3aLLUTbI
CpeAcTB CBA3N ceTen
CBAI3M CMeLmabHOro
Ha3Ha4veHua ot HCA,

OpraHunsauma GpyHKLMOHUMPOBAHUA
ceTell CBA3M cneumanbHoro
Ha3HauYeHWsA U UX CPEACTB CBA3M

E/01.7

MNposeaeHne HUOKP B cdepe
pa3paboTKu ceTei cBA3M
CNeunanbHOro HasHaAYeHUA 1 X
cpepncTs cBA3K, BKAovaa CK3U

E/02.7

KoHTponb 3awmweHHocTn oT HC,
M GYHKUNOHANBHOCTM CETEN CBA3M
crnewumanbHOro HasHaveHwuA

E/03.7




YnpasneHne passutnem 7

CPeACTB U CUCTEM
3awmtbl CCCO ot HCA

YnpasneHne puckamu cmctem F/01.7 7
3aLUUTbI CETEW 3NEKTPOCBA3MN OT
HCA,

YnpaBneHne OTHOLWEHUNAMU C F/02.7 7
noctasLUKaMn 1 noTpebutensamu
NPOrpammHbIX, MPOrpPaMMHO-
annapaTHbIX (B TOM yncne
KpunTtorpadpuyeckmx) u
TeXHUYECKNX CPeacTB U CUCTEM
3awmtbl CCCO ot HCA

YnpaBneHne OTHOWEHUNAMM C F/03.7 7
perynatopamu B chepe 3amThbl
nHpopmaumm

DKcnepTmn3a NPOEKTHbIX 8 NccnepoBaHue apPpeKkTMBHOCTH G/01.8 8

pelleHunit B chepe
3awmtbl CCCO ot HCA

cnocob6oB, cPeacTB 1 CUCTEM
3awmtbl CCCO ot HCA

Pa3paboTKa TeXHO0MMYeCcKux G/02.8 8
npoLeccos NpoM3BOACTBA
NPOrpammHbIX, MPOrpaMMHO-
annapaTHbIX (B TOM yncne
KpunTtorpadpuyeckmx) u
TeXHUYECKNX CPeacTB U CUCTEM
3awmtbl CCC3 ot HCA,

HammeHoBaHue

MpoucxoxaeHue

TPYAOBOM GYHKUMUM

IIl. XapakTepucTuKa 0606LLEeHHbIX TPYA0BbIX GYHKLMIA

3.1. O606uieHHas TpyaoBasa GyHKLUMA

BbinonHeHne Komnaekca mep no
obecneyeHunto PyHKUMOHUPOBAHUA
. YpoBeHb
CCC3 (3a UcKNtoUYeHneM ceTeit CBA3U Koa A 5
KBanndMKaumnm
crneumanbHOro HasHaveHus) u cpeacTs
MX 3awmTbl oT HC,
o 3aMMcTBOBaHO U3
0606wweHHoM OpuruHan X
opurMHana
Kogp, PerncrpaunoHHbIn
opuruHana HOomep
npo¢deccnoHanbHoOro
CTaHpapTa

BO3MOXKHble
HaMMeHOBaHWA
AONIKHOCTEN, npodeccuia

TexHWK no 3awmuTe nHPopmaumm | Kateropum

TexHWK no 3awmTte nHbopmaumu Il kKateropum

TexHMK no 3awwmTe nHbopmaLum

CTapLwmin TEXHUK NO 06CNYKMBAHUIO TENEKOMMYHUKALNOHHOO




obopyaoBaHun

TpeboBaHMA K

06pa3oBaHUIO U 0BYYEHUIO

CpeaHee npodeccmoHanbHoe 06pas3oBaHMe - NPOrpammbl NOArOTOBKM
CNeumanucTos cpeaHero 3seHa

TpeboBaHMsA K ONbITy
NpaKTMYeCcKon paboThbl

[ns ponxkHocTel 6e3 KaTeropuii - onbIT paboTbl He TpebyeTcs
[ns ponKHoCTen ¢ KaTteropuen - onbIT paboTbl B AOMKHOCTM Cc Bonee
HU3KOW (NpeaLecTBYOLEN) KaTeropmne He MeHee O4HOro roaa

Ocobble ycnosums gonycKa

K pabote

[pyrve xapakTepncTukm

PekomeHayeTcs AonNoHUTENbHOE NpodeccMoHanbHoe obpasoBaHue -
nporpammbl NOBbIWEHUS KBaauduKkauum B 061actm MHPopMaLMOHHON
6e3onacHoCTH

JononHutensHole XapPaKTeEPUCTUKHN

HanmeHoBaHue Kog HanumeHoBaHMe 6a30BOW rpynnbl, A4OKHOCTM (Npodeccum) nnm
OOKyMeHTa cneumanbHOCTU
OK3 3359 CpegHeTexHUYEeCKNiA NepcoHan Ha rocygapcTBEHHOM cybe, He
BXOAALMI B Apyrue rpynnbl
3513 CneunanncTbl-TeEXHUKU MO KOMMbIOTEPHbIM CETAM U CUCTEMAM
3522 CneumanncTbl-TEXHUKM NO TeIEKOMMYHUKALLMOHHOMY
obopynoBaHuio
EKC <3> - TexHUK no 3awmTte MHbopmaLmnm
OKNATP <4> 27032 TexHMK no 3awwmTe nHbopmaLmnm
OKCO <5> 090108 NHpopmaLMoHHan 6e3onacHoCTb

3.1.1. TpyaoBana ¢pyHKLMUA

YcTaHOBKa NpPporpammHblx,

NporpaMmmHo-annapaTHbIX (B TOM YpoBeHb
HanmeHoBaHuWe |uncne Kpuntorpadpuyeckmx) u Kopg, A/01.5 |(noaypoBseHb) 5
TEXHUYECKUX CPEACTB U CUCTEM KBa/IMOUKaALMM

3awmTbl CCC3 ot HCA,

MpouncxoxgeHue
TPYAOBOM GYHKUMM

OpurmnHan X

3anmcTBOBaHO M3

opuUrMHana
Koa PernctpaunoHHbIit
opurMHana HOoMmep
npodeccnoHanbHOro

cTaHAapTa




TpyaoBble AencTeus

MoHTax obopygoBaHma CCCI

MepBUYHan HacTpolKa 1 NpoBepKa GyHKUMoHMpoBaHUsa CCCI

MOHTaX NporpamMmMHoO-annapaTHbIX (B TOM YMcne Kpuntorpaduryeckmnx)
N TEXHUYECKUX cpecTB u cnctem 3awmtbl CCC3 ot HC,

YcTaHOBKa MPOrpamMHbIX M MPOrpamMmMHO-annapaTtHbIX (B TOM yucae
KpunTtorpaduyeckux) cpeacts n cuctem sawmtbl CCC3 ot HCA,

MepBunyHan HacTpoliKa " npoBepKa bYHKUMOHMPOBaAHMA
NPOrpamMmHbIXx, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmyeckux) U TeXHUYECKUX CPeAcTB M cuctem 3awwmtbl CCCI
ot HC/]

Heobxoanmble ymeHUn

MpoBoanTb npoBepKy KomnnekTtHoct CCCI, cpeacts M CUCTEM
3awmtbl CCCO ot HCA,

MpoBoAgUTb MOHTaX (418 NPOrpammHbIX CpeacTs - yctaHoBKy) CCC3,
cpeacts 1 cuctem 3awmtbl CCCO ot HCA

MpoBoANTb MEPBUYHYIO HACTPOMKY M NpPOBEPKY GYHKLMOHMPOBAHMUA
CCC3, cpeacts n cuctem 3awmtbl CCCI ot HCA

Heobxoanmble 3HaHUA

HomeHKknaTypa, OYyHKUMOHaNbHOE  Ha3Ha4YeHWMe U OCHOBHble
Xapaktepuctukm CCCI

HomeHknaTypa, ¢yHKUMOHANbHOE  Ha3HAYeHWe UM OCHOBHbIE
XapaKTePUCTMKM cpeacTs n cuctem 3awmtbl CCCI ot HCA

HopmaTusHble TpeboBaHUsA K cocTasy 7 CoAEepKaHUIo
3KcnyaTauMOHHON AokymeHTaumm CCCI, a TakKe cpeacTB U CUCTEM
3awmTbl CCCI ot HCA

HopmaTuBHble NpaBoBble aKkTbl B 06/1acTV CBA3K, MHbOPMATU3ALMUM U
3aWwmThl MHGOpMaLuUn

[pyrve xapakTepncTukm

3.1.2. TpypoBas ¢pyHKUMSA

ObecneyeHune becnepeboliHom
paboTbl CCC3, a TaKKe NPorpammHbIXx, VpoBeHb
NporpaMmHo-annapaTHbIX (B TOM
HanmeHoBaHue porp P ( Kog, A/02.5 |(noaypoBeHb) 5
yncne Kpuntorpapuyeckmx) u
KBanmdukaumu
TEXHUYECKUX CPEACTB U CUCTEM UX
3awmtbl oT HCA
MpoucxoxaeHne 3aMMCTBOBaHO 13
P o A OpurmnHan X
TPyAoBoW GyHKLUM opurMHana
Koa PerncrpaumnoHHbIit
opurMHana HOMep

npodeccnoHanbHOro




CTaHAapPTa

Tpyaosble aencTema

Tekywmi, B TOM yucne aBTOMATM3MPOBAHHbIN KOHTPOJb
dyHKUMOoHUpoBaHUA CCCI ¢ yCcTaHOBNEHHbIMM NOKa3aTeNnaMm

Tekywui, B TOM yucne aBTOMATM3MPOBAHHbIN KOHTPOJIb
OYHKLMOHNPOBAHMA C YCTAHOB/NEHHbIMW MNOKasaTeAs MM MPOrPaMMHbIX,
nporpammHo-annapaTtHbix (B TOM uucie  Kpuntorpapuueckmx) w
TeXHUYECKUNX cpeacTs u cuctem 3awmtel CCCI ot HCA

BHeceHMe n3meHeHu B HacTpoMkm CCCI, nporpamMmmHbIX, NpPorpammHO-
annapaTtHbIX (B TOM uyMcae Kpuntorpaduyeckmx), TEXHUYECKUX CPeacTs U
cuctem  3awmTtbl CCC3 ot HCA 6e3 npepbiBaHMA npouecca UX
bYHKLMOHUPOBaHMUA

BocctaHoBNneHWe npouecca PpyHKLMOHMPOBAHUA nocne cboeB M OTKA30B
CCC3, nporpamMmHbIX, NpOrpaMmHO-annapaTHblX (B TOM  4ucne
Kpuntorpadmyeckmx), TEXHUYECKUX CPeacTB M cuctem 3awutbl CCCI ot
HCA,

BoccTaHoBNeHME 3HauyeHMM NoKasaTenen ¢yHKUMoHupoBaHua CCC3,
NPOrpamMmHbIX, NpPorpammHo-annapaTHbIX (B TOM yuncne
KpunTtorpadmyeckunx), TeXHUYECKnx cpeacts u cuctem sawmtbl CCCI ot
HCA

Heobxoanmble ymeHUn

MpoBoanTb TeKyLMIA KOHTpO/b nokasartenew 7 npovecca
dyHKUMOoHMpoBaHuAa CCCI, a TaKKe MpPorpaMmHbIX, MPOrpaMmMHO-
annapaTtHbIX (B TOM yMcae Kpuntorpaduyeckmx) U TEXHUYECKUX CPeacTs U
cuctem 3awmtbl CCC3 o1 HCA, npeAyCMOTPEHHbLIN pernameHTom Mx
aKcnayataumm

BbINONHATE NPeayCMOTPEHHbIE B TEXHUYECKON JOKYMeHTaLmMu paboTbl no
nameHeHuto Hactpoek CCCI, a TaKKe MNPOrpammHbIX, MNPOrpammHO-
annapaTtHbIX (B TOM YMcae Kpuntorpaduyeckmx) U TEXHUYECKUX CPEACTB U
cnctem 3awmtbl CCCO ot HCA,

MpoBoaUTbL NPEAYCMOTPEHHbIE PErNaMEHTOM PaboTbl MO BOCCTAHOBAEHUIO
npouecca W napameTpoB PyHKUMOHMpoBaHMAa CCCI, a TakxkKe
NPOrpamMmHbIX, NpPorpammHo-annapaTHbIX (B TOM yuncne
Kpuntorpadpmyeckmx) U TeXHUYECKMX Cpeacts U cuctem 3awmtbl CCCO ot
HCA

Heobxoanmble 3HaHUA

TWNbl, OCHOBHblE XAPAKTEPUCTUKMU CPEACTB M3MEPEHUN U KOHTPOAA
npouecca M napameTpoB PpyHKUMOHMpoBaHMA CCCI, a TaKKe cpeacts u
cnctem 3awmtbl CCCD ot HCA,

MocnepoBaTenbHOCTb AENCTBUM B Lensx MaMeHeHua Hactpoek CCC3, a
TaKKe cpeacTs M cucTem 3awmTbl CCCI ot HC/A 6e3 npepbiBaHUA npouecca
nx GYHKLMOHNPOBAHMUA

MocnepoBaTencHOCTb AEMCTBMIA B LENAX BOCCTAaHOB/EHMA Mpouecca U
napameTpoB ¢yHKUMOHMPOoBaHMA CCCI, a TaKKe CpeacTB M CUCTEM
3awmtbl CCCO ot HCA,




OpraHu13aumoHHble Mepbl Mo 3almTe MHGOPMALLUM

HopmaTuBHble MpaBoBble aKTbl B 064acTU CBA3M, MHbOpPMaATU3ALMK U
3aWwmThl MHGOpMaumn

[pyrve xapakTepncTukm

3.1.3. TpynoBana ¢pyHKLMUA

TexHuyeckoe obcnyxusaHune CCCI, a

TaKXe NporpaMmHbIX, NPOrpaMmmHoO- YpoBeHb
HanmeHoBaHMe | annapaTtHbIX (B TOM Yncae Kopn, A/03.5 |(noayposeHb) 5
Kpuntorpadrueckmx) 1 TeXHNYECKMX KBanMbUKaLmm

CpeacTs 1 cuctem mx 3awmtol oT HCL,

MpoucxoxaeHue 3anmcTBOBaHO M3
o OpurnHan X
TPYAOBOM GYHKUMUM opurnHana
Kog, PerncrpaunoHHbIn
opurnHana HOoMep
npodeccnoHanbHOro
CTaHAapTa

Tpyaosble aencTemA OnarHoctmka CCCI wTaTHbIMK CpeacTBamMn B LLeNAX NPUHATUA PeLLEeHUA O

Hanpas/1eHNUN B PeEMOHT U3rotoemntenem naim CBOMMU CU1amMu

[narHocTMKa nporpammHo-annapaTHbIX (B TOM yncie KpunTorpadmuyeckmnx)
M TEXHUYECKUX cpeacts M cuctem 3sawmtbl CCCO ot HCA wTaTHbIMK
CpeacTBaMM B LeNAX MPUHATUA PEeLeHMA O HamnpasB/ieHUUM B PEMOHT
N3roTOBUTENIEM UM CBOMMM CUNAMM

BbinonHeHue npesyCcMOTPEHHbIX pernameHTom onepauuit no
TexHM4Yeckomy obcnyKumBaHUIO cpeacTs n cuctem 3awmntol CCC3 ot HCA

O6HoB/NEHME B COOTBETCTBMM C PEFIAMEHTOM 3KCMIYaTALLMMN NPOrPaMMHbIX
KomnoHeHToB CCC3, nporpamMmHbIX, NPOrpammHo-annapaTHbiX (B TOM
yncne Kpuntorpadpuueckunx) cpeacts n cuctem sawmtbl CCC3 ot HCA

YcTpaHeHue HeucnpasHocTelt CCCI, a TaKKe NporpamMmmMmHo-annapaTtHbIX (B
TOM 4ncsie Kpuntorpadruyeckmx) n TEXHUYECKUX CPeacTB U CUCTEM 3aLLMUTI
CCC3 ot HCAO cBouMmM cunamu, ecnnm 3TO AO0MYCKAeTCA TeXHUYEecKoun
OOKyMeHTaumemn

HanpasneHve B pemMoHT W TMpuMem W3 PEeMOHTa CTOPOHHUMMU
opraHusaumamm CCCI, a TakKe MporpaMMHO-annapaTtHbIX (B TOM uucne
Kpuntorpadpuyeckmx) U TeEXHUYECKUX Cpeacts U cuctem 3awmtbl CCCO ot
HCA

BegeHne  3kcnayaTauMOHHOWM LOKYMEHTaummn CCC3, a  Takxe
NPOrpPaMMHbIX, NporpaMmmHo-annapaTHbIX (B TOM ymcne
KpunTorpadmyecknx) m TeXHUYECKUX cPeacTs U cucrem 3awmtol CCCI ot
HC/A,




Heobxoanmble ymeHus

O6HapynBatb HeucnpaBHocT CCCI, a TaKKe CpeactB M MNoACUCTEM
3awmTbl CCC3 ot HCA, cornacHo TeXHNUYECKOM AOKYMEHTaLUK

B3anmoaencTBoBaTb C OPraHM3aLMAMM, OCYLLECTBAAIOWMMMN FrAPAHTUNHDBIN
M nocnerapaHTUiiHbIn pemoHT CCCD, a TaKXe CpeacTB M NOACUCTEM
3awmtbl CCCO ot HCA,

MpoBoamnTb paboTbl NO TeEXHUYECKOMY OBCAYKMBAHWIO, B TOM 4Yuciae Mo
obHOBNEHUIO Bepcuit nporpammHoro obecneveHna, CCCI, a TaKxe
cpeacts 1 cuctem 3awmtbl CCCO ot HCA

YcTpaHATb HencnpasHocT CCCI, a TaKke cpeacTs M NOACUCTEM 3aLUMUTDI
CCC3 ot HCAl, ecnn 370 NpeayCcMOTPEHO TEXHUYECKON AOKYMEHTaLMUEN

Heobxoanmble 3HaHUA

OpraHu3aumsa u cogepKaHme ANarHoCTUKM U TEXHUYECKOro 0bcnyKuBaHuma
CCCD, a Takxe cpeAacTs 1 cuctem 3awmnTel CCC3 ot HCA

MpaBuna BeaeHMA 3KCNAyaTaUMOHHOM AoKymeHTaumm CCCI, a TakKe
NPOrPaMMHBbIX, NporpaMmMmHo-annapaTHbIX (B TOM ymcne
KpunTorpadmuiyeckux) n TeXHUYEeCKUx cpeacts U cucrem 3awmtel CCCO ot
HC/A,

MeToankun n npuembl pemoHTa CCCI, a TaKKe CPeacTB U CUCTEM 3ALLMUTDI
CCC3 ot HC,

[pyrve xapakTepnctuku

3.2. O606uieHHas TpyaoBasa GyHKLUMA

ObecneyeHune 3awmTbl oT HCA,
coopyrKeHuii n CCCI (3a
o YpoBeHb
HanmeHoBaHME | UICKNOYEHMEM CEeTEN CBA3U Kop, B 6
KBasndMKaumnm
crneumanbHOro HasHaveHus) B
npoLecce Ux sKcnayaTaumm
MpoucxoxaeHue
o 3aMMcTBOBaHO U3
0606wweHHoM OpuruHan X
o opurMHana
TPYyAoBOW GyHKLUM
Kopn PernctpaunoHHbIit
opuruHana HOomep
npo¢deccnoHanbHoOro
CTaHpapTa

BO3MOXKHble
HaUMeHOBaHMA
JOIKHOCTEN,
npodeccui

MHKeHep no 3awute MHGopmauum
MHKeHep No TeNEKOMMYHUKALMAM
AQMUHUCTPATOP TENEKOMMYHUKALMOHHOro o60pya0BaHMA

TpeboBaHMA K
obpasoBaHuio U

Bbicluee ob6pasoBaHue - 6akanaBpuaT B 06s1acTM MHOPMALMOHHOM
6e3onacHoCcTH




o0byuyeHuto

TpeboBaHMsA K ONbITY
npakTUYeckol paboTsbl

Ocobble ycnoBus
[AOMycKa K pabote

Hanuume ponycka K rocygapcTBeHHOM TaHe <6> (Mpy HeobxoaAMmocTu)

[pyrve xapakTepnctuku

be3onacHoCcTH

[lononHuUTeNbHble XapaKTepUCTUKK

HanmeHoBaHue Koz HanmeHoBaHWe 6a30Bo rpynnbl, 4OXKHOCTU (Npodeccnn) nnu
OOKYMEHTa cneymanbHOCTH
OK3 1330 PykoBogutenun cayx6 u nogpasaeneHunii B cbepe MHPOPMaLMOHHO-
KOMMYHMUKALMOHHbIX TEXHONOTUI
2153 MHKeHepbl N0 TeIEKOMMYHMKALMAM
2425 Cneunannctbl OpraHoB rocyaapCcTBEHHON BACTH
EKC - NHKeHep no 3awute nHbopmaumnm
- HauanbHuK oTaena (nabopatopumn, cektopa) no saute
nHpopmauunm
oKnATP 22567 NHKeHep no 3awute nHbopmaumnm
22870 MHXeHep aneKTpocBaA3mn

3.2.1. TpypoBas ¢yHKUMSA

PekomeHayeTcs AonoAHWUTENbHOE npodeccMoHanbHoe ob6pasoBaHue -
nporpammbl MoBbllWeHUA KBanubuKaumm B 061actM MHGOPMaLMOHHOM

MOHUTOPUHT GYHKLMOHNPOBAHMSA YpoBeHb
HanmeHoBaHue | CCC3, 3awmuweHHocTn ot HCA Koa B/01.6 |(noaypoBeHb) 6
coopyrKeHui n CCCI KBanmduKkaumnu
M 3
pomcxoikp,eHme OpuriHan X aMMCTBOBaAHO M3
TPYA0BOM QYHKLUUM opuUrnHana
Koa PerncrpaunoHHbIit
opurnHana HOMep
npo¢deccnoHanbHOro
CTaHAapTa
Tpyaosble AencTemA Mcnonb3oBaHue cpeacTs aHanm3a dYHKUMOHANbHOCTH CCC3,

3awmuweHHocTm oT HCA coopykeHuit u CCCI

nporpaMmHo-annapatHbix (B TOM uucie  Kpuntorpaduyeckux)

KOHTpo/b uenocTHocTM coopyKeHun n CCCI, a TaKKe NporpammHbix,




TeXHUYECKUX cpeacTs U cuctem 3awmtbl CCCI ot HCA

CocTtaBnieHMe OTYETOB MO pe3ysibTaTaM MPOBEPOK, B TOM YMC/e BbiBAEHME
WHUMAEHTOB, KOTOpble MOryT npuBecTn K cboam WAM HapyLlleHuto
OYHKUMOHMPOBAHMA  MAM  BO3HMKHOBEHUIO  yrpo3  6e30nacHoCTH
nHpopmauum, umpkyampytouten s CCCI

Heobxoanmble ymeHus

Mcnonb3oBaTb  cpeactea MOHUTOPWUHTA paboTocnocobHoCTH 7
3G PEKTUBHOCTM MPUMEHSAEMbIX MPOrPaMMHbIX, NPOrPamMMHO-annapaTHbIX
(B TOM uncne Kpuntorpadpuyeckmx) n TeXHMUYECKUX cpeacTts 3awmTtol CCCI
ot HC/]

MpoBoaAnTb KOHTPOAb ¢yHKUMOHMpoBaHuA CCCI, mMx 3aWMUEeHHOCTU OT
HCAO

Onpepenatb TexHMYeckne xapaktepuctmkm CCCI, ux 3aWMULEHHOCTU OT
HCA

OueHnBaTb NOMEXOYCTOMUYMBOCTb U 3OPEKTUBHOCTL CETEN 3N1EKTPOCBA3M
npv nepegave TpaduKka, oNTUMM3UPOBATb UX MapamMeTpbl

Ocywectenatb nposepkn CCCI, nporpaMmHbIX, NPOrpaMmMHO-annapaTHbIX
(B TOM uuncne kpuntorpaduueckmx) U TEXHUYECKUX CPeACTB U CUCTEM
3awmTbl CCC3 ot HCA, Ha cooTBeTCTBME 3a4aHHbIM TpeboBaHUAM

MpoBoANTb AOKYMEHTaUMOHHOe obecrneyeHne pyHKUMOHUpoBaHMa CCC3,
MX 3awmeHHoctn ot HCA

Heobxoanmble 3HaHUA

MeToabl KoHTponsa GyHKUunoHnposaHua CCCI, ux 3awmuweHHocTn ot HCA

MpuHLUUNbI nocTpoeHnAa coBpeMeHHbIX ceten 9/1EKTPOCBA3MU,
mMmaTematTnyeCkme mogenn KaHaaos CBA3U, BUAbl moaAynAUuNN CUTHaNoB

®PyHKUMOHANbHOE Ha3HaYeHMe U OCHOBHblE XapPaKTepPUCTUKM CpeacTs
KOHTpoAa ¢pyHKUMOHMpoBaHMa CCCI, nx 3awmueHHoctm oT HC/

OpraHu3aumsa 1 coaepraHne MOHUTOpUHIra GyHKUMoHUpoBaHMa CCCI, ux
3awmweHHocTn ot HC/,

BO3MOXHble UICTOYHMKN U TEXHUYECKME KaHa/bl YTEYKMU VIHd)OpMaLI,VIM

HOpMaTMBHbIe NpaBoOBbl€ AKTbl B obnactu cBsA3n U 3alnThbI VIHd)OpMaLI,VIVI

[pyrve xapakTepncTukm

3.2.2. TpypoBas ¢pyHKLUMSA

YnpasneHune dpyHKUUMOHUPOBAHNEM YpoBeHb
HanmeHoBaHue | CCC3, 3awmueHHocTbio oT HCA Koa B/02.6 |(noaypoBeHb) 6
coopyrKeHui n CCCI KBanmduKkaumu

MpouncxoxgeHue
TPYA0BOM QYHKLUM

3anMmcTBOBaHO M3
opurMHana

OpurmHan X



Koa PerncrpaumnoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

OnpegeneHne HeobXxoAMMOro cocTaBa, OCODEHHOCTEN pasMelLeHus WU
dYHKUMOHaNbHbIX BO3MOXKHOCTeM CCC3, a TakKe MpPOrpaMMmMHbIX,
NporpamMmHo-annapaTHbiXx (B TOM uucie  KpunTorpapuyeckux) u
TEXHUYECKUX CPeacTB U cucTem 3awmnTbl CCCI ot HCA

OpraHusaumsa M npoBeAeHMe MOHTaXKa M HacTpoikm CCCI, a Takxke
NPOrpPamMHbIX, nporpammHo-annapaTHbIX (B TOM yuncne
Kpuntorpadmyeckmx) n TEXHUYECKUX CpeacTs U cuctem 3awmTbl CCCI ot
HCA

KOHTpOnb cooTBeTCTBMA MapameTpoB nogcucrem 3awmtbl CCCI ot HCA
YCTQHOB/IEHHbIM TpeboBaHUAM, obecneveHune CBOEBPEMEHHOM
KOPPEKTUPOBKKU HacTpoeK CCCI, cpeacts u cuctem mx 3awmtbl oT HCA B
LenAx pearnpoBaHuA Ha BbIABAEHHbIE HapyLeHnA

YcTaHOBKa M HAcTpoWKa NporpaMmHoro obecnedyeHuns, HeobxoamMmoro gns
ynpasneHna CCC3 n cpeacrsamm mx 3awmtbl ot HC,

Pa3pa60TKa N OopraHn3aunAa BbINOJIHEHUA MepOI'IpVIﬂTVIVI B COOTBETCTBUU C
NONOXEeHNAMUN  NOJINTUKU VIHd)OpMaLI,MOHHOﬁ 6esonacHOCTM B ceTu
I1EKTPOCBA3N

MpoBeaeHWe OTAENbHBIX MEPONPUATUIA B paMKax aTTecTauum Ha npegmet
cooTBeTcTBMA TpeboBaHMAM Mo 3aWwmTe coopyxeHui n CCC3 ot HCA

Heobxoanmbie ymeHus

OcyLLecTBNATb OpraHM3aumio U NpoBeaeHMe MOHTaXKa U HacTpolikn CCC3,
a TaKXe cpeacts n cuctem 3awmtbl CCCO ot HCA

OcywecTBnaTb opraHmsaumto becnepeboiiHoro ¢pyHKLMoOHMpoBaHUs CCCI,
a TaKXe cpeacts n cuctem 3awmtbl CCCI ot HCA

Mcnonb3oBaTb BCTPOEHHble mexaHn3mbl 3awmtbl oT HCA, B coctase CCCI

YcTaHaBAmBaTb M HacTpamBaTb MapameTpbl CeTeBbIX MNPOTOKO/OB,
peann3oBaHHbIX B Te1IEKOMMYHUKAUNOHHOM o6opy,u,OBava|

PaspabaTbiBaTb NpeasioKeHUA MO COBEPLUEHCTBOBAHUIO WM MOBbILEHWUIO
30DEKTUBHOCTU  MPUHMMAEMBIX TEXHUYECKMX Mep UM  MNPOBOAUMBIX
OpraHM3aunoHHbIX MmeponpuaTuiA no 3awmte CCCI ot HCA,

OpraHu13oBbIBaTb PaboTbl NO BbINOAHEHUIO TPebOBaHUIA pexMma 3aLLmTbl
NMHPOPMaLMN OTPAHNYEHHOTO AOCTYNa B CETU 3/1EKTPOCBA3U

Pa3p363TblBaTb metTogunyeckume mMmaTepuanbl n OpraHn3auymnoHHO-
pacnopagunTenbHble JOKYMEHTbI NO obecneyeHunto 3alWunThbl COOPY)KEHVIﬁ n
CCC3 ot HCA,

Heobxoanmble 3HaHUA

Bo3amokHble yrpo3sbl HCA K coopyxeHnam n CCCI

CeTeBble NPOTOKO/Jibl U UX NAapaMeETPbI HaCTpOVIKM




CpeacTtBa M crnocobbl obecneyeHusa 3awmTbl oT HCO K cOOpyKeHUAM u
CCC3, npuHUMNbI NOCTPOEHUSA CPEACTB U CUCTEM 3aLUUTbI COOPYIKEHUN U
CCC3 ot HCA,

OCo6eHHOCTM NPUMEHEHMA MPOrPaMMHbIX, NPOrpaMmmHoO-annapaTHbIX (B
TOM umncie Kpuntorpadrueckmnx) n TEXHUYECKUX CPeACTB U CUCTEM 3aLUUTbI
CCC3 ot HCA,

MeToabl KOMNIEKCHOro obecneyeHus 3alnTbI cete 3/1EKTPOCBA3U

MokasaTenn apPeKTUBHOCTU NPUMEHAEMbIX MPOrPAMMHbIX, NPOrPAMMHO-
annapaTtHbIX (B TOM yMcae Kpuntorpaduyeckmx) U TEXHUYECKUX CPeacTs U
cnctem 3awmtbl CCCD ot HCA,

HOpMaTMBHbIe npaBoBbleé aKTbl B obnactu 3alWnThbI MHd)OpMaLI,MVI
OrpaHN4YeHHOro gocrtyna

HauunoHanbHble, MEKrocyAapCTBEHHbIE U MeXAyHapoaHble CTaHAapTbl B
o06nactu 3alWmTbl MHGOPMaLMK

PyKOBOAHLLI,Me n metToanyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
d)ep,epaanblx opraHos WUCNOJIHUTENIbHOW BNACTU MO 3auuTe MHd)OpMaLI,VIVI

[pyrve xapakTepnctuku

3.2.3. TpyaoBan ¢yHKLMUA

YnpaBneHve nepcoHaiom,
06C/YKMBAIOLLMM COOPYHKEHMUA U

CCC?3, a TakXe nporpaMmmHble, YpoBeHb
HanmeHoBaHMe | nporpamMmHo-annapaTtHble (B Tom Kopn, B/03.6 |(noayposeHb) 6
yucne Kpunrtorpapuyeckue) u KBannduKaumm

TeXHUYECKMe CpeacTBa U CUCTEMbBI UX
3awmTel oT HCA

MpoucxoxaeHue 3anmcTBOBaHO U3
o OpurnHan X
TPYAOBOM GYHKUMUM opuUrnHana
Kogp, PerncrpaunoHHbIn
opurnHana HOoMep
npodeccnoHanbHoOro
CTaHAapTa
TpynoBsble aencTems dopmupoBaHue Uuenen, NPUOPUTETOB, 00A3aHHOCTEM W MOJIHOMOYWIA

nepcoHana, obcnyxueatowero coopy:euns n CCCI, cpeactsa n cuctembl
nx 3awmTbl oT HCA

PacnpepeneHnue obAsaHHOCTEl n NONHOMOY UM nepcoHana,
obcnyrKuBatolero coopyxenusa n CCCI, cpeactsa U CUCTEMbI UX 3aLUUTHI
ot HC/]

MpoBepKka YypoBHA KBanuMdMKauMM nepcoHana, oBCAYXMBAIOLLErO




coopyxeHma n CCC3, cpepctsa mx 3awmtbl ot HCA, B TOm yucne npu
npueme Ha paboty

KOHTpPONb  BbINOJHEHUS NEepPCcOHaNoM TpeboBaHUN  MHCTPYKUUN ¢
pernameHToB no akcnayataumm CCCI, cpeacts u cuctem 3awmtel CCCI ot
HC/L

Pa3spaboTka npennoxKeHuii No NpopeccMoHabHOMY Pa3BUTMIO NEPCOHaNa,
obcnyrKmBatowero coopyxeHus n CCCI, cpeactsa U CUCTEMbI MX 3aLUMUTHI
ot HCA]

Heobxoanmble ymeHUn

Mpon3BogUTb MOCTAHOBKY 3a4ay MepcoHany no obecrneyeHuio 3aluuTbl
CCC3 ot HCA 1 opraHn3oBbliBaTb MX BbINOJAHEHUE

OpraH130BbIBaTb KOHTPO/b BbIMOJIHEHMA OPraHM3aLMOHHO-TEXHUYECKUX
MmeponpusaTuii no obecneyvenuto sawmtbl CCC3 ot HCA

OpraHM30BbIBaTL MepepacnpeseneHne o06sA3aHHOCTENM M MOAHOMOYMIA
nepcoHana, obcnyKuBatowero coopyxernma n CCCI, cpeactsa U cUCTEMbI
nx 3awmTbl oT HCA

Heobxoanmble 3HaHUA

Lenn v 3apaumn ynpasaeHma nepcoHanom no obecneyeHuto 3aWwmuTbl cetem
anekTpoceAasu ot HCA,

MeTogmKa BbIpabOTKM M peanu3auum ynpasBAeHYECKOro pelleHuna no
obecnevyeHuto 3alWUTbI ceTel aneKkTpocesasm oT HC/A,

PykoBogawme U MeToAMYEecKMEe  JOKYMEHTbl  YMOJIHOMOYEHHbIX
deaepanbHbIX OPraHoB UCNOHUTENbHOW BAACTM NO 3aLmTe MHGopMaLmnm

Kputepun KOMMIEKCHOM OLLEHKM KBanmMduKaLmnm nepcoHana,
obcnyrKmBatowwero coopyxeHus n CCCI, cpeactsa U CUCTEMbI UX 3aLUMUTHI
ot HC/]

[pyrve xapakTepnctuku

3.3. O606uweHHas TpygoBasa GyHKLMA

ObecneyeHne GyHKUMOHMPOBAHMS VooBeHb
HanmeHoBaHuWe | cpeacTB CBA3M ceTel cBA3Mn Koa C P 6
KBanmduKkaumnu
cnewumanbHOro HasHavyeHun
MpouncxoxgeHue
. 3anmcTBOBaHO U3
0606ueHHoM OpurnHan X
. opurMHana
TPYA0BOM QYHKLUM
Koa PernctpaunoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

Bo3moKHbie
HanmeHOBaHUA

MHKeHep cneumanbHOM cBA3M
MHKeHep no 3awmTte nHGopmaumun




[JOJI)KHOCTEN,

npodeccui

TpeboBaHusA K Bbicliee ob6pasoBaHWe - 6akanaspuaTt B o061actM MHOGOPMALMOHHOWM
06pa3oBaHNIo U1 6e3onacHoCTH

0byueHuto n

[ononHutenbHoe npodeccmoHanbHoe 06pa3oBaHMe - MNPOrpammbl
noBbllleHMsA KBannduKaumm B 061acTi skcnayaTaumm CpeacTs CBA3M ceTein
CBA3M CNeumanbHOro HasHavyeHun

TpeboBaHMsA K ONbITy
NnpaKTMYecKon paboThbl

Ocobble ycnosus Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoanumocTu)
AonycKa K pabote

[pyrve xapakTepncTukm

JononHutensHole XapPaKTeEPUCTUKHN

HanmeHoBaHue Koa HanmeHoBaHWe 6a30B0W rpynnbl, AONKHOCTM (Npodeccun) nnm
AOKYMEHTa cneumanbHoCTH
OK3 1330 PykoBoguTtenu cnyx6 n nogpasaeneHuii B coepe

VIHd)OpMaLI,VIOHHO-KOMMyHVIKaLI,VIOHHbIX TEXHO/I0rUi

2153 MHXeHepbl N0 TEIEKOMMYHMKALMAM
2425 CneumanncTbl OpraHoB rocyAapCTBEHHOM BNACTU
EKC - UH»KeHep no 3awwmute MHPopmaumm

- HauyanbHUK oTaena (nabopaTopuu, cekTopa) no 3auute

nHbopmaumnm
oKnAaTp 22567 UH»KeHep no 3awwmute MHPopmaumm
22847 NHKeHep crneumanbHOM CBA3K

3.3.1. TpypoBas ¢yHKLUMSA

YcTaHOBKa cpeacTB CBA3U CeTel CBA3M
cneunanbHOro HasHavyeHus, BKAOYan YposeHb
HammeHoBaHMe . Kog, C/01.6 |(noaypoBeHb) 6
CcpeacTBa KpunTorpadpuueckoi 3aLmThbl
KBanmdukaumu
nHdopmauymm (CK3N)
MpoucxoxaeHue 3anmcTBOBaHO U3
P o A OpurmnHan X
TPYA0BOM GYHKLNM opurMHana
Koa PernctpaunoHHbIit
opurMHana HOMmep

npo¢deccMoHanbHOro



CTaHAapPTa

Tpyaosble aencTema

MoHTax cpefCTB CBA3W CeTel CBA3M CNeLuanbHOro HasHayeHusa, BKIYan
CK3M

HacTpoitka cpeactB cBf3M ceTell CBA3M CNEeuMasbHOro HasHauyeHus,
BKAtoyaa CK3U

MpoBepKa GYHKLMOHMPOBAHMA CPEACTB CBA3U CETEN CBA3U CneumanbHOro
Ha3Ha4yeHus, Bkatovasa CK3U

Heobxoanmbie ymeHus

MpoBoaUTb NPOBEPKY KOMMIEKTHOCTU CPEACTB CBA3M CeTel CBA3MU
cneunanbHOro HasHavyeHusn, BkaoYaa CK3U

MpoBoaMTb MOHTaX (4na nporpammHoro obecrneyeHus - YCTaHOBKY)
CpeACTB CBA3M CeTel CBA3N CneumnanbHoro HasHadeHus, skaodan CK3U

BbINONHATL HACTPOMKY M NPOBEPKY GYHKUMOHMPOBAHUA CpeacTB CBA3M
ceTeun CBA3U CreLnanbHOro HasHavyeHus, Bkatodana CK3U

Heobxoanmble 3HaHKA

HomeHKknaTtypa, dYHKUMOHaNbHOE Ha3Ha4yeHue 7 OCHOBHble
XapaKTePUCTUKU cpeacTB CBA3M CeTel CBA3WU CrneurasbHOro HasHayeHus,
BKAtoYyasa CK3U

HasHayeHMe ¥ NpuHLUMNbI PaboTbl OCHOBHbIX Y3/10B CPEACTB CBA3U CeTen
CBA3M CNeuynanbHOro HadHavyeHms, Bkntovana CK3U

PykoBogawme UM MeToAMYECKME  AOKYMEHTbl  YMOJIHOMOYEHHbIX
deaepanbHbIX OPraHoB UCMNOHUTENbHOW BAACTM NO 3aLmTe MHGopMaLmnm

[pyrve xapakTepncTukm

3.3.2. TpypoBas ¢yHKUMSA

ObecneyeHune becnepeboliHom VpoBeHb
aboTbl cpecTB CBA3U ceTelt cBA3Mn
HanmeHoBaHue P PeA Kog, C/02.6 |(noayposeHb) 6
CneunanbHOro HasHayeHus, BKAYas KBaMOMKALIM
CK3M
MpoucxoxaeHue 3aMMCTBOBaHO U3
P o A OpurmnHan X
TPYA0BOM GYHKLUMUM opuUrnHana
Koa PernctpaunoHHbIit
opurnHana HoMep
npo¢deccnoHanbHOro
CTaHAapTa
Tpynosble aAencTens Tekywui, B TOM yuncne aBTOMAaTM3MPOBaHHbIN KOHTPO/b

GYHKUMOHMPOBAHNA  CcpeacTB  CBA3WM  CeTeld  CBA3SM  crneumanbHoro
Ha3Ha4yeHus, Bkatovasa CK3U

TeKyu.l,m7|, B TOM yucne aBTOMaTM3MpOBaHHbIVI KOHTPO/1b




JYHKLMOHNPOBAHMA nNporpammHoro obecneyeHus B COCTaBe CpeacTs
CBA3U CeTel CBA3U CNeLnasbHOoro HasHadyeHus, Bkatodan CK3U

BHeceHMe W3MeHeHWI B HaCTpOﬁKM cpencrts  CBA3n ceTe CcBA3M
cneuynanbHOro HasHa4vyeHuA

BoccraHoBneHue npouecca d)YHKLI,MOHVIpOBaHMFI nocsne cboeB M OTKa3oB
cpencTs cBA3n ceTen cBs3m cneunanbHOro HasHa4yeHuA

Monyyenwne, Mncnosab3oBaHne n dHHynposaHune cneunanbHbIX
AOKYMEHTOB, NpumMmeHAemblX B Mpouecce sKcnayataunn cpeacrts CBA3U
ceTen cBA3mU cneunanbHOro HasHa4yeHumA

npeAyCMOTpeHHOG pernameHTom  ”U  HOPMATUBHbIMKN  OOKYMEHTaAMU
TEXHNYECKOEe O6CJ'Iy)KVIBaHVIe, B TOM uucne obHoBAeHUe nporpammHoro
obecneyeHns B cocTase cpencrte CBA3U ceTeil cBs3M cneunanbHOro
Ha3Ha4YeHunA

[JnarHoctmka cpeacrts CBA3MU ceTell cBA3MU cneunanbHOro HasHa4vyeHuA B
uenax NnpuHATUA peleHnAa o HanpasieHUN B PEMOHT U3TOTOBUTENIEM

Heobxoanmbie ymeHus

MpoBoaWTb  TeRyWwwi KOHTPO/Ib  MNOKasaTesiei " npouecca
OYHKLMOHMPOBAHNA  CPeACTB  CBA3WM  CeTel  CBA3M  CreumasbHoro
Ha3Ha4YeHWsA, NPeayCMOTPEHHbIN PernameHToOM MUX 3KCnayaTaumm

BbINOMHATL  NPEAYCMOTPEHHble  3KCMAyaTaUMOHHOM U HOPMATUBHO-
MEeTOAMYECKOM LOKYMEHTaLMen paboTbl MO M3MEHEHUIO HAaCTPOEK CpeacTB
CBA3M ceTell CBA3M CneumnasbHOro HasHaYeHus

MpoBoAnTb NPeayCMOTPEHHbIE periameHToM paboTbl MO BOCCTaHOBEHWIO
npouecca U napameTpos GYHKUMOHMPOBAHUA CPeaCcTB CBA3U CeTel CBA3U
CNeumanbHoro HasHavyeHus

npOBOAMTb npeagycMmoTpeHHoe pernameHTom n HOPMATUBHbIMUA
AOKYMEHTaMUN TEXHUYECKOE O6CJ'Iy)KVIBaHVIe, B TOM u4ucne obHOBNEeHWe
BepCMVI nporpammHoOro obecneyeHus B cocTaBe cpeacts CBA3U ceTel cBA3M
cneynanbHOro HasHa4yeHuA

Heobxoanmble 3HaHUA

Tunbl, OCHOBHblE XapaKTEPUCTUKN CPEACTB M3MEPEHUN U KOHTPOAA
npouecca 1 napameTpos GYHKUMOHMPOBAHUA CPeaCTB CBA3WU CEeTel CBA3M
CNeumanbHoro HasHavyeHus

MeToaunka (perﬂaMEHT, I'IOCJ'IE,D,OBaTEJ'IbHOCTb) n HOPMaTuBHbIE
TPE6OBaHMﬂ K ,D,EVICTBMF!M B LEeNAX U3aMeHeHNA HaCTpOeK CpenctB CBA3U
ceTel cBA3U cneuynanbHOro HasHa4yeHumA

OpraHusauus, MeToMKa (pernamenr, nocnenoBaTe/ibHOCTb),
HopMmaTUBHble TpeboBaHMA U CoAep’KaHNe TEXHUYECKOro obCayKunsaHus,
BKNlOYas obHOBNeHWe nporpammHoro obecrneyeHus B cOCTaBe CpeacTB
CBA3W ceTel CBA3M CNeLyManbHOro HasHayeHus

MeToguka  (pernameHT, nociefoBaTe/lbHOCTb) M HOPMaTUBHbIE
TpeboBaHMA K [OEeUCTBMAM B LUENAX BOCCTAHOB/AEHMA npouecca u
napameTpoB  ¢GYHKUMOHMPOBAHMA  CpeacTB  CBA3M  CeTel  CBA3M
CNeumanbHoro HasHavyeHus




PyKOBOAHLLI,Me n metToanyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
d)ep,epaanblx opraHos WUCNOJIHUTENIbHOWN BNACTU MO 3auuTe MHd)OpMaLI,VIVI

[pyrve xapakTepnctuku

3.3.3. TpygoBas ¢yHKUMSA

BepgeHue cneymanbHoro
€/10MpPon3BOACTBA U TEXHUYECKMX
20}( MZHTOB BAI'I ouecce Yposerb
HanmeHoBaHue y P . Kog, C/03.6 |(noayposeHb) 6
3KcnyaTaumm cpeacTs CBA3U ceTem
KBanmdukaumuu
CBA3K CMeLManbHOro HasHayeHus,
BKAtovaa CK3U
MpoucxoxaeHue 3aMMCTBOBaHO U3
P o A OpurmnHan X
TPYA0BOM GYHKLUMUM opuUrnHana
Koa PerncrpaunoHHbIit
opurnHana HoMep
npodeccnoHanbHoOro
CTaHAapTa

TpyaoBble AencTeus

3anonHeHue cneumanbHbiX KypHanos n YYETHbIX dopm,
NpPeaycMOTPEHHbIX HOPMATMBHbIMM  AOKYMEHTaMM MO  MPUMEHEHUI0
CPeACTB CBA3U CETel CBA3M CMeLManbHOro HasHavyeHus

HanpaBneHMe B pPEMOHT W MNpPUMEM U3 PEeMOHTa CTOPOHHWMM
OpraHusaunaAMmM cpeacTs CBA3M CeTel CBA3M CNeLmanbHOro HasHaveHms

BepgeHune 3KCI'IJ'IyaTaLI,MOHHOl7I AOKYMEHTaUUN Ccpencrts CBA3U ceTei cBA3mU
cneynanbHOro HasHa4yeHuA

Heobxoanmble ymeHUn

BbINOMHATL 334a4M MO NOMYYEHUIO, XPAHEHUIO, YYETY, Bblaade, npuemy u
YTUAM3ALMM  CMEeLManbHbIX [AOKYMEHTOB, MPUMEHAEeMbIX B npouecce
3KCMAyaTauumn CPeacTs CBA3U CETel CBA3M CNeunanbHOro HasHayeHus

B3aMMOAEVICTBOBaTb C OopraHunsaumnamu, ocywecrtsadaowmmm I'apaHTMVIHbIVI
n ﬂOCﬂerapaHTMﬁHbIVI PEMOHT CpeacTB CBA3U ceTen cBs3M cneuynanbHoOro
Ha3Ha4YeHunA

Bectn sKcnayaTauMOHHYIO OOKYMEHTAUMIo cpeacTB CBA3MU ceTen cBA3MU
cneynanbHOro HasHa4vyeHuA

Heobxoanmble 3HaHUA

I'Ipanma BeaeHnA cneymanbHOro pgenonponmsBoacrea U TeEXHUYECKUX
AOKYMEHTOB CpeacTB CBA3U ceTen cBs3m cneynanbHOro HasHa4yeHuA

HopmaTuBHbIe NpaBoBble aKTbl MO OPraHU3aLMn 3alUTbl rOCyAapCTBEHHOM
TalHbl, KoHUAeHUMaNbHON WMHPOPMAUMM W AeATeNbHOCTM OpPraHoB
3alLNTbI FOCYAaPCTBEHHOM TalHbI

Opl'aHM3aLI,MOHHbIe mMmepbl No  3awuTe MHd)OpMaLI,VIVI B CeTAX CBA3U
cneynanbHOro HasHa4vyeHuA




PyKOBOAHLLI,Me n metToanyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
d)ep,epaanblx opraHos WUCNOJIHUTENIbHOWN BNACTU MO 3auuTe MHd)OpMaLI,VIVI

[pyrve xapakTepnctuku

3.4. O606wWweHHas TpygoBas GyHKLMA

PaspaboTKa cpeacts 3awmTbl CCCI (3a VooBeHb
HanmeHoBaHMWe | UCKNOYEHUEM CETEN CBA3MN Koa D P 7
KBanmduKkaumnu
cneumanbHOro HasHavenua) ot HCA
MpouncxoxgeHue
. 3anMmcTBOBaHO U3
0606ueHHoM OpurnHan X
. opurMHana
TPYA0BOM QYHKLNM
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Bo3moxHble
HaMMeHOBaHWA
[JOJIKHOCTEN,
npodeccui

MHKeHep-nporpammuct | Kateropum
UHxeHep-nporpammuct |l Kateropum
UHxeHep-nporpammuct Il kKateropum
NHXeHep-nporpammmct
NHXXeHep-NpoeKTUPOBLLUK | KaTeropum
UHxKeHep-NpoeKTnpoBLWMK Il Kateropum
UHxeHep-npoeKTnposLwmK Il Kateropum
NHXKeHep-NpoeKTUPOBLLNK

PykosoguTenb NpoeKTos

Cneumanuct no 3awwmTe nHpopmauuu | Kateropum
Cneumanuct no 3awmte nHdopmauuu Il kKateropum
Cneumanuct no 3awmte nHGopmaymm

TpeboBaHMA K
obpasoBaHuio U
0byuyeHuto

Bbiclwee ob6pasoBaHMe - crneuvanuTeT WAM MarucTpatypa B obnactu
nHbOpMaUMOHHOM besonacHoCTH

TpeboBaHMWA K ONbITY
npakTUYeckol paboTsbl

[ns ponxHocTel 6e3 Kateropuii - onbIT paboTbl He TpebyeTcs
Ona [onkHocTen € KaTteropuel - onbiT paboTbl B A0/KHOCTU ¢ Bonee
HU3KOW (NpeaLlecTByIOLLEN) KaTeropmneit He MeHee OZIHOTO roAa

Ocobble ycnoBus
[AOMycKa K pabote

Hanuuune gonycka K rocyAapcTBeHHOM TaHe (Npu HeobxoanumocTu)

[pyrve xapakTepuctuku

PekomeHayeTca paononHUTeNnbHoe npodeccuoHanbHoe obpasoBaHue -
nporpammsl MOBbIWEHUSA KBanuduKkauum B o6nactm MHPopmaLMOHHON
6e3onacHoCTH

[lononHuUTeNbHble XapaKTepUCTUKK




HanmeHoBaHue Koz HanmeHoBaHMe 6a30Bo rpynnbl, 4OAXKHOCTU (Npodeccnn) nnu
OOKyMeHTa cneumanbHoOCTU
OK3 1223 PyKkoBoguTenn noapasaeneHnii No Hay4yHbIM UCCNeA0BaHMAM U
pa3paboTkam
2425 CneumanncTbl OpraHoB rocyAapCTBEHHOM BNACTU
2512 Pa3paboTumnkm nporpammHoro obecrneyeHun
2519 Pa3paboTumKmM U aHaAUTUKM NPOrpaMMHOro obecneyeHuns u
NPWUIOXKEHWUN, HE BXOAALLME B ApYyrue rpynnbl
EKC - Cneumannct no 3awmrte MHGopmaLmnu
- NHKeHep-nporpammmcT (MporpammmcT)
- NHKeHep-NpoeKTUPOBLUNK
- HayuHbli1 cOTpyaHUK
- CTapLumit Hay4YHbI COTPYAHUK
3aBeaytowmii (HaYaIbHUK) HAYYHO-MUCCNEeL0BaTEIbCKUM OTAE/NOM
(nabopatopueit) yuperkaeHus; 3aBeaytowmii (Ha4asbHMK) Hay4HO-
nccnefoBaTesIbCKMM cekTopom (nabopatopueit), BXOAAWMM B
COCTaB Hay4YHO-MUCCNEeA0BaATENbCKOTO OTAeNa (OTAeNeHUs,
Nnabopatopumn) MHCTUTYTA
oKnATpP 22824 UHXeHep-nporpammmnct
24392 HayuHbli coTpyaHuK (B 061acTM MHGOPMATUKN U BbIYNCAUTENIbHOM
TEXHUKM)
26579 Cneumannct no 3awmrte MHGopmaLmnu
44544 HayanbHWK nccnenoBaTebCKOM rpynnbl
OKCO 090102 KomnbloTepHas 6e30nacHOCTb
090105 KomnnekcHoe obecneyeHne nHpopmauMoHHON 6e30nacHoCTH
aBTOMaTU3MPOBAHHbIX CUCTEM
090106 NHPopmaLMOoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX CUCTEM
090107 MpoTnBoaencTBME TEXHUUYECKUM Pa3BeAKaM

3.4.1. TpynoBan pyHKLMUA

AHanus yrpo3 nHbopmMaLMoOHHOM YpoBeHb
HanmeHoBaHMe | 6e30MacHOCTU B CETAX 3/1EKTPOCBA3U Koa D/01.7 |(noayposeHb) 7
KBannbuMKaumnm
MpouncxoxaeHune 3anMMcTBOBaHO U3

TPYAOBOM GYHKUMM

OpurmnHan X

OopurnHana



Koa PerncrpaumnoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

Tpyaosble aencTemA

BbiasneHune yrpo3 HC/, K ceTam 31eKTpOCBA3MN

Cbop u cuctemaTtmsaums (aHann3 K oueHKa) ceegeHuMn o6 yrposax HCA K
CETAM 3/1eKTPOCBA3M

OueHKa yA3BMMOCTEN CeTel 3NEKTPOCBA3N C TOUYKM 3PEHUA BO3SMOMKHOCTU
HCA K Hum

BbipaboTKa NpennoXKeHnii No NPefoTBPALLEHMUIO U HEWTPaAAN3aLmMKn yrpos
HC/[ K ceTam aN1eKTpOoCBA3M

Heobxoanmble ymeHUn

BbiaBnaTb 1 oueHnsaTb yrpo3bl HC K ceTAM 31eKTpoCcBA3mn

MNpoBoauTb npoBepKy  paboTocnocobHoCTH n addeKTMBHOCTH
NPUMEHAEMbIX NpPorpamMmmMHoO-annapaTHbIX (B TOM yncne
Kpuntorpadpuyeckmx) n TEXHUYECKUX CPeACTB 3aLMTbl CETEN SNEKTPOCBA3U
ot HC/]

MpoBOANTL MHCTPYMEHTA/IbHbIM MOHUTOPUHT 3awmueHHocTn CCCI

MNpoBoguTb TexHW4YeckMe paboTbl npu atrectaumm CCCO ¢ yyetom
TpeboBaHMI No 3aLmUTe MHPOoPMaLUn

Heobxoanmble 3HaHUA

Mogenu yrpo3s HC/1 K ceTAM 3/1eKTpOCBA3UN

MeToAMKN OLLEHKU YA3BMMOCTEN CETel 3NEKTPOCBA3M C TOUKM 3peHus
BO3MOXHOCTU HC K HUm

CpeacTtBa aHanMsa 1 KOHTPoAA 3awmeHHocTn CCCI

OpraHM3auMoOHHO-TEXHUYECKME MEPONPUATUA MO obecneyeHnto 3alLumTbl
cetelt anektTpoceasu ot HCA u nx appeKTMBHOCTb

HopmaTuBHble MpaBoBble aKTbl B 064acTU CBA3M, MHbOpPMATM3ALMK U
3aWwmThl MHGOpMauUn

HauunoHanbHble, MEKIoCyAapCTBEHHbIE U MEXAYHapOA4Hble CTaHAAPTbl B
o61acTv 3aWmThl HGOPMaLUM

[pyrve xapakTepnctuku

3.4.2. TpynoBan pyHKLMUA

HammeHoBaHue

(3TKC)

Paapa60TKa cpeacTte n CUCTEM 3alLUNTDbI

YpoBeHb
CCC3 oTHC
o HC/, sauinuienHbix Kog, D/02.7 |(noayposeHb) 7
TEIEKOMMYHMKALMOHHbIX CUCTEM
KBasndMKaumnm




MpoucxoxaeHue
TPYAOBOM GYHKUMUM

OpurmHan X

3anmcTBOBaHO U3

opurnHana
Kog, PerncrpaunoHHbIn
opuUrnHana HOMep
npodeccnoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

Cuctematmsaums (aHanM3 M OUEHKA) CBEAEHUIA O MeToAax, CpPeacTBax U
cnctemax 3awmtbl CCC3 ot HCA, npmHumnax noctpoenma 3TKC

dopmunpoBaHue pasaenioB TEXHUYECKOrO 3aaHnA Ha pa3paboTky cpeacTts
n cmctem 3awmTel CCC3 ot HCA, 3TKC

PaspaboTka npegsoeHnn no MNPUMEHEHMUIO TEXHOJIOTMN  3alunThbI
MHbOpMaLUM NPKU co3a4aHUM CPeacTB U cucTem 3awwmTbl CCCI ot HCA, 3TKC

MpoeKTMpoBaHME 3/1eMEHTOB CpeacTB M cuctem 3awmtbl CCCI ot HCA,
3TKC

Pa3paboTKka npepsioKeHU W nNpakTUYecKas peanusaums 3/1eMeHTOB,
cpeacts M cuctem 3awmtbl CCC3 ot HCA, 3TKC, BKAto4yas paspaboTky
nporpammHoro obecnevyeHun

Heobxoanmble ymeHUn

MpoBoauTb cbop M aHaNM3 MUCXOAHbIX AaHHbIX A4A MPOEKTUPOBaHMUA
cpeacts 1 cuctem 3awmtbl CCCO ot HCA, 3TKC

MpoBoAWUTb CPaBHUTENbHLIA aHanM3 ceTelm UM cUcTem nepedaqu
MHdOpMaLMK NO NOKa3aTeNAM 3aWnTbl MHGOpMaLUn

MpoeKkTnpoBaTb cpeacTBa n cuctembl 3awmTbl CCCI ot HCA, 3TKC ¢ yyeTom
HOPMaTUBHbIX MPaBOBbIX aKTOB U METOANYECKUX JOKYMEHTOB

PaspabatbiBaTb MPOEKTbl, TEXHUYECKME 3a4aHuA, NaaHbl U rpaduKu
nposeaeHua paboT no 3awmute CCCI ot HCA 1 HeobX0ANMYIO TEXHUYECKYIO
OOKyMeHTaLuo

ObecneunBaTb  pauUMOHaNbHbLIA  BbIGOP  31emMeHTHoW  6asbl  npwu
NPOEKTUPOBAHUM YCTPOMCTB U cncTem 3awmnTbl CCCI ot HCA, 3TKC

Mcnonb3oBaTb CTaHAApTHble MeToAbl W CpeacTBa MPOEKTUPOBaHMA
LUMPPOBLIX Y3/10B U YCTPOUCTB, METOAbI aHANN3a INEKTPUYECKUX Leneit

PewaTb TMnoBble 3ag4aunM  NOMEXOYCTOMYMBOrO  KOAMPOBAHUA U
OEKOANPOBAHUA COOBLLLEHNI

PaspabaTbiBaTb MNOAUTMKY Be3onacHOCTH, BbIOMpPaTb MeToAbl U CPeacTsa
obecnevyeHus nHpopmauMoHHON 6e30NacHOCTU CeTel 3NEKTPOCBA3M

Heobxoanmble 3HaHUA

HopmaTuBHble NpaBoOBble aKTbl B 06/acTU CBA3M, MHOOPMATM3ALMU U
3aWmTbl MHGOPMaLUK

HauunoHanbHble, MEKrocyAapCTBEHHbIE U MeXAyHapoaHble CTaHAapTbl B
061acTu 3aLWmTbl MHGOPMaLMK




OcHOBHble MeToAbl ynpaB/ieHna NHPOPMaLIMOHHOM 6e30nacHOCTbO ceTein
anektpocsasm, 3TKC

Yrposbl 6e30macHOCTM, WHPOPMALMOHHbIE BO3AEWUCTBUA, KpPUTEpPUM
OLLEHKM 3alMILEHHOCTM M MmeToabl obecrneyeHnsa MHGOOPMALMOHHOM
6e3onacHocTU ceTelt anekTpocBasm, 3TKC

MeToapbl, cnocobbl, cpeacTsa, NOCAeA0BaTENbHOCTb U COAEPKaHME 3TAMNoB
pa3paboTku cpeacTts u cuctem 3awmtbl CCC3 ot HCA, 3TKC

OcHosBbl TEOPUN SNEKTPUYECKUX u,eneﬁ, mMmeTodbl aHa/iM3a U CUHTE3a
91IEKTPOHHbIX CXem

OCHOBHblE XapaKTEPUCTUKU U MNoKasaTenn 3¢EPEeKTUBHOCTM CPeacTB U
cuctem 3awmtbl CCCO ot HCA, 3TKC

MeToANKN pacyeToB M MPOEKTMPOBAHUA CPeacTB U cuctem 3awmTtbl CCCO
ot HCA, 3TKC

OcHoBbl MoAeNnMpoBaHna GyHKunoHmpoBaHma 3TKC

TexHoMorMM, meToabl, SA3bIKMW W cpeacTBa  MNPOrpaMMMpPOBaAHUA,
npMmeHnaemble ANs CO34aHMA nporpammHoro obecrneyeHuMa B cocTaBe
CCC3, a Takxe cpeacts 1 cuctem 3awmnTol CCCI ot HCA, 3TKC

[pyrve xapakTepncTukm

3.4.3. TpypoBas ¢pyHKLUMSA

MpoBeaeHMe Hay4YHO-

NCcNefoBaTeNbCKMX U OMbITHO- YpoBeHb
HavmeHoBaHMe | KOHCTPYKTOPCKMX paboTt (HNOKP) B Kopg, D/03.7 | (noaypoBeHb) 7
chepe pa3paboTKM CPeacTB U cucTem KBa/IMOUKaALMM

3awmtbl CCCO ot HCA, co3ganuma 3TKC

MpouncxoxgeHue
TPYA0BOM QYHKLUUM

OpurnHan X

3anmcTBOBaHO M3

opurMHana
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

MnaHnpoBaHne sTtanos BbinonHeHMAa HUOKP no cosgaHuio cpeacts wm
cnctem 3awmTtbl CCCO ot HCA, 3TKC

OpraHusaumsa paboTbl U B3aMMOLENCTBUS MCMONHUTENENW Ha 3Tanax
BbinonHeHna HMOKP no cospgaHuio cpeacts n cucrem sawmtbl CCCI ot
HCA, 3TKC

OpraHun3aums onbITHOW 3KCMAyaTaummn cpeacts u cuctem sawmrtol CCCI oT
HCJ, 3TKC




MposeaeHne cepTUGUKALUMOHHbBIX UCMbITAaHUN CPEACTB U CUCTEM 3aLUUTDI
CCC3 ot HCA, 3TKC ¢ ncnonb3oBaHMEM MHCTPYMEHTANIbHbIX CPeacTB

MoAroToBKa aHA/NIUTMUYECKOrOo OT4yeTa MO pe3ysbTatam MNpoBeAeHHbIX
cepTUOUKALMOHHbBIX UCMbITaHUI cpeacTB M cuctem 3awmTbl CCCI ot HCA,
3TKC u dopmynnpoBaHue BbIBOAOB NO OLEHKE 3aLLMULLEHHOCTH

OpraHu3auma NoAroToBKM OTYETHbIX AOKYMEHTOB MO UTOram NpoBeaeHuA
HUOKP B COOTBETCTBMM C HOPMATUBHLIMU AOKYMEHTaMU U TpeboBaHMAMMU
3aKasumKa

Heobxoanmble ymeHUn

OpraHusoBbiBaTb cbop, 06paboTKy, aHa/IM3 U CUCTEMATM3ALMIO Hay4yHO-
TEXHUYECKOM MHPOPMaALMM, OTEYECTBEHHOro M 3apybeXHoro omnbiTa Mo
npobnemam MHPOPMALMOHHOM 6E30MacHOCTU CeTeill 3/1EeKTPOCBA3M,
BbIPabOTKY NpeasIoXKeHUt Mo BOMPOCaM KOMMJAeKcHOoro obecneyeHus
MHbOpMaAUMOHHOM 6e3onacHOCTU ceTell  3NeKTPoCBA3M, pPa3paboTKy
mogenewn yrpo3 HCA K ceTam 3neKTpoCcBaA3m

MpoBoanTb BbIGOP, UccnegoBaTb 3PPEKTUBHOCTL W pa3pabaTbiBaTb
TEXHUKO-3KOHOMMYECKOE O0OOCHOBaHME MPOEKTHbIX PeLIeHUn cpeacTB U
cuctem 3awmTbl CCC3 ot HCA, 3TKC c uenbto obecneyeHnsa Tpebyemoro
YPOBHA 3aLLMLLEHHOCTH

MnaHnposaTtb aTtanbl BbinoaHeHMA HUOKP no co3gaHuto cpeacTts U cuctem
3awmTbl CCCI ot HCA, 3TKC

Pacnpepensatb 3agaun cpeamn ncnonHmtenein HUOKP no cosgaHuio cpeacts
n cuctem 3awmtbl CCCI ot HCL, 3TKC, KOHTPO/IMPOBATL CPOKU N KAYeCTBO
MX UCNOJIHEHMA

Opl'aHM3OBbIBaTb noAroToBky Hay4YHO-TEXHUYECKUX OTHETOB, O630pOB,
I'Iy6J'IVIKaLI,VIl7I No pe3ynbTaTaM BbINO/IHEHHbIX MCCﬂeAOBaHMVI

OpraH130BbIBaTb  COMPOBOMKAEHWE  pa3spaboTKM  TEXHUYECKMX WU
NporpaMmmHo-anmnapaTHbIX CPeACTB 3alWmTbl U 06paboTKM MHbOPMaLMK B
CeTAX 3/1eKTPOCBA3N

Heobxoanmble 3HaHKA

HauMoHanbHble, MEXKroCyAapCTBEHHbIE U MEXAYHApOAHble CTaHAApPThI,
yCTaHaB/AMBaloWmMe TpeboBaHMA K OpraHM3auun M NpoBeAeHU0 HayyHo-
nccnenoBaTeNbCKUX, OMbITHO-KOHCTPYKTOPCKUX pabor, OMbITHOM
aKcnayaTaumm cpencts n cuctem 3awmtbl CCCI ot HCA, 3TKC

PykoBogdAwme 1 meTogMYEcKME  AOKYMEHTbl  YNOAHOMOYEHHbIX
denepanbHbIX OPraHOB MCMNOAHUTENbHOM BAacTM, YyCTaHaB/AMBalOLWME
TpeboBaHMA K  OpraHM3auuMM W NPOBEAEHWUIO  aTTecTaumm U
CepTUPUKALMOHHBIX UCMbITaHUIA cpeacTB U cuctem 3awmTbl CCCO ot HCA,
3TKC

OcHOBHble cpeactBa M crnocobbl  obecrneveHns UHPOPMaLMOHHOWM
6e30nacHOCTM, NPUHLMMNbI NOCTPOEHNA CPEeACTB U cnuctem 3almTtbl CCCI ot
HCJ, 3TKC

MHCTpyMeHTaIbHble CPeACTBa KOHTPOASA M UCMbITaHUA CPencTB U CUCTEM
3awmtbl CCCI ot HCA, 3TKC 1 meToamMKa nx npuMeHeHnsa

HauuoHanbHble, MEXrocyAapCcTBEHHbIE U MeMKAyHapoAHble CTaHAapThbl,




yCTaHaBAuBawolWwmMe TpeboBaHMA Mo 3aluTe MHPOPMALMK, aHaAusy
3aLUMLLEHHOCTN CeTell 3NEeKTPOCBA3M M OUEHKM PUCKOB HapPyLWEHUS WX
nHbOopMaLMOoHHOM besonacHoCcTH

[pyrve xapakTepnctuku

3.5. O606uieHHas Tpyaosasa GyHKLUMA

ObecneyeHune 3aLWNUTbI CPEACTB CBA3U VooBEHb
HanmeHoBaHMe |ceTelt cBA3M crneumasbHoro Koa E P 7
KBanmdukaumuu
Ha3Ha4veHusa ot HCA,
MpouncxoxgeHue
. 3anMmcTBOBaHO U3
0606ueHHoM OpurnHan X
. opurMHana
TPYA0BOM QYHKLNM
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

BoO3MOXKHble
HaMMeHOBaHWA
[JOJIKHOCTEN,
npodeccui

CTapLwmin uHxeHep

CTapwmin HxeHep-pa3paboTunk

CTapwuii UHKeHep cneuynanbHOM CBA3K

KOHCyNbTaHT NO cneuunanbHbIM TEIEKOMMYHUKaUUAM

TpeboBaHMA K
obpasoBaHUioO U
0byueHuto

Bbicluee o06pasoBaHMe - cheuuanuTeT WAM MaructTpatypa B ob6nactu
nHbOpMaLMOHHOM 6e3onacHoOCTH

TpeboBaHMsA K ONbITy
NnpaKTMYeCcKon paboThbl

He meHee oagHoro roga B coepe obecneyeHua 3alimTbl CPEACTB CBA3U
ceteit anekTpoceasn ot HCA nmubo paspaboTKM cpeactB M CUCTEM TaKoM
3aLLmTbI

Ocobble ycnosus
AonycKa K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaAMmocTu)

[pyrve xapakTepncTukm

PekomeHayeTcs AONOMHWUTENbHOE nNpodeccMoHanbHoe 06pasoBaHue -
nporpammbl MOBbIWEHUs KBaauduKauum B o06aactM MHPOpMaLMOHHOM
6e3onacHoCcTH

JononHutensHole XapPaKTeEPUCTUKHN

HanvmeHoBaHue Kog HanmeHoBaHMe 6a30BoI rpynnbl, A0XKHOCTU (Npodeccnn) unu
OOKYMEHTa cneymanbHOCTH
OK3 1223 PykoBoguTeNu noapasaeneHunin no HayuyHbiMm UcciefoBaHUAM U
pa3paboTkam
2425 CneunanncTbl OpraHoB rocyaapCcTBEHHON BACTH




2519 Pa3paboTumKmM U aHAaAUTUKM NPOrpaMMHOro obecneyeHuns u
NPWUIOXKEHWUN, HE BXOAALLME B ApYyrue rpynnbl

EKC - Cneumannct no 3awmTte MHGopmaLmnu

- MHKeHep-nporpammmcT (Nporpammmcr)

- MHKeHep-NpoeKTUPOBLLMK

- MHKeHep-KOHCTPYKTOP (KOHCTPYKTOP)

- Hay4HbIli cOTPYAHMK

- CTapLmni1 HayYHbIV COTPYLHMUK

nabopatopumn) MHCTUTYTa

- 3aBeayowmin (Ha4anbHUK) HAYYHO-UCCNEA0BATE/IbCKUM OTAE/IOM
(nabopatopueit) yuperkaeHus; 3aseayowmii (Ha4aabHUK) Hay4HO-
nccnenoBaTelbCKUM cekTopom (nabopatopueit), BXoAALLMM B
COCTaB Hay4HO-UCCNeA0BaTENIbCKOrO oTAeNa (oTaeneHus,

oKnAaTp 22016 3aBeaytowuii nabopatopueit (Hay4yHo-MccnenoBaTeIbCKOM)
22827 MHXeHep-NPOEeKTUPOBLLMK
26579 Cneumanuct no 3awmre nHdopmauymm

OKCOo 090101 Kpuntorpadus

090102 KomnbloTepHasa 6esonacHocTb

090103 OpraHu3aumsa U TEXHONOIMA 3aLmMTbl MHPopMaLumm

090104 KomnneKkcHas 3awmTa 06beKToB MHbOpMaTM3aLUmum

090105 KomnnekcHoe obecneyeHne nHPpopmauMoHHON 6e3onacHoCTH
aBTOMATU3MPOBAHHbIX CUCTEM

090106 NHPopmaLMOoHHan 6€30NacHOCTb TENEKOMMYHUKALMOHHbIX CUCTEM

090107 MpoTnBoaencTBME TEXHUUYECKUM Pa3BeaKaM

3.5.1. TpypoBas ¢yHKLUMSA

OpraHnszauma GyHKLMOHNPOBaHMUA YpoBeHb
HanmeHoBaHue |ceTel cBA3M creumnanbHOro Koa E/01.7 |(noayposeHb) 7
Ha3HayYeHuA U Ux cpeacTs CBA3MU KBannduKaumm
MpoucxoxaeHue 3anmcTBOBaHO U3
P o A OpurmnHan X
TPYAOBOM GYHKUMM opurMHana
Koa PerncrpaunoHHbIit
opuruHana Homep
npodeccnoHanbHoOro

CTaHAapPTa




TpyaoBble AencTeus

Opl'aHM3aLl,Mﬂ BbIMOJIHEHNA KOMMNJIEKCa MepOI'IpVIFITMVI MO MOHTAXy Cpeacts
CBA3U CETEeN CBA3U cneunanbHOro HasHa4eHuA

OpFaHVI3aLI,VIH BbIMNO/IHEHNA NYCKa U HaladKK CPeacTts CBA3U ceTel CBA3M
cneuynanbHOro HasHa4vyeHuA

KoHTponb 3¢PEeKTUBHOCTU GYHKLMOHUPOBAHUA KOMMJIEKCHOM CUCTeMbI
3alUMTbl COOPYKEHWUWA W CPeacTB CBA3WM CeTel CBA3W  CneunanbHoro
HasHauyeHusa oT HC[, BK/AOYan BbIABAEHWE MHUMAEHTOB, KOTOpble MOryT
NPMBECTM K COOAM WAM  HapyweHuto WX  OYHKUMOHWPOBAHUA WK
BO3HWKHOBEHMIO Yrpo3 6e30nacHOCTM MHOOPMALMU, LUPKYAUPYIOLWEN B
HUX, @ TaK}Ke pearmpoBaHmne Ha Takue UHUUAEHTbI

Heobxoanmble ymeHUn

OpraHM30BbIBaTb MOHTAX, HACTPOMKY WM 3KCMAyaTauMio CPeAcTB CBA3U
ceTell CBA3M CreunanbHOro Ha3HaA4YeHUs, CPEACTB U CUCTEM WX 3aLMUTbI OT
HC/A,

npOBOAMTb KOMMNJ1eKCHOe TeCTUupoBaHWe, NYCK U HaNaaKy CcpeactB CBA3U
ceTeln CBA3U cneunanbHOro HasHa4vyeHuA, cpeacts U CUCTEM UX 3aWNTbl OT
HCA,

OcywectBnaTb KOHTpPOJIb adPeKTMBHOCTH bYHKLMOHNPOBAHUSA
KOMMNIEKCHOM CUCTEMbI 3aLUUTbl COOPYKEHWUIM U CPeaCcTB CBA3M CceTel CBA3U
cneunanbHOro HasHaveHua ot HCA

PaspabatbiBaTb MpeasioKeHUA MO COBEPLUEHCTBOBAHUIO U MNOBbIWEHWNIO
3GPEKTUBHOCTM  MPUHUMAEMBIX TEXHUYECKMX Mep W MPOBOAMMbIX
OpraHn3aLMoOHHbIX MePONPUATMIA MO 06ecneYeHmIo 3aWnTbl COOPYIKEHWNI 1
CPeAcCTB CBA3W ceTell CBA3M cneunanbHoro HasHayeHus ot HC

OpraHu13oBbIBaTb PaboTbl NO BbINOJAHEHUIO TPEOOBaHWI peXXMMa 3aLLMTbI
MHPOPMaLUN OTPAaHNYEHHOTO AOCTYNa

Pa3pa6aTbIBaTb meTogunyeckume maTepuanbl n OpraHn3aumoHHO-
pacnopaguTenbHble JOKYMEHTbI No obecneyeHuto 3alWnTbI COOpy)-KEHMI\;I n
cpencTs cBA3N ceTel cBs3un cneumanbHOro HasHayeHua ot HCAQ

Heobxoanmble 3HaHUA

Mogenn yrpos HC[ K coopyKeHusm M cpeacTBam CBA3U CeTen CBA3U
cneumanbHOro HazHavyeHua

CoctaB ¥ HasHadeHMe annapaTHO-NPOrpamMMHbIX CpeacTB  3aWMTbl
COOPY)'KEHMﬁ M cpeacrts CBA3U ceTel cBA3m cneunanbHOro HasHa4yeHmA oT
HCA,

HopmaTuBHble TMNpaBoOBble aKTbl, PYKOBOAALIME WU  METOAUYECKUE
AOKYMEHTbI YNONHOMOYEHHbIX deaepanbHbiX OPraHOB WMCMNOHUTEbHOM
BJaCTW, yCTaHaBAMBalowme TpeboBaHMA No 3awmte MHPopmauumn cetei
CBA3M CNeumManbHOro HasHavyeHun

MeToabl KOMNAEKCHOro obecneyeHus 3aWnTbI COOpy)KeHMﬁ n cpencrts
CBA3U CETeN CBA3U crneunanbHOro HasHaveHua ot HCA

MoKkasaTenu 3pPeKTMBHOCTU MPUMEHSAEMbIX MPOrPaMMHO-annapaTtHbIX (B
TOM uucne Kpuntorpaduyeckmnx) U TEXHUYECKUX CPeacTB 3aluuTbl CPeacTs
CBA3M CeTen CBA3U cneumnanbHoro HasHadyeHus ot HC/,




[pyrve xapakTepncTukm

3.5.2. TpynoBan ¢yHKLMUA

MposegeHne HAOKP B cdepe
:3 a6p|on<m cetel cuaﬂamc|> i YposeHb
HaumeHosarme | P22 Kopn, E/02.7 |(noaypoBeHb) 7
cneunanbHOro HasHavyeHus u nx
KBannbuKauum
cpepncTs cBA3K, BKAovaa CK3U
MpoucxoxaeHue 3anmcTBOBaHO U3
P . A OpurmHan X
TPYAOBOM GYHKUMUM opuUrMHana
Kog, PerncrpaumnoHHbIn
opurMHana HoMep
npodeccnoHanbHOro
CTaHpapTa

TpyaoBble AencTeus

PaspaboTKka pa3fenoB TEXHUYECKOrO 33a4aHMA Ha MNPOEKTUPOBAHWE U
MOAMPUKALUIO INEMEHTOB U CUCTEM 3aLLUTbI CEeTe CBA3M CNeunanbHOro
Ha3Ha4vyeHuA n ux cpeacts ceasm ot HCA

MpoeKTUpoOBaHUE 3/1IEMEHTOB U CUCTEM 3aLUMUTbI CETEN CBA3KN CneunasbHoro
Ha3Ha4yeHuA 1 nx cpeacts ceasm ot HCA,

Pa3paboTka MeTOAMK NpPOBEAEHUA WUCMbITAaHWUIA 3N1EMEHTOB M CUCTEM
obecneyeHna 3aWmUTbl ceTeil CBA3M CMELMasbHOr0O Ha3HAYeHUA U UX
cpeacts ceasm ot HCA

KOHTpO/b COOTBETCTBMA PE3yNbTaTOB MPOEKTUPOBAHUA 3/IEMEHTOB MU
cuctem obecneyeHns 3almMTbl CETEM CBA3U CNeLMasbHOro HasHavyeHma U nux
cpencts cBA3n oT HCA, TexHMyeckomy 3a4aHuto

Heobxoanmble ymeHUn

MNpoBoguTe C€H6OpP M aHaAU3 MUCXOAHbIX AaHHbIX AnA pas3paboTkm un
MoaMPUKaALUM SINEMEHTOB M CUCTEM 3aLLUTbI CETEM CBA3M CMeunanbHOro
Ha3Ha4vyeHuA N ux cpeacts ceasm ot HCA

HDOBOAMTb CpaBHVITEJ'IbeIVI aHanu3 ceTeM CBA3U cneunanbHOro
Ha3Ha4YeHnA N nx Ccpeacts CBA3M MO NOKasaTenAmM uUx 3aWnWeHHOCTU OoT
HCA,

PaspabatbiBaTb MNPOEKTbl, TEXHUYECKMEe 3adaHuA, MAaHbl W rpadpuKkn
nposeaeHMA paboT Mo 3almTe ceTei CBA3M CneumnanbHOro HasHauYeHna u ux
cpeacts ceasn oT HC, HeobXoANMYHO TEXHUUYECKYIO AOKYMEHTaLMIO

Ob6ecneynBaTb paLMOHaNbHbIN BbIGOP 3/1eMeHTHOM 6a3bl Npu paspaboTke u
NPOEKTUPOBAHUN CeTel CBA3M CNEeLMaNbHOIO HasHaYeHus U UX CPeacTB
cBA3N

Pa3spabaTbiBaTb MOJUTMKY 6e3onacHOCTK, BblbUpaTb mMeToabl U cpesacTsBa
obecneyeHns 3aWmTbl ceTell CBA3M CMeuMasbHOro HasHa4YeHus U ux
cpeacts cBasum ot HCA,




OueHnBaTb COOTBETCTBME pPE3Yy/IbTAaTOB MPOEKTUPOBAHUA 3/1EMEHTOB MU
CMCTEM 3alLMTbl CETel CBA3M CMELManbHOrO HasHaYeHMA U UX CPeacTB
cBA3un ot HC/[, TexHMYecKomy 3a4aHuto

MpoBoAUTb aHaNN3 BbINO/HEHUA TPeboBaHWI 3aLLMLLEHHOCTU CeTel CBA3U
cneunanbHOro HasHayvyeHuA U nx cpeacts ceasu ot HCA,

Heobxoanmble 3HaHUA

anIHLI,MI'IbI NOCTPOEHUA ceTel cBA3n cneunanbHOro HasHa4yeHuA

Cnocobbl M cpeacTBa 3alWMTbl MHOOPMALMM OT YTEYKM MO TEXHUYECKUM
KaHanam um meTtoApbl KOHTPOAA UX 3PpEKTUBHOCTU

OCHOBHblE XapPaKTEPUCTUKU WU MoKasaTenn 3PpPeKTUBHOCTU 3N1EMEHTOB U
CMCTEM 3alUMTbl CETel CBA3M CMEeLManbHOro HasHaYeHMA U UX CPeacTB
ceasm ot HCA

MpuYHUMNBI PaboTbl 31EMEHTOB U (QYHKLMOHA/bHBIX Y3/10B 3/1E€KTPOHHOM
annapaTtypbl, TUMOBbIE CXEMOTEXHUYECKUE pPEeLUEeHUA OCHOBHbIX Y3/10B U
6/10KOB 3/IEKTPOHHOM annapaTypbl

MeToanku pacyeToB N NPOEKTUPOBAHNA CpeacTB U CUCTEM 3aLLUTbI cete
CBA3U CcneymnanbHOro HasHa4eHA n nxX cpeacTe CBA3U OT HC/A,

OcHosBbl MmoaennpoBaHuA ('bYHKLI,VIOHVIpOBaHVIﬂ ceTeln cBA3U cneunanbHoOro
Ha3Ha4yeHunA

HauMoHanbHble, MeXrocyfapcTBeHHble W MeXAyHapoaHble CTaHZapThl,
yCTaHaBAMBatowme TpeboBaHWA K OpraHM3aunm M MNpPoBEAEHUIO HAY4YHO-
nccnenoBaTenbCKux, OMbITHO-KOHCTPYKTOPCKUX pabor, OnNbITHOWM
3KCnyaTaLMM 3/1EMEHTOB M CUCTEM 3alUWUTbl CETEN CBA3M CneuManbHOro
Ha3Ha4vyeHuA N ux cpeacts ceasm ot HCA

HOpMaTMBHbIe npaBoBbleé  aKThl, pyroBogAuine n meTogunydyeckume
AOKYMEHTbI YNOJIHOMOYEHHDbIX d)ep,epaanblx opraHoBs WUCNONHUTENIbHOM
B/1aCTH, yCTaHas/iMBaowme TPE6OBaHMﬂ K CUCTeMam 3alnTbl ceTelt cBs3M
cneynanbHOro HasHa4yeHuAa n nX cpeacTe CBA3U OT HC/,

[pyrve xapakTepnctuku

3.5.3. TpygoBas ¢yHKUMSA

KoHTponb 3awmuweHHocTn oT HCA m YpoBeHb
HanmeHoBaHWe | pYHKUMOHANbHOCTM CETEN CBA3U Kog, E/03.7 |(noaypoBeHb) 7
cneunanbHOro HasHaYeHus KBanmduKkaumnu

MpouncxoxgeHue
TPYA0BOM QYHKLUM

OpurmnHan X

3anmcTBOBaHO M3

opurMHana
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro

CTaHAapPTa




TpyaoBble AencTeus

AHanun3 1 oueHka yrpo3 HC/, K ceTAm cBA3M cneumanbHOro Ha3HavyeHumA

AHanus3 n oueHka pabotocnocobHOCTU M 3PDEKTUBHOCTU MPUMEHSEMbIX
NporpamMmHo-annapaTHbiXx (B TOM u4ucie  KpunTorpapuyeckux) u
TEXHUYECKMX CPEeACTB 3alMTbl CETEN CBA3M CNeumasbHOro HasHayeHus oT
HCAO

ATTectaums 3awmuweHHoctM oT HCO n PyHKUMOHANbHOCTM CeTel CBs3MU
crneumnasbHOro HasHavyeHus

NHCTpYMeHTaNnbHbIM MOHUTOPUHI  3aLUULLLEHHOCTHU ot HCO wu
bYHKLMOHaNbHOCTU CeTel CBA3U CNeLManibHOro Ha3HavyeHuA

Heobxoanmble ymeHus

BbiAaBNATL M oueHmBaTb yrposbl HCO K ceTtAam cBA3M ChneunanbHoOro
Ha3Ha4YeHus

MpoBoanTb NnpoBepKy paboTocnocobHocTH n 3ppeKTMBHOCTH
npUMeHAEMbIX nporpammHo-annapaTHbIX (8 TOM yuncne
Kpuntorpadpuyeckmx) M TEXHUYECKMX CpeacTB 3aluTbl ceTeill CBA3U
cneunanbHOro HasHayeHua ot HCA

MpoBOAUTb MHCTPYMEHTANbHbIA MOHUTOPUHT 3aLLULLEHHOCTU CETEN CBA3MU
cneunanbHOro HasHaveHua ot HCA

Pa3pabaTbiBaTb NpeasioXKeHUa no HenTpanmsaumm yrposbl HCL K cetam
CBA3M CNeLnanbHOro HasHavyeHuns

HDOBOAMTb TEXHUYECKNE p360TbI npun arrecrauumn ceTen cBA3MU
cneynanbHOro HasHa4vyeHuA

Heobxoanmble 3HaHUA

OcHoBHble  yrpo3bl HCO w©  mogenu  Hapywutena  NOAUTUKM
MHPOPMALMOHHOMN 6e30MacHOCTU ceTel CBA3M CNELMaNbHOrO Ha3HAYeHUA

HopmaTuBHbIe NpaBoBble aKTbl MO OPraHU3aLMn 3alUTbl rOCYAapCTBEHHOM
TallHbl M KOoHbMAeHUManbHOM WHPopMauuM, 3ada4amM OPraHOB 3aLMTbI
rocyAapCcTBEHHOM TalHbI

Cnocobbl K cpencrea 3aWnTbl VIHd)OpMaLI,MM OT YTEYKU MO TEXHUYECKUM
KaHa/lamM U MeTodbl KOHTPONA UX 3¢¢EKTVIBHOCTM

MeToaMKKN OLEHKM YA3BMMOCTEN CeTel CBA3M CNeLManbHOro HasHavyeHuA ¢
TOYKM 3peHnA Bo3MoXKHOCTN HC/

CpeACTBa dHa/n3a U KOHTPOA 3alNLLLEHHOCTU ceTel cBA3N cneunanbHOro
Ha3Ha4YeHunA

OcHoBHble  KpunTorpaduyeckne MeTogbl, aNropuUTMbl, MNPOTOKOJbI,
ucnonb3yemble AnA obecneyeHus 3aWmMTbl CeTer CBA3U CreLmanbHOro
Ha3Ha4vyeHua ot HC/,

MporpammHo-annapaTHble cpeacTBa obecrneyeHus 3aWuMTbl CeTel CBA3M
cneunanbHOro HasHaveHua ot HCA

OpraHM3auMOHHO-TEXHUYECKME MEPOMNPUATMA MO 3alumuTe CeTel CBA3U
crneunanbHoro HasHavyeHus oT HCA 1 nx addpekTMBHOCTb




HOpMaTMBHbIe npasoBbleé aKTbl, pykoBogAwme wnU  MetTognyeckume
AOKYMEHTbI YMNOJIHOMOYEHHDbIX d)ep,epaanblx opraHoB WUCNONHUTENIbHOM
BN1aCTu, yCTaHaBanBawowme TPE6OBaHMH K CMCTeéMaM 3alunTbl ceTen cBAsm
cneynanbHOro HasHa4yeHuAa U nX cpeacTe CBA3U OT HCA,

[pyrve xapakTepnctuku

3.6. O606LieHHas Tpyao

BasA GyHKuUMA

YnpasneHne pa3BUTUEM CPELCTB U YpoBeHb
HanmeHoBaHue P P PeA Koa F P 7
cuctem 3awmtbl CCCO ot HC/, KBanmduKkaumnu
MpouncxoxgeHue
. 3anMmcTBOBaHO U3
0606ueHHoM OpurnHan X
. opurMHana
TPYA0BOM QYHKLNM
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npo¢deccnoHanbHOro
CTaHpapTa

BoO3MOXKHble
HaMMeHOBaHWA
[JOJIKHOCTEN,
npodeccui

HayanbHuK (pykoBoautenb) otaena (OTAeNeHUs) CUCTEM 3aLLNUTbI
nHbopmaumnm
Beaywmii MHKeHep-pa3paboTumk

TpeboBaHMA K
obpasoBaHUioO U
0byueHuto

Bbicluee o06pasoBaHMe - cheuuanuTeT WAM MaructTpatypa B ob6nactu
nHbOpMaLMOHHOM 6e3onacHoOCTH

TpeboBaHMsA K ONbITy
NnpaKTMYeCcKon paboThbl

He meHee Tpex fieT B chepe obecneyeHus 3awuTbl CPpeacTB CBSA3U ceTei
aneKkTpocssasn oT HCA nnm pa3paboTkM cpeacTB M CUCTEM TaKOM 3aLLMUTbI

Ocobble ycnosus
AonycKa K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaAMmocTu)

[pyrve xapakTepncTukm

PekomeHayeTcss AONOMHWUTENbHOE nNpodeccMoHanibHoe 06pasoBaHue -
nporpammbl MOBbIWEHUs KBaauduKkauum B o06sactM MHPOpPMaLMOHHOM
6e3onacHoCcTH

JononHutensHole XapPaKTeEPUCTUKHN

HavmeHoBaHue Kog, HaumeHoBaHMe 6a30BOWM rpynnbl, A4OJKHOCTM (Npodeccum) nnm
OOKyMeHTa cneumanbHOCTU
OK3 1330 PykoBoguTenu cnyx6 n nogpasaeneHuii B cbepe MHPopmaLMOHHO-
KOMMYHMKaLMOHHbIX TEXHOIOT U
2422 Cneunanuctbl B 061aCTV NOANTUKM aAMUHUCTPUPOBAHMUA




2425 CneumanncTbl OpraHoB rocyAapCTBEHHOM BNACTU

2434 Cneumnanuctbl No cbbITy MHPOPMALMOHHO-KOMMYHUKALMOHHbIX
TexHonorui (UKT)

2511 CucTemHble aHa/IMTUKKU

2523 CneumanncTbl MO KOMMNbIOTEPHbLIM CETAM

EKC

- HauyanbHUK oTaena (nabopaTtopumm, cektopa) no 3awure
nHbopmaumnm

- MeHepxep

- Cneumanuct no 3awmTe MHGopmauun

OKMATP

24074 MeHeasKep B nogpasaeneHumax (cny»xbax) HayuyHO-TEXHUUYECKOro
pa3BuTUA

OKCO

090102 KomnbloTepHasa 6esonacHocTb

090103 OpraHu3auma u TeXHONorna 3awWmnTbl tHPopmauum

090104 KomnneKkcHas 3awmTa 06beKToB MHbOpMaTM3aLmum

090105 KomnnekcHoe obecneyeHne nHPpopmauMoHHON 6e3onacHoCTH
aBTOMAaTU3MPOBAHHbIX CUCTEM

090106 NHpopmaLMoHHan 6€30NacHOCTb TENEKOMMYHUKALMOHHbIX CUCTEM

3.6.1. TpyaoBaa ¢pyHKLMUA

YnpasneHve pyuckammn cUCTem 3aLuTbl YpoBeHb
HanmeHoBaHue |ceTelt anekTpocsasun ot HCA Koa F/01.7 |(noayposeHb) 7
KBanndbuMKauunm

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

3aMmCTBOBaHO U3
OpurmnHan X

opurnHana
Kog, PerncrpaunoHHbIn
opuUrnHana HOoMep
npodeccnoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

q)OpMVIpOBaHMe LI,EJ'IGVI, NPUOPUTETOB U Ol'paHMLIEHMﬁ Ccncrembl 3alnTbl
CeTn 3Q1EKTPOCBA3N OT HCO, B TOM u4ucne UX M3MEHeHue no mepe
N3MEHEHNA BHELWWHUX YCJ'IOBMVI N BHYTPEHHUX ﬂOTpEﬁHOCTeVI, BK/1IO4aA
Tp86OBaHMﬂ YNO/THOMOYEHHDbIX d)ep,epaanblx opraHoB WUCNOSIHUTE/IbHOM
B/1acCTn

AHanNM3 BHYTPEHHMX U BHeLWHMX yrpo3 HCL, K ceTn aneKkTpocBA3un

MoAroToBKa NAaHOB MO Pa3BUTUIO, MOLEPHMU3ALMMN CUCTEMDBI 3aLLUTLI CETU
aneKktpocesAsn oT HCA, ¢opmupoBaHue TpeboBaHMI K OTAe/IbHbIM




3/1EMEHTAaM U CUCTEME B LEZTOM

OpraHusaums W KOHTPOAb  WUCMOAHEHWMAa paboT Mo  pasBUTUIO,
MOZEepPHU3aLMN CUCTEMDI 3aLWLMTbI CETU 3neKTpocBAa3u oT HC/,

Heobxoanmble ymeHus

(DOpMVIpOBaTb NCXoaHble OaHHblE U OrpaHUNYEHUA NMPU NPOEKTUPOBAHUN
CEeTUN INEKTPOCBA3N

MposoanTb aHanus yrpo3 HC K ceT aneKTpoCcBA3un

anIMeHFITb METOO0/10TUID  MeHEOAXMEHTA PUCKOB VIHd)OpMHLI,VIOHHOVI
6e3onacHoOCTU B TENEKOMMYHUKALMOHHbBIX CUCTEMAX U CETAX INTIEKTPOCBA3U

MpoBoAMTb NPOBEPKY OpraHM3auuii Ha COOTBETCTBME TpeboBaHUAM
HOPMaTMBHbIX MPABOBbLIX aKTOB B 061aCTU 3aLLMTbI CETEIN 3/1eKTPOCBA3N OT
HCA,

OpraHM30BbIBAaTb M NPOBOAUTL MOArOTOBKY OT3bIBOB M 3aK/AHOYEHMIA Ha
HOPMATUBHO-METOANYECKNE MATEPMANbl U TEXHUYECKYID OO0KYMEHTALMIO
CUCTEM 3aLUUTBI ceTel anekTpoceasun ot HC/,

Heobxoanmble 3HaHKA

CocTosiHMe un nepcnexkTnebl Pa3BnTUA CUCTEM 3aLLUUTDLI ceten 3/1eKTPOCBA3U
ot HCA

Mogenu yrpo3 HC/L K ceTAM aneKTpoCBA3mn

HopmaTuBHble MpaBoBble aKTbl B 064acTU CBA3M, MHbOpPMaATU3aLMK U
3aWwmThl MHGOpMaumn

PyKOBOAHLLI,Me n metToanyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
d)ep,epaanblx opraHos WUCNOJIHUTENIbHOW BNACTU MO 3auuTe MHd)OpMaLI,VIVI

OcHoBbl  mogenupoBaHms 3TKC u  yrpo3bl WX UHPOPMALMOHHOM
6e3onacHocTH

MeToponorna meHeaKMeHTa PUCKoB MHd)OpMaLI,MOHHOﬁ 6e3sonacHocTu B
TENEKOMMYHUKALMOHHbIX CUCTEMAX U CETAX INNEKTPOCBA3U

[pyrve xapakTepnctuku

3.6.2. TpyaoBan ¢pyHKLMUA

ynpaBnewle OTHOWEHNAMU C
NOCTaBWHNKaMnN n I'IOTpeﬁMTEJ'IFIMM

NPOrpaMmmHbIX, MPOrPaMMHO- YpoBeHb
HanmeHoBaHMe | annapaTtHbIX (B TOM Yncie Kopn, F/02.7 |(noaypoBeHb) 7
Kpuntorpadrueckmx) u TeXHNYECKMX KBanMbUKaumm

HCA,

cpencTs 1 cuctem 3awmtbl CCCI ot

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

OpurmnHan X

3anmcTBOBaHO U3
OopurnHana

Kog, PerncrpaunoHHbIn




opurMHana Homep
npo¢deccMoHanbHOro
CTaHAapTa

Tpyaosble aencTema

AHaNN3 pblHKA MPOrpamMMHbIX, MPOrPaMMHO-aNMNapPaTHbIX U TEXHUYECKUX
cpeacte un cuctem 3awmtbl CCCO ot HCO B uenAx onpeaeneHus
HOMEHKNATYypbl, XapaKTepPUCTUK, YCAOBUIN MNOCTAaBKM U  BbINOJAHEHMA
TpeboBaHMI HOPMATMBHbIX AOKYMEHTOB K cpeactBam 3awmTbl CCCI ot
HC/L,

AHANM3 TeKYLWMX W MEepCrneKkTUBHbIX TpeboBaHWA, NpenbABAAEMbIX
noTpebuTenaMmm K  MNPOrpPaMMHbIM,  MPOrPaMMHO-aNMapPaTHbIM U
TEXHUYECKUM cpeactBam M cuctemam 3awmtel CCCI ot HCL ¢ TO4uKM
3peHuMA HOMEHKNATYpbl, GYHKLMOHANbHOCTU N YCIOBUIA NOCTABKM

OpraHusaumsa u peannsauma NpPoLeccos NpPMobpeTeHns CpeacTs U cUCTEM
3awmtbl CCCO ot HCA, BKAtOYaa MX npegBapuTenbHble U NPUEMOYHble
NCNbITaHWA, OMNbITHYHO 3KCNAyaTauuto

NHbopmMpoBaHME MNOTEHUMaNbHbIX NOTpebuTeneir cpeacts U CUCTEM
3awmtbl CCCI ot HCL 0 HOMEHKNaType, XapaKTepUCTUKAX M YC/NOBUAX
NOCTaBKM cpeacTs 1 cnuctem 3awmtbl CCCO ot HCA

OpraHu3auma v peanmsauma NpoLeccoB MOCTaBKM CPeACcTB M CUCTEM
3awmtbl CCC3 ot HCA, dopmmnpoBaHMe NAKETOB 3aKa3oB, NAaHNPOBaHUE U
perynmposaHne o6bemMoB NOCTaBOK

Heobxoanmble ymeHUn

MpoBOAUTL aHANM3 PbIHKA MNPOrpaMMHbIX, NMPOrpamMmMHO-annapaTHbIX U
TEXHUYECKUX CPeacTB U cucTem 3awmnTbl CCC3 ot HCA

OpraHu3oBaTb WHGOPMMpPOBAHWE NOTEHUMANbHLIX MOTpebuTenein o
HOMEHKNAType, XapaKTEPUCTUKAX M YCIOBMAX NOCTAaBKM CPeACTB U CUCTEM
3awnTbl CCCI ot HCA

OpraH130BbIBaTb W BbINOHATL 3aKa3 CPeacTB U cuctem 3awmtbl CCCI ot
HCA,

MpoBoAnTb NOCTaBKM cpeacTs n cnuctem 3awmtbl CCCI ot HCA,

AHaNN3MPOBaATb COCTOAHME PbIHKA CPeacTs 1 cmctem 3awmTbl CCCI ot HC,

Heobxoanmble 3HaHUA

OCHOBHble NMPOM3BOAUTENN U MOCTABLLMKM MPOrPAaMMHbIX, NPOrPammHO-
annapaTHbIX U TeXHUYeCcKux cpeacts m cuctem 3awmtbl CCCI ot HCA,
TEXHUYECKME XApPaKTEePUCTUKM COOTBETCTBYOWEro o0b60opyAoBaHUS U
nporpammHoro obecneyeHusn

MNMopafoK 3aKasa U NOCTaBKM MPOrpammHbIX, MPOrpammHO-annapaTHbIX U
TEXHUYECKUX CPeacTB U cuctem 3awmnTbl CCCI ot HCA

TpeboBaHuMA noTpebutenei K ypoBHto 3awmiieHHoctn CCC3 ot HCA,

PykoBogauwme U1 meToAMYECKME  AOKYMEHTbl  YMO/JIHOMOYEHHbIX
deaepanbHbIX OpraHoB UCMNOHUTENbHOW BAACTM NO 3almTe MHGopMaumnm

[pyrve xapakTepncTukm




3.6.3. TpyaoBan ¢yHKLMUA

YnpaBneHve OTHOWEHNAMMU C YpoBeHb
HanmeHoBaHue | perynatopamu B chepe 3amTbl Koga F/03.7 |(noaypoBeHb) 7
nHbopmaumm KBanmduKkaumnu

MpouncxoxgeHue
TPYA0BOM QYHKLNM

OpurmHan X

3anmcTBOBaHO M3

opurMHana
Koa PerncrpaunoHHbIit
opurMHana HOMmep
npodeccnoHanbHOro
CTaHaapTa

TpyaoBble AencTeus

MOHUTOPUHI ~ HOPMATUBHbLIX MPABOBbIX  aKTOB, PYKOBOZALWMWX W
METOANYECKUX AOKYMEHTOB YMOJHOMOYEHHbIX ¢$efepanbHbiX OpraHoB
NCNoHUTENbHOM BNacTh B chepe 3awmtol CCC ot HCA

CornacoBaHve C  YNo/HOMOYEHHbIMM  dedepanbHbIMU  OpraHammu
NCMONHUTENbHOW BAACTU YCAOBWUIA MOCTaBKM CPEACTB M CMCTEM 3aLUMTbI
CCC3 ot HCA,

OpraHusauus n nposefeHue cepTUPUKALMKM CPEeACTB U CUCTEM 3aLUMTbI
CCC>3 ot HCA B cooTBeTCTBMU C TpebOBaHUAMM HOPMATUBHbLIX NPABOBbIX
aKTOB 1 B cMcTemax A06poBoAbHON cepTUdUKaLmm

Opranmsauma u nposegeHune atrectaumn 3TKC B COOTBETCTBUM C
TpeboBaHMAMM HOPMATUBHbIX NPABOBbIX AaKTOB

Heobxoanmbie ymeHus

MpoBOAWUTL MOHWTOPWMHI M aHA/NM3 HOPMATMBHbLIX NPABOBbIX aKTOB,
PYKOBOAAWMX W METOOMYECKUX  LOKYMEHTOB  YMOJIHOMOYEHHbIX
deaepanbHbiX OPraHOB MCNONHUTENbHOM BacTK B chepe 3awmTbl CCCI ot
HC/A,

OpraHn30BaTb NOMyYeHWE OPraHM3auMen JIMLEH3UI Ha NNLEH3UpyeMble
BMAObl LAEATEeNbHOCTM MO NPOM3BOACTBY TOBAapoB W ycayr B cohepe
obecnevenus 3awmTbl CCCI oT HCA,

OpraHunsoBaTb Nosy4YeHune opraHusaumnein ceptudMKaToB Ha NPOM3BOACTBO
TOBApPOB M OKalaHue ycnyr B chepe obecneyeHns 3awmtbl CCCO ot HCA

OpraHu3oBatb nonyyeHue 3kcnayatupytoweir 3TKC  opraHusauumen
paspewunTenbHblX AOKYMEHTOB B COOTBETCTBMM C TpeboBaHMAMMU
HOPMATUBHbIX NPaBOBbIX aKTOB

Heobxoanmble 3HaHUA

HopmaTuBHble MpaBoBble aKTbl B 061acTU CBA3M, MHbOpPMATM3ALMK U
3aWwmThl MHGOpMaumn

HauuoHanbHble, MeXKrocygapcTBeHHble U MeXAyHapoaHble CTaHAapTbl B
obnacTu cpeacTB M CUCTEM 3aLLMTbI ceTel anekTpocsAsn oT HCA,

HopmaTusHble NpaBoBble aKTbl MO OpraHn3aLumM NPomn3BOACTBA TOBAPOB U
ycnyr B coepe 3awmtbl CCCI ot HCA, BKAOYAA NULLEH3UPOBAHME TaKoOWM




AeATENbHOCTU

PykoBogawme UM MeToAMYECKME  AOKYMEHTbl  YMO/JIHOMOYEHHbIX
deaepanbHbIX OpraHoB UCNONHUTENbHOW BAACTM NO 3alimTe MHGopMaLmnm

Mopsagok cepTudmKaumm cpeacTs n cuctem 3awmtbl CCC3 ot HCA,

MNopagok atrectaumm 3TKC Ha cooTBeTcTBME TpeboBaHMAM 3aLLUTHI
nHpopmauunm

[pyrve xapakTepncTukm

3.7. O606uieHHas Tpyaosasa GyHKLUMA

JKcnepTU3a NPOEKTHbIX PELLEHN B YpoBeHb
HanmeHoBaHue P P P Koa G P 8
cdepe 3awmtbl CCCO oT HCA KBannbMKaumnm
MpoucxoxaeHue
o 3aMmCcTBOBAHO U3
0606wweHHoM OpuruHan X
o opurnHana
TPYyAoBOW GyHKLUM
Kog, PerncrpaunoHHbIn
opurnHana HOoMep
npodeccnoHanbHOro
CTaHAapTa

Bo3MOXKHble
HaUMeHOBaHMA
JO/IKHOCTEN,
npodeccui

HauanbHUK (pyKoBOAUTENB) HAYYHO-UCCNEA0BATENBCKOMO OTAENA
(nabopatopun)

Beayuwiuii (rnaBHbIi) cneuyanmct no 3awuTe nHdbopmauunm
HayyHblii KOHCY/IbTAHT MO 3aLuMTe MHPOPMALUK

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbiclwee ob6pasoBaHMe - crneuvanuTeT WAM MarucTpatypa B obnactu
MHbOpMaUMOHHOM 6e30nacHOCTH, UM acnUpaHTypa (aZbloHKTYpa)

TpeboBaHMWA K ONbITY
npakTUYeckol paboTsbl

He meHee nATM neT B COCTaBe KOANEKTMBOB Mo BbinosiHeHMO HUOKP B
cdepe obecneyeHmn 3aWmTbl coopyKeHuit u CCCI ot HCA, B TOM Yncne Ha
PYKOBOAALMX AONKHOCTAX HE MeHee Tpex JieT (419 UMEeoWmxX Bbicliee

obpasoBaHMe - chneuManuTeT WAM  Maructpatypa B obnactu
nHbOopMaLNOoHHOM 6e3onacHOCTH)
nnu

He meHee Tpex NeT B COCTaBe KOAEKTUBOB MO BbinoaHeHUto HUOKP B
coepe obecneyeHuMa 3alMTbl COOPYNKEHWI U CPeACTB CBA3W ceTel
anektpoceAsn ot HCA, B TOM uuMcne Ha PYKOBOAALIMX OONKHOCTAX He
MeHee AByX NeT (4nA mmetowmx Bbiclee obpasoBaHMe - acnupaHTypa
(apbloHKTYpA))

Ocobble ycnosus
AonycKa K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaumocTu)

[pyrve xapakTepncTukm

PEKOMEHAVETCﬂ AOoNO/IHUTE/IbHOE I'IpOd)eCCMOHaJ'IbHOE 06p3303aHme -




nporpammbl MOBbIWEHUs KBaauduKkauum B o06aactM MHPOpPMaLMOHHOM
6e3onacHoCTH

[lononHuUTeNbHblE XapaKTepUCTUKK

HanmeHoBaHwne Kog, HanumeHoBaHMe 6a30BOWM rpynnbl, AOKHOCTM (Npodeccum) nnm
OOKYMeHTa cneunanbHoOCTH
OK3 1213 PykoBogutenu B o6nactu onpegeneHma noJUTUKN U NNaHUPOBaHUS
OEeATeNbHOCTH
1223 PyKkoBoguTenn noapasaeneHnii No Hay4yHbIM UCCNeA0BaHMAM U
pa3paboTkam
1330 PykoBoguTenu cnyx6 n nogpasaeneHuii B cbepe MHPopmaLlMOHHO-
KOMMYHMKaLMOHHbIX TEXHOIOT U
2422 Cneunannctbl B 061aCTV NOANTUKM aAMUHUCTPUPOBAHMUA
2425 CneumanncTbl OpraHoB rocyAapCTBEHHOM BNACTU
EKC - 3aBeayowuii (HayanbHUK) HayYHO-UCCNeA0BATENbCKMM OTAE/I0M
(nabopatopueit) yuperkaeHus; 3aseaytowmii (Ha4aabHUK) Hay4HO-
nccnenoBaTelbCKUM cekTopom (nabopatopueit), BXoAALLUM B
COCTaB Hay4yHO-MUCCNEeA0BaATENbCKOTO 0TAeNa (oTAeNneHus,
nabopatopumn) MHCTUTYTa
- [NaBHbIN Hay4HbIA COTPYAHMUK
- Jkcnept
oKknAaTtp 20911 [naBHbIV CNeunanncT no 3awmuTe nHbopmaumuu
22055 3aBeayowuii oTaeNom (HayyHO-TEXHUUYECKOro Pa3BUTUSA)
23509 KOHcynbTaHT
OKCO 090102 KomnbloTepHas 6e30nacHOCTb
090105 KomnnekcHoe obecneyeHne nHpopmauMoHHON 6e30nacHoCTH
aBTOMATM3MPOBAHHbIX CUCTEM
090106 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX CUCTEM
090107 MpoTnBoaencTBME TEXHUUYECKUM Pa3BeAKaM
OKCBHK <7> 051319 MeToabl 1 cucTemMbl 3aLLnTbl MHPOPMaLUUK, MHGOPMALMOHHAA
6e3onacHOCTb

3.7.1. TpynoBana ¢pyHKLMUA

HanmeHoBaHune

NccnepoBaHue apPpeKkTMBHOCTU
cnocoboB, CPeacTB U CUCTEM 3aLLMUTI
CCC3 oT HCA

YpoBeHb
(nogyposeHb) 8
KBanmduKkaumnu

Kog, G/01.8




MpoucxoxaeHue
TPYAOBOM GYHKUMUM

OpurmHan X

3anmcTBOBaHO U3

opurnHana
Kog, PerncrpaunoHHbIn
opuUrnHana HOMep
npodeccnoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

ConpoBoXageHue pa3paboTKu, MUCCIenoBaHUI CeTe 3/1eKTPoCBA3n, a
TaKXKe TeXHUYECKMX W MPOrpaMmHO-anmnapaTHbIX CPeACTB MX 3alWuTbl OT
HCA,

AHanu3 3alWMLWEHHOCTN ceTel anekTpocBasmM oT HCL M oueHKa PUCKOB
HapyLeHusa nx MHGopmMaLMOHHOM 6e30NacHOCTH

UccneposaHne CCCI, a TaKKe TEXHMYECKUX M MPOrpamMmmHO-annapaTHbIX
cpeacTs nx 3awmTbl ot HCA,

Heobxoanmbie ymeHUn

ObecneunBaTb MNOArOTOBKY MWCXOAHbIX JaHHbIX Npu  pa3paboTke,
NccNefoBaHNM CeTell 3NeKTPOCBA3M, a TaKKe TEXHUYECKUX U NPOrpammMHO-
annapaTHbIX cpeacTs Mx 3awmTtbl oT HC,

OueHunBaTb 3GPEKTUBHOCTL CETEM INEKTPOCBA3M, A TAKKE TEXHUYECKUX U
NPOrpaMmmMHO-anmnapaTHbIX CPeacTB Ux 3awmTbl oT HC/,

PaspabaTbiBaTb U MCCNea0BaTb aHAIUTUYECKME U KOMMbIOTEPHbIE MOAENN
cpeacts 1 cuctem 3awmtbl CCCO ot HCA

AHanusnposaTb NporpammHbole, APXUTEKTYPHO-TEXHUYECKUNE "
cxemoTexHuyeckue pewweHna CCCI ¢ Lenbio BbiIABNEHMA NOTEHLMANbHbIX
yA3BMMOCTEN uX 3awmTbl oT HCA

OueHnBaTb MHGOPMALIMOHHbIE PUCKM B CETAX 3/IEKTPOCBA3U M ONpeaensaTb
MHPOPMALMOHHYIO  MHOPACTPYKTYPY U MHPOPMALMOHHbIE  pPecypcsbl,
noaneKalime 3awmre

Ucnonb3oBaTb  TeXHU4YECKue, nporpammHo-annapaTHble  cpeacTsa
obecnevenus 3awmTbl CCCI oT HCA,

MpoBoauTb aHanM3 BbiNo/AHEHMA TpeboBaHM 3awmuieHHoctn CCCI ot
HCAO

Heobxoanmble 3HaHUA

Moaenu yrpo3 MHbopmaLMOHHOM 6e30MacHOCTU CeTell 3N1EeKTPOCBA3M

OcHoBHble MH(I)OpMaLI,MOHHbIe TEXHO/NOTNN, UCNoab3yemble B CeTAX
I1EKTPOCBA3N

MpunHumnbl noctpoeHna 3TKC

OCHOBHble XxapaKTepuUcTUKK cnocobos, cpeacts n cucrem 3awmutbl CCC3 ot
HCA

OcHosbl mogennpoBaHua 3TKC

[Apyrve xapakTepncTukm




3.7.2. TpynoBan pyHKLMUA

Paapa 60TKa TEXHONOTMYECKUX
npoueccos nponssoacTea

NPOrpamMmMmHbIX, NMPOrPaMMHO- YpoBeHb
HanmeHoBaHMe | annapaTtHbIX (B TOM yncne Koa G/02.8 |(noayposeHb) 8
KpunTorpadpuyeckmx) U TeXHUUYECKNX KBasnduMKaumnm

HCA,

cpencTs 1 cuctem 3awmtbl CCCI ot

MpoucxoxaeHue

OpurmHan X

3anmcTBOBaHO U3

TPYAOBOM GYHKUMUM opuUrnHana
Kog, PerncrpaunoHHbIn
opurMHana HoMep
npodeccnoHanbHoro
CTaHgapTa
TpyAoBble AeicTeus MnaHuposaHue TEXHONOMMYECKUX npoueccos npousBoAacTBa
NPOrpPaMMHbIX, NpPorpammMHo-annapaTHbIX (B TOM yncne

KpunTorpadprueckmnx) n TEXHUYECKUX CPeacTB U cuctem 3awmtbl CCCI oT
HC/A,

PaspaboTka TeXHO/MOrMYECKOW  [AOKYMeHTauuMM Ha  MNpPOU3BOACTBO
NPOrpaMmHbIx, nporpaMmHo-annapaTHbIX (8 TOM yncne
Kpuntorpadmueckmnx) n TeEXHUYECKUX CpeacTs U cuctem 3awmtbl CCCI oT
HC/A,

PaspaboTka cuUCTEMbl MOHMUTOPUHIA  TEXHOJIOTMYECKMX  MPOLECCOB
NPOM3BOACTBA MNPOrPamMMHbIX, MPOrpaMmHoO-annapaTtHbiX (B TOm u4ucne
Kpuntorpadmueckmnx) n TeXHUYECKUX CpeacTs U cuctem 3awmtbl CCCI ot
HCA,

Heobxoanmbie ymeHus

npOBOAMTb dHaIn3 un Bbl60p COCTaBa, XapPaKTepUCTUK TEXHOJSIOTMYECKUX
npoueccos nponssoacTtBa MNpPOrpaMmMHbIX, NPOrpaMmmMHO-annapaTHbIX (B
TOM Yymncne KpVII'ITOI'pad)VI‘-IECKVIX) N TEXHUYECKNX CpeacTtB U CUCTEM 3aLLUNTDbI
CCC3 ot HCA,

dopmMnpoBaTb TEXHONOMMYECKYID OOKYMEHTAUMI0 Ha MNpOM3BOACTBO
NPOrpaMmHbIx, nporpaMmHo-anmnapaTHbIX (8 TOM yncne
Kpuntorpadmueckmnx) n TeXHUYECKUX CpeacTs U cuctem 3awmtbl CCCI ot
HCA,

BboinonHATb  aHanm3 M obBOCHOBaHWME  cCUCTEMbl  MOHWTOPMHIA
TEXHOJ/IOTMYECKMX NMPOLLeCCOB MPOM3BOACTBA MPOrPAaMMHbIX, MPOrPammHO-
annapaTHbIX (B TOM yncae Kpuntorpaduyeckmx) U TEXHUYECKUX CPEACTB U
cnctem 3awmtbl CCCD ot HCA,

BblbMpaTb  HOMEHKNATYpy W XapaKTEPUCTMKM  TeXHO/OrMYecKoro
obopyaoBaHun

Heobxoanmble 3HaHUA

TpeﬁDBaHMH K NnoKa3atenAam KayecCtBa nNporpaMmmHbiX, NporpammHo-




annapaTHbIX (B TOM yMcie KpunTorpaduyecknx) nu TeXHUYECKUX CpeacTs U
cuctem 3awmtbl CCCO ot HCA,

dnemeHTHaa  6asa  nNpou3BOACTBA  MPOrPaMMHbIX,  MPOrPaMMHO-
annapaTtHbIX (B TOM yMcae Kpuntorpaduyeckmx) U TEXHUYECKUX CPeacTs U
cunctem 3awmtbl CCCO ot HCA,

MeTtoponormna NCMbITaHU NPOrpamMmmHbiX, NPOrpamMmmMmHO-annapaTHbIX (B
TOM Yyunucne KpVII'ITOI'pad)VI‘-IECKVIX) N TEXHUYECKNX CPpeacTtB U CUCTEM 3aLLUNTDbI
CCC3 ot HCA,

MPMHUMNbI  NOCTPOEHUA  CUCTEMbI  MOHWUTOPUHIA  TEXHONOTMYECKMUX
NPOLECcCOB NPOM3BOACTBA MNPOrpamMMHbIX, MPOrpammHO-annapaTtHbIX (B
TOM umncie Kpuntorpadrueckmnx) n TeXHUYECKUX CPEACTB U CUCTEM 3aLUUTbI
CCC3 ot HC/,

HopmaTvBHble MpaBoOBble aKTbl B 06/acTU CBA3M, MHOOPMATM3ALMU U
3aWmTbl MHGOPMaLUK

HauuoHanbHble, MEKrocyaapCTBeHHbIE U MEXAyHapoAHble CTaHAapTbl B
obnacTu cpeacTB M CUCTEM 3aLLMTbI ceTel anekTpocsAsn oT HCA,

HopmaTusHble NpaBoBble aKTbl MO OpraHM3auumM NPoOn3BOACTBa TOBApPOB U
yenyr B coepe 3awmtbl CCCI ot HCA

PykosogAwme n meToan4eckme AOKYMEHTbI YNO/THOMOYEHHDbIX
d)ep,epaanblx opraHos WUCNOJIHUTENIbHOW BNACTU MO 3auuTe MHd)OpMaLI,VIVI

[pyrve xapakTepnctuku

IV. CBepgeHua 06 opraHusaumsax - paspaboTymkax
npodeccnoHanbHOro CTaHaapTa

4.1. OTBeTCTBEHHasA OpraHu3auns-paspaboTumnk

3A0 "Accoumaums cneumanmcTos MHGOPMaLUMOHHBIX cucTem", ropos CaHKT-MeTepbypr

leHepanbHbIA AUpPEKTOp

ConogaHHMKos AnekcaHgp Bnagmumuposuny

4.2. HaumeHoBaHUA opraHusaumnin-paspaboTymkos

1 MerKpermoHanbHas obLLecTBeHHasa opraHM3aums "Accoumayma 3awmTbl MHPopmauumn", ropog,

MockBa

2 ®ryn "HayyHo-texHudyeckuii uentp "Atnac” (Oryn "HTU, "Artnac"), ropoa Mocksa

3 denepanbHoe yyebHO-MeToaMYECcKoe 06beaAMHEHWE MO YKPYMHEHHOM rpynne

cneumanbHOCTEM U HanpaBaeHU nogrotoBkn "UHdpopmaumoHHas 6esonacHocTb"

4 ®rKOY BO "Akapgemus PenepanbHoit cnyxbbl 6esonacHoctu Poccuitickort eaepaumn”, ropoa,

MockBa




<1> O6LepoccUMCKMn KnaccudmrKaTop 3aHATUN.
<2> 06LWepocCcMnCcKMn KnaccudrKaTop BUAOB IKOHOMUYECKOM AeATEe/IbHOCTY.

<3> EauHbIA KBanMPUKALMOHHBIA CMPaBOYHUK AO/MKHOCTEN PYyKOBOAMTENEN, CMeunanncToB U
APYTUX CyKaLuX.

<4> Obwepoccninckuin knaccudmkaTop npodeccnin paboumx, LOMKHOCTEN CAYKALMX U TAPUPHbIX
paspsaaos.

<5> O6Lepoccninckmin KnaccudurKaTop cneumnanbHocTen no obpasoBaHuto.

<6> 3akoH Poccuiickoin Pegepaumm ot 21 nona 1993 r. N 5485-1 "O rocygapcTBeHHOM TaliHe"
(CobpaHue 3akoHoaaTenbcTBa Poccuinckoit depepaumm, 1996, N 15, ct. 1768; 1997, N 41, cT. cT. 4673,
8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227, 8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002,
N 52, ct. 5288; 2003, N 6, cT. 549, N 27, cT. 2700, N 46, cT. 4449; 2004, N 27, cT. 2711, N 35, cT1. 3607,
2007, N 49, ct. 6055, cT. 6079; 2009, N 29, c1. 3617; 2010, N 47, cT. 6033; 2011, N 30, cT. 4590, cT. 4596,
N 46, cT. 6407; 2013, N 51, cT. 6697; 2015, N 10, cT. 1393).

<7> 06LwepoccMncKkmMin KnaccudmKkaTop cneumanbHOCTEN BbICLLEN HayYHOM KBaanduKaumu.




