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KoMmiekT KOHTpPOJIBbHO-OIEHOYHBIX CpEACTB pa3paboTaH Ha OCHOBE
denepaqbHOTO TOCYJApCTBEHHOTO OOpPa30BATENBbHOTO CTaHJApTa CpPEIHEro
npodeccuonansHoro oobpazoBanus no crneuuansHocTd 10.02.05 OOGecrneuenue
nH(OPMAIMOHHOW 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM, YTBEPKIECHHOIO
npukazoM MuHucTepcTBa 00pa3zoBaHusi M Hayku Poccuiickonn deneparuu ot 9
nekabpss 2016 roma Ne 1553, ¢ yyerom mpodecCHOHAIBLHOIO CTaHAapTa
«CrenuanucT mo 3amuTe UHPOPMAalMK B TEJIEKOMMYHHMKAIIMOHHBIX CHUCTEMax M
CeTAX», YTBEPKIAEHHOro MuUHHCTEpCTBA TpyJa M COLMAIBHOM  3alUThHI
Poccuiickoit ®enepanuu ot 14 centsbps 2022 roma Ne 536H, U ¢ yueTom
npodeccuonansHoro cranaapra «Crnenuanuct mo 0e30MacHOCTH KOMITbIOTEPHBIX
CHUCTEM U CETEl», YTBEPKICHHOr0 MHHHUCTEPCTBA TPYJa U COLUUAIBHOW 3aIMTHI
Poccuiickoii ®denepanu ot 14 centsaops 2022 roma Ne 533H, u c ydeToMm
npodeccuoHanbHOro craHgapra «Choenuaiuct Mo 3amuTe uHopManuu B
aBTOMATH3UPOBAHHBIX CHUCTEMAax», YTBEPXKAEHHOTO MUHHCTEPCTBA Tpylna U
counanpHOM 3amuThl Poccuiickoit @eneparun ot 14 centadps 2022 rona Ne 525H.

CocTaBUTEND:

Koanes H.A., npenogasarens OI'AIIOY «AnekceeBCKUM KOJIEIK»



1.ITacmopT KOMILIEKTA OLIEHOYHBIX CPEACTB

1.1 ObsacTh NpUMEHEHUS KOMILUIEKTA OLEHOYHBIX CPE/JACTB

KonTtponrsHo-onieHounbie cpeactBa (KOC) npegnazHaueHsl i1l KOHTPOJIS U
OIIEHKH 00pa30BaTENIbHBIX JIOCTHXKEHHN 00Y4YaronIuXcsi, OCBOMUBIIMX IPOTPAMMY
M/IK.03.01 Texnuueckas 3amuTa HHOOPMAIIUH.

KOC  BximoyaroT  KOHTpOJIbHBIE ~ MaTepuaiabl  JUISI  IPOBEACHUS
MIPOMEXKYTOUHOM aTTecTauu B opMe dK3aMeHa.

KOC pa3paboran Ha ocHoBanmm pabodeit mporpammer MJIK.02.01.
[TporpaMMHBIC B TTPOTPaMMHO-AITIIApaTHBIE CPECTBA 3aIIUTHI HH()OPMAIIHH.

1.2. Heau u 3axaun M/IK — TpeGoBanus k pedyabratam ocsoennss M/IK
C  uenpr0  OBIAJEHUS  yKa3aHHbIM  BUJOM  JIEATEIBHOCTH U
COOTBETCTBYIOIIMMU NPO(ECCUOHATBHBIMU KOMIETEHIMSAMH 00ydYaromuiics B
xoae ocBoeHuss MJIK nomkeH:

yMeTh:

V.1 yCTaHABIMBATh,  HACTpaWBaTh, MPUMEHATH  IPOrPaMMHBIE U
POrpaMMHO-AaMIapaTHbIE CPEACTBA 3aIIUTHl HH(POPMALINH;

V.2 YCTaHABIMBATh M HACTPAaWBaTh CPEJCTBA AHTUBUPYCHOM 3alllUTHl B
COOTBETCTBHUH C MPEABSABIAEMbIMA TPEOOBAHUSIMU;

V3 JUArHOCTUPOBATh, YCTPAHSITh OTKa3bl, oOecreuynBaTh
paboTOCOCOOHOCT, UM TECTUPOBaTh  (PYHKIUMU  IPOrPAMMHO-
anmnapaTHbIX CPEJICTB 3allUThl HH(GOpMAITIH;

V.4 NPUMEHSTh MPOrPaMMHBIE W MPOrPaMMHO-AINIApaTHbIE CPEACTBA IS
3amuThl HHGOpManuu B 6a3ax JTaHHBIX;

V.5 MPOBEPATH BBHINOJHEHHE TpeOOBaHMI MO 3amuTe HHPOpMALMHU OT
HECAaHKIIMOHUPOBAHHOTO  JOCTyNa TpHU  aTTeCTallud  OOBEKTOB
uH(popMaTh3auu no TpedoBaHUAIM O€30IMaCHOCTH HH(OPMAIINH;

V.6 OpPUMEHSATh ~ MaTeMaTHYeCKUW  ammapar Il BBINOJHEHUS
Kpunrorpadguyeckux npeoopa3oBaHuii;

V.7 UCII0JIb30BaTh TUIOBbIE IPOrPAMMHBIE KpUIITOTpadUuuecKre CpeacTna,
B TOM YHCJIE JIEKTPOHHYIO MOAINHUCE;

V.8 IPUMEHSITh CPEICTBA TAPAHTUPOBAHHOTO YHUUTOXKEHUSI HH(DOpPMALINH;

v.9 yCTaHABIMBATh,  HACTpamBaTh, MPUMEHATH  NPOrPaMMHBIE U

POrpaMMHO-aMIapaTHbIE CPEACTBA 3aIIUTHl HH(DOpPMALIIH;



V.10  ocymecTBIsSITh MOHUTOPUHT U PETUCTPAIIUIO CBEACHUN, HEOOXOIUMBIX
JUTSL  3aIATBl  OOBEKTOB HWH(POpMATHU3AIIMH, B TOM YHUCIE C
HCIIOJB30BaHUEM MPOTPAMMHBIX M MPOTPAMMHO-ANNApPaTHBIX CPEACTB
OOHapy»XeHHUs, MPEAYNPEeKIACHUS U JUKBUIAALUMUUA TOCJIEACTBUN
KOMITBIOTEPHBIX aTaK.

3HATb:

3.1 OCOOEHHOCTH U CIIOCOOBI IPUMEHEHUS! POTPaMMHBIX U IIPOIPAMMHO-
anmapaTHbIX CpPEACTB 3alMThl HMHPOpMALMK, B TOM YHCIE, B
OTIEpPAIIMOHHBIX CUCTEMAaX, KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

3.2 METOJIbI TECTUPOBAaHUA (DPYHKUUNA OTHEIABHBIX MPOTPAMMHBIX H
MPOrpaMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HH()OPMALINH;

33 TUTIOBBIE MOJENM YTMpPaBICHUS] JOCTYNOM, CPEACTB, METOAOB U
IPOTOKOJIOB UIEHTU(PUKALIMU U Ay TEHTU(PUKALUY;

34 OCHOBHBIE€ MOHATUS KPUNTOrpaQUU M TUIOBBIX KPUNTOTpapUUEeCKUX
METOJIOB U CPEJICTB 3aLUThI HUHPOpMALUY;

3.5 O0COOEHHOCTH U CIOCOOBI MPUMEHEHUS! MPOTPaMMHBIX U MTPOrPAMMHO-
anmnapaTHbIX CPEJCTB rapaHTUPOBAHHOTO YHUUYTOXKEHUS HHPOPMAIIH;

3.6 TUTIOBBIE CPEJCTBAa M METOJbI BEIEHHUS ayJuTa, CPEICTB U CIOCOO0B
3alUThl HHPOPMAIUH B JIOKAJTBHBIX BHIYUCIUTENBHBIX CETIX, CPEACTB
3aIUThl OT HECAHKLIIMOHUPOBAHHOTO JOCTYIIA.

IlepeyeHb 3HAHMUM U YMEHHUH B COOTBETCTBUM C NMPO(eCcCHOHATBbHBIMU
CTaHJAapTaMHu «Cnenmnanaucr no 3ammre uHopmanuu B
TeJIEKOMMYHHUKAIIMOHHBIX cucreMax U ceTsix», YTBEpPKIeHHOI 0
MuHucTepcTBa TpyAa U CONUAILHOM 3amuThl Poccuiickoii @enepaunu ot 14
ceHT0psa 2022 roga Ne 536H, u ¢ y4eToM NPO(eCcCHOHAIBLHOIO CTaHAApPTAa
«Cnenuajaucr 1o 0e30aCHOCTHM KOMIIBIOTEPHBIX CHCTEM MW ceTeil»,
yTBep:KIeHHOro MuHHCTEepCTBAa TPyAa M COUMAJBHOM 3amuThl Poccuiickou
®enepaunu o1 14  cenrsiops 2022 roma Ne 533H, M ¢ ydeTom
npogeccMoHANBbHOr0 cranaapra «Cnenmaauct mo 3ammure uHGopManum B
aBTOMATH3HPOBAHHBIX CHCTEMax», YTBepP:KAeHHOro MuHHCTEpCTBA TpPyAa U
counaabHoil 3amuTbl Poccniickoii @enepanun ot 14 cenrsadops 2022 roga Ne
525n:

1) cnocoOsl 3amKTHl HH(GOPMAIIUU OT YTEUKHU M0 TEXHUYECKUM KaHallaM;

2) OCHOBHBIE METObI YIPABJICHHUS 3aIIUTON HH(DOpMALUK;

3) TnOpuUMEHSATh AHTUBUPYCHBIE CpEACTBa 3allUThl MHOpMAuU B
ONEPALMOHHBIX CUCTEMAX;

4) opraHu3alMOHHBIC MEPHI MO 3aLTUTEe HH(POPMALIHH.



Ilepeyenbr 3HAHWI, YMEHUH, HABBIKOB B COOTBETCTBHUH CO
cnenupuranmen craHaapra komnereHuuMu 4yemnuoHara «IIpodeccnonaabn
KopnoparuBHasg 3ammra oOT BHYTPEHHHMX Yrpo3 WHGOPMAaUMOHHOMU
0e3omacHoOCTH, KOTOpbIE aKTyaJIU3UPYIOTCH npu H3yYEeHUU
MEKIMCUHMININHAPHOIO Kypca:

1) 3HaTh W MOHUMAaTh: TUNOBOW HAOOpP OOBEKTOB 3aLIUTHI, MPUOPUTETHI
JocTyna K MHQpOpMaly, TUIIOBBIE POJIM M10JIb30BATENEH;

2) 3HaTh ¥ IOHUMAaTh: KaHAJbI IEpeaun JAHHbBIX: ONPEEICHNE U BUJIbI;

3) 3HATh W MOHUMATh: TEXHOJOTHH PAOOTHI C MOJIUTUKAMH UH(GOPMAITMOHHOMN
0e301aCHOCTH;

4) ymeTb: co3aaTh OOBEKTHI 3aUThl U oauTuky Wb, ucnons3ys Texnonoruu
aHaJIM3a B CUCTEME KOPIIOPATUBHOM 3AILUTHI;

5) yMeTh: aIMHUHUCTPUPOBAHHE ABTOMATU3MPOBAHHBIX TEXHUUYECKHUE CPEICTBA
yIpaBJIEHUS U KOHTPOJIS HHPOpMALMKU U HH()OPMALIMOHHBIX IOTOKOB;

6) yMeTb: co34aTb B CHUCTEME MAaKCUMaJbHO IIOJHBIM HA0Op MOJUTHUK
0€30MMacHOCTH, MEePEKPHIBAIOIINN BCE BO3MOXHBIE KaHANbI MEpEelayd JaHHBIX U
BO3MOKHBIE MHIUJCHTHI.

Ilnanupyemble  JIHYHOCTHBIE  pe3yJbTaTbl  OCBOeHHsI  paldouei
MPOrpaMMbl

JIP 4. IlposBnsitonuii U JEMOHCTPUPYIOIIMN YBaXKEHUE K JIIOJIAM TpYy.a,
OCO3HAIOLIUN IIEHHOCTh COOCTBEHHOrO Tpyaa. Ctpemsiuuiics K pOpMUPOBAHUIO B
CETEBOU CpeJie JIMYHOCTHO U MPO()ECCHOHATHFHOTO KOHCTPYKTHBHOTO «IIU(PPOBOTO
cuena»

JIP 7. Oco3Haromuii OPUOPUTETHYIO LIEHHOCTh JMYHOCTH YEJIOBEKA;
YBAXAIOMUNA COOCTBEHHYIO M UYyXKYI YHUKAIHHOCTh B Pa3JIMUHBIX CUTYaIUsIX, BO
Bcex (hopMax M BUJAX JIEATEIbHOCTH.

JIP 9. CoOmoparomuii ¥ MpoIaraHJdpyomuid mpaBuia 370pOBOr0 U
0e3omacHoOro o0pasa >KW3HH, CIOPTA; MPEAYNPERKAAOUINI 1100 MPEO10IeBAIOLIUI
3aBUCUMOCTH OT aJIKOTOJIs, TabaKa, ICUXOAKTHUBHBIX BEIIECTB, a3apTHBIX UTP U T.1I.
CoxpaHsIOMMil TMCUXOJOTHYECKYI0 YCTOMUYMBOCTH B CUTYaTUBHO CIOXHBIX HWIIU
CTPEMUTEIBHO MEHSAIOIINUXCS CUTYalUsIX.

JIP 10. 3aborsamuiics O 3amuTe OKPYXKAIOIIEH Cpeabl, COOCTBEHHOU U
4y>kK0i1 0€30MacHOCTH, B TOM Uuciie U(POBOA.

JIP 11. IlposiBasitomiuii  yBaXK€HUE K OCTETUYECKUM  IIEHHOCTSIM,
o0Jaarouii OCHOBAMH 3CTETUYECKON KYJIbTYPHI.

Pesynbrarom ocBoenuss MJIK sBisieTcst oBiajieHne 00ydYarOIMUMHUCS BUIOM
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IPOrPaMMHBIMH U TIPOTPAMMHO-ANMAPATHBIMUA CPEJCTBAMH, B TOM YHUCIIE OOIIHE
kommneteHuu (OK) u npodeccronansupiMu kommnereHuusmu (I1K):

Koxa HaumeHoBaHue pe3yJibTaTa 00yUeHUs
OK 01 Br16upats criocoOb! perienus 3a1a4 npopecCHOHANbHON AESITETbHOCTH,

IPUMEHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM

OK 02 OcCy1IeCTBIATDH MOKUCK, AaHATU3 U UHTEPIPETALUIO HH(OPMALIUH,
HE00XO0IMMO JJIsl BBITIOJIHEHHSI 3a/1a4 TPO(ECCHOHAIbHON AESITeIbHOCTH

OK 03 [InanupoBaTh W peann3oBBIBATH COOCTBEHHOE MPO(ECCHOHAIBHOE U
JMYHOCTHOE Pa3BUTHE

OK 04 PaGoTaTh B KOJIEKTHBE U KOMaH[1e, 9)()EeKTUBHO B3aMMOAEHCTBOBATD C

KOJIJICTaMHM, pPYKOBOJACTBOM, KIMCHTAMM

Ocy1ecTBIATh YCTHYIO M TUCHMEHHYIO KOMMYHHUKAITUIO Ha
OK 05 | rocymapCTBEHHOM SI3BIKE C YU€TOM OCOOCHHOCTEH COIUAIbHOTO
KYJBTYPHOTO KOHTEKCTa

[IposiBIATH Ipa’KJaHCKO-MATPUOTUUECKYIO MTO3UIIUIO, IEMOHCTPUPOBATH
OK 06 OCO3HAHHOE MMOBEJICHUE HA OCHOBE TPAIUIIMOHHBIX O0IIEYETOBEYECKUX
IIEHHOCTEH, MPUMEHSITh CTAaHAapThl aHTUKOPPYIIIMOHHOTO MOBEACHUS

ConeiicTBOBaTh COXpaHEHUIO OKPYKAIOIIEH Cpefibl, peCypcocOepexeHuIO,

OK 07 N .
3¢ (EKTUBHO AEHCTBOBATh B UPE3BBIYANHBIX CUTYALUAX

Hcnonb30BaTh cpencTBa PuU3nUecKor KyJIbTYPhI IJIs COXpAaHEHUS U
OK 08 | ykperieHus 30pOBbs B mpoIiecce MPo(hecCHoHambHOM NeITeTbHOCTH U
noi/Iep KaHusi HEOOXO0IMMOTO YPOBHSI (PM3NUYECKON MTOATOTOBICHHOCTH

Hcnonp3oBaTh HHPOPMAITMOHHBIE TEXHOJIOTUHU B PO ECCHOHATBHON
JEATEIbHOCTH

OK 09

[Tonb3oBaThCs MPOPECCUOHAIBHON JOKYMEHTAIMEN Ha TOCY 1apCTBEHHOM
Y UHOCTPAHHOM $I3bIKaX

OK 10

IIK 2.1. OcCylecTBISITh YCTAHOBKY M HACTPOWMKY OTAEJIBbHBIX MPOTPAMMHBIX, MPOTrpaMMHO-
afrnapaTHbIX CPCACTB 3allIUThI I/IH(bOpMaI_II/II/I.

K 2.2. ObecneunBaTh 3alIMTy UHPOPMALUU B aBTOMATU3UPOBAHHBIX CHCTEMAax OTIEIbHBIMU
IPOrpaMMHBIMHU, IIPOTPAMMHO-ANIMAPATHBIMU CPEJICTBAMHU.

[IK 2.3. OcCymiecTBIATh TECTUPOBAHUE (YHKUUN OTHAEIBHBIX MPOTPAMMHBIX W HPOTPAMMHO-
anmnapaTHbIX CPEACTB 3alIUThI HH(OPMALIHH.

[IK 2.4. OcymiecTBisATh 00paboOTKy, XpaHEHHE M TIepegadyy HH(POPMALUU OTrPaHUYEHHOTO
JIOCTYyTIA.

IIK 2.5. YHuuTOXKaTh HMHPOPMAIMIO ¥  HOCUTENM HWH(POpPMAaMM C  HCTOJIb30BaHUEM

IIPOTrPaMMHBIX U IPOTPaMMHO-AMNAPATHBIX CPEICTB.

IIK 2.6. OcCymIeCTBISITh ~ PETUCTPAIIMI0  OCHOBHBIX  COOBITMM B aBTOMAaTH3HUPOBAHHBIX
(vHGOPMAIIMOHHBIX) CHUCTEMax, B TOM YHCJIE C HCIOJIb30BAaHUEM TMPOTPAMMHBIX H
POTpaMMHO-aNNapaTHBIX CPEJICTB OOHApPY>KEHUs, MPERyNpPEeKICHUS M JUKBUIAIUN
MOCJIEACTBHI KOMITbIOTEPHBIX aTaK.

1.3 Pe3yabTaThbl 0CBOCHUS MEKIAMCIUILVIMHAPHOTO Kypca,
noviexKalme nNpoBepKe




HaumeHoBaHue TeM Kompr CpencrBa KOHTPOJIS 1 Cpencraa KOHTPOIIS U
KOMIICTEHIMIA OLICHKH PE3yJIbTaTOB OLICHKH PEe3yJIbTaTOB
o0y4JeHus 00yueHus
(OK, IIK), . .
B paMKax TeKyIIel B paMKax MPOMEKYTOUHOM
JIMIHOCTHBIX aTTecTalun aTTecTalnun
pesyzsraros (JIP), (HOMep 3ananus) (HOMep
ymennti (Y), 3a1aHHsI/KOHTPOJIHLHOTO
3HaHui (3), BOmpoca/
ibopMmEpoBaEHIO 9K3aMEHAIMOHHOTO OneTa)
KOTOPBIX
CHOCOOCTBYET
JIIEMEHT
POrPaMMbI
Tema 1.1. [Ipeamer u OK1-7 T3 Nel-20
3312491 IPOTPaAMMHO- OK10 I13 Ne1-9
arnmapaTHOM 3alUThI 3an324 1-2.6
uH(pOopMaIIun VI1-V10
JIP4, JIP7-11
Tema 1.2. CtangapTsl OK1-7 TI3 Nel T3 Nel-20
0e30MmacHOCTH OK10 I13 Nel-9
K 2.1-2.6
31-34
V1-V10
JIP4, JIP7-11
Tema 1.3. 3amumennas | OK1-7 I13 Ne2,3.4 T3 Nel-20
ABTOMATHU3UPOBaHHAs OK10 I13 Ne1-9
CHCTEMA [IK 2.1-2.6
31-34
Y1-¥10
JIP4, JIP7-11
Tema 1.4. OK1-7 I13 Ne5 T3 Nel-20
JlecTabumusupyroiiee OK10 I13 Ne1-9
BO3JICCTBUE HA NK 2.1-2.6
00BEKTHI 3AIUTHI 31-34
V1-¥10
JIP4, JIP7-11
Tema 1.5. [Ipunmuns OK1-7 T13 Ne7 T3 Nel-20
IIPOrpaMMHO- OK10 I13 Ne1-9
arnmapaTHoOM 3aluThI g[1K324 1-2.6
uH(popMmaIum oT V1-V10
HECaHKLIMOHUPOBAHHOTO | j1pg Jp7-11
JIOCTyTIa
Tema 2.1. OcHOBBI OK1-7 T3 Nel-20
3aIIUTHl ABTOHOMHBIX OK10 I13 Nel-9
ABTOMATU3HUPOBAHHBIX K 2.1-2.6
CHCTEM Sisod
V1-V10
JIP4, JIP7-11




Tema 2.2.3amura OK1-7 T3 Nel-20
nporpamm ot u3yuenns | OK10 13 Nel-9
K 2.1-2.6
31-34
V1-Y10
JIP4, JIP7-11
Tema 2.3. Bpenonocnoe | OK1-7 T13 Ne8-9 T3 Nel-20
IpOrpaMMHOE OK10 I13 Ne1-9
obecrneucHue IK2.1-2.6
31-34
V1-V10
JIP4, JIP7-11
Tema 2.4. 3amura OK1-7 II3 Nel10-11 T3 Nel-20
nporpamm u aannbx or | OK10 13 Nel-9
HECaHKIIMOHHUPOBAHHOI'O 3HIK324 1-2.6
KOITUPOBAHUS V1.V10
JIP4, JIP7-11
Tema 2.5. 3amura OK1-7 II3 Nel12-15 T3 Nel-20
uHdOpMAIIY HA OK10 I13 Nel-9
ManmuaHBX HocuTensx | LK 2.1-2.6
31-34
V1-Y10
JIP4, JIP7-11
Tema 2.6. Annapatusie | OK1-7 T3 Nel1-20
CpencTBa OK10 I13 Ne1-9
UACHTU(DUKAITIY 1 gllK324 1-2.6
ayTeHTHQ)I/IKaLEI/IH VI1-V10
MOJIb30BaTeICH JIP4, JIP7-11
Tema 2.7. CucreMsl OK1-7 I13 Nel6 T3 Nel-20
OOHapy)KeHUs aTaK 1 OK10 13 Nel-9
BTOpKCHHIA K 2.1-2.6
31-34
V1-Y10
JIP4, JIP7-11
Tema 3.1. OcHOBBI OK1-7 T3 Nel-20
IIOCTPOCHHUS OK10 I13 Nel-9
3allIUILEHHBIX CeTel 1K 2.1-2.6
31-34
V1-Y10
JIP4, JIP7-11
Tema 3.2. Cpencrtpa OK1-7 I13 Nel7 T3 Nel-20
opraauzanuid VPN OK10 I13 Ne1-9
I[IK 2.1-2.6
31-34
V1-V10
JIP4, JIP7-11
Tema 4.1.06ecneucune | OK1-7 I13 Nel8,19 T3 Nel-20
0e30MmacHOCTH OK10 I13 Nel-9




MEKCETEBOTO K 2.1-2.6
B3aUMO/ICHICTBUS 31-34

Y1-Y10

JIP4, JIP7-11

Tema 5.1. 3amura OK1-7 13 Ne20,21 T3 Nel1-20
nHdOpMaImH B 6azax OK10 I13 Nel-9
JAHHBIX IK 2.1-2.6

31-34

Y1-V10

JIP4, JIP7-11
Tema 6.1. Mouutopunr | OK1-7 I13 Ne22 T3 Nel-20
CHUCTEM 3allUTHI OK10 I13 Nel-9

IK 2.1-2.6

31-34

Y1-V10

JIP4, JIP7-11

Tema 6.2. 13zyuenue OK1-7 13 Ne23-25 T3 Nel-20
MeEp 3aIUThI OK10 I13 Nel-9
uHpopmaruu B 3Hf<324 1-2.6
nH(pOpPMaAITMOHHBIX V1-Y10
cucremax JIP4, JIP7-11
Tema 6.3. 13yuenue OK1-7 T3 Nel-20
COBPEMEHHBIX OK10 I13 Nel-9
porpaMMHO- 1K 2.1-2.6
anmapaTHBIX 31-34

Y1-Y10
KOMILJIEKCOB JIP4, JIP7-11

2. KoMIUIEKT OLIEeHOYHBIX CPeACTB I TeKyllleil aTTecTaluu

MJIK 02.01 IIporpaMmMHO—annapaTHble CpeACTBA o0ecreYeHnst
HH(GOPMAIIMOHHOH 0€30IIaACHOCTH
2.1. IIpakTnueckue 3aganus (I13)

2.1. IlpakTnueckue 3aganus (I13)

I13 Nel O030p HOPMATHUBHBIX MPABOBBIX AKTOB, HOPMATHUBHBIX METOAMYECKUX TOKYMEHTOB IO
3anmTe MHPOPMAILMU, B COCTaB KOTOPBIX BXOAAT TPeOOBaHUS M PEKOMEHIAIMU IO 3alluTe
UHQOpMAIIMKM MPOTPAMMHBIMH ¥ TPOTPaMMHO-ANIapaTHBIMK  CPEICTBAMHU. Pabora ¢
COZIep’)KaHHEM HOPMAaTUBHBIX IPABOBBIX aKTOB

I13 Ne2 Vwuer, ob6paboTka, xpaneHnue u nepenavya nnpopmanuu B AUC. Orpanndenue nocryna
Ha BXox B cucreMy. Vnentudukanus m ayTeHTHHKanus Mojb3oBaTeneid. PasrpanmueHne
JOCTyTIA.

I13 Ne3 Perucrtpamus coObituii (ayaut). KOHTpOJb IIEIOCTHOCTH JaHHBIX. YHUYTOXXEHUE
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OCTaTOYHOM MHPOPMAITHH.

13 Ne4 Yupasnenue nonutukon 6e3onacHoctu. [11abaoHb1 6e30macHOCTH
Kpunrorpaduueckas 3amura. O630p nporpamm mudpoBaHUs JaHHBIX

VYnpasienue noiautukoit 6ezonacHocty. [llabmonsl 6e30macHOCTH

I13 Ne5 Pacnipenenenue KkaHanoB B COOTBETCTBUU C UICTOUHUKAMU BO3JIEUCTBUS

[13 Ne6-7 Opranuzamus goctyna K daitnam

O3HaKOMJIEHHE C COBPEMEHHBIMH NMPOTPAMMHBIMU M POTrPAMMHO-aNMapaTHbIMU CPEICTBAMU
zamutel oT HCJI,

13 Ne8-9 IIpumenenus cpencts uccienoBanus peectpa Windows Jij1st HaX0KIEHUS CIEI0B
aKTUBHOCTH BpegoHocHoro I1O0

13 Ne10 3amura nHbOpMaAIMK OT HECAHKIIMOHUPOBAHHOT'O KOMMMPOBAHUS C UCIIOIB30BAHUEM
CIEMaIN3UPOBAaHHBIX POTPAMMHBIX CPEZICTB

I13 Ne 11. 3amuTHbIe MEXaHU3MBI B IpUIIOKeHUsX (Ha mpumepe MSWord, MSExcel,
MSPowerPoint)

[13 Nel2. IIpumeHneHue cpeicTBa BOCCTAHOBIECHUS OCTAaTOYHON MH(GOPMAITMN Ha TIPUMEpE
Foremost win ananora

I13 Nel3. [IpumeHeHre cCeNHAIM3UPOBAHHOTO TPOTPAMMHO CPEICTBA JJIsl BOCCTAHOBJICHUS
yJIaJeHHBIX (aiioB

13 Nel4. ITpumenenue nporpaMm ajsi 0€3BO3BPATHOTO YIalCHHs JaHHbBIX

13 Nel5. IlpumeHeHue nporpaMm s IupPOBaHKs JaHHBIX HA CheMHBIX HOCUTEISIX

[13 Nel6. MoaenupoBaHue poBeieHUs aTaku. 3yueHne HHCTpyMEHTAIbHBIX CPEACTB
0OHapyXCHUST BTOP>KCHHUIA

I13 Nel7 PazBepthiBanue VPN

I13 Ne18 M3yuenue u cpaBaeHue apxutektyp Dual Homed Host, Bastion Host, Perimetr.
I13 Ne 19. N3yuenue pa3auyHbIX CITOCOOOB 3aKPBITHS "OMACHBIX'" TTOPTOB

I13 Ne20. U3yuyenue mexanuzmoB 3amuTel CYBJ] MS Access

I13 Ne 1. M3yuyenne mratHbix cpencts 3amuTsl CYBJ] MSSQL Server.

[13 Ne22. M3yueHne u CpaBHUTEIbHBIN aHAJIN3 PACIIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB HA
npumepe RealSecure, SNORT, NFR unu apyrux anaaoros

I13 Ne 23. TIpoBenenue aynurta JIBC ceTeBbIM CKaHEPOM.

[13 Ne24 Bri6op mep 3amuThl HHGOPMAITAX TSl MX peain3allid B UHPOPMAIIMOHHON CUCTEME.
[13 No25 Br160p COOTBETCTBYIOIIMX MTPOTPAMMHBIX U MTPOTPAMMHO-AMNIapaTHBIX CPEJCTB U
PEKOMEHIalNi TTO UX HACTPOMKE

3. KoMI1eKT O1lleHOYHBIX CPEACTB IJIA MPOMEKYTOUHOM aTTecTallun
3.1. TecroBnbie 3aganus (T3)

Tecr na remy «IIporpaMmmHo—annaparHbie cpeacTBa odecneyeHUus
UH(GOPMALMOHHOM 0€30IACHOCTID)

1) K npaBoBbIM MeTOaaM, 00ecTieYnBAIOIIMM HH(POPMAIHOHHYIO 0€30NIACHOCTD,
OTHOCHATCSH:

- Pazpabotka anmapaTHBIX CpeICTB 00eCreueH s MPaBOBbIX JaHHBIX

- Pa3paboTka 1 ycTaHOBKa BO BCE€X KOMITbIOTEPHBIX MPABOBBIX CETSIX KYPHAJIOB yueTa 1eHCTBUN
+ Pa3zpa0OoTka 1 KOHKpeTH3aIMs IPABOBBIX HOPMATHUBHBIX aKTOB 0OecreueHus1 0€30MacHOCTH
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2) OCHOBHBIMH MCTOYHUKAMHU YIP0o3 HHGOPMALMOHHOM 0€30MMACHOCTH SIBJISIIOTCS BCe
yKa3aHHoOe B CIIHCKe:

- XullleHUEe )KEeCTKUX IUCKOB, OJKIIOYEHHE K CETH, MHCAl1epCTBO

+ IlepexBar JaHHBIX, XUIIIEHUE TAHHBIX, U3MEHEHUE aPXUTEKTYPbl CUCTEMBI

- XullleHUe NaHHBIX, MOJKYI CUCTEMHBIX aIMUHUCTPATOPOB, HApYIICHUE PETIaMeHTa pPaboThI
3) Buabl uHpopManuoHHOMH 0€30NACHOCTH:

+ [lepconanbHasi, KOpHopaTHUBHAas, TOCYAapCTBEHHAs

- KnnuenTckas, cepBepHasi, cereBas

- JloxanbHasi, rnobanpHasi, CMelIaHHAs

4) llenn uHpOpManINOHHOM 0€30IACHOCTH — CBOEBPEMEHHOe 00HapY KeHue,
npeaynpes;xaeHue:

+ HECAaHKLIMOHUPOBAHHOTO JJOCTYyIIa, BO3JIEHCTBUS B CETH

- MHCalIepCTBa B OpraHU3aIuu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHbBIE 00bEeKTHI HHPOPMAMOHHOK 0€30MACHOCTH:

+ KoMmbroTepHbIe ceTH, 0a3bl TaHHBIX

- UndopmairionHble cUCTEMBI, TICUXOJIOTMYECKOEe COCTOSIHHUE OJIb30BaTeeH

- busHec-opueHTHpOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OCHOBHBIMH PUCKAMHU MH(POPMAIIMOHHOV 0€3011ACHOCTH ABJIAIOTCS

- Uckaxenue, ymeHbllIeHHE 00beMa, TIEPEKOIMPOBKA HHPOPMALIUU

- TexHuueckoe BMEIIATEIbCTBO, BEIBEICHHUE U3 CTPOsI 000PYAOBAHUS CETH

+ [loTeps, uCkakeHue, yreuka nHhopMauu

7) K 0CHOBHBIM NpPUHIUIIAM O0ecrnieyeHus] HH(POPMAIIMOHHOI 0€3011ACHOCTH OTHOCUTCS:
+ DxoHOMHUYECKOH 3(pPEKTUBHOCTH CHCTEMBI O€30MTaCHOCTH

- MHorommargopMeHHOHN peannu3aiuu CUCTEMBI

- Ycunenus 3alMIEHHOCTH BCEX 3BEHBEB CUCTEMBbI

8) OcHOBHBIMHU Cy0ObeKTAMHU MH(POPMAITMOHHON 0€30I1ACHOCTH SABJIAOTCH:

- PYKOBOJUTENH, MEHEIXKEPBI, AAIMUHUCTPATOPHI KOMIIAHUN

+ opraHsl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JaHHBIX, (acPBOILIBI

9) K 0CHOBHBIM (PYHKUIMSAM CHCTEMbI 0€30IMACHOCTH MOKHO OTHECTH BCe NMepevyucJeHHoe:
+ YcraHoBieHUE perfiaMeHTa, ayIuT CUCTEMBbI, BBISIBIEHUE PUCKOB

- YcraHoBKa HOBBIX O(MCHBIX IPUIIOKEHUH, CMEHA XOCTUHT-KOMIIaHUHU

- Buenpenue ayreHTHGUKAIINN, TPOBEPKH KOHTAKTHBIX JAaHHBIX MMOJIH30BATECH

TecT 10) IIpyHUMIIOM MH(OPMAITMOHHOI 0€3011ACHOCTH ABJIAAETCH MPUHIIUAI HeONMYLIEHHS:
+ HeomnpaBnaHHBIX OrpaHUYeHUN pU paboTe B ceTu (cucreme)

- PuckoB Oe3omacHOCTH CETH, CUCTEMBI

- [Ipesymnuu cekpeTHOCTH

11) IIlpyHUMIIOM MOJTUTHKH UH(OPMAIMOHHOM 0€30MMACHOCTH SIBJISIETCH MPUHLUIL:
+ HeB03MOXHOCTH MHUHOBATH 3aLUTHBIE CPEJCTBA CETH (CUCTEMBI)

- YcuseHus: OCHOBHOTO 3B€Ha CETH, CUCTEMBI

- [TonHOTO GIIOKMPOBAHUS JOCTYTIA PU PUCK-CUTYAIIUSIX

12) IIlpyHUMIIOM MOJTUTHKH UH(GOPMAIMOHHOMN 0€30MMACHOCTH SIBJISIETCH MPUHLUIL:
+ Ycunenus 3alMIIEHHOCTH CaMOT'0 HE3AIIUILEHHOT0 3B€HA CETH (CUCTEMBI)

- [lepexoma B 6e30macHOE COCTOSIHUE pabOThI CETH, CUCTEMBI

- [Tonnoro gocTtymna 1moyb30BaTeIei KO BCEM pecypcaM CEeTH, CUCTEMBI

13) IIlpyHUMIIOM MOJUTHKH UH(OPMAIMOHHOMN 0€30MMACHOCTH SIBJISIETCH MPUHLUIL:
+ Paznenenus nocrymna (00sS3aHHOCTEH, TPUBIIICTHI ) KITUEHTaM CETH (CHCTEMBI)

- OnqHOYpPOBHEBOM 3aIUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OJHOTHUITHBIX TPOTPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMBbI

14) K 0CHOBHBIM THIIAM CPEACTB BO3/1€iiCTBUS HA KOMIILIOTEPHYIO C€Th OTHOCUTCS:
- Komnbrotepnsiit cOoi

11



+ Jlornueckue 3aKiaiku («MUAHBD))

- ABapuiiHO€ OTKIIIOUEHHE MUTAHUS

15) Korjaa nmoJiydeH cnam no e-mail ¢ npusioxkeHHbIM paiioMm, ciaenyer:

- [IpounTaTh npuiIOKEHUE, €CIIM OHO HE COACPKUT HUYETO IEHHOTO — YJIaJIUTh

- CoxpanuTh npuiioxkeHue B napke «Cram», BBIACHUTH 3aTeM [P-ampec reneparopa cnama
+ Y anuTe NUChbMO ¢ IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €ro

16) llpunuun Kupxroda:

- CekpeTHOCTh KJII0Ya ONpeesieHa CEKPETHOCTHIO OTKPBITOTO COOOIICHHS

- CekpeTHOCTH MH(POPMAIUU OIpeieJieHa CKOPOCThIO Mepeiaul TaHHbIX

+ CeKpeTHOCTb 3aKPHITOr0 COOOIIECHHSI OTMPEAETSETCS CEKPETHOCTHIO KITI0Uua

17) OIII - 31o:

- DnekTpoHHO-1IMPOBOI Mpeodpa3zoBaTelb

+ DIEeKTPOHHO-IIU(PPOBas MOMUCH

- DIeKTPOHHO-IIU(POBOIL MpoIIeccop

18) HauOoJsiee pactipocTpaHeHbl Yrpo3bl HHPOPMALMOHHOK 0€30NaACHOCTH KOPIOPATHBHOIM
CHCTEeMBbI:

- [Toxynka HenuuenznonHoro [10O

+ OmuOKY KCIUTyaTalluyd U HEYMBIIIIJICHHOTO U3MEHEHUS PEKUMa pabOThI CHCTEMBI

- Co3HaTeNnbHOT0 BHEIPEHHS CETEBBIX BUPYCOB

19) Haunbos1ee pacnpocTpaHeHsbl YyIpo3bl HH(POPMAIIMOHHOH 0€301IACHOCTH CeTH:
- PacipenenenHbIil 1OCTYN KIMEHT, OTKa3 000pY10BaHUS

- MopaJIbHBII U3HOC CETH, HHCAUIEPCTBO

+ COoii (0TKa3) 000pyAOBaHMS, HEJIETATHFHOE KOTTMPOBAHNUE TAHHBIX

TecT_20) Hanbosee pacnpocTpaHeHbl CPeACTBA BO3AeHCTBHUS HA ceTh oduca:

- Cnabblii Tpaduk, ”HPOPMAITMOHHBIN 0OOMaH, BUPYChl B UHTEPHET

+ Bupycsl B ceTH, JOrM4eCcKre MUHBI (3aKJIa K1 ), HHPOPMAIIMOHHBIH ITepexBar

- KommnbroTepHbie cOou, n3MEeHEHNE aIMUHCTPUPOBAHHUS, TOMIOJIOTUU

21) Yreuxoii nHGopManHuHu B CCTeMe HA3bIBACTCS CUTYalHsl, XapaKTepu3yemMas:
+ IloTepeit faHHBIX B CUCTEME

- 3smenenunem ¢opmbl uHGOpMaLIUN

- smenennem coaep:xkanusi UHGpoOpMaluu

22) CpoiictBamu uH(popmManun, HandoJee aKTyaJIbHBIMH NIPH 00ecTie4eHun
HH(OPMAIMOHHOI 0€30MACHOCTH ABJISAIOTCS:

+ IleaocTHOCTR

- JloctynHOCTH

- AktyanbHOCTB]

23) Yrpo3a nuapopMaunoHHOH cucTeMe (KOMIILIOTEPHOM CeTH) — 3TO:

+ BeposiTHOE coOBITHE

- JlerepmuHupoBaHHOE (BCETIa OMPEICTICHHOE) COOBITHE

- Co0ObITHE, TPOUCXOISIIEE TIEPHOIMUECKI

24) Uudopmanmsi, KOTOPYIO cjieayeT 3alUIIATH (110 HOPMATHUBAM, IPABUJIAM CETH,
CHCTEMbI) HA3bIBAETCS:

- PernamentrpoBaHHOM

- IIpaBoBoii

+ ZamunraeMon

25) Pa3HOBMIHOCTSIMH YIPO3 0€30IaCHOCTH (CeTH, CHCTEMbI) ABJISIIOTCH BCe MEPYUCIEHHOE
B CIIUCKe:

+ IIporpaMMHbIe, TEXHUYECKUE, OPraHU3alIMOHHbIE, TEXHOJIOTMYECKUE

- CepBepHble, KIIUEHTCKHUE, CITyTHUKOBBIE, HA3EMHbBIE

- JInunble, KOprIOpaTUBHBIE, COLMATBHBIE, HALIMOHATbHbIE

26) OxoHYATEJIbHO, OTBETCTBEHHOCTD 32 3aIIUIIEHHOCTh JAHHBIX B KOMIILIOTEPHO ceTH
HeceT:
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+ Brnanenen cetu

- AIMUHUCTpPATOp CETH

- [Tonp30Batens cetn

27) lMoanTUKA 6€30MACHOCTH B cucTeMe (CeTH) — ITO KOMILJIEKC:

+ PykoBojcTB, TpeOoBaHUI o0OecrieueHrsI HEOOXOAMMOTO YPOBHS 0€30MTacCHOCTH
- UHCTpYKIHiA, aITOPUTMOB MOBECHUS TOJIB30BATEIS B CETH

- HopMmb1 nHGOpMaIimoHHOTO MpaBa, co0JII01aeMbIe B CETH

28) HamnboJiee Ba:KHBIM NPHU peaIn3aliiy 3allIUTHBIX Mep NOJUTHKH 0€30NaCHOCTH
SIBJISIETCS

- AyauT, aHanu3 3aTpatr Ha MPOBEACHUE 3aIUTHBIX MEp

- Aynut, aHanu3 6€301macHOCTH

+ Ayaut, aHalu3 ys3BUMOCTEN, pUCK-CUTYyalui

29) llenHocTh MH(pOPMAIUY ONIPEAEIAETCH:

a) CTENEHBIO €€ MOJIE3HOCTH IS BIaIebIa
b) HICTUHHOCTHIO MITH TOCTOBEPHOCTHIO
C) KOH(UICHITNATEHOCTHIO

30) O0beKkTOM 3aIUTHI MH(POPMAIIUU SABJISIETCS:

a) pabora, MOCBsIIEHHAs 3alIUTe HHPOPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAaX
b) KoMIBIOTEpHASI CHCTEMa WJIM aBTOMaTHU3UPOBAHHAS CHCTEMa 00pabOTKH TaHHBIX
C) KOMILJIEKC CPEJICTB, MPEAHA3HAYCHHBIX 1T aBTOMATH3UPOBAHHOTO cOopa

31) KomnbrorepHas cucrema- 370...

a) BBIYMCITUTENIbHBIC KOMILIEKCHI U CUCTEMBI

b) BeIUKCIUTENBHBIE CETH

C) KOMIIJICKC amnmapaTHBIX ¥ MPOTPAMMHBIX CPEJICTB, IPEIHASHAYCHHBIX JIJIS
aBTOMATU3MPOBAHHOTO cOOpa, XpaHEeHUsI, 00pabOTKH, TIepeaaun 1 MoTydeHus nadopmauu

32) Ilox cucremoii 3amuTel HHpopmanuu B KC nonumaercs:

a) COCTOSIHHE BCEX KOMITOHEHT KOMITBIOTEPHON CHCTEMBI, ITPH KOTOPOM 00ecrieyrBaeTCs 3a-
mMTa HHGOPMAITUN OT BO3MOKHBIX YIpO3 Ha TpeOyeMOM ypOBHE

b) 0/1HO M3 OCHOBHBIX HaIpaBJICHUI o0ecreueHns 0€30MacCHOCTH TOCY1apCTBa, OTPACIIH,
BEJIOMCTBA, TOCYJApCTBEHHON OpraHu3aliy UM YaCTHOU (pupmbl

C) eIMHBIN KOMITJIEKC IPAaBOBBIX HOPM, OPTaHU3ALIMOHHBIX MEp, TEXHUUECKHUX, TPOTPAMMHBIX
U KpUIITOrpaIeCKUX CPesICTB, 00eCIeUnBAIOIIHIA 3aHIIeHHOCTh nHpopmannu B KC B
COOTBETCTBHUH C MPUHITON MOJTUTHKON 0€30MaCHOCTH

33) Cerb IOBM - 3710...

a) mpoIeccrl cOopa, 00padOTKH, HAKOIICHHU S, XPAaHECHHUSI, IOMCKA M PACIIPOCTPAHEHUS
uHpOopMaIu

b) 310 coBokynmHOCTF DBM, B3aMOCBSI3aHHBIX KaHATIAMH TIEpeIau JaHHBIX,
HEOOXOIUMBIX JIJIsl peaTn3allii 3TOH B3aUMOCBSI3H IMTPOTPAMMHOTO O0eCTieueHuUs U (HJITH)
TEXHUYECKUX CPEJCTB, MPEAHA3HAUCHHBIX JJIsS OpraHU3allK pacipeiesieHHON 00paboTKu
JTaHHBIX

¢) uHdopMaIys, BO3ZHUKAIOIIAs B X0/I€ BEJICHUS Pa3rOBOPOB, paOOTHI CUCTEM CBSI3H, 3BYKO -
YCUJICHUA U 3BYKOBOCIIPOU3BCICHUA

34) Ilox uHpOpMANIMOHHOM CHCTEMOH MOHUMAIOT:

a) YIOpsAJOYCHHYIO COBOKYITHOCTh JJOKYMEHTOB U MaCCUBOB JOKYMEHTOB U
WH(POPMAIIMOHHBIX TEXHOJIOTHIA, peaTH3YIONHNX HH()OPMAIIHOHHBIE POIIECCH

b) mporecchl c6opa, 00pabOTKH, HAKOIUICHUS, XPAaHEHHSI, IOUCKA M PaCcTIPOCTPaHEHHS
nHpopmarun

¢) uHdopmanus TUPKYJIUPYET B TEXHUIECKUX CPEICTBAX 00OPAOOTKHU M XpaHEHUs
nHOpMAIINY, a TAKXKE B KaHAJIaX CBS3H IIPH €e Ieperade

35) Ua¢popManimOHHBIMHU pecypcaM HA3bIBAKOT:
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a) IPOoIIeCC CO3/IaHMsI ONTUMAIBHBIX YCIOBUH IS YIOBJIETBOPEHHS HH()OPMAITHOHHBIX
MOTPeOHOCTEN TpakaH, OpraHu3alnii, 00IIecTBa U TOCYIapCTBA B 1IEIOM

b) JOKYMEHTBI 1 MacCHUBBI JOKYMEHTOB, CYIIIECTBYIOIIIE OT/ICIBHO UK B COCTaBE
MH(POPMAIIMOHHBIX CUCTEM

C) TOCYIapCTBEHHBIE TallHBI U KOHPUIACHITHATHHYIO HH(OPMAITHIO

36) Pasraamenue - 3710...

a) ToBeJIeHUE 3aliiaeMoi nHpopMalK 10 HEKOHTPOIMPYEMOT0 KOJIMYECTBa MoTyvaTeneit
uHpOopMau

b) monydenue 3amuiaeMon HHGOpPMaAIIUK 3aMHTEPECOBAHHBIM CYOBEKTOM C HAPYIICHHUEM
[IpaBUJI JOCTyIA K HEU

C) AEeSATENbHOCTb 110 MPEJOTBPAIICHUIO YTEUKH 3allUIaeMoi HH(OpMaLuy,
HECaHKIIMOHUPOBAHHBIX M HEIIPETHAMEPEHHBIX BO3/ICHCTBUI HA 3aIUIaeMyt0 HH(OPMAIIHIO

37) HecaHkuMOHMPOBaHHOE BO3/1eiiCTBUE HA 3AIIUIIIAeMYI0 HH(OPMAIHIO - ITO...

a) IpeJ0TBpalleHne yuiepoa COOCTBEHHUKY, BIAICbIly HIIH IOJIb30BATEN0 HHPOPMALIUU
b) COBOKYIMHOCTH CBOWCTB, 00YCIOBIMBAIOIINX TPUTOAHOCTh HH(POPMAIIUH yAOBIETBOPSThH
oIpeJielIeHHbIE TTOTPEOHOCTH €€ MOJIb30BaTelNeil B COOTBETCTBUU C Ha3HAYCHUEM
nHpopmaun

C) BO3/ICHCTBHE C HAPYLICHUEM IPABUII €€ U3MEHEHUS

38) lIudpoBanuem nHpOpMaAIUU HAZLIBAIOT:

a) mpoliecc ee peodpa3zoBaHus, IPU KOTOPOM COJICpKaHUE MHPOPMALIUU CTAHOBUTCS HE-
MOHSATHBIM JJIs1 HE 00JIaJafONINX COOTBETCTBYIOMIMMH ITOJTHOMOYHSAMH CyObEKTOB

b) n3BECTHOCTH €€ CoIepKAHUS TOIBKO UMEIOIIUM COOTBETCTBYIOIINE TOTHOMOYHS
cyObekTam

C) COBOKYIHOCTb CBOMCTB, 00YCIIOBIMBAIOLINX IPUTOAHOCTh HH(POPMALIUU YOBIETBOPSTh
OIpeieTICHHBIC TOTPEOHOCTH €€ TOIb30BaTeNIel B COOTBETCTBUU C HA3HAYCHUEM
uHpOopMaIu

39) lHoauTuka 0€30MaACHOCTH - 3TO...

a) COCTOSIHUE 3AIIUIIIEHHOCTH HH()OPMAITMOHHON cpejibl, 00ecreunBalolee ee
(hopMHUpOBaHKE U PA3BUTHE

b) 3T0 HAOOp TOKYMEHTHUPOBAHHBIX HOPM, MPABUII U MPAKTHUECKUX ITPUEMOB,
PEryJupyoIuX yIpaBieHue, 3alluTy U paclpeieneHne MH(pOpMaui orpaHiYeHHOT O
JocTyna

C) 3TO U3BECTHOCTb €€ CO/IEPKaHMs TOJIBKO UMEIOLIM COOTBETCTBYIOIINE TOJTHOMOYHS
cyOBeKTam

40) KonTpoJsuiep - 310...

a) OCHOBHOE YCTPOHCTBO CHCTEMBI, TPOU3BOIAIICE UICHTU(PUKAIIUIO MTOJIB30BATENS U JIAI0-
IIee pa3pelieHre Ha IMPOX0/I, B CIIy4ae €ClIM CYNTAHHBIN ¢ HISHTH(UKATOpa KOJ] COBIAIACT C
KOIOM, XpaHAIIUMCA B ITaMATH KOHTPOJJICpa

b) 3T0 HAOOp JOKYMEHTUPOBAHHBIX HOPM, ITPABUJI M IPAKTHYECKUX MPHUEMOB,
PeryIupyIoMuX yIpaBiIeHue, 3alUTy U pacrpeieneHne HHGpOopMaIuy orpaHuYeHHOTO
JOCTyTIa

C) 9TO U3BECTHOCTH €€ COJCPIKAHUS TOJIEKO UMEIOITUM COOTBETCTBYIOIIUE TTOTHOMOYHS
cyObekTam

41) OCHOBHOM XapaKTEePUCTHKOH KOHTPOJIJIepa ABJISIIOTCH:

a) KOMOMHUPOBAHHBIC METOIbI

b) noaaep>kuBaeMble peXUMBI pabOTHI - aBTOHOMHBIHM WM CETEBOM uepe3 JTMHUIO CBS3H C
HCIIOJIb30BAHUEM KOMIIBIOTEPA

C) IPY TIOMOIIIU OCOOBIX YCTPOUCTB, FTEHEPUPYIOIIUX MOYTUPOBAHHBIN YIIBTPa3BYKOBOM,
MHGPAKPaCHbII WM paiOCUTHAN

42) UnenTuukanus - 3T10...

a) MoJIb30BAaTeNb MOATBEPKIACT UACHTU(PUKALIMIO, BBOAS B CUCTEMY YHUKAJIbHYIO, HE
M3BECTHYIO JIPYTUM I0JIb30BaTeNsIM HH(pOpMaIuio o cede
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b) nHGOPMAIIMOHHBIX PECYPCOB, CUCTEM U TEXHOJIOTHH SBJISETCS CYyOBEKT C MOTHOMOYUSIMH
BIIQJICHUS U TIOJIb30BaHUs yKa3aHHBIMH 00bekTamu. [1on monk3oBarenem nndopmammu 0yaem
MMOHUMATh CYOBbEKTa, OOpAIAIOIIeTrocs: K HHPOPMAIIMOHHON CUCTEME 32 MTOTyYeHUEM
HE00X0IMMOI eMy HH(POPMALIUHU H MOJIB3YIOIIET0Cs €10

C) TIOJIb30BATEIh COOOIIACT CUCTEME TI0 €€ 3aIPOCy CBOE UM

43) OCHOBHOI HeJOCTATOK MOJXO0HBIX CHCTEM ayTeHTH(PMKALMH:

a) nHpopMaIne B TaHHOM cllydae CIIY)KHT KJITF04, Ha KOTOPOM BBITIOJTHSETCS IM(poBaHue
ciydaiiHoro uncia. Kak BUIHO U3 cxeMbl OOMeHa, TaHHBIN KIIF0Y HUKOTa He TIEPeIacTCsl 10
CETH, a JIWIIb YYaCTBYET B BBIYMCICHHSX, YTO COCTABIISIET HECOMHEHHOE TIPEUMYIIECTBO
MIPOTOKOJIOB IAHHOTO CEMENCTBa

b) HE0OXOAUMOCTh UMEThH Ha JIOKAJTLHOM KOMITBIOTEPE KITMEHTCKUH MO/IYJIb, BBITOTHSIOIIAN
mmdpoBanue

C) cepBep pacmm@pOBBIBACT MOTYUYESHHYIO HHPOPMAIIUIO HA TOM XKe KITI0Ue U CPaBHUBAET C
HCXOJHBIM CIIy9aiflHBIM YHCIOM

44) Camblii ri1aBHbIH He0CTATOK NMpoTokoJa Kerberos:

a) HeOOXOIMMOCTh B HECKOJIBKUX CIICIIUATBHBIX CePBEPAX

b) B ciyuae ycnemno# poepku omiera cepBep TGS reHepupyerT emie ouH CIIyJaiHbIi
KJIFOY OJIs1 I_HI/I(prBaHI/IH CCAHCOB CBA3U MCKAY IMOJIB30BATCIJICM, KCJIAOIIHUM ITOJTYIUTH
TOCTYTI, U IIEJIEBBIM CEPBEPOM

C) HCOGXOI[I/IMOCTB HUMCTH Ha JIOKAJIbHOM KOMIIBIOTCPC KIIMEHTCKUU MOAYJIb, BBIHOJIHﬂIOH_[I/Iﬁ
mudpoBaHue

45) Bpi0OpaTh NpaBUIbHBIN 0TBET, XapaKTePU3YyHOLINi NPOTOKO naeHTHpukannu CHAP:

a) MpoBepSIOLIas CUCTEMa OTIPABIISET 3aPOC YIAIEHHOMY YCTPOMCTBY, KOTOPOE 3allPOCUIIO
MOJIKJIFOUEHUE K CETH

b) npuMeHsIeT mPOCTYIO MPOLEAYyPY ABYCTOPOHHETO OOMEHA NIl UACHTU(UKAIIUN CUCTEM

C) HCIIOJIB3YCT CHGL[I/Ia.HBHEJﬁ AJITOPUTM IJId pacucTa 3HAYCHUA, U3BCCTHOT'O TOJILKO ITPOBC-
pArOUIEH CUCTEME U YAAIEHHOMY YCTPOUCTBY

46) XemmpoBanueM HHPOPMALIMH HA3BIBAIOT

a) CIOCOOHOCTh 0OECTIEUeHUST OSCTIPEIISITCTBEHHOTO JOCTyIa CyOhEeKTOB K MHTEPECYIOMIEH UX
uHpOopMaIu

b) cocrosiHue 3amuIeHHOCTH HHHOPMAITMOHHON CpeJibl, 00ECIICUNBAIOIICE €€
(dbopmMHUpoBaHKE U pa3BUTHE

C) MpoIIeCcC ee MpeoOpa3oBaHus B XeIl -3HAYCHHE (PUKCHPOBAHHOMN JJTUHBI

47) MHOXkecTBO 00BEKTOB M THIIOB JOCTYNA K HUM CYy0ObeKTa MOKeT H3MEHSThCA:

a) B COOTBETCTBUH C HEKOTOPHIMU NIPABUJIAMH, CYIIECTBYIOIIMMH B JAHHOW CUCTEME
b) cTaTUYHO T.€. HE MOXKET U3MEHSITHCSI BOOOIIE
C) 9TO HUKAK HE CBS3aHO C CyObEKTaMU

48) OcHoOBOII H30MpaTeIbHON TOJMTHKH 0€30IIaCHOCTH SfABJSETCS H30MpaTelbHOe
ylnpasJieHHe J0CTYIIOM, KOTOpoe MoApa3yMeBaeT, 4To:

a) Bce CyOBEKTHI U 0OBEKTHI CHCTEMBI TOJKHBI OBITh UACHTU(DUIIMPOBAHBI
b) mpaBa noctyna cyoObekTa K O0BEKTY CUCTEMBI ONPEACIISIOTCS O€3 TTpaBUI
C) BC€ CYOBEKTHI M O0BEKTHI CUCTEMBI JOJDKHBI OBITh HE Ay TEHTU()UIIMPOBAHBI

49) U306uparebHOE ypaBJieHHEe JOCTYIIOM:

a) KOHIICTILUS I0CTyNa CyOBbEKTOB K HH(POPMALMOHHBIM pecypcam Mo rpudy ceKpeTHOCTH
pa3pemeHHON K OIb30BaHNI0 HH(OpMANNH, OTIpe e ieMOMY METKOH CEKPETHOCTH

b) MeTox ynpaBieHus JOCTYIIOM CyObEKTOB CUCTEMBI K 00bEKTaM, OCHOBAaHHBIN Ha
UICHTH(UKAIMN ¥ OTIO3HABAaHUH TI0JIH30BATEINS, TPOIECCa W/WIIH TPYIIIBI, K KOTOPOH OH
MIPUHAIICKUT

C) B METOJI yIPABICHHUS TOCTYIIOM CYOBEKTOB CHCTEMBI K 00BbEKTaM, OCHOBAaHHBIN Ha
OII03HaBaHMHU OJIb30BaTEINs O€3 000N perucTpauuu

50) MangaTHoe ynpaBJieHHe J0CTYIIOM:

15



e ) METOJ YNPABJICHUS IOCTYIIOM CYOBEKTOB CUCTEMBI K 00bEKTaM, OCHOBAaHHBIN Ha
UACHTU(UKAIIMY U OTTO3HABAHUU T10JIH30BATENIsS, MPOLIECCA /WM TPYTIIBL, K KOTOPOil OH
MIPUHAIICKUT

e b) MeTox nocTymna cyObeKTOB K HH(POPMAITMOHHBIM pecypcaM ¢ MOJTHOM pa3pelieHHOCThIO K
MOJIb30BaHUIO HH(MOPMAITH

e C) KOHIEMNIHUA AOCTyIa CyOBEKTOB K HH(OPMAIIMOHHBIM pecypcaMm o rpudy CEKpeTHOCTH
pa3peleHHo K MoIb30BaHII0 HHGOPMAIIUH, OIIPEIEISIEMOMY METKON CEKPETHOCTH

51) Marpuuna gocryna npejacrasiisieT co0oii:

e a) IPSIMOYTOJIbHYIO MaTpPHUILy, B KOTOPOH OOBEKTY CUCTEMBI COOTBETCTBYET CTPOKA, a
CYOBEKTY CTONIOEI]

e b) TpeyroysibHyI0 MaTpHILy, B KOTOPOH OOBEKTY CHCTEMBI COOTBETCTBYET CTOJIOCII, a CyOBEKTY
CTpOKa

e C) KBaJpaTHYIO MaTpPHILy, B KOTOPOH OOBEKTY CHCTEMBI COOTBETCTBYET CTPOKA, a CyOBEKTY
cronbern

52) U30uparesbHasi MOJIUTHKA 0€30MMACHOCTH HanboJIee MUPOKO MPUMEHSIETCS

e a) B COLIMAILHOM CEKTOpE

e b) B KOMMEpPUYECKOM CEKTOpE

e  C) B CEKTOpE NOJUTUKU

53) Kaxkue suowvl pezepsroco konuposanus noodepaicusaem npoepamma Handy Backup?
Buvibepume neckonvko sapuanmos omsema.
a) [TomHoE V/
b) Beibopounoe
c) Pabouee
d) MakpemenTanpHoe v/
¢) CMmemanHoe v
f) Auddepenunansuoe v
g) CucreMHoe
h) ITons3oBarenbeckoe
54) Kaxue u3z Ha36auHbIX cucmem pe3eperoco KONUPOBanUs AGIAI0MCA POCCUUCKUMU?
a) Kubepmnporekr v/
b) Handy Backup v/
¢) Acronis
d) RuBackup v
e) Bacula
55) Becnaammuas neuawas ymuauma om pocCuticko2o npou3goo0umeliss GHmueUpycos
Ha3bl8aemcs:
a) Spider
b) Curelt! ¢/
¢) Katana
d) vxCube
56) Kaxou anmueupychuiti npooykm Jlabopamopuu Kacnepckozo ssnsemcs 6a308vim?
a) Kaspersky Total Security
b) Kaspersky Anti-Virus
¢) Kaspersky Internet Security v/
d) Kaspersky Secure Connection
e) Kaspersky Safe Kids
57) Kpunmonposaiioep smo:
a) Kommanus, peanusytomias yciyry odopmienus D1IIT
b) Cnenmansaoe [10, peanu3syroriee Bce Kpuntorpaguueckrue aropuTMsl ¢
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¢) [Iporpamma, mo3Bossromias GopMHUPOBATH MAPHI JIOTUH-TTAPOJTH

d) Y nocrosepsitomnuii HEHTp, MPOAAET TOKEHBI

58). Ilpocmas snekmponnas noonuco, npedcmasisem cooou.

a) AHasor coOCTBEHHOPYYHOH MOANNCH

b) Beigaercs akkpeIMTOBaHHBIM YJIOCTOBEPSIIOIINM LIEHTPOM

¢) Jlorux u nmapoius v/

d) /IBe yHUKaJIbHBIE TOCIEA0BATEILHOCTH CUMBOJIOB, KOTOPBIE OJIHO3HAUYHO CBS3aHBI MEXTY

co0oit

59) CankunoHUPOBaHHOE BO3/1eliCTBHE HA 3aIIMINAEMYI0 HH(POPMALMIO - ITO...
a) Mpe0TBpaIlIeHHE yiepOa COOCTBEHHUKY, BIAACINbITY WJIH TI0JIb30BATEI 0 HH(MOPMAITIH
b) COBOKYMHOCTH CBOMCTB, 00YCIIOBIMBAIONINX PUTOAHOCTh HH(POPMALIUU YIOBIETBOPATH
orpezieNieHHbIE MOTPEOHOCTH €€ MOJIb30BaTeNeil B COOTBETCTBUU C Ha3HAYEHHEM
uHpOpMaIu
C) BO3JICHCTBUE C HE HAPYIICHUEM MTPaBUJI €€ U3MEHEHUS

60) CBoiictBamMu nHpopManuu, HaubdoJIee AKTYAJIbHBIMH NPHU 00ecTeYeHUun
HH(OPMANMOHHOM 0€30ITACHOCTH SIBJISIIOTCS:

+ [lenocTHOCTh AKTYalbHOCTh

- HocrynHocts. [IoHATHOCTD
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3.2. llpakTnueckue 3aganus (I13)

Paznea 1. [IM 01. Haywenne npeamera o 3a1a4 NporpaMMHo- ANNAPATHLIX CPeICTE

Tema 1.4. MexannsMel 3alHTh

JlabopaTopusie paboreiNel. Cnocobnl zamuTel KOHQHISHIHANEHOCTH, LENOCTHOCTH H
moctynuocT B KC.

PopMa KOHTPOIA ~ MHCEMEHHLIH KOHTPOE.

3ananne:

[Mopanok BLMOTHEHAS PpaboThl

l. TlopTopuTh anmapaTHele pelleHHS I8 BLIAENEHHS H OpeJOTEPAILIEHHA  YTEueK
HHOPMAITHH.

2. Cpenats CpaBHMTENBHBIH AHATHI NPOrPAMMHEIX  KOMOOHEHTOB BLIABICHHA M
NpeloTBpalleHHd yTeuer HH{opMallHH.

OdopMuTte oT4eT no nabopatopHoil paboTe.

MJK. 02.01. llporpaMMHO-anNnapaTHRIE cpeicTBa obecnevenHs HHPOPMAUHOHHOIT
fie30nacHOCTH
Paznea 1. [IM 01. Haywenne npeamera o 3a1a4 NporpaMMHo- ANNAPATHLIX CPeICTE
Jlaboparopare paboreiMel. Pywomogsimue JoKyMmMeHTH [ OCcTeXKOMHCCHH DO OLEHKE
saniumennocts ot HCJL
Popma KOHTPOIA — MHCEMEHHEIH KOHTPOIb.
3ananue
lna BeINOMHEHHA NepBOi YacTH HeoOXomHMMO An8 BHOpaHHOTO OnNpeleneHHOro o0beKTa
3AMATE HHGOPMAIHHE HeoGXOIHMO ONHCaTh OOLEKT 3AMIHTEL, NPOBSCTH AHATHI IAHIIEHHOCTH
00BEKTA 3AIMTE HHGOPMALHE N0 CNEIYIOLUIHM Pa3ieiam:
BHJIL YTPO3:
XapakTep NPoHCXOEIEHHA YTPos;
KIacchl KAHANOB HECAHKIHOHHPOBAHHOTO MOIYYeHHS HHPOpMAaLTHN;
HCTOUHHKH MOABTCHHS YTPO3;
NPHYHEE HAPYIIEHHA LEIOCTHOCTH HH(POPMAIHK,
NOTEHLHANBHO BOIMOMKHEIE AN0YMBIIUIEHHEIX AelCTBHIA;
. ONPENENHTE KIACC JaIHTE HH(OPMaLTHI.
Bropoe 3ananune
Jlns BRINOIHEHHA BTOPOTO 3aJIaHHA MPEIIOKHTE AHATHI YBETHYEHHS JalIHIIEHHOCTH o0beKkTa
3AMIATE HHQOPMALHE 00 CAEIYHOMIHM Pasiean:
ONpENenHTE TpeGoBaHHA K JaIIHTE HHBOPMALTHH;
KNaccHpHIHPOBATE ABTOMATHIHPOBAHHYIO CHETEMY,
ONpelenHTh PaKTOPEL, BAHAKIIHE Ha TpeOyeMElil YpoBeHE: 3aIIHTE HHQOPMALIHH;
BRIDpATE HIH paipabfoTaTs cnocobsl H CPEICTEA JAMIHTEL HHQOPMALTHH;
MNOCTPOHTE APXHTEKTYPY CHCTEM 3AIHTR HHGOpPMaTHE;
cthopMyTHPOBATE PEKOMEHIAITAH [0 YEETHYEHHID YPOBHA 3aI[HIIEHHOCTH.

el LR

B W B

MJK. 02.01. llporpaMMHo-annapaTHeiE CcpeicTea obecnedenns HHoOpMauHOHHOIE
fielonacHocTH

Painen 3. Cpeacrea u MeToILI OTPAHHYEHHA A0CTYNA K ailnam.

Tema 3.5. OcobennocTH 3aMMTEI TAHHEIX 0T HIMEHEHHA.

JlaBopaTopusie padormNel. Hiyuenne kpuntorpadnyecknx METON0R 3AIIHTE OPH  MOMOLIH
nporpaMMHo-annapatHoro kommuekca Secret Disk. (Cryagents wiayuawT KpHntorpapuueckHe
METOIEI JAIIATE OPH MOMOLIH MPoTpaMMEc-annapaTHore koMnnekca Secret Disk)

PopMa KOHTPOIA ~ MHCEMEHHLIH KOHTPOE.

3ananne

1. Opranmiaiis CeKpeTHOTD JHCKA.

L. 3anycTHTE aIMHHHCTPATOP CEKPETHRIX THCKOB.

2 Co3naTh CEKPeTHRIH OHCK, KOTOPRIT aBTOMaTHYeCKH 0yIeT CTHKOBATLCA NPH Jamycke

cHcTeMel. Onucath Januelii guck kak «JHCK1». Bugenuts ofneM JaHHOMY CEKpeTHOMY IHCKY
4MO, KoTOpLIH MOMET PACIIHPATLECH 10 pasMepa 16 MG.



3. 3anaTk napomk N8 JOCTYNA K CEKpeTHOMY JAHCKY. B kavecTBe 3nekTpoHHOTO
HAeHTHGHEKATOpa NONEIOBATENs BLIOpaTE =nekTponHL wKmou HASP. B kauectse anropumwva
umdposanng BeGpare anropatMRC4.

4. AKTHBHIHPOBATE BRAAHHLIH Bam snextponnmii wienTndukarop, B pesynsrare 4ero B
HETO 3JAMHIIETCH CNYYAHHAS NOCNENOBATENLHOCTE CHMBOMOE, CreHepHpOBaHHEIN NHYHLIE Kl
obA3aTENLHO COXPAHNTE HA THCKETE (/U8 BOIMOKHOCTH OTKATA).

5. 3anaTh MAaponk 408 BXOJA B CHCTEMY NMOJ NPHHYAJIEHHEM (KOTOPHIH MOXHO CKalaTh
VOYMEIIUICHHHKY B SKCTPEHHOH CHTYAIHH).

. Crenepuposats pabounil K104 JHCKA B o0A3aTeNLHO COXPaHHTE €ro Ha JHCKeTe (s
BOAMOMHOCTH OTEATA).

7. [MoakmounTs K CHCTEME CEKPETHRIH AHCK.

B Oreprte: B WordrekcToBRIA JOKVMEHT, BHECTH B Helo WH(OPMalHIo H COXPaHHTE Ha
CEKPETHOM JIHCKE.

9. [MonuiTaThea B NpOBOAHHKE NPOBOANTE ONEpallHH HaJ (ainaMH Ha CEKPETHOM JHCKE

(KOIMHpOBAHHE — YAATEHHE H T.0.).

10, Oreprrs 8 Wordcosganneii daiin ¢ cexpeTHoro JHcka.

11.  OTKmMOYMTE CeKpeTHRIH JHCK.

12. Monuratecs obpatiThea K oTkpemoMy daitny 8 Word., Tlpocnennrs peaxumio
CHCTEMEIL.

13. [MonsITaThea NOAKTHOIHTE CEKPETHEIH AHCK ¢ OTKIOMEHHEIM HIEHTHGHKATOPOM.
2. PafoTa ¢ cEKpeTHRIM JIHCKOM.
I: BripaTe napameTpll co3NAHHOTO CEKPETHOND AHCKA (IHCK Jom#eH ORITE OTKIIOYEH).

Hecnenopats mudopManmio, BuasaeMyl nmo gannoMy ancky. Kakyvio mndopmannio xpanut o
JaHHOM OHCKE cuctema? Kagne JACTIOMHHTENRHEIE MTapaAMETPRI MNOABHIHCE B JaHHOM OKHE T
CpaBHEHHIO ¢ HHOpMalHeil o cTAHAAPTHEIX JHcKax?

2. Kakoro poga neilcTEHA NPeIocTABIAOTCA NONRIOEATEN0 B MEHKD «IapaMeTph: T

3. HactponTs napaMeTpl pe3epBHOTO KOMHpoBaHHA Jucka. Pacnonoxenne — na aucke C,
pelepBHOE KONHPOBAHNE — NMEpe] OTKMHOUEHHEM JHCKA.

4. PeannzopaTh BefcHBe XypHana DEe30NacHOCTH I8 JaHHOMO JHcka. THI Begenns
EYPHANA — HHETHYECKHI.

3. [MpocuoTpeTs nonkioBaTenci COITAHHOMD CEKPETHOTO JAMCKA M JOCTVIHLE 118
AIMHHHCTPATOPA ONEPAllHH YIPaRIeHHA NIOILE30BATENIMH.

. Hecnenosats nonyeTHMEle HACTpOlikH B MeHwo «Daiin->[lapaMeTphl cHCTeMBI®.

i 3anaThk AnA CHCTEMEl THII XPaHHTENA 3KPaHa — KAPTHHKA. 3a0aThk KoMOHHALHH KIABHII

ana  3KcTpeHHoil  GnoxmpoBkH  komneiotepa  kak  “CTRLASHIFT+1" w  kpacmoli  knonkm
“"CTRL+SHIFT+2".

B OnpenenuTs BpeMsa GIOKMPOBKH KOMILIOTEPA MOCTE OTEMOYEHHA HIeHTHHEaTOpA,
paenoe 5 cex.

9. Jlnm «geficTBHA NpH NPpHEYKISHRRY 347aTh peaxuM «CHHHA SKpady H ayHHITOREHHE
CONEPAHMOT0 EKTPOHHOTO HASHTH(HKATOPa.

10.  MNoagnmounte cexkpeTHsiid auck. OTEINOYHTE HISHTHHEATOp OT KOMNBIOTEPE H
BLIEJATE 5 CEK, NOCNE Yero KoMIblTep OyaeT 3a0N0KHpOBaH BIUIOTE [0  NOJKITOMEHHA
HAEHTH(HKATOPa NOIL30BATENA.

11. JabnokHpoEaTE KOMOLIOTED OYTEM HaXaTHA KoMOunanuy knagum CTRL+ASHIFT+1.
12. OTEmoYATs CEKPETHRIN JHCK.

1 PaboTa B 3KCTPEHHEIX CHTYAIIHAX.

l. [MoaxmounTe CEKpeTHRIA JHCK, TIOCTE Yero BOCTIONL3IOBATRCA KoMOHHaUHeH KnaBHm

«KpacHas EKHONKa», 4YTO NPHBEEIET K MOMEHTANRHOMY OTKIIUEHHIO CEKPETHOTO [HCKA H
YHHUTOHEHHIO COEPAHMOTD MEKTPOHHOTO HIeHTHHKATOPA.

2 MonumaTecs NOIKMOMHTRCE K CEKPETHOMY AHCKY nocne cpabareisanns «Kpacuoi
KHONKH». OORACHHTE NPHUHHY HEYIauH.

1 BoccTanoBHTh: NOTEpAHHYIO HHQOPMAIHI0 NEPBRIM cnocobom BOCCTAHOBHTE ©
ABAPHITHO JHCKETH NHYHEI KI0Y MONLIOBATENS H NOJAKTHYHTECE K CEKPETHOMY THCKY.

4. Hamatk komOHBanHI0 Knasuim «KpacHas KHOMKa®.
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5. BoccTanoBHTE NOTEPAHHYI0 HHpOPMALNO BTOpWM choocoboM |, AKTHEHIHPOBATE
HOEEIA WiekTpoHHLI HaenTHdukaTop 2. Henomeays apapuiinyio xonmi pabodero Kmoda IHCKA,
3AHOBO 38J1aTh I8 AHCKA NApoib JOCTYNA H THYHEIR kmod Jins 3Toro BRIZBATE MEHIO NapaMeTpos
CEKPETHOrO JHCKA, Janee HiMeHeHHe Napolf H AeKTPOHHOIe HIeHTHHKATOpa, H B KauecTee daiina
YKa3aTEk aBapHiiHYI0 KOMHIO pabodero KMoYa JHCKA.

. 3aHoBO 33/1aThL NAPOJL 78 BXOOA 10 NPHHYKIEHHEM.

4. PaGoTa ¢ ceKpeTHRIM JHCKOM M0 MPHHYEIEHHEM.

1. [MoakmounTh CeKpeTHRI JHCK B peXHMe BX0Ja nod npuHyxIendes. [lpocneauTs 3a
peaKiHeil CHCTEMEL

2. [MoneTaThes NOIKMIONMHTE CEKPETHRIR JHCK MOCIE NEPe3arpyikH cHeTeMul, OSLACHHTE
NPHYHHY HEYIavH.

£ BoccranoBHTE HEGOPMALIHIO HA AHCKE MOOLIM H3 BEIIE MPeICTARIEHHEIX CIOcOG0B.

5. PaboTa ¢ apxuBaMu.

1. CKONHPOBATE HA CEKPETHRIN THCK HECKONLKO dailnos.

2 Hamarh KHONKY «COXpaHHTE daHHhie». B kadecTme Kmoua K apXMBY YKa3aTh

IMEKTPOHHLI HIEHTRPHEATOP. ANTOpHTM INHppoBanHg — cobcTRENHEI ¢ anunol kmovua |28 Gur,
OTILHIG CHATHA.

i JobasHTE ¢ CEKpPeTHOTO JIHCKA HeckolbKD (iailnos 78 apXMBallHH B 32apXHEHPOBATE
HX.

4. [lonuTathcs patapXHBHPOBATE JAHHLIE ¢ YEKTPOHHEIM HAeHTH(pHKaTOpOM 1 Ge3 Hero.

6. PabGoTa ¢ sypHanoM.

1. BrizpaTs #ypHan Ge30MacHOCTH CEKPETHOrO THCKA.

2. Hecnepopate coaepaanie RKypHATa.

MJOK. 02.01. [MporpaMvBo-annapaToble CcpeIcTBa obecnedeHHs  HHHOPMALR0 IO
fie30NacCHOCTH

Paiaen 4. [lporpaMyuc-annaparnsie cpeacTia WHGPOBA RS

Tema 4.5. Cucrema 3amHTel HHOOPMALHH OT HecaHKUHOHHpoBaHHOTo mocTyma «Dallas
Locks.

Jlaboparopusie paGoreeNel. Hyyuenne wmetogos  szamutel  mokansaoi [I9BM ot HOJ &
HHpOPMAIHH TPH MOMOIIH nporpaMMBc-annapatHoro xodnnexca Dallas Lock 7.0, (CrygenTtm
HIY4AI0T MeTO/IB JAIIHTE 0T HECAHKIHORNpoBanHore  konuposanna u HCJT)

(DopMa KOHTPOIA ~ MHCEMEHHEIT KOHTPOIE.

3ananne

. BumonuuTe 0YHCTKY OCTATOYHOH HEMQOPMALHK

2. PoarpanHyMTE Npaga JOCTYIA AIMHHHCTPATOPOR H NONLIOBATENEH K TOKANLHEIM H CETEBRIM
pecypcaM

3. PasrpaMMuHTE OOCTYN K CMEHHRIM HAKONHTENSM /I8 pa3tHeIX [OAL30OBATENed, s
NONBIOBATENA TOCTE JAKPRITE JOCTY K CHEMHBIM JHCKAM.

4. BoaMo&HOCTE aIMHHHCTPHPOBAHHA pabouHX MeCT yIaneHHo.

5.BoamomnocTs paboThl ¢ NOMOMIEID CEPBEPa TEPMHHATEHOTO JOCTYTIA.

6.PasrpaHHuHTE Npaka Mo MaHIaTHOMY H IHCKPELHOHHOMY MPHHLHITY.

OdpopuuTe 0T4e no nabopaTopHoi paboTe.

MJIK. 02.01. [porpaMyMio-annapaTHeie cpeacTea obecnedenHs  HHPOPMALROHHOI
DelpnacHocTH

Pazaen 5. MeToas 0 cpeIcTBa orpaHHYeHHSA A0CTYHA K KoMnonentam JBM.

Tema 5.3. HanexnocTs cpecTe 3alIHTE KOMIOHEHT.

Jlaboparopunie paboreiNel. Hanemnocts cpencts sammma Kounonent (OcnoBr paboTen ¢
NEPCOHATLHEIM MekceTeBRIM 3Kpanon dupail «HndoTexes).

(Dopma KOHTPOIA — NHCEMEHHEIT KOHTPOIIE.

3ananne

[lposecTn HecnegoBaHHE H CHCTEMHYIO KNAcCHPHKAIMIO CPeCTE JAlIHTE HHQOpPMALHH

[IpusenuTe 1 00OCHYIHTE CHCTEMHYIO KIACCH(HEALMIO CPeICTR JAIIHTE HHPOPMALIHHA
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[IpuBeanTe NpHMeph NOTEHIHANEHO BOTMOKHLIX CPEICTE, NPHMEHSEMBIX II8 pellleHHd 3a7a4
FAMIHTE HHOPMalHH

MJK. 02.01. llporpaMMHo-annapaTHkie CcpeicTea obecnedeHHs HHPOPMALHOHHOH
fel0nacHoCTH

Pazaen 6. 3amuTa nporpaMm oT HECAHKUHOHHPOBAHHOT 0 KONHPOBAHHA.

Tema 6.4. Metoam npoTHBOIefICTBHA JHHAMHYECKHM cNocoDaM CHATHA 3AIIATE MPOTPaMM oT
KONMHPOBAHHA.

Jlaboparopasie paboreNel. AcnexThl npobneMsl 3amMTeL 0T HecnegoBaHHd | OcHOBR
HCIONLI0BAHKA CPEACTE 3alHTE OT HECAHKLHOHHPOBAHHOIO JOCTYNA B ONEPALHOHHON CHCTEME
Linux)

dopMa KOHTPONA — MHCEMEHHEIH KOHTPONE.

Japanne

. PacemoTrpeTs obinHe BOTPOCE 3aITHTE HHOPMAIHH

2 Hayuntek obecneuenne mudopMansonnoi Ge3onacHocTH

3. Ilpoananu3npoBars CTPYETYPY NPABOBOH JAMHTE HEPOPMAIIHH

4_PaccmoTpeTs HazHaYeHHE H acTeKThI NPaBOBOH FINHTE HHMOPMALTHH.

MJAK. 02.01. [porpamMyBc-annapaTible cpeicTsa  obecoedenns  widGopMaumonnoi
felnacHocTH

Painen 7. Xpanennsa kawdesoil nngopmannm.

Tema 7.3. THNOBLIE pElIEHAA B OPTAHHIALMHHA KITIOUEBLEIX CHCTEM.

JlaBoparopusie paboreiNel. OTkpriToe pacnpefeneHHe KIKME.

Popma KOHTPOIR —~ MHCEMEHHEIH KOHTPOIE.

3ananne

7. MeToan4eckne YRATAHAA K BRITMIHEHHIO PaloTh

JNMaboparophas paboTa senonnaeTca Ha [I9BM B apanorosomM pesnme.

[Mocne samycka nporpammel Zinf Ha 3kpane MOHHTOpPa BOIHHEAET IMABHOE MEHIO, HA KOTOPOM
ayxH0 BROpate mynsktr GOST 28147, Bosspar B rnasHoe MeHI0 H BEIXOJ W3 HEN® OCYIIECTBIACTCH
knonkoit EXIT. Tlporpamma Zinf e kouTponupyer Beoa

HEKOPPEKTHRIX JaHHEX H OITHOOMHEIX JeficTEHIT NOMLI0OBATENA, MO3TOMY TpebyeTcs

BHHMATEILHOCTE, 4 1A BEIX0OA3 H3 TYIHKOBLIX CHTYALH HYEHO BOCTIONLI0BATLCA

knonkoii EXIT.

JNaboparopras nporpavya I'OCT uMuTHpyeT npoleypel, yCTaHOBIEHHEE

CTAHJAPTOM /N8 IH(POBAHAE B peaHMe

NpoCTOH 3aMEHEL.

Hlngpyemuii 64-x paspagusii 6nok anGopManid BBoARTCH B okHa «brok Nelw n «bnok Ne2w
B IIeCTHAAUATEPHYHOM Koje, N0 8 IecTHANUATEpHYHEIX HH(p B Kamaoe okno. Broa Gonemero vicna
UHp NporpaMMa BOCIPHHHMAET KakK OIIHGKY.

Kmrou, coctommuii w3 256 paspasos, EBOIATCA B § OKOH TAKKE B

IWECTHATUATEPHUHOM KoJe no 8 undp B kaxaoe oxno (Kn. X0, X!, .. XT7).

B nporpamme ans nabmogennd 3a npoleccoM obpaboTkH JaHHEIX, PeaTnIoBaHbl

2 papHanTa paboTL:

OCHOBHOH BapHAHT — KJaBHIIH «3amndposaThy ofeceHBalOT ITATHEL
pedHM, TpH KOTOPOM OCHOBHOIN IHEN (3alnndpoBinte H pacirndpoBaHHe 0JHHM
M3 KIHYEi | BRINOMHASTCH HenpephiBio 32 paza;

yueOHEIT BapHaHT {IaroBLI pesiM ) — UHET pa3duT Ha 5 sTanos:

cyMMHpoBanHe no mod 32, noacTaHoBKa, CABHI, CyMMHpOoBaHHe no mod 2,

nepenick. Hamumas Ha coOTBETCTRYIONIHE KIABHIIH, MOKHO [0CIET0BATENLHO

HaOMIOJATE 33 MOITANHEIM OPOLECCOM MH(POBAHMA.

Jlns ynpomenns nporpaMsel B yueGHOM BapHAHTE HCNMILIVETCH TONLKO

nogknod XO, 4To COOTEETCTBYET BAPHAHTY & 0HHAKOBLIX MO IKTIONE.

Jpyroit ocobennocTio NporpaMMel SBASETCH BapHAHT peanHialmi nofctasosok. Crampapt
peKOMEHYET /U8 K10 TeTpats 32-X paipaasoro cnosa S
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HCTIOMIB30BATE PA3IHYHEIE BAPHAHTEI CEKPeTHHX Tabmuu-noactaHoeok (8 Tabmnu). B nanwoil
yueDHOM nporpaMMe 118 €€ YNpOUIeHHS peanHiosala ogna Tabnuua samen:—F, |—E, 2—D, 3—C,
4—B, 5—A, 6—9, 78, 87, 96, A—5, B—4, C—3, D—2, E—1, F—=0. B nabopaTtopuoii
NporpaMsMe B LENSX HIYYeHHS BIHAHHMA HA KauecTBO NGpOBAHHA NOICTAHOBOK H INEpecTaHOBOK
(CABHIOB), ecTh BOIMOKHOCTE OTEINHATE NW00H M3 3THX 3Tanos ¢ nomMomer duaxkos. Eme pas
oOpaTHTE BHHMAHHE HA TO, YT0 B OKHA HHOPMAITHOHHEIX OMIOKOB H KToYel Helbif BROJHTE Gonknre
8 mdp (MeHEIE — MOKHO) H HENLIA JeNaTh Npoekl B CIOBAX.

8. JlaGopaTopHoe 3aganHe

|.Haxamnem knasuimn TECT npoHssecTH TECTOBRYIO 3arpy3ky HHQOPMAIIHKH H

KITHEH.

OceouTe paboTy NporpaMMel ITAGPOEAHHA BO BCEX 26 BAPHAHTAX.

2 MposepuTs peannialmio B JaHHOM amroputve npuHuuna: «Midenenne ognoro cHmsona
(buTa) B MrQOpPMALMH JOTKHD PAcOpPOCTPAHHTLCE Ha DONBIOIOE YHCIO CHMBONOB KPHITOIPAMMEL.
Jna storo: - BBeCTH TecToBYW KomOHHaumwo, - 3ammdpoBaTe HHGOPMALMI0 W  3aNHCATE
KPHOTOrpaMMy B JBOHIHOM Kojge (64 paspana); - HIMEHHTL OJHH DHT B 0QHOM H3 HHGOPMaHOHHEIX
Gnokos; 7 - mpoBecTH MMQpoBaHHE B YeTHpeX BapHAHTAX B IABHCHMOCTH OT BEITIOYEHHS HIH
BLIKTIOUEHHA (UIaKKOB-3TANoB NOJACTAHOBKH M CABHra. 3amHcaTh NOAYYEHHEIE Pe3yIbTaThl B
neonyuoM kone. 3.0IpoeepHTh ananorHuHo, peanHzanHio npuHiuHna «Hiuenenne ogHoro cHmBona
K043 JOIAKHO PacHpocTPAHATRCA Ha DOMLIIOE HHCAO 3HAKOB KpHOTorpaMMers». 4.[Iposepurs paboty
AAropHTMa WHGQPOBAHHE [OpH  «nAoxHx» Kmwouax. Hanpusmep, xmoun w3 ogunx uHyneid (64
wecTHagUATepHUIHEX «ln) win u3 oauux equann (64 undpe «F»). Jamacate ana kamaoro coydas
BAPHAHTA (M0 BKIHOYEHHK (UIAKKOB) KPHIITOIPAMME! B INECTHAAUATEPHYHOM H ABOHYHOM KOJAX.

MJK. 02.01. [lporpammuo-annaparHeie cpeicTsa obecnedenns  wndopmaunonnoii
fie3nacHocTH

Pazaen 7. Xpanenns kawuesoii nndopyanmnm.

Tema 7.3. THnoBkEe pellcHHE B OPTaHHIalHH KIIOUEBLIN CHCTEM

JladopaTopusie paboreiNel. MeToa ynpasnseMeIx BEKTOPOR.

Popma KOHTPOIS ~ MTHCEMEHHLIA KOHTPOIIE.

Jananmne

Henoneays npasuna paboThl ¢ BeKTOPaMH NOCTPOHTE IpadMKkH 3aJauHkIX GYHKLHE oaHO#H
nepeMeHHoil Ha OTpelkax, HanGolee XapakTepHBIX ANS oTOOpaXeHHS CYIWHOCTH (yHKIHIL
[padmrn BBIBECTH PasTHYHEIMH CnocobaMH:
B OTAenbHEE rpadiieckne OKHA B 0JHO OKHO Ha OJHH OCH.B 0JIHO OKHO HA OTAENLHEIE OCH.

OnpenenuTs KCTPEMYME (yHKIIHH.

Brigectn pesynnTartel B TAOIHYHOM BHIE.

CoxpaHHTh pe3ynLTaTh B duiine.

BrInoHUTE KOHTPONLHEE NPOCHETEL.

BrinomuuTe 0aHO H3I CHEAYIOIIHX 3aJaHHi no paboTe ¢ BexTopamH. Cnocol pelieHHA
3a7a49  JONKEH HOCHTE YHHBEPCANBHEI XapakTep H OTE NPHIOJHEIM UI8 NPOHIBOMLHEIX
BEKTOPOE (B KaUecTBe JaHHEIX /18 KOHTPOIA PElIeHH 3a0a9l ClelyeT HCNoIb3oBaTh Pe3ylhTaTkl
paboThl ¢ 3aJaHHLIMH PYHKIHAMH):

BeiZenuT: B HOBEIE BEKTOPEl 2JIEMEHTH EBekTOpa ¢ OCONBIIHMH M MEHBIIHMH
IHAUCHHAMH.

BRIIEIHTE B HOBLIE BEKTOPE! 3MEMEHTH BEKTOPA C YETHLIMH H HEYETHEIMH HOMEDAMH.

HaiiTi cyMMEI NON0KHTENLHLIX H OTPHIATENLHLIX 3eMEHTOB BEKTOPA.

3aMEHHTE WIEMEHTEH BEKTOPa, OTNHYAKIIHECH OT CPeJHEre TeOMETPHUECKOrD ero
anemeHnToR Donee wem Ha 10%, Ha cpeanee reoMeTpHYeCKOE.

3aMEHHTE BCE MHHHMANBHEIE 3MEMEHTHl BEKTOPA MAKCHMANLHEIM 3HAYEHHEM €ro
ANEMEHTOB.

OnpeaenuTs KOMHYECTEO MONOMKHTENBHEIX, OTPHUATENLHEIX H HYIEBHIX 3MEMEHTOB
BEKTOPA.

Haiin umcno sneMeHTOB BEKTOpa, OTIHYAIMIHXCA OT CpelHero apHjMeTHYecKoro
MeHEIE, yeM Ha 20%.
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3aMEHHTE MEMEHTE BEKTOpPa, OTAHYAIIIHECH OT HYJIEEOrDo YpoBRHA He Domee WeM Ha
5%, Ha HOTE.

JaMEHHTE 3TeMEHTEl BEKTOPA, OTAHYAKMIHECS OT MAKCHMAIRHOTO MOM0#HTEILHOID
IHAYEHHA He Donee wem Ha 5%, Ha MAKCHMATLHOE,

3aMEHHTE 3MEMEHTH BEKTOPd, OTIHYAKIIHECH OT MHHHMANEHOTO OTPHLUATEIRHOID
IHAYEHHA He Donee weM Ha 5%, Ha MHHHMATLHOE,

OnpenennTs HOMEep 3MIEMEHTA BEKTOpPa ¢ HAaHOONRIIHM OTKIOHEHHEM OT CpeIHErD
ApHMETHYECKOTO BCEX IMEMEHTOR BEKTOPA.

BLIMHCTHTE CYMMEI BCEX 3EMEHTOR BEKTOPA € YETHRIMH H HEUeTHRIMH HHIEKCAMH.

Briuncnure NPpOH3IBEIEHHE JIEMEHTOE BEETOPA, HE NPCBOCROIAIHY CpeqHes ﬂ.le:I:IMCTH'-[IL‘EKﬂ-C
FHAYCHHE €M0 ANEMEHTOB.

DDPC.JC.'[HT.L-. KOTHHECTED MONOEHTENLHLBK 3INEMEHTOE BEKTOPE, PacllolOEcHHLIX
MEHTY N0 MAKCHMATEHLIM H MHHHMATLHEM 30eMEHTAMH.

3AMEHHTE NOIOEHTENEHRIE TeMEHTR BEEKTOPA CYMMOH BCEX 2I0 OTPHUATENLHLIX
AMEMEHTOB.

3.2. KoHTponbHble Bonpocbl (KB)

KB Ne 1. IIpeamer u 3agauu nporpaMMHO-anmapaTHOH 3amuThl nHGopmarun. OCHOBHBIE
MOHSTHSI TPOTPAMMHO-aNMapaTHON 3alUThl HH(GOpMaIUU
KB Ne 2. Knaccudukanuys MeTO0B B CPEJCTB MTPOrpaMMHO-aNTapaTHON 3alIuThI
nHpopmanuu.
KB Ne 3. HopmaTuBHbIE IPaBOBBIE aKThl, HOPMATUBHBIE METOANYECKHUE JJOKYMEHTHI, B
COCTaB KOTOPBIX BXOJAT TPEOOBAHUS U PEKOMEHIAIINH T10 3aIUTe WH(HOPMAITUN
MPOrPaMMHBIMH U TTPOTPaMMHO-aIapaTHRIMU cpeacTBamiu. [Ipodunu 3ammTs
MPOrPaMMHBIX U TIPOTPAMMHO-ANNaPaTHBIX CPEICTB (MEKCETEBBIX IKPAHOB, CPEICTB
KOHTPOJISI CheMHBIX MaIlIMHHBIX HOCUTEIeH HH(OpMaLIUY, CPECTB TOBEPEHHOMN 3arpy3KH,
CPEICTB aHTUBUPYCHOM 3aIIUTHI)
KB Ne 4. CranmapTsl o 3amurte nH(pOpMaIuy, B COCTaB KOTOPBIX BXOIAT TPeOOBaHUS U
PEKOMEHIALINH 110 3allKUTe HHPOPMAIIUN MPOTPAMMHBIMU U POTPaMMHO-aNapaTHBIMU
CpEICTBaMHU.
KB Ne 5. ApromaTu3aiius nporecca 00padbotku nndopmanuu. [lonsrue
ABTOMATHU3UPOBAHHOW CUCTEMBI. METO/bI CO3/1aHuUsI OE30MACHBIX CUCTEM
KB Ne 6. Oco6eHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM B 3AIIUIEHHOM HUCIIOTHEHUH.
OcHoBHbIe Buabl AC B 3allIUILIEHHOM UCIIOJIHEHUH.
KB Ne 7. Meronosiorus npoeKTUPOBaHUS FrapaHTHPOBaHHO 3amuineHHbIx KC.
JuckpenronHubie MoJieu. MaHIaTHBIE MOJIEIIH
KB Ne 8. MicTouHMKY AeCTaOMIN3UPYIOMIETO BO3ACHCTBUS Ha OOBEKTHI 3aIIUTHI.
[TpuuuHBI U yCIOBUS A€CTaOMIN3UPYIOIIETO BO3ICHCTBUS HA HHPOPMAIUIO
KB Ne 9. CnocoOs1 Bo3aelicTBUS Ha HHPopManuio. [IoHsATHE HECAaHKIIMOHUPOBAHHOTO
J0CTyMa K HHpOpMaun
KB Ne 10. OcHoBablie moaxoas! k 3ammute uHpopmanuu or HCJI
KB Ne 11. Opranuzanus goctymna K aiiiam, KOHTPOJIb TOCTYIA U pa3rpaHuYCHHE
JIOCTYTIa, UepapXUUYeCKuil TocTym K ¢ainam. Oukcarus noctymna k dainam. Jloctym k
JIAHHBIM CO CTOPOHBI IIpoLecca
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KB Ne 12. OcoGeHnHOCTH 3an1uThl TaHHBIX OT u3MeHeHus. [lludposanue.

KB Ne 13. Pa6ora aBToHOMHOI AC B 3alIUIIIEHHOM pekume. Anroputum 3arpy3ku OC.
[ItaTHbIE cCpeacTBa 3aMbikanHus cpeasl. Pacimpenue BIOS kak cpencTBo 3aMbIKaHMs
IIPOrPaMMHOM CpEeJbI.

KB Ne 14. Cuctemsl Tuma DaeKTPOHHBIN 3aMOK. D3 ¢ IPOBEPKOI LIETOCTHOCTH
nporpammuoii cpenbl. [Torstue AM/I3 (moBepenHas 3arpy3ka). [I[puMeHeHne 3aKiaox,
HAIpPaBJIEHHBIX Ha CHIKEHHUE 3(PPEKTUBHOCTU CPENCTB, 3aMBIKAIOIINX CPELY.

KB Ne 15. Uzydenne u oopatnoe npoektupobanue [10. CriocoOsr nzyuenus [10:
CTaTHMYECKOE U TUHAMUYECKOE U3yUeHUe

KB Ne 6. 3agaun 3a1uTsl OT U3y4YEHHUS U CIIOCOOBI X pelIeHus. 3auTa OT OTIaIKH.
3ammra oT Au3acceMOIMpOBaHUA. 3aIIUTa OT TPACCUPOBKH IO MPEPHIBAHUSM.

KB Ne 17. BpenonocHoe nporpaMmHoe o0ecriedeHre Kak 0CoObli BUJ] pa3pyIIaionIinxX
Bo3zaericTBuil. Knaccugukarus BpegoHOCHOT0 MporpaMMHOro obecneuenus. Cxema
3apaxenus. Cpenctsa HedTpanu3anuu BpegorocHoro I10. [Ipodunaktrka 3apakeHus.
KB Ne 18. Ilouck cnenoB aktuBHOCTH BpempoHocHoro [10. Peectp Windows. OcHoBHBIE
BETKH, cofiepkamue nadopmainio o BpegonocHom I10. JIpyrue oObEKTHI, coaepsKanime
nHpopmaruto o BpegonocHom 110, daiinsr prefetch.

KB Ne 19. Knaccugukanus aHTUBUPYCHBIX CpeAcTB. CUTHATYpPHBIN U 9BPUCTHUECKUI
aHaJIM3. 3allKTa OT BUPYCOB B "pyyHOM pexume”

KB Ne 20. OcHOBHBIE KOHIIENIIMY TOCTPOEHUSI CUCTEM aHTUBUPYCHOM 3allUTHI HA
npennpusTii. HecaHkumonnpoBaHHoe KonupoBanue nporpamm kak tun HCJI

KB Ne 21. FOpunnueckre acrekTbl HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHUS TPOTPAMM.
OO111ee MOHATHE 3aLIUTHI OT KOMTUPOBAHUS.

KB Ne 22. Tlpusszka [10 k anmapatHOMy OKpY»KeHHUI0 U HOcUTesM. [Ipobiema 3anuTh
OTYY’KJ1aeMbIX KOMIOHEHTOB [I9BM.

KB Ne 23. 3anutHble MEXaHU3MbI B COBPEMEHHOM MTPOTPAMMHOM 00€CIICUeHUH Ha
npumepe MS Office.

KB Ne 24. Metoabl 3amuTsl HHGOpMaIy Ha OT4yXaaeMbIx Hocutensx. [lludpoanue.
KB Ne 25. CpencTBa BocCTaHOBIIEHHS OCTaTouHON HHpopManuu. Co3laHre TOCEKTOPHBIX
obpazoB HXKM/I.

KB Ne 26. [IpumeneHue cpeicTB BOCCTAHOBIIEHUS OCTATOYHON MH(GOPMAITUH B Cy1eOHBIX
KPUMUHAIMCTUYECKUX IKCIIEPTH3aX U IIPU pacclieIOBaHUU MHIMAEHTOB. HopmaTuBHast
0a3a, TOKyMEHTHUpPOBaHHE PE3yJIbTaTOB

KB Ne 27. be3Bo3BpaTHOE yaajieHUE JaHHBIX. [ [pUHIUIIBI U alITTOPUTMBI.

KB Ne 28. TpeboBaHus K anmapaTHBIM CPEICTBAM HJICHTH()UKALNY U ayTeHTHU(PHUKAIUN
1oJib30Baresel, mpuMenseMbM B O3 u AIIM/I3

KB Ne 29. COB u COA, otnuuus B pynkuusax. OcHoBHbIe apxutektypsl COB

KB Ne 30. Ucnions3zoBanue cereBbix cHudepor B kauectse COB

KB Neo 31. Annapatssiii komnoneHT COB. IIporpammusiii komnoneHT COB.

KB Ne 32. Mopenu cuctembl 00Hapy)eHus BTop>keHui, Kinaccudukarus cucrtem
oOHapyxeHus1 BTopkeHnit. OOHapykeHne curnaryp. O6HapykeHue anomanuii. J[pyrue
METO/Ibl 0OHAPY>KEHUSI BTOPKEHHI.

KB Ne 33. Cern, pabGoTaromiye o TeXHOJIOTHH KOMMYTaIMK akeToB. CTeK MPOTOKOJIOB
TCP/IP. Ocobennoctu mapuipytu3anuu. LltaTHble cpeacTBa 3alUThl HHGOPMAIK CTeKa
npotokosnoB TCP/IP.
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KB Ne 34. CpenctBa uaeHTHGUKAIME U ayTEHTU(DHUKAIIMN HA Pa3HBIX YPOBHIX MPOTOKOJIA
TCP/IP, nocTOMHCTBA, HEAOCTATKHU, OTPAHUYCHHSL.

KB Ne 35. BupryanbHas yacTHas ceTb. OYHKIMM, HAa3HAYEHUE, IPUHIIUII TIOCTPOCHHUS

KB Ne 36. Kpunrorpaduueckue n Hekpuntorpapuieckue cpeactna opranuzanuu VPN.
Ycrpoiicta, o6pasyrome VPN. Kpuntomapuipytusarop 1 KpunToQuibTp.

KB Ne 37. Kpunropoytep. [IpuHIMIIBI, apXUTEKTypa, MOJI€]Ib HAPYLIUTEIIS, TOCTOMHCTBA U
HEJ0CTaTKU. MeTo bl 3aiuThl HHPOpMauu Mpu paboTe B CETAX OOIIETO J0CTyIA.

KB Ne 38. MexcereBsie skpanbl Tuna firewall. JlocTtomHCTBa, HEAOCTATKH, peaTnu3yeMble
noyMTUKU Oe3onacHoCTH. OcHOBHBIE TUTIHI firewall. CuMMeTpruYHbIE 1 HECUMMETPUYHBIE
firewall.

KB Ne 39. Vposens 1. [TakeTHsie puiabTpbl. YpoBeHb 2. OUiabTparus ciayx0, IOUCK
KJIIOUEBBIX CJIOB B TEJI€ ITAKETOB Ha CETEBOM YpPOBHE. YpoBeHb 3. Proxy-cepsepa
MPHUKJIATHOTO YPOBHSL.

KB Ne 40. OnroxoctoBble U MyJIbTHXOCTOBBIE firewall. OCHOBHBIE THITBI APXUTEKTYP
MyJIbTHXOCTOBBIX firewall. TpeGoBaHMs K KaKIOMY XOCTY UCXOJIS U3 aPXUTEKTYPhI U
BBIMOJIHAEMBIX QYHKIMHI. TpeGoBaHus Mo cepTudUKaAIKI MEKCETEBBIX SKPAHOB.

KB Ne 41. OcHoBHbI€ THIIBI yTpo3. Monens HapymuTes. CpeacTBa HACHTUDUKAIIUN U
ayreHTH(UKanuu. YupasiaeHue 1octynoM CpencTBa KOHTPOJIS IeTIOCTHOCTH MH(OpMaIiH
B 0a3ax JaHHBIX

KB Ne 42. CpenctBa aynurta 1 KOHTpodisi 6ezonacHoctu. Kputepuu 3amuiienHocta 6a3
naHHbIX. [IpuMenenue kpunTorpaduuecKux CpeacTB 3aluThl HHpopMarun B 6a3ax
JTAHHBIX

KB Ne 43. TlonsiTue 1 000CHOBaHME HEOOXOIUMOCTH MCITOIH30BaHUSI MOHUTOPHHTA KaK
HE0O0XO0JUMOM KOMITOHEHTHI CUCTEMBI 3aIllUThl HH)OpMaLIUK

KB Ne 44. Ocob6enHocTtu dukcauu coObITHI, TOCTPOCHHBIX HA Pa3HBIX MPUHITUIIAX: CETH
C KOMMYyTAaIMel COeTMHEHUH, CeTh ¢ KommyTanuen makero, TCP/IP, X.25

KB Ne 45. Knaccugukanus oTciiexxuBaeMbIx coObITHi. OCOOEHHOCTH MOCTPOCHUS CUCTEM
MOHHTOPHHTA

KB Ne 46. cTrounnku HHGOPMALUY TSI MOHUTOPUHTA: CETEBbIE MOHUTOPHI,
CTaTUCTHUYECKUE XapaKTEPUCTHKH Tpaduka yepe3 MO, mpoBepka pecypcoB 001Iero
noJyib30BaHusA. Kinaccudukaius ceTeBbIX MOHUTOPOB

KB Ne 47. Cucremsl ynpaBieHust cOObITHsIMU HHGOpMarimonHon 6e3onacHoctu (SIEM).
0630p SIEM-cuctem Ha MUPOBOM M POCCHHCKOM PBIHKE.

KB Ne 48. M3ydenue TpeboBanuii 0 3anuTe HHGOPMAIIHH, HE COCTABIISIONICH
rocyJapcTBeHHy1o Taiiny. M3yuenne meroaunyeckux gokymeHToB ®CTIK mo
PUMEHEHHIO MEp 3aLIHUTBHI.

25



4. Kputepuu oneHMBaHUS

«5» «OTJIMYHO»— CTYACHT IOKa3bIBaeT IIyOOKOE M IOJHOE OBJAaJCHHE
colepkaHueM mnporpaMMHoro marepuana no MJIK, B coBepiieHCTBE Biajeer
NOHATUWHBIM annapaToM M JAEMOHCTPUPYET YMEHHE IPUMEHSTb TEOPHUIO0 Ha
NpaKTHKE, pelIaTh pa3iMyYHbIe MPaKTHUYEeCKHe U TpOo(ecCHOHANBHBIC 3aJauH,
BBICKA3bIBaTh U OOOCHOBBIBaTH CBOM CYXIEHHS B (¢GopMe TpaMOTHOTO,
JIOTUYECKOT0 OTBeTa (YCTHOTO WJIM MHUCHbMEHHOr0), a Tak)Ke€ BBICOKMN YpOBEHb
OBJIaJICHHE OOIIMMU U TPO(PECCHOHATBHBIMU KOMIETEHIUSMU U JIEMOHCTPUPYET
TOTOBHOCTD K MPO(hecCHOHANBHOI 1eATeIbHOCTH;

«4» «XOpomIO»— CTYJEHT B IMOJHOM OOBEME OCBOMJI MPOTrPaMMHBIHI
matepuan no MJIK, Brageer noHITUIHBIM anmnapaToM, XOpPOILIO OPUEHTUPYETCS B
U3y4yaeMOM  Marepuaje, OCO3HAHHO TMPUMEHSEeT 3HaHUS ISl pelIeHus
MPAKTUYECKUX H TPo(EeCCHOHATBHBIX 3a7a4, TPaMOTHO W3jaraer OTBET, HO
comepxanue, ¢opma orBera (YCTHOTO WM MHUCHMEHHOTO) WMEIOT OTICIbHBIC
HETOYHOCTH, JEMOHCTPUPYET CpPEIHWA YpPOBEHb OBJIaJIeHHE OONMMH U
po(PeCCHOHALHBIMU  KOMITIETCHIIMSIMA W TOTOBHOCTh K MPOGeCCHOHATBHON
NEATEIIbHOCTH,

«3» «y/A0BJIETBOPUTEIbHO»— CTYJCHT OOHAPYKUBAET 3HAHUE U MOHUMAaHHE
OCHOBHBIX IMOJOXKEHUN mporpammHoro marepuana no MJIK, HO u3maraer ero
HETOJIHO, HEMOCJIEIOBATENIBHO, TOMTYCKAET HETOYHOCTH B ONPENICIICHUN MOHITUH, B
NPUMEHEHUN 3HAHUU JUISl pEeUICHUS] TPAKTUYECKUX U MPOGECCHOHANbHBIX 3ajad,
HE yMeeT J0Ka3aTelbHO OOOCHOBAaTh CBOMU CYXIEHHUS, HO TIPU ITOM
JEMOHCTPUPYET HHU3KUN YpOBEHb OBJIAJIEHHUS OOIMMHU U TpOodheccCHoHATbHBIMU
KOMITETEHLIUSIMU ¥ TOTOBHOCTD K MPO(heCCUOHATBHOM eATEeIbHOCTH;

«2» «HEyIOBJIETBOPHUTEJIBHO» — CTYJEHT MMEET pa3pO3HEHHBIE,
OeccucTeMHbIe 3HaHUS, HE YyMEET BBIIETATh TIJABHOE M BTOPOCTEIEHHOE,
JIOTyCKaeT OIMMOKU B OMNPENCICHUU TMOHATUH, OECHOPSAOYHO U HEYBEPEHHO
u3yaraer nporpaMMubeld marepuan no M/IK, He ymeer npumeHATs 3HaHUA I
pelIeHNs NPAKTUYECKMX M MpPO(PECCHOHAIBHBIX 3aJad, HE JIEMOHCTPUPYET
OBJIaJICHUE OOIIMMU U NPO(ECCHOHATBHBIMM KOMIIETEHIUSMU U TOTOBHOCTh K
poeCCHOHANTLHOM NESITEIIBHOCTH.
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S5.AudopmannonHoe odecriedeHue

nepeueHb Y4eOHbBIX W3JIaHWM, SJIEKTPOHHBIX W3JIaHUH, SJIEKTPOHHBIX U MHTEepHET-
pecypcoB, 00pa3oBaTeIbHbIX TIATHOPM, JIEKTPOHHO-OMOIMOTEUHBIX CUCTEM, BEO-
CUCTEM /Ui OpraHu3allid JTUCTAHIIMOHHOTO OOydYeHWsS W YIPABJICHUS WM,
UCITIOJIb3yeMbI€ B 00pa30BATEIIBHOM TMPOIECCE KaK OCHOBHBIC W JOTOJHUTEIHHBIC
UCTOYHUKH.

OCHOBHBIE HCTOYHUKH

1. OcHoBbl  wWHpOPMAIMOHHON  OE30MACHOCTH:  HANEKHOCTH U
0€30MMacHOCTh MPOTpaMMHOrO obecreueHusi: yueOHoe mocobue sl CpeIHEero
npodeccuonansHoro  obpazoanust/  O. B. Kazapun, U. b. llyOunckwuii. —
Mocksa : U3narenbctBo FOpaiit, 2020. — 342 ¢

2. IlporpammHoO-anmapaTHble CPEACTBA 3aIIUTHI MHPOPMAIUHU. 3aliuTa
IpOrpaMMHOTO  obOecriedeHus: y4eOHMK W TMPaKTUKyM JUISI  CPEIHEro
npodeccuoHanbHoro  obpazoBanusi/  O. B. Kazapun, A. C. 3a6a0ypun. —
Mockga : U3natensctBo FOpaiit, 2020. — 312 c.

I[OHOJIHI/ITC.]ILHLIG HCTOYHUKMU:

1. benos B.B. IlpoektupoBanue HH()OPMALMOHHBIX CHCTEM: Y4EOHUK
JUIS CTyH. ydpexaeHud Beicul. mpod. oOpaszoBanus / B. B. benos, B. U.
YucrtakoBa; non pea. B. B. benoa — M.: M3narenbCkuii LEHTp «AKaaeMUsD»,
2013.

2. IBosmeBa B.A., JlaBpentbeBa WM.FO., OcHOBBI NOCTpOCHUS
aBTOMATHU3UPOBAHHBIX HMH(POPMAIMOHHBIX cucTeM, MockBa, WJ[ ®Dopym -
NH®PA-M, 2009.

3. I'Bozmesa T.B., bamnon Bb.A., IlpoektupoBanue HHPOPMAIIMOHHBIX
cucteM: yueb.mocoomue / T.B. I'BozneBa, b.A. bamnmon. — PocroB wv/Jl: ®denukc,
2009. - 508 c.

4. EwmenbsHOBa H.3., Y CTpOrCTBO 151 (GyHKITMOHUPOBAHUE
nHpopmarmonHeix cuctem: ydeb.nmocodue mius CIIO / H.3. Emenssanona, T.JI.
[TapTeika, .W. [TomoB. — 2-e u3a., mepepad. u gom. — M.: @opym, 2015. — 448 c.

5. MHzbauxoB l0.C., MHpopManmoHHbIE CUCTEMBI: YUYEOHHMK ISl BYy30B
[[pud YMO MO PO®]. 3-e uzn. / Uz6aukos 1O.C., ITerpor B.H [u ap.]. — CII6.:
[Tutep, 2011. — 544 c.

6. Kpuntorpaduueckas  3ammra  HWHpOpMAIMU B 00BbeKTax
uHpopmarimoHHot UMHOpACTPYKTYphl:yueOHuk, 1-¢ wu3n.,/ Wmeua M. E.,
Kanuukuna T. W., [Tpxeropiaunckuii B. H. - U1 Akagemus, 2020 -288 ¢
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7. OcHoBbl MHGOPMAIIMOHHON O€30MAaCHOCTH: 3auMTa UHpOpMaAIUU :
ydeOHOe mocobme s cpeaHero mnpodeccuoHaibHOro obOpa3zoBanmst / A. A.
BuaykoB. — 2-e u3n., ucnp. u gon. — Mocksa : U3narensctBo FOpaiit, 2020. —
240 c
DJIeKTPOHHbIE U31aHN (3JIEKTPOHHbIE PeCypcehl):

1. Anamenko, M. B. OCHOBBI KJIaCCUYECKOI KPUIITOJIOTUH: CEKPETHI ITU(PPOB U
konoB / M. B. Agamenko. — 2-e uzn., ucnp. u aon. — Mockga : JIMK Ilpecc,
2016. — 296 https://e.lanbook.com/book/82817

2. Kazapun, O. B. TIporpamMmmHo-anmapaTHbIe CpEJCTBA 3aIIUTH HH()OpMAIUH.
3amuTa MPOrpaMMHOrO obOecreueHusi: Y4eOHHK U TMPAKTUKyM JUJIsl CPEIHEro
npodeccuonansaoro oopazosanus / O. B. Kazapun, A. C. 3a6a0bypun. — MockBa
: U3patensctBO FOpaiit, 2020. — 312 c. https://urait.ru/bcode/449548

3. BuaykoB, A.A. OcHoBbl HWHPOPMAIIMOHHOW OE30MACHOCTH: 3aIllUTA
uHpopmaruu :  yuyeOHOe  TocoOue i1 cpeaHero  mpodeccHoHaIbHOIO
obOpazoBanusi/ A. A. BHykoB. — 2-e u3., ucnp. u f1on. — Mocksa : 3gaTenbcTBo
FOpaiit, 2020. — 240 c. https://urait.ru/bcode/456793

4. OpranuzaldOHHOE W  TOpaBoBoe  oOecreueHne  WH(GOPMALMOHHON
0e30macHOCTH: Y4YE€OHMK M TPAKTUKYM I CpPEJHEero MpodeccruoHalIbHOTO
obpazoBanusi / T. A. Ilonskosa, A. A. Crpensuos, C. I'. UyOykona, B. A. Huecos ;
oTBeTcTBeHHBbI pemakTop T. A. IlomsikoBa, A. A. CrpenbiioB. — Mocksa:
N3natensctBo FOpaiit, 2020. — 325 c. https://urait.ru/bcode/451933

Hudposas odpazosarenbnas cpena CIIO PROFo0pa3zoBanue:

- Abpamos, I'. B. IlpoextupoBanue u pa3padoTka HHPOPMAITIOHHBIX CUCTEM :
yaeonoe nocobue ais CI1O / T'. B. A6pamos, U. E. Measenkosa, JI. A. Kopo6osa.
— Capartos : [IpodobpazoBanue, 2020. — 169 c¢. — ISBN 978-5-4488-0730-5. —
TexcT : 27eKTpOHHBIA // DNEKTPOHHBI pecypc uudpoBol 00pa3oBaTeIbLHON
cpeast CITO PROFo6pazoBanue : [caiiT]. — URL: https://profspo.ru/books/88888
(mara oOpamenus: 07.09.2020). — Pexum jgocTyma: [Jisi  aBTOPHU3HP.
IIOJIb30BATEIICH.

JJIeKTPOHHO-0MOJIMOTEYHAS cCUCTeMA:
IPRBOOKS - http://www.iprbookshop.ru/78574.html

BeO-cuctemMa sl OpraHu3anué  JAUCTAHIIMOHHOTO OOY4YeHUS] U
yIpaBJIeHUS UM:
Cucrema gucranimoHHoro oOyuenus Ol'AIIOY  «AnekceeBckuit

KoJute» http://moodle.alcollege.ru/
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