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1. MACIIOPT PABOYEM [TIPOTPAMMBI YUEBHOM JUCIHUAIIJINHBI
Bbe3onacHocThL HH(POPMAITMOHHBIX CHCTEM

1.1. O6s1acTh NpuMeHeHus1 padoveil MPOrpaMmbl

PabGouas mporpamma ydeOHOW AWCIUIUIMHBI SBISIETCS YacThIO OCHOBHOM
npodeccuoHanbHON 00pa30BaTEILHON MPOTPAMMEBI CPEAHETO MPOPECCHOHATBHOTO
oOpa3oBaHusi - TPOTPaMMbl TIOJTOTOBKH CIEIIMATUCTOB CPEIHETO 3BEHA B
coorBerctBUM ¢ DPI'OC CIIO cnenuansHoctu 09.02.07 MHbopmarmoHHbie
CHUCTEMBI U POTPAMMHUPOBAHUE.

1.2. MecTto yueOHOH nucuauiuiniabl B cTpykrype IIICC3:
HucuumuinHa  siBasieTcss  oOmienpodeccuoHaqbHOM W BXOJHUT B
obmenpodeccuoHanbHbIN ITUKIL.

1.3. Heamun w 3axaum y4yeOHOH JAUCHUIUVIMHBI — Tpe0OBaHUS K
pe3yJbTaTaM OCBOEHUS] Y4eOHOI TUCIUITHHBI:

B pesynbrare ocBoeHHs Y4eOHOW NMCHUIUIMHBI OOYyYalOIIUHCS JOJDKEH
yMeTb:

VY1 craButh 1enu, GOpMyIMpPOBATH 3a7adyM, CBS3aHHBIE C OOCCIICUCHHEM
KOPIIOPATUBHOM 3alUTHI OT BHYTPEHHUX yTPo3 HHPOPMAIIMOHHOM 0€301acHOCTH;

VY2 ananusupoBaTh TEHJEHIIMM Pa3BUTHS CUCTEM OOecredeHHus
KOPIOPATUBHOM 3aIIMThHI OT BHYTPEHHUX YTPO3 HH(DOPMAIMOHHON 0€3011aCHOCTH;

Y3 npumeHsTh 3HaAHUS O KOPHOPATUBHOM 3alllUTE€ OT BHYTPEHHUX YIPO3
MH(OPMAIMOHHON O€30MaCHOCTH B PEILICHUHU MTOCTABICHHBIX 3a/1a4.

B pesynbrare ocBoeHusi y4eOHOM ITUCHUIUIMHBI OOYYarOIIMICS JOJDKEH
3HATh!

3100bEKTHl KOMIBIOTEPHBIX TEXHOJIOTUM, HCIOJIb3yeMble B 0OECreYeHuu
KOPIIOPATUBHOM 3alUTHI OT BHYTPEHHUX yTPo3 HHPOPMAIIMOHHOM 0€301acHOCTH;

32NOHATUIHBINA anmapar MHPOPMAIMOHHBIX TEXHOJOTUH MW OCOOEHHOCTU
TEPMHUHOJIOTHM B OOJIACTH KOPMOPATUBHOM 3alllUTBl OT BHYTPEHHHUX YIPO3
nH(OPMAITMOHHON 0€30TTaCHOCTH;

3306a30Bble cOCTaBsIONIME B 00JaCTH Pa3BUTHSI CHCTEM HH(DOPMAIIMOHHOU
0€301aCHOCTH;

34knaccudukaruio 00bEKTOB 3aIUTHI.

[Ipodeccuonanpabie (IIK) u ob6bmme (OK) koMmereHUMH, KOTOpbHIC
aKTyaIM3UPYIOTCS IPU U3yUYEHUU YUeOHON AUCIUTUIMHBIL

OK 01 BriOupats crocoObl pemieHus 3agad  ImpodeCcCUOHATBHON
NEeATEIbHOCTH, IPUMEHUTENBHO K Pa3IMYHBIM KOHTEKCTaM
OK 02 Hcnonbs30BaTh COBPEMEHHBIE CpEIACTBA IMOMCKA, aHalIu3a |

UHTEpIpeTaluy UHpopMau, 1 UTHPOPMAILIMOHHBIE TEXHOJIOTUY I BBIITOJIHEHUS
3a51a4 mpodecCuoHaIbHON NeATeTbHOCTH

OK 03 IImannpoBats u peanu30BBIBaTh COOCTBEHHOE
npodeccHoHaNbHOE M JIMYHOCTHOE  pa3BUTHE,  MPEANPUHUMATEIHCKYIO
JeSITENIbHOCTH B MPO(ECCHOHANBHOMN cdepe, UCTOIb30BaTh 3HAHUS M0 (PUHAHCOBOU
IPaMOTHOCTH B Pa3JIMYHBIX )KU3HEHHBIX CUTYaLUAX



OK 04 D¢ dhexTuBHO B3aUMOEHCTBOBATh U pabOTaTh B KOJUICKTHUBE U
KOMaH/1e

OK 05 Ocy1ecTBIATh YCTHYIO M NHCBMEHHYI0 KOMMYHHKALMIO Ha
rocyaapcTBeHHOM si3bike Poccuiickoit denepanmuu ¢ ydetom ocoOeHHOCTEN
COIIMAJIBHOTO U KYJBTYPHOI'O KOHTEKCTA

OK 06 IIposBiATH IPAXKIAHCKO-NIATPUOTUYECKYIO ITO3UIIUIO,
JEMOHCTPUPOBAaTh  OCO3HAHHOE IOBEACHUE HA  OCHOBE  TPAJULMOHHBIX
OOLIIEYENIOBEUECKUX ILIEHHOCTEH, B TOM YHCIE C YYETOM TapMOHHU3ALMU
MEXHALMOHAIBHBIX M MEKPEJIUTHO3HbIX OTHOIIEHUM, MPUMEHATh CTaHAAPTHI
AHTUKOPPYILIMOHHOTO IOBEICHUS

OK 07 ConeiicTBOBaThH COXpaHEHHUIO OKpYyXKaroeu cpepl,
pecypcocOepeKeHUI0, MPUMEHITh 3HAHUSA 00 W3MEHEHUHM KIIMMaTa, IPHUHLMUIIBI
OepeXJIMBOrO  IPOU3BOJACTBA, J(PQPEKTUBHO JAEUCTBOBATH B YPE3BbIUANHBIX
CUTYaLUAX

OK 08 Hcnonp3oBath  cpenctBa  (DU3MUECKONM — KyJbTYypbl TS
COXpaHEHHS U YKpeIJICHHs 3J0pOBbsi B Ipoluecce NpodhecCHOHATBLHON
NESITENIbHOCTH W TOAJAEpPKaHUA  HEOOXOJUMOrOo  ypOBHS  (PU3MUECKOU
NOJTOTOBJIEHHOCTH

OK 09 [Tonp3oBaThcss  MPOECCHOHAIBHOW  JOKyMEHTAaIlMed  Ha
roCyJapCTBEHHOM M HHOCTPAHHOM SI3bIKax

IIK 5.3. Pa3zpabaThiBaTh IOJACHUCTEMBbI OE€30MACHOCTH HHGOPMAIMOHHON
CUCTEMBI B COOTBETCTBUU C TEXHUUECKUM 3aJIaHUEM

IIK 6.4. OueHuBaTh KayeCTBO M HAJEKHOCTh (PYyHKIIMOHUPOBAHUS
UH(POPMALIMOHHOM CUCTEMBI B COOTBETCTBHUM C KPUTEPUSMU TEXHUYECKOIO
3aJlaHus

I[IK 7.2. OcyumecTBiiarh aJIMUHUCTPUPOBAHUE OTIEIbHBIX KOMIIOHEHT
CEpBEPOB

[1IK 7.5. IlpoBoauTh ayauT cUcTeM Oe30macHOCTH 0a3 JaHHBIX M CEPBEPOB C
UCIIOJIb30BaHUEM PETJIAMEHTOB 110 3allUTe HH(popMauu

Ilepeyens 3HaHWH, YMEHU#, HABBIKOB B COOTBETCTBHH CO
cnenupukanmeil CTaHAapTa KOMIETEHUMH 4YeMIHOHATHOIO JBM:KEHHUS IO
npogeccuonanbHomy macrepcrBy «Ilpogeccmonansr» u  Yemmnuonara
BBICOKMX TexHosioruii KopnopatuBhas 3amura oT BHYTPEHHHMX YIPO3
nHGOPMALMOHHOM 0€30MACHOCTH, KOTOPbIe aKTYAJU3UPYIOTCH NPH U3yYeHUH
y4eOHO# JMCIUIITUHBI:

1) 3HaTh ¥ NOHUMATH:

—IOHMMaHWE€ TMPHUHIMIIOB paboOThl CHEeUMaIUCTa MO HH()OPMALMOHHON

0€30MacHOCTH U UX MPUMEHEHHUE;

—3HaHWE TPUHLUIIOB M TMOJIOKEHUH Oe30macHOi paboThl B O0IIEM U TIO

OTHOLIEHUIO K KOPIIOPATUBHOM CpELE;

— perIaMeHTUPYIOLINE JOKYMEHTBI B obnactu 0e301acHOCTH

MH(POPMALIMOHHBIX CUCTEM;

— peTIaMEeHTUPYIOIIME JTOKyMEHTHl B  0O0JIacTH  OXpaHbl Tpyda U

0€e3011aCHOCTH JKHU3HENEATEILHOCTH,



— BQXXHOCTh OPraHMU3aIMH TPYJa B COOTBETCTBUH C METOUKAMU;

—METO/Ibl U TEXHOJIOTUU UCCIIEeI0BAHNUS;

— B&XKHOCTh YNPABIIEHUsI COOCTBEHHBIM MPO(EeCCUOHATBHBIM PA3BUTHEM;

—CcKopocTh  u3MeHeHus Ut-chepsr u  obmactu  uHDOpPMALMOHHOU

0€30MacHOCTH, a TAKX€ BaXKHOCTh COOTBETCTBUS COBPEMEHHOMY YPOBHIO.
—BaXHOCTh YMEHHUS CilyliaTb coOecelHMKa Kak dacTu d(dexTuBHOU
KOMMYHUKAITIH;

—posiu U TpeOOBaHUsA KoJuler, W Haubosiee dSPGEKTUBHBICE METOIbI
KOMMYHUKAIINH;

—BAXHOCTh TOCTPOEHUS U TOJACpXKAHUS MPOAYKTUBHBIX paboOUnx
OTHOIICHUH C KOJIJIETAaMU U YIIPABJISIIOIIUMU;

— CHIO0COOBI pa3pelieHns HEMTOHUMAaHUS ¥ KOH(IUKTYIOMUX TPeOOBAHUI;

2) yMeTh:

— MHTEPIPETUPOBATH MOJIb30BATENbCKUE 3alPOChl U TPEOOBAHUS C TOYKHU
3peHHUs KOPIIOPATUBHBIX TPEOOBAHUI;

— MPUMEHSITh BCE THIBI KOH(MUTrypanuii, mporpaMMHbIE U allapaTHbIe
OOHOBJICHHS Ha BCE THUIIBI CETEBBIX YCTPOMCTB, KOTOPHIE MOTYT OBITh B
CETEBOM OKPYKEHHH;

— HacTpauBaTh CETEBbIE YCTPONUCTBA,

— aJIMHUHHCTPUPOBAHUE aBTOMATH3UPOBAHHBIX TEXHUYECKHUE  CPEJICTBA
YIPABJICHUS U KOHTPOJISI UHPOPMaLIUK U MH(DOPMAITMOHHBIX TTOTOKOB;

— YCTaHOBKA AareHTCKOM dYacTH CHCTEMBbl KOPIOPATHBHOM 3aIIUTHI OT
BHYTPEHHUX yIPO3;

* 3aIlyCK TOCTEBBIX BUPTYAJIbHBIX MAIIMH U MPaKTHUECKas paboTa ¢ HUMU C
MCIOJIb30BaHNEM COBPEMEHHBIX TUIIEPBU30POB;

* HACTpOIKa OTIENbHBIX KOMIIOHEHT CHCTEMBI KOPHIOPATHUBHOW 3aIUTHI OT
BHYTPEHHUX YTPO3 U CUCTEMBI B LIETIOM;

* yMEeTh MpOBEpATH  pabOTOCIOCOOHOCTh  CUCTEMBI W BBISBISATH
HEUCIIPABHOCTH, YCTPAHATh MPOOJEMbl U MPOBOJUTH KOHTPOJbHBIC
IPOBEPKH;

1.4. Ilnanupyemble JIMYHOCTHbIE Pe3yJbTAaThl OCBOeHHsI padoueil
NpOrpaMMBbl

JIP 4. IlposiBnstomuii U AEMOHCTPUPYIOLIUN YBaXXEHHE K JIOASM TpyAa,
OCO3HAIOLIUN IIEHHOCTh COOCTBEHHOTO Tpyaa. Ctpemsiuiics Kk GOpMUPOBAHUIO B
CETEeBOM CpeJie IMYHOCTHO U MPOPECCHOHATBHOTO0 KOHCTPYKTUBHOTO «IIU(POBOTO
crena.

JIP 7. Oco3Haromuii OPHOPUTETHYI LIEHHOCTh JIMYHOCTH YEJIOBEKA;
yBaXKAIOMIUKA COOCTBEHHYIO M UY)KYI0 YHUKAJIBHOCTh B Pa3IUYHBIX CUTYyalHsIX, BO
Bcex opmax u BUAAX ACSITEIbHOCTH.

JIP 10. 3abotsamuiics O 3amIuTe OKpPYXAIomel cpeabl, COOCTBEHHOW H
4y>k0i1 0€30MacHOCTH, B TOM Unciie U(POBO.

JIP  11. IlposiBisitomiMii ~ yBaX€HUME K OACTETUYECKUM  LIEHHOCTSAM,
o0Jaarouii OCHOBAMH 3CTETUYECKON KYJIbTYPHI.



1.5. KosinyecTBO 4acoB Ha OCBOeHHE padoueil mporpamMmbl y4eOHOM
AUCHHUIIMHBI:

MaKCHMaJbHOU yueOHON Harpy3ku oOywaromierocst - 70 4acoB, B TOM 4HCIIE:
ayIMTOpHOU ydeOHOUW paboThl oOydaromerocss - 70 wacoB, m3 HuUX B (opme
PaKTUYECKON MOATOTOBKH — 56 4acoB; B TOM YHUCJE MPAKTHYECKUX 3aHATHH - 50
94acoB; CaMOCTOSITENIbHON ydeOHOoW paboTbl oOywaromerocs - (0 4Yacos;
KOHCYJbTalMi - 0 4acos.



2. CTPYKTYPA U COJAEPKAHUE YUEBHOM JUCHUNJIAHBI

2.1. O0bemM yueOHOM TUCHUILJIMHBI U BUABI Y4eOHOIl padoThI

Bun yueOHoit padoThI O0bem
4acoB
MakcumasibHas ydyeOHasi Harpy3ka (Bcero) 70
AynutopHas y4deOHasi padora (o0s3aTesJbHbIC y4eOHBIe =0
3aHsATHS) (BCEro)
U3 HUX B (popMe MPAKTHYECKOM MOATOTOBKH 60
B TOM YHUCJIE:
JICKIIMOHHBIC 3aHATUS 20
nabopaTopHbie PabOThI
MPAKTUUYECKUE 3aHITUS 48

KOHTPOJIbHBIE PaOOTHI

CamocTosiTesibHasi paboTa 00y4yarinerocs (Bcero)

KouncyabTanuu

IIpome:xxyTouHasi aTTecTanms: oughgepenyuposanmwiii
3auem 6 cemecmp 2




2.2. TemaTu4yecKMid IJIAH U COleP:KaAHUE Y4eOHOI JucUUIINHBI be3onacHocTh HHGOPMAIIMOHHBIX CHCTEM

HaumeHoBaHue Conep:kanue y4e0HOro MaTepuaJa, JadopaTopHbie padoThl M MPaKTHYECKUE 3aHATHS, | O0bem Koabt
pa3/iesioB U TeM B TOM 4ucJie B opMe NPAKTHYECKOIi MOATOTOBKH, CAMOCTOSITE/ILHAsI padoTa YacoB | KOMIeETeHIUi
o0yJarouuxcs (OK, IIK),
JIMYHOCTHBIX
pe3yJabTaToB
(JIP), ymenmii
(Y), 3nanmii
3),
¢dopmupoBan
HI0 KOTOPBIX
CIocoo0cTByeT
3J1eMeHT
NMPOrpaMMblI
1 2 3
Tema 1. YcranoBka, Copneprxanue yueOHOro MaTepualia, B TOM 4Hcie B popMe MpakTHUeCKOi MOATOTOBKH 4/0 OK 01-09
KOH(pHUTYpPUpPOBAHKE U 1 Kondurypamust cereBoit uHGPACTPYKTYphl: HACTPOMKA XOCT-MAIlIMHBI, CETEBOTO 2 [IK 5.3, 6.4,
yCTpaHEHue OKPY’KEHMsI, BUPTYaJbHBIX MAILIUH, U T.II. 2 7.2,7.5
HEHCIPAaBHOCTEN B 2 | YcraHoBKa M HACTPOMKA CHCTEMBI KOPITOPATHBHOM 3aIUTHI OT BHYTPEHHUX YIPO3. V1-¥3
cucreme JlaGopaTopHbI€e 3aHsTHS * 31-34
KOPIIOPaTHBHON [IpaKTHYECKHE 3aHATHUSA, B TOM YHCIIE B (JOPME NPAKTUYECKON MOATOTOBKH 8/8 JIP 4
3aIIUTHI OT BHYTPEHHUX | V(TaHOBKA M HACTPOMKA areHTCKOr0 MOHMTOPHUHTA. 2 JIP 7
yrpos Cunxponuszanus ¢ LDAP-cepeepom, pa3ien NepcoHbI 3al0JIHEH KOPPEKTHO. 2
3armmyck CUCTEMBI KOPIIOPATUBHOMN 3alIUTHI OT BHYTPEHHUX YIPO3, MPOBEPKA 2
paboTOCIIOCOOHOCTH.
HmuTarms nporecca yTeukn KOHQHUISHITHAIBHON HHPOPMAITIH B CHCTEME. 2
KonTtposbHbIe pabOThI *
Tewma 2. UccnenoBanue | Comep:kaHue yueOHOTO MaTepHaia 4/4 OK 01-09
(ayanT) OprarM3ain ¢ |1 [ Vrpossl nH(OPMALIOHHOI 6E30MACHOCTH 2 TIK'S.3, 6.4,
HCJIBIO 3AIIIUTRI OT 2.| Yrpo3sl nHGOPMAIMOHHOH 6€3011aCHOCTH 2 7.2,7.5
BHYTPCHHHX Yrpo3 JlaGopaTopHble 3aHATHUS Y1-y3
[TpakTuueckue 3aHATHS, B TOM YUCIe B (hOopMe MPaKTUIECKOM MOATOTOBKH 8/4 31-34




N3yyeHue cTpyKTypbl OpraHU3aluy Ha OCHOBAHUH MIOJIyYEHHBIX MaTepHaIoB («MOAEIN

JIP 4

OpraHu3aluny), IpoBeAeHHEe 00CIeI0BaHUS KOPIOPATUBHBIX HH(POPMAIIIOHHBIX CHCTEM. JP 7

Omnpenenenne OOBEKTOB 3alUTHI, POJIH MOJIB30BATENCH, MpaBa JOCTYIIA. JIP 10

Onpenenenue KaHAJIOB MEpPEIavd TaHHBIXU TOTECHIIMATbHBIX YTEUEK. JIP 11

Omnpenenenuenepeytss HOpMaTUBHBIX akTOB P®, 3a71€1iCTBOBaHHBIX B paMKaX MOJEIH

yrpo3 nHOOPMAITMOHHONW 0€30MaCHOCTH.

KonTtposbHbie paboThl *
Tewma 3. Pa3zpabotka Coneprxkanue y4eOHOro MaTepraia, B TOM Yucie B (hopMe MPaKTHIECKON MOATOTOBKH 4/4 OK 01-09
nonutuk 6esonacHoctd | 1 | ITonuTrka 6€301aCHOCTH 2 [IK 5.3, 6.4,
B CHCTEME 2 | HonuTuku Ge3omacHocT B cucteMe IWTM 2 7.2,7.5
KOPIOpaTHBHOK JlaGopaTopHble 3aHATHUS * Y1-¥3
3aIUTBI KHOOPMAMA [ TThaxryqeckue 3aHSTHS, B TOM 9HCITe B (hOPME MPAKTHYECKOT OATOTOBKH 10/10 31-34
OT BHYTPCHHUX YTPO3 | PaspaGorka U MOAU(HUIMPOBAHKE TIONTUTHKN OE30MAaCHOCTH, MEPEKPHIBAIONINE KaHAIbI P 4

nepefayd  JAaHHBIX M BO3MOXKHBIE MHIIUACHTBI.

Pazpabotka wu moaudukaius 0OBEKTOB 3alIUTHI, KATETOPHH, TEXHOJOTHH 3aIlUTHl B

DLP-cucreme.

Vcnonb30BaHue pazIUyYHBIX TEXHOJOTWH 3aIlUTHL: Tedarei, 0JIaHKOB, TrpaduyecKux

00BbeKTOB, 0a3 JaHHBIX. 3aHECTH TOJUTHKUA MH(POPMAITMOHHON OE30MacHOCTH B

DLPcucremy

[IpyumeHeHne NOMUTHUK AJi1 KOHTPOJISE TpauKa, BHISBICHUS /WK  OIOKHPOBAHUS

MHIMJICHTOB 0€30IacHOCTH, CO37aBaeMbIX BHEIIHHM [ eHepatopoM yrpos.

MakcuMU3UpOBaTh YHCIO BBISBICHHBIX HWHIMACHTOB O€30MaCHOCTH.

Paborta c umHTEpdeiicoM ynpaBiIeHHs CHUCTEMbl KOPIOPATHBHOM 3alIUTHI HH()OPMAIHH.
Tema 4. Texnonoruu Coneprxkanue y4eOHOr0 MaTeprasa, B TOM Yucie B (hopMe MPaKTHIECKON MOATOTOBKH 4/2 OK 01-09
aHAJIN3a U 3ALIUTHI 1 | TeXHOJIOTHHM aHAJIM3a U 3aIlUThI CETEBOTO TpadhuKa 2 IIK 5.3, 6.4,
ceTeBoro Tpaduxa 2 | MexceTeBoe B3aNMOJICHCTBHE U TYHHEINPOBAHHbIE. 2 7.2,7.5

JlaGopaTopHble 3aHATHUS * V1-¥3

[TpakTHYecKHe 3aHATHS, B TOM 4Yncie B GOpMe MPaKTUUECKO MOrOTOBKH 10/10 31-34

Pa3BépTrIBanMe, HaCTpOIiKa U poBepka padotocnocodHocT VPN-ceTn Ha cymiecTByromen JIP 4

BBIYMCIIUTENHHON HHPPACTPYKTYPE. JIP 7

VPN. Pabora c y31amu u nonb3oBatensiMu. VPN. KoMmpomeranus y3inoB, KIo4eH, JIP 10

T0JIb30BaTENEA. JIP 11

VPN. Boccranosnenue cBsi3u. OOHOBJICHHE KITIOUEBOW HH(POPMALIUH.
VPN. IlenTpann3oBaHHbIC TOJIUTHKNA O€30MACHOCTH. 3aliTa pab04YnX MECT.

10




IDS. BrrsiBnenue 0omnpIieit 4acTH WHIMIEHTOB O€30MaCHOCTH 32 OTPaHUYEHHOE BpeMs U/WIn
C YYETOM HEOKUAAHHO MEHSIOUIMXCS YCIOBUI

Tema 5. Texnosoruu Copneprxanue yueOHOro MaTepualia, B TOM 4Hcie B popMe MpakTHUYEeCKOM MOATOTOBKH 4/0 OK 01-09
areHTCKOTO 1 | TexHOTOTHM areHTCKOTO MOHUTOPUHTA 2 IIK 5.3, 6.4,
MOHUTOpPHUHTA 2 2 7.2,7.5
JlaGopaTopHble 3aHATHUS * Y1-Y3
[TpakTrueckue 3aHATHS, B TOM YUCIIE B (OpME MPAKTHIECKON MOATOTOBKH 6/6 31-34
PazpaboTka 1 mpuMEHEHUE MOJIUTUKU areHTCKOr0 MOHUTOPUHTA 11 pa0OTHI C HOCUTEISIMU JIP 4
U YCTPONCTBaMHU. JIP 7
PazpaboTka 1 npuMeHEeHHE MMOJIUTUKN areHTCKOr0 MOHUTOPHHTA Il pabOThI ¢ (paiiaamu. JIP 10
Pabota ¢ uckiIoueHUsIMH U3 IepexBara JIP 11
Tema 6. Ananus Copneprxanue yueOHOro MaTepualia, B TOM 4Hcie B popMe MpakTHUeCKOM MOATOTOBKH *[* OK 01-09
BBISIBJICHHBIX 1 | AHamu3  BBIIBICHHBIX MHIIUIEHTOB IIK 5.3, 6.4,
WHLHJICHTOB JlaBGoparopHble 3aHATHS * 7.2,7.5
[IpaKTHYECKHUE 3aHATHS, B TOM 9UCIIE B (JOPME IPAKTUYECKOMN MOATOTOBKH: 6/6 Y1-¥3
[ToAroTOBKa OTYETOB O HAPYIIEHUSX. 31-34
[IpuMeHeHne MEXaHU3MOB CO3aHus (PUIIBTPOB JUIS AaHAJIN3a IEPEXBAYEHHOTO TpaduKa 1 JIP 4
BBISIBICHHBIX MHIMIEHTOB. [IpoBeieHre Kiaccu(UKalno ypoBHS yrpo3 HHIIMJICHTOB. JIP7
Onenka ymepoa; JIP 10
Vcnonb30BaHue TOMOIMHUTENBHBIX MOAYJIN aHAIN3a HH()OPMAIIMOHHBIX TOTOKOB, €CJIU 3TO JIP 11
MPOAUKTOBAHO OCOOEHHOCTSIMU yCIIOBUH BeieHus OusHeca. PazpaboTka ruana mo
JalbHEeNIIeMy pacciel0BaHHUIO BBISIBIEHHBIX MHIUACHTOB U IPOTUBOAEHCTBHUIO
HApYIIUTEISIM C OMIOPOi Ha HOPMATUBHYIO 0a3y.
JudbdepennmpoBanHbIii 3a4eT 2
Bcero: 70
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3. YCJIOBUSI PEAJTU3ALIUU PABOYEI MTPOTPAMMBI YUEBHOI
TUCTUTLIAHBI

3.1. TpeboBanuss K MHHHMAJIBHOMY  MAaTepPHATbHO-TEXHUYECKOMY
o0ecre4yeHu1o

Peanmzamuss  yuyeOHOM  AUCHMIUIMHBI — TpeOyeT  Hauuuus  Jabopatopuu
[TporpaMMHOTro OOecreueHust U COMPOBOXKICHUS KOMIBIOTEPHBIX CUCTEM.

OobOopynoBaHne y4eOHOIro KaOuHeTa:

Kommnekt yueOHOo-MeToInuecKoi JoKkyMeHTauu. Crnenuaiu3upoBaHHas yueOHas
MeOeb: CTOJ MpenoaaBaTes, CTyJl NPenogaBaTess, CTObI IS CTYIEHTOB, CTYJIbs
JUTsl CTYJIEHTOB, KJIacCHasl 10CKa.

PaGouass mporpamma MoOkeT OBITH peajqn3oBaHa C MPUMEHEHHEM Ppa3ITUYHbBIX
o0pa3oBaTeNbHbIX TEXHOJIOTUH, B TOM YHCJIE C MPUMEHEHHUEM JHCTAaHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJIOTUNA U 3JIEKTPOHHOTO O0yUYEHUSI.

3.2. UudopmanuoHHoe odecredeHue 00y4eHus :

nepeyeHb YYeOHbIX W3/IaHUM, 3JIEKTPOHHBIX M3JIaHUH, dJEKTPOHHBIX U MHTEepHET-

pecypcoB, 00pa3oBaTeNbHbIX MIATHOPM, FITEKTPOHHO-OMOINOTEUHBIX CUCTEM, BEO-

CUCTEM il OpraHM3alMy JUCTAHIMOHHOTO OOY4YeHHUS U YIOPaBICHUS UM,

UCIIOJIb3yeMble B 00pa30BaTEIbHOM MPOIECCE KaK OCHOBHBIE U JOMOJHUTEIbHBIC

UCTOYHUKH.

OCHOBHBIC HCTOYHHUKH:

1. byono A.A., [Ilpxeropiunckuii B.H., CaBunkun O.A. OCcHOBBI

uHpopmarmonHoit 6e3onacHoctu. — M.: Akagemus. 2019-256 c.
JlonoJIHUTe IbHbIe HCTOYHUKU:

2. ®epepanbubliizakoH PO «O6 wundopmarum, MH(OPMALIMOHHBIX
TEXHOJIOTHSIX U 0 3ammTe nHpopManum» ot 27.07.2006 Ne 149-D3.

3. be3doroB A.A., SxosneB A.B., MaprempsaoB HO.®. be3omacHOCTh
onepannoHHbIX cucreM. M.: I'emmoc APB, 2008.

4. bopucoB M.A. OCOOEHHOCTH 3allIUThl MEPCOHATBHBIX JAHHBIX B TPYIOBBIX
otHomeHusax. M.: JIuGpokom, 2012. — 224 c.

5. T'ybenkoBA.A.NudpopmarimonHas6e30macHOCTb BBIUUCJIUTEIBbHBIX CETEU:
y4eb. mocobue / A. A. I'ybenkos. - Caparos: CI'TY, 2009. - 88 c.

6. Kynako B.I'., T'arapun M.B., u gnp. HNudopmanmonnas 06e30macHOCTb
TEJIEKOMMYHUKAIIMOHHBIX cHUCTeM. Y4eOHoe mnocobue.-M.: Pagno u cBs3b,
2008

7. Mak-Knap  C., CxkemOpeii [Ix., KypTig . Cexpernl XaKEPOB.
be3onacHocTh cereld — rotoBble penieHus, 4-¢ usa. — M.: Bunesamc, 2004. —
656 c.

8. Mamok A.A., TIlazuzun C.B., Iloroxxun H.C. Bsenmenune B 3amury
uHbOpMallu B aBTOMATU3UPOBAHHBIX cucTeMax: Yueb. [locoOue ans By30B.-
3-e u3x., crep. M.: l'opsiuast munus, 2005.- 147 c.

9. MenvuukoB J[. MadpopmammoHHas 0€30MaCHOCTh OTKPBITBIX CHCTEM.-M.:
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®opym, 2013.
10.IlnatonoB, B. B. IlporpammHo-anmnapatHble cpeacTBa oOecredeHus
nH(OPMAITMOHHON 0€30TTaCHOCTH BBIYUCIUTENBHBIX ceTel: Yueb. mocobue st
CTyn. BeIcil. yueb. 3aBenenuii / B. B. [lnatonos. — M.: Akanemus, 2006. — 240
c.
11.CeBepun B. KowmmnekcHas 3amurta WHGOpMalWd Ha MPEANPUATHH. M.:
['opoaen, 2008. — 368 c.
12.Ckpunauk JI[. A. OOmue BOMPOCH TEXHUYECKOW 3alUThl HHGOPMAIIUU:
ydyeoHoe nocobue / Cxkpunauk J[.A.—M.: HNHTepHeT-YHUBEpPCUTET
Nudopmarmonnsix Texunonoruit (MHTYUT), 2016.
JJIeKTPOHHbIE U31aHNs (3JIEKTPOHHbIE PeCypchl)
1. UadopmanmoHHO-CTIpaBOYHAs CHCTeMa 10 JOKyMeHTaM B  oOJacTu
TEXHUYECKOH 3a1uThl nHpopManuu www.fstec.ru
NudopmarmonHslil moprtai mo 6ezonacHoctu www.SecurityLab.ru.
Poccuiickuii OnoMeTpuuecKkuii moprai www.biometrics.ru
Caiit xxypHana Mudopmarimonnas 6e3omacHocTs http://www.itsec.ru —
CnpaBouHo-TipaBoBas cucteMa «l'apant» » www.garant.ru
CnpaBouHo-mipaBoBasi cucremMa «Koucynbrant [lmoc» www.consultant.ru 9.
denepanbHas CIy)0a MO TEXHUIECKOMY U AKCTIOPTHOMY KOHTPOJTIO
7. (DCTOK Poccun) www.fstec.ru
[Mudposas obpazosarensuas cpena CIIO PROFo6pa3oBanue:
1. Jloxxaukos, I1. C. O6ecrieuenne 6€3011aCHOCTH CETEBOM MHPPACTPYKTYpHI Ha
OCHOBE oreparmoHHbIx cucteM Microsoft : mpaktukywm / I1. C. Jloxnaukos, E. M.
MuxaiinoB. — 3-e u3n. — Mocksa : UaTepHeT-YHUBepcuTeT MHbDOpMamoHHBIX
Texnonorut (MHTYUT), At [Iu Ap Meana, 2020. — 263 c. — ISBN 978-5-
4497-0666-9. — TekcT : ANEKTPOHHBIN // DIEKTPOHHBIM pecypc HUGPOBOI
obpazoBarenbHori cpeapl CIIO PROFo6OpazoBanmne : [caiit]. — URL:
https://profspo.ru/books/97553 (mara o6pamenus: 12.11.2020). — Pexum
nocrtyna: Juist apTopusup. [lonb3zoBareneit
2. ®omuH, [[. B. MHdpopmarnmonnas 06€30maCHOCTb : y4EOHO-METOIUYECKOE
nocoOue Uisi CTYJEHTOB 3a04HOW (PopMbl OOydeHMs] HamNpaBJICHHUs] MOJATOTOBKH
38.03.05 «busnec-undopmaruxka» / . B. ®omun. — CapatoB : BysoBckoe
obpaszoBanme, 2018. — 125 c. — ISBN 978-5-4487-0299-0. — Tekct
AIIEKTPOHHBIN // DNEKTpOHHBIA pecypc uudpoBoit obpazoBarenbHOi cpeabl CIIO
PROFob6pazoBanue : [caiit]. — URL: https://profspo.ru/books/77318 (mata
obpamenus: 13.11.2020). — Pexxum moctyma: st aBTOpU3UP. MOIH30BaTENCH
DJIEKTPOHHO-0MO0/IMOTEYHAsSI CHCTeMAa:
I[PR BOOKS
https://www.iprbookshop.ru/89443.html
https://www.iprbookshop.ru/6991.html
Be0-cucrema i OpraHm3anuM JAUCTAHIMOHHOIO OOy4YeHMS W
ylpaBJIeHUS UM:
Cuctema nuctanimonHoro ooydenus OI'AIIOY «AnekceeBCKUN KOJUIEIK

http://moodle.alcollege.ru/

ARl
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4. KOHTPOJIb MU OIEHKA PE3YJIbBTATOB OCBOEHMUA

YYEBHOM TACHATIMHBI

KonTposb ¥ omeHka pe3ysibTaTOB

OCBOCHHS y4E€OHOW NHUCIMIUIMHBI

OCYIIECTBIISIETCSl TpEnojaBaTesieM B MPOIIECCEe IMPOBEICHUS TEOPETUUYECKUX U
NPAKTUYECKUX 3aHATUH, TudPepeHIpoBaHHOTO 3a4eTa.

Pe3yabTaThl 00yyeHus
(ocBOeHHbIE yMEHMSI, YCBOCHHbIE 3HAHUS),
C Y4€TOM JIMYHOCTHBIX Pe3yJibTATOB,
npogeccCHOHAIBHOI0 CTAHAAPTA U
CTAHIAPTA KOMIIETEHI[UN

®opMbI 1 METOABI KOHTPOJISA U
OIIeHKHU pe3yJIbTaTOB 00y4eHUs

IIpodeccuonannbl
YMEHMUSI:
CTAaBUTh IeNH, (OPMYJIMPOBaTh 3ajauM, | IKCIEPTHOE HaOJIIO/ICHNE U OLICHKA
CBSI3aHHBIE C 0OECTIEYEHMEM KOPIIOPATHBHOM | IPH BBINOIHEHUH NIPAKTUYECKOM
3AIUTHI oT BHYTPEHHUX yrpo3 | PabOTBI, MPOBEPKa JOMAIIHErO
nH(OPMAITMOHHON 0€30MTaCHOCTH; 3a/1aHHUs.
AHAJIU3UPOBATH TEHJACHIIUN Tectuposanue, 3amura
pa3BUTHUA CHUCTEM obecrieyeHys | IPAKTHIECKOU pabOThI, yCTHBIH 1

KOPIOPAaTUBHOM 3allUThl OT BHYTPEHHHUX
yIrpo3 nH(pOpMaIMOHHON 0€30M1aCHOCTH;
OPUMEHSATh 3HAHUA O  KOPIOPATUBHOM
3aIuTe oT BHYTPEHHHX yrpo3
UHGOPMAIIMOHHON OE30MACHOCTH B PEIICHUU
NOCTAaBJICHHBIX 33/]1a4.

SJHAHUA.
O0OBEKTHI KOMITBIOTCPHBIX TCXHOHOFHﬁ,
HCIIOJIb3yCMBIC B obecrnieuyeHun

KOPIIOPAaTHBHOK 3aIllUTBHl OT BHYTPCHHHUX
yTrpo3 nH()OpMAITMOHHONU 0€301TaCHOCTH;
MOHATUHHBIM  ammapaT WH(QOPMAIMOHHBIX
TEXHOJIOTHA M OCOOEHHOCTH TEPMHHOJOTHH
B 00JacTH KOPIIOPATHBHOM 3aIlUTHI OT
BHYTPCHHUX  yrpo3  WHQPOPMAIMOHHON
0€e30IMacCHOCTH;

0a30BbIC COCTABIISAIOIINE B 00IACTH Pa3BUTHS
cucteM H(OOPMAITMOHHON 0€301TaCHOCTH;
KJIaCCU(UKAITUIO 00BEKTOB 3AIIHTHI.

MUCbMEHHBIN OIPOC,
nuddepeHIIMPOBaHHBIN 3a4eT

DKCnepTHOE HAOMIOACHUE U OlIEHKA
IIPU BBITTOJTHEHUHU TPAKTUYECKON
paboThI, MPOBEPKA JOMAIIIHETO
3a1aHUS.

TectupoBanue, 3amuTa
MPaKTUYECKON pabOThI, YCTHBIA U
MACbMEHHBIN ONIPOC,
nuddepeHIIMPOBAaHHBIN 3a4eT
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