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KoMIiekT KOHTPOJIBHO-OIIEHOYHBIX CPEJCTB pa3pabOoTaH Ha OCHOBE
denepadbHOTO TOCYJAPCTBEHHOTO  00pa30oBaTEIBHOTO  CTAaHAApPTa  CPEIHETO
npodeccruonansHoro 00pazoBanus 1o crenuaabHocTd 09.02.07 MHbopmanmoHHbIe
CUCTEMbl W MPOTPAMMHUPOBAHUE, YTBEPKICHHBIH MpUKa3oM MUHHUCTEPCTBA
obpazoBanus u Hayku Poccutickoii @eneparnuu ot 9 nekabps 2016 roga Ne 1547, ¢
y4eToM TpodecCHOoHABHOTO cTaHgapTa «Crnenmuanuct 1mo WHEGOPMAIMOHHBIM
CUCTEMaM», YTBEPXJACHHOTO MpUKa3oM MMUHHUCTEpCTBAa Tpyla W COLMAIBHON
3amuThl Poccuiickoit denepanuu ot 18 HOs10pst 2014 roga Ne 896H.

CocraBuTens:
Porauesa O. H., npenogaBarens OI'AIIOY «AnekceeBCKUIl KOMIEIK»



1. ITacmopT KOMILIEKTA OLIEHOYHBIX CPEACTB

1.1 Ob6aacTb NpUMEeHEHUS KOMILJIEKTA OLIEHOYHBIX CPeCTB

KontpoawsHo-onieHounsie cpeacta (KOC) npeaHazHadyeHsbl ISl KOHTPOJIS U
OIIEHKH 00pa30BaTeNIbHBIX JOCTUKEHUN OOYy4YaroIIMXCsA, OCBOUBIIHUX MPOTPAMMY
yueOHoi mucumminHbl Ol 19. be3onacHOCTh HHOOPMAIITMOHHBIX CUCTEM.

KOC Bkit04yatoT KOHTPOJIbHBIE MAaTepUAIbl JJIsl TPOBEACHUS IPOMEKYTOUHOM
atrectanuu B popMme audPpepeHnpoBaHHOTO 3a4eTa.

KOC pa3paboTtan Ha 0cHOBaHUU pabouel MporpamMmbl y4€OHOW TUCHUTIIIMHBI
OII 19. be3onacHocTh HHPOPMALTMOHHBIX CHCTEM.

1.2 Hean u 3apaum y4eOHON AUCHMILTUHBI — TPeOOBAHUS K pe3yJbTaTaM
OCBOEHUSI MPOTPaMMBbI:

B pesynpraTe OCBOGHHMS Y4e€OHOM  JUCUMUIUIMHBI OOY4YarOIIMICS JOJHKEeH
yMeThb:

Y1 craButh 1enu, GopMyIMpoBaTh 3aJayM, CBA3aHHBIE C OOECeuYeHHEM
KOPHOPATUBHOM 3aIIMTHI OT BHYTPEHHUX YTPO3 HH(DOPMAIMOHHON 0€3011aCHOCTH;

VY2 ananusupoBaTh TEHJIEHIIMM  Pa3BUTHS  CUCTEM  OOecredeHus
KOPHOPATUBHOM 3aIIMTHI OT BHYTPEHHUX YTPO3 HH(DOPMAIIMOHHON 0€3011aCHOCTH;

Y3 npumeHsATh 3HaHUS O KOPIOPATHUBHOM 3alIUTE OT BHYTPEHHUX YIPO3
nH(GOPMAIMOHHON 0€30MaCHOCTH B PEIICHUH TTOCTABICHHBIX 3a/1a4.

B pesynbrare ocBOeHUS Y4YEOHOW ITUCIUIUIMHBI OOYYAIOIIMICS JTOJDKCH
3HATD:

3100BEKTHl KOMIBIOTEPHBIX TEXHOJIOTHM, HCIOJIb3yeMble B OOCCIICUCHHH
KOPIIOPATUBHOM 3alIUTHI OT BHYTPEHHUX yTPo3 HHPOPMAIIMOHHOM 0€301acHOCTH;

32n0HATUIHBINA anmapaT WHGOPMALMOHHBIX TEXHOJOTHMH U OCOOEHHOCTH
TEPMUHOJIOTMM B O0JacTH KOPIOPATHUBHOM 3alllUThl OT BHYTPEHHUX YIpoO3
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

330a30Bble COCTaBISIONIME B OOJACTH Pa3BUTHUSI CUCTEM HH(OOpPMAIMOHHOU
0€e30IMacCHOCTH;

34knaccudukaiuio 00bEKTOB 3aIUTHI.

[Ipodeccuonanpabie (IIK) u  ob6bmme (OK) koMmereHUMH, KOTOpbHIC
aKTyaIU3UPYIOTCS IPU U3yUYEHUU YUeOHON AUCIUTUIMHBIL:

OK 01 Breibupates cmocoObl  pemieHUs 3a1ad  mpodeccroHalbHOM
JESITEIbHOCTH, TPUMEHUTEIHHO K Pa3IMYHbIM KOHTEKCTaM
OK 02 Hcnonp30BaTh COBPEMEHHBIE CPEACTBA IIOMCKA, aHaiuu3a u

uHTepHpeTanuu nHPOpMaIK, ¥ THHOPMAIIMOHHBIE TEXHOJIOTUH JIJISi BBHITOTHEHUS
3a51a4 mpodecCuoHaIbHON NeITeTbHOCTH

OK 03 IImannpoBats 51 peanu30BBIBaTh COOCTBEHHOE
npodeccMoHabHOE W JIMYHOCTHOE  pPa3BUTHUE,  NPEANPUHUMATEIbCKYIO
JeATEIbHOCTh B MPOQecCuoHaNbHON cepe, UCHOIb30BaTh 3HaHUS 10 (PUHAHCOBOM
I'PaMOTHOCTH B Pa3JIMYHBIX KU3HEHHBIX CUTYaLIUSIX

OK 04 D¢ hexTuBHO B3aUMOJCHCTBOBaTh U pabOTaTh B KOJUIEKTUBE M
KOMaH/1e



OK 05 OcCyllIeCcTBIATh YCTHYKO M MUCbMEHHYID KOMMYHHUKAIUIO Ha
rocyiapcTBeHHOM si3bike Poccuiickoit ®enepanun ¢ yd4eToM OCOOEHHOCTEH
COLIMAJIBHOTO U KYJbTYPHOI'O KOHTEKCTA

OK 06 IIposBisATH IPAXKIAHCKO-NIATPUOTUYECKYIO ITO3UIIUIO,
JEMOHCTPUPOBAaTh  OCO3HAHHOE  I[OBEJEHUWE HAa  OCHOBE  TPAaJULMOHHBIX
oOIIIeYeNIOBEYECKUX IIEHHOCTe, B TOM YHCIE C Y4Ye€TOM TapMOHHU3alUuU
MEXHALUUOHAIBHBIX W MEXPEIUTHO3HbIX OTHOLICHWWA, NPUMEHSTh CTaHIAPThI
AHTUKOPPYIIIMOHHOTO MOBEICHUS

OK 07 ConeiicTBOBaThH COXpaHEHHUIO OKpYyXarouien cpenpl,
pecypcocOepekeHrI0, TPUMEHSATh 3HAHUS 00 K3MEHEHUW KIMMaTa, MPUHIIUIBI
OepeXIMBOTO  MPOU3BOJACTBA, dA(PPEKTUBHO [AEUCTBOBaTH B  YpPE3BbIYAMHBIX
CUTYaIHIX

OK 08 Hcnonb3oBath cpencTBa GU3NIECKON KYIbTYPHI JJIs1 COXpaHEHUS
U YKpEeIUIGHHS 3JI0pOBbS B TMporecce NpodhecCHOHANBbHOM JesTeIbHOCTH U
NOJIIepKaHUS HEOOXOAUMOT0 YPOBHS (PU3NUYECKOM MOATOTOBICHHOCTH

OK 09 [Tonp30oBaThcss ~ MPOQECCHOHANBHONW  JOKYMEHTAalMed  Ha
roCyJJapCTBEHHOM M HHOCTPAHHOM SI3bIKax

[IK 5.3. PazpabateiBaTh MOACHCTEMBI 0€30MacHOCTH WHGOPMAIMOHHON
CUCTEMBI B COOTBETCTBHH C TEXHUYECKUM 3a/IaHHEM

[IK 6.4. OueHuBaTh KayecTBO U HAAEKHOCTh (DYHKIMOHHUPOBAHUS
UH(OPMAIMOHHOW CUCTEMBI B COOTBETCTBUH C KPUTEPUIMH TEXHUYECKOTO 3a/IaHUsI

I[IK 7.2. OcyumectBiiTh aIMUHUCTPUPOBAHHE OTACIBbHBIX KOMIIOHEHT
CEpBEPOB

ITIK 7.5. IIpoBOaUTh ayUT CHUCTEM OE€30MAacCHOCTH 0a3 JJAHHBIX U CEPBEPOB C
UCITI0JIb30BAaHUEM PErJIaMEHTOB TI0 3alluTe UHPOpMaUn

Ilepeyenbr  3HAHWI, YMEHUH, HABBIKOB B COOTBETCTBHH €O
cnenupuKanMeii CTaHIAPTa KOMIIETEHUHMH YeMIIMOHATHOIO JBHUKEHUS MO
npogeccuonanbHoMy MacTepcTBy «IIpodeccnonansr u UeMnuoHnara BLICOKUX
TexHoJ0ruii KopnoparusHasi 3a1uura 0T BHYyTPEHHHUX YIpo3 HHGOPMALMOHHOM
0e30IIaCHOCTH, KOTOpble AaKTYaJM3HPYKTCA MPH HM3YyYeHUM Y4YeOHOH
AUCHHUIIMHBI:

1) 3HaTh ¥ MOHUMATH:

—OHMMaHUE TMPUHLUIOB padOThl CHEHUaIUCcTa M0 HUHPOPMALUOHHOU

0€30MacHOCTH U UX IPUMEHEHUE;

—3HaHWE TPUHIUIOB M TMOJIOKEHUH Oe30macHoi paboThl B OOIIEM U IO

OTHOLIEHUIO K KOPIIOPATUBHOM CpEE;

— peTIIaMeHTUPYIOIITHIE JIOKYMEHTBI B obmactu 0e30macHOCTH

MH(POPMALIMOHHBIX CUCTEM;

— perjJaMeHTUPYIOIINE JOKYMEHTBI B 0071aCTH OXpaHbl TpyJla U O€30MaCHOCTH

KU3ZHENIEATEIIbHOCTH;

— BaXKHOCTh OpraHU3alliy TPYJla B COOTBETCTBUU C METOJIUKAMU;

—METO/Ibl U TEXHOJIOTUU UCCIEI0BAHNUS;

— BXKHOCTH YTNPABIIEHUsI COOCTBEHHBIM MPO(EeCCUOHATBHBIM PA3BUTHEM;

—cKopocTh  u3MeHeHus Ur-cheppr u  obmactu  MHPOPMALMOHHOM



0€30MacHOCTH, a TAKXKe BaXKHOCTh COOTBETCTBHSI COBPEMEHHOMY YPOBHIO.

—BaXHOCTh YMEHHS CIylarh coOecelHHKa Kak d4acTd 3((GEeKTUBHON
KOMMYHUKAITNH;

—posii W TpeOOBaHHMS KoJuler U Haubojee dS(OQPEKTUBHBIE METObI
KOMMYHHUKAIIMH; * BaXHOCTh MOCTPOCHUS U MOAJEPKaHUS MPOTYyKTUBHBIX
pabounX OTHOIICHHUH C KOJIJIETraMH U YIIPaBJISIIOUIUMU;

— CHIOCOOBI pa3pelieHns HETOHUMAaHUS ¥ KOH(MIUKTYIOMNUX TPeOOBAHUI;

2) yMeTh:

— HHTEPIPETUPOBATH IMOJIb30BATEIBCKUE 3aMpOChl U TPeOOBaHUS C TOUYKU
3peHUs! KOPIIOPATUBHBIX TPEOOBAHMIA;

— TMPUMEHSTh BCE THUIIBI KOH(UIypaluid, NpOrpaMMHBIE U ammapaTHbIe
OOHOBJIEHUSI HA BCE€ THUIIbl CETEBBIX YCTPOWCTB, KOTOpPbhIE MOTYT OBITH B
CETEBOM OKPYKEHUU;

— HacTpauBaTh CETEBBIE YCTPONCTBA;

— aIMUHUCTPUPOBAHHE  ABTOMATHU3MPOBAHHBIX  TEXHUUYECKHE  CPEACTBA
yOpaBleHUsI U KOHTPOJISE HHPOPMAIUU U UH(POPMALIMOHHBIX TTOTOKOB;

— YCTaHOBKA AareHTCKOW YacTH CHCTeMbl KOPIOPATUBHOW 3alllUTHI  OT
BHYTPEHHHUX yIPO3;

* 3alycK rOCTEBBIX BUPTYaJbHBIX MAIMH W MpaKTHUeckas padoTa ¢ HUMHU C
UCIIOJIb30BAaHUEM COBPEMEHHBIX THIIEPBU30POB;

* HACTpOIKa OTIENbHBIX KOMIIOHEHT CHUCTEMbl KOPIOPATUBHOW 3alIUTHI OT
BHYTPEHHUX YTPO3 U CUCTEMBI B LIETIOM;

* yMeTb  NpOBEpsATh  PabOTOCMOCOOHOCTH  CHUCTEMBI U BBISBISTH
HEUCIPABHOCTH, YCTPAHATh MpoOJEeMbl U TMPOBOJUTH KOHTPOJBbHBIC
MPOBEPKU;

I[lnanupyemble  JHYHOCTHBIE  Ppe3yJbTaThl  OCBOEHHsI  paloyeil
NpOrpaMMbl

JIP 4. TlposiBndromuii U AEMOHCTPUPYIOLIUM YBaKEHHUE K JIIOASM TpyAa,
OCO3HAIOLIUN 1IEHHOCTh COOCTBEHHOTO Tpyaa. Crpemsamuiica kK GOPMUPOBAHUIO B
CETEeBOM cpejie JIMYHOCTHO U MPOo(hecCUOHATBHOTO KOHCTPYKTUBHOIO «IU(POBOTO
cienay.

JIP 7. Oco3Haromuii NPUOPUTETHYID 1IEHHOCTh JIMYHOCTH YEJIOBEKA;
YBaXAIOIMKA COOCTBEHHYIO U UYXYH YHHUKAJIbHOCTh B PAa3jMYHBIX CUTYalUsAX, BO
Bcex opmax u BUAAX ACSITEIbHOCTH.

JIP 10. 3a6oTsmuiics 0 3auTe OKPYKAIOIMIEH Cpe/ibl, COOCTBEHHOU M UyKOH
0€301acHOCTH, B TOM YHCIIe IIU(PPOBOIl.

JIP 11. IposiBsitonuii yBa)xeHHE K SCTETUISCKUM IIEHHOCTSIM, 00J1aaaroniuit
OCHOBAaMHM 3CTETUYECKON KYJIBTYPBI.



1.3 Pe3yabTaThbl 0CBOCHUSA YUeOHOM TMCIUTIUHDI,
NnojJie:Kalme nmpoBepKe

HaumenoBanue tem Konp! CpenctBa KOHTPOJIS U CpenctBa KOHTPOIIS U
ymenuit (Y), OLICHKH pe3yJIbTaTOB OLICHKH pe3yJIbTaTOB
3HaHui (3), o0ydeHus oOydeHus
JTUYHOCTHBIX B paMKax TeKyulei B pamMKax
pe3yIabTaToOB arTecTalnu NMPOMeKYTOYHOM

(JIP), (HOMeEp 3a/aHusN) arrecTauuu

(dbopmMHpOBaHHUIO (HOMED
KOTOPBIX 3aJIaHUs/KOHTPOIBHOTO
CIOCOOCTBYET Borpoca/
AJIIEMEHT 9K3aMEHALMOHHOT O
IpOrpaMMbl ouera)

Tema 1. YcraHoBKa, V1-VY3 I13 Nel I13 Nel
KOH(HUTypUPOBaHHE U 31-34 KB Nel-16
yCTpaHEHHUE JIP 4
HEUCIIPAaBHOCTEH B JP 7
CUCTEME
KOpPIIOPAaTUBHOU
3aIUTHI OT
BHYTPEHHUX YIpO3
Tewma 2. V1-V3 I13 Ne2 I13 Nel
HUccnenosanue 31-34 KB Nel-16
(ayauT) opranuzanuu JIP 4
C 1IEJIBIO 3AIIUTEI OT JIP 7
BHYTPEHHHUX yIpO3 JIP 10

JIP 11
Tema 3. Pa3zpaboTtka V1-V3 I13 Ne3 I13 Nel
MTOJIUTUK 31-34 KB Nel-16
0e30MMacHOCTH B JIP 4
CUCTEME
KOpPIIOPAaTUBHOU
3amuTHl HTHGOPMAITIHI
OT BHYTPEHHHUX yTPO3
Tewma 4. Texnosnoruun V1-¥3 I13 Ne4 13 Nel
aHaJIN3a U 3aLIUThI 31-34 KB Nel-16
CeTeBOTO Tpaduka JIP 4

JIP 7

JIP 10

JIP 11
Tewma 5. TexHosnoruun V1-¥3 I13 Ne5 13 Nel
areHTCKOTO 31-34 KB Nel-16
MOHUTOPHHTA JIP 4

JIP 7

JIP 10

JIP 11
Tema 6. AHanus V1-¥3 I13 Ne6 13 Nel
BBISIBIICHHBIX 31-34 KB Nel-16
WHIIUJIEHTOB JIP 4

JIP 7

JIP 10

JIP 11




2. KoMIJIEKT O1I€HOYHBIX CPEACTB JJIM TeKyIlleil aTTecTaluu
2.1. IpakTnueckue 3aganus (I113)

113 Nel YVCTAHOBKA, KOHOUI'YPUPOBAHUE 1 YCTPAHEHUE
HEUCIIPABHOCTEM B CHCTEME KOPIIOPATHUBHOU 3AIIUTBI OT
BHYTPEHHUX YI'PO3

3adanus 014 6bINOIHEHUA NPAKMUYECKOU PadOmbl:

1. IlpoBecTn KOHGUTYpAIMIO CETEBOM HMH(PACTPYKTYphl: HACTPOUTH XOCT-MAIIHMHY,
CETEeBOE OKPYKEHHUE, BUPTYaJbHbIE MAIIMHBI, U T.I1.;

2. YCTaHOBHUTbH U HACTPOUTH CUCTEMY KOPIIOPATUBHOMN 3aIIIUTHI OT BHYTPEHHUX YTPO3;

3. 3amycTuTh cHUCTEMYy, NOPOBEPUTHh (YHKIHMOHAIBHOCTH W COOTBETCTBHE HACTPOEK
IIeJIeBOM ceTeBOi nH(ppacTpyKType

4. TlpoBecTH UMHTAIIMIO TIPOIIECCA YTEUYKH KOH(PHUACHIIMAIbHON HH(DOPMAITUY B CUCTEME; -

5. Ycrpanuth npoOIeMbl IPH MOSIBICHUH;

6. IIpogemoHCTpHpOBaTH PAOOTOCTIOCOOHOCTH CHCTEMBI

7. IloAroToBUTH OTUYET MO OI[EHKE Pab0TOCTIOCOOHOCTH CUCTEMBI;

13 Ne2 MCCJEJIOBAHUE (AVIUT) OPTAHM3ALIMU C LEJBIO
3AIIUTHI OT BHYTPEHHUX VIPO3

3adanus 014 6bINOIHEHUA NPAKMUYECKOU PadOmbl:

I. POBECTH 0OCNeOBaHWE W aHalu3 CTPYKTYpPhl OpraHu3anuu (Kak TIJIaBHOTO
00BeKTa 3alIUThl) HA OCHOBAHHWH IPEACTABICHHBIX MATEPUAIOB U CTEHJA, €€ BBIYMCIUTEIBHO-
CeTeBOM HMH(PACTPYKTYpPbI, ONPEAETUTh MOTOKHU JaHHBIX, MOTEHLHAJIbHBIE YTPO3bl M KaHAJbI
yTEUeK.

2. co311aTh MaKeT JOKYMEHTAIlUH, BKIIFOYAOIIHI

- CIIMCOK MOTEHIIUATBHBIX BHYTPEHHHUX YIPO3 (COTIACHO BBIJAHHOTO IIabI0HA)

- CIIUCOK BO3MOJKHBIX KaHAJIOB CBSI3U JJIsI aHAIK3a (COTIIACHO BBIIAHHOTO MIA0JI0OHA)

- IPOEKT MOJIOKEHUA O 3aluTe HHGOPMaLMU OT BHYTPEHHUX yIpo3 (COMNIaCHO BBIIAHHOTO
1rabaoHa)

- CIIUCOK POJIEH MOJIb30BATENIEW M MOTECHIMATBHBIX HAPYIIMTENEH - CIUCOK M3MEHEHUH B
CYIIECTBYIOIIME BHYTPEHHUE HOPMATHUBHBIX JOKYMEHTHI (IIOJIOXKEHUS, TMpPUKA3bl U T.I.)
opranu3anuu s 3pPEeKTUBHOTO U 3aKOHHOTO UCIOJIb30BaHUS COBPEMEHHBIX CHCTEM 3alUTHI.

3. IloAroToBUTH OTUYET, CyMMUPYIOLINI UTOTY UCCIIEIOBAHMS OPraHU3aLINH.

113 Ne3 PA3BPABOTKA IIOJIMTUK BE3OIACHOCTH B CUCTEME
KOPITOPATMBHOU 3AIIINUTHI THOPOPMALMM OT BHYTPEHHHUX YI'PO3.

3aoanus 013 6bINOJIHEHUA NPAKMUYECKOU PAOOmbL:

1. Pa3zpaboTaTs HOBBIC H/WIM MOIU(DUIIMPOBATH CYIIECTBYIOIINE TTOJUTUKH O€30IMaCHOCTH,
MEPCKPBIBAIOIINUEC KAHAJIBI MTICPCAAYN JAHHBIX U BO3SMOXHBIC MHITUJACHTHI,
2. 3aHecTH MOJUTUKHN HHPOPMAIIMOHHON Oe3onacHocTH B DLP-cuctemy;

Pazpabotare wiu/m MonupuIMpoBaTh OOBEKTHI 3allUTHI, KATETOPUH, TEXHOJOTUU
3amuTel B DLP-cucTeme u T.11.;



3. [IpyMeHUTh MOJUTUKU MAJIE KOHTPOJS TpaduKa, BBIIBICHHUS W/WIM OJOKHUPOBAHUS
HUHIIMACHTOB 6630HaCHOCTI/I, CO3JaBac€MbIX BHCIIHUM FeHepaTopOM Tpa(bmca U HUHIHUJICHTOB.
MakcuMu3HpoBaTh YUCIIO BBISIBICHHBIX HHIUACHTOB O€30M1aCHOCTH;
4. TlpomeMoOHCTpUPOBATH BIAJACHHE TEXHOJOTHUSIMH M YMEHHE paboTaTth C
uHTepdelicoM ypaBJICHUs] CHCTEMbI KOPITOPATUBHOM 3amuThl nHpopmarun IWTM.

13 Ne4 TEXHOJIOTMM AHAJIM3A W 3AIIUTBI CETEBOI'O
TPADOUKA.

3adanusn 014 6bINOIHEHUA NPAKMUYECKOU PadOmbl:

1. Pa3BépThiBanMe, HacTpolika u TmpoBepka pabotocnocoOHoct VPN-cetn Ha
CYIIECTBYIOIIECH W BBIYUCIUTEIHFHOU HHPPACTPYKTYPE.
2. AIMUHUCTPUPOBAHUE Y3JIOB U IOJIb30BATENIEH.
3. BblllOJTHEHHE KOMIIPOMETAIlMK Y3JI0B, KIIIOYEH, Tmosib3oBateneil. BoccranoBieHue
cBs13u. OOHOBIIEHHE KITFOUEBOM NH(OpPMAIIHH.
4. OpraHu3ainuio MEXCEeTeBOTO B3aUMOICCTBUS U TYHHEITUPOBAHHMUSI.
5. BHezapeHue LEHTPAIM30BAaHHBIX MOJUTHK Oe3omacHocTH. ObecredyeHue 3alluThl
pabouux MecT.

13 Ne5 JTIOMCK W IIPEAOTBPAIIEHME HWMHIOWJIEHTOB.
TEXHOJIOTMX  AHAJIM3A  CETEBOI'O TPA®UKA B CHUCTEME
KOPIIOPATHBHOMU 3AILIUTHI THOPOPMAILIMM OT BHYTPEHHUX YI'PO3

3aoanusn 014 6bINOIHEHUA NPAKMUYECKOU PadOmbl:

1. IIpoaeMOHCTpUPOBATH 3HAHUE MEXAHU3MOB PA0OTHI areHTCKOTO MOHUTOPHUHTA,
2. Pa3paborath M NPUMEHUTH IMOJUTUKH AareHTCKOr0 MOHHUTOpPHHra JUisi paldoThl ¢
HOCHUTEJISIMU U YCTPOMCTBaAMU;
3. Pa3paboraTh M NPUMEHUTh MOJUTHKA AareHTCKOr0 MOHMTOPHMHIa Ui padoThl C
daitnamu;
4. Pabota c HCKITIOUEHUSAMH U3 TIEPEXBATA,

I13 Ne6 AHAJIN3 BbISIBJIEHHBIX MHIMJIEHTOB

3aoanus 013 6bINOJIHEHUA NPAKMUYECKOU PAOOmbl:

l. [IpuMeHUTs MEXaHU3MBI CO3AaHUs (PUIBTPOB AJISI AaHAIM3A MIEPEXBAYEHHOTO TpauKa U
BBISIBJICHHBIX HHIUCHTOB;

2. IToaroroBUTh neTaNM3UPOBAHHBIE OTYETHI O HAPYLICHUSAX;

3. [IpoBecTu kmaccupUKaIUio YPOBHS yrpo3bl HHIIUICHTA;

4. Hcmonb3oBathb AOIOJHUTCIBHBIX MOAYJIW aHAJIM3a HH(bOpMaL[I/IOHHBIX IIOTOKOB, €CJIH
3TO MPOJUKTOBAHO OCOOEHHOCTSMHU MOJIEIHN OpraHU3aluy U YCIOBUAMHU e€ Ou3Heca;

5. P3.3pa6OTaTI> IJI1aH IIO ;[aaneﬁmeMy pacciICaOBaHUIO BBISABJIICHHBIX WHIUIACHTOB U

MPOTHBOICUCTBUIO HAPYIITUTEIISIM C OTIOPO HA HOPMATUBHYIO 0azy;
6. IloaroroBUTH UTOTOBBINA OTUET



3. KoMIJIEKT OLIEHOYHBIX CPEACTB /IJIsl IPOMEKYTOUHOM aTTecTaluu
3.1. IpakTnueckue 3aganus (I113)

I13 Nel

lens  pa3zpaboTath NOJIMTUKK  MHGOPMAIIMOHHON 0€30MacHOCTH,
UCIIONb3Yysd HWHCTPYMEHTapuid  aBTOMartu3upoBaHHOW cuctembl IWTM 6 wu
YCHEIIHO WX MPUMEHUTH MJis BBISBICHUS W/UIM  OJIOKMPOBAHUS WMHUUIECHTOB
Oe3omacHocTu. [l co3maHus HMHOMAEHTOB M Apyrux coobitmiit B IWTM
UCIIOJIB3YeTCsl  CIEUalIbHOE MPOrpaMMHOE oOOecrnedeHue —  CHelUaIbHBIN
['enepatop Tpaduka U HHIIUIEHTOB. Y YaCTHUKY HEOOXOAMMO:

1. Pa3zpaGoTats HOBbIE W/WAM MOAUGUIUPOBATH CYLIECTBYIOUINE MOJUTUKU
0€30MacHOCTH, TMEPEeKPHIBAIOIINE KaHalbl TMepeJayd JaHHbIX U  BO3MOXHBIC
VMHIHJICHTBI COIVIACHO KOHKYPCHOTO 3a/1aHUS;

2. 3anectu MONMUTHKU WHGOpMATMOHHON Oe3omacHocT B DLP-cuctemy;

3. Pa3pabotate wimn/u MoauuUUMPOBaTH OOBEKTHI 3aIIUTHI, KAaTETOPHUH,
TexHogoruu 3amuTel B DLP-cucteme u 1.11.;

4. IlpuMeHUTh TIONUTUKU JUIsI KOHTPOJs TpaduKa, BBISSBICHUS W/WUIU
OJIOKUPOBaHUS WHILUJEHTOB OE30MacHOCTH, CO3JaBacMbIX BHEIHUM ['eHepatopom
Tpapuka M HMHOUAEHTOB. MaKCMMU3UPOBATh YHUCIIO BBISABICHHBIX HWHIIMIEHTOB
0€301aCHOCTH;

5. IlpoaeMOHCTpUpPOBAaTh BIIAJICHUE TEXHOJOTUAMH M yMEHUE paboTaTh C
uHTep(dericom ympaBiIeHUS CUCTEMbl KOPHOPATHUBHOW 3alIMTHl HHMOpMAIUH
IWTM. VYwuyactHuKky HEOOXOAUMO NPUMEHUTHh TMOJIUTUKH HHQPOPMAIMOHHOMN
oe3omacHoctd B cucteMe IWTM, aBTOMAaTHYECKHU BBIIIOJHUTH IIOUCK MHIMIECHTOB
uH(OpPMAIMOHHON 0€30MaCHOCTH, BHECEHHBIX YJIEHAMHU KIOpU (C MCMIOJIb30BAHUEM
creiga u ['eneparopa Tpaduka W  HWHIOUACHTOB). [loMUTHKKM  MOXHO
MOAU(PUIUPOBATh, C IEJIbIO BBISBICHUS MAaKCUMaJIbHOIO YHWCIAa WHUUACHTOB H
yreuek. Heo0xoammo ucnonb30BaTh BeCh HAOOP TEXHOJIOTH MOMCKA U BBISBICHUS
YA3BUMOCTEW, JOCTYIHBIA B CHUCTEME KOPIOPATUBHOM 3amuThl. HTOroBbIN
BapHAHT MOJUTHK JTOJKEH OBITh 3a()MKCHPOBAHBI B OTYETE. B 4MCIO MHIMIEHTOB
MOT'YT BXOJIUTbh, HAIIPUMED:

— @epeaada IMEepCOHAJIbHBIX JAHHBIX COTPYJHHUKOB M KOHTPAreHTOB IIO
AIIEKTPOHHOM OYTE;

— nepenaya 0a3bl KIMEHTOB OpraHU3allid B apXWBE C HUCIIOJIb30BAaHUEM
(aitoBBIX TPOTOKOJIOB;

— HELEH3YpHas JICKCUKA COTPYAHUKOB B IIEPENUCKE C KOHTPareHTaMu;

— mepenaya WHGOPMAIUU, COCTABIISIIONICH KOMMEPYECKYI0 TalHy W .
3ananue BHIMOJHIETCS C MOMOIIBIO porpammHoro obecrnieuenus DLP (Data Leaks
Prevention) IWTM 6.

3.2. KonTposabnbie Bonpocsl (KB)
KBNel Texnonoruu paboThl C MOJUTHKAMHU HHPOPMAITMOHHOM 0€30MacHOCTH.
KBNe2 Co3nanne HOBBIX MOJUTHK, MOAU(PUKALIKS CYIIECTBYIOIINX.



KBNe3 OO1ue npuHIUIBL TPH padboTe HHTEPHEHCOM CUCTEMBI 3aIUTHI
KOPIIOPATUBHON MH(POPMAIIH.

KBNo4 OOBEKTHI 3aIHUTHI, IEPCOHBI.

KBNe5 KiroueBbie TeXHOJIOTMHU aHajau3a Tpaduka.

KBNe6 TuroBbI€ MPOTOKOJIBI M TIOTOKU JTAHHBIX B KOPIIOPATUBHOU CpEE,
KBNe7 Oco3HaHne BaKHOCTU MOJIHOTHI TOCTPOEHUS IOTUTHK O€30MacCHOCTH
JUTSL BBISIBIICHUS BCEX BO3MOXKHBIX MHIUJCHTOB U BBISBICHUS (DAKTOB yTEUEK.
KBNe§ Tunsl yrpo3 nuHpopMamoHHOM 0€3011acCHOCTH, TUITbl HHIIUEHTOB,
KBNe9 9. TexHonoruii ananm3a Tpaduka rmpu padoTe ¢ MOJTUTHKAMU
MH(OPMAIMOHHOW 0€30MaCHOCTH B CUCTEME KOPIIOPATUBHOM 3aIUTHI
uHbOpMaInu.

KBNel)  OcHoBHbIE pa3enbl 1 0COOEHHOCTH paboThl HHTEpdeEiica ynpaBieHus
CHUCTEMBbI KOPIIOPATUBHOM 3alIUTHI MH(pOpMAIUK.

KBNel 1 AJITOpUTM JEUCTBUM MpU pa3pabOTKe M UCIOIb30BAaHUHU TTOJTUTHK
0€30I1acCHOCTH, OCHOBBIBASICh Ha PA3MYHBIX TEXHOJIOTHIX aHAIN3a TaHHBIX.
KBNel2 12. TunoBsle CUTHATYPBI, HCTIONB3YEMBIE JIJISl IETEKTUPOBaHUs (PaiiioB,
UPKYJTUPYIOLINX B CUCTEMAaX XpaHEHUS U Mepeadu KOpIoOpaTUBHON nH(popMaluy.
KBNel3 Ponb GunbTpoB npu aHanm3e nepexBauyeHHOro Tpadguka. TexHuueckue
OrpaHUYEeHUs] MeXaHu3Ma (GUIbTpAIH, €r0 MPEUMYLIECTBA U HEAOCTATKH.

KBNe14 14. Pa3nensl cucTeMbl KOPIIOPATUBHON 0€30TIaCHOCTH, KOTOPHIE
UCIIONIB3YIOTCSl 0PHIIepOM 0€30MacCHOCTH B IIOBCETHEBHOM padoTe.

KBNel5 Ocob6ennoctu 06padotkr HTTP-3anpocoB u nmucem, oTOpaBiIsieMbIX C
MOMOIIBIO BEO-CEPBUCOB.

KBNel6 TexHoJIoruy aHaar3a KOpIopaTuBHOTO Tpaduka, UCIOIb3yeMbIC B
CUCTEME KOPIOpPaTUBHOMU 3aIuTe NH(POpPMALIHH.
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4. Kpurepuu onileHUBAHMSI

«5» «OTJIIUYHO» HJIH «32UTEHO0» — CTYJEHT MOKa3bIBaeT TITyOOKOE U MOJHOE
OBJIaJICHUE COJEpKaHHEeM MPOrpaMMHOro Martepuana mo Y/JI, B cOBepIIEHCTBE
BJIAJICET TOHSITHITHBIM aIapaToM U JIEMOHCTPUPYET YMEHUE MMPUMEHSATH TCOPHIO Ha
MpaKTUKE, pelaTh pas3InyHbie TMPAKTHUYECKHE H NpodecCHOHATBHBIC 3a/ayH,
BBICKA3bIBaTh U OOOCHOBBIBATh CBOU CYKJEHUS B (pOpME rpaMOTHOTO, JIOTHYECKOTO
oTBeTa (YCTHOTO WM MUCBMEHHOIO), a TaKXe BBICOKMM YPOBEHb OBJIAJICHUE
o01muMU 1 podecCUOHATBHBIMU KOMITIETEHIIMSIMU U IEMOHCTPUPYET TOTOBHOCTH K
npodeccuOHaNbHOMN eI TeIbHOCTH;

«4» «XOopomIo» WIM «3a4YTeH0» — CTYJIEHT B IIOJIHOM OOBEME OCBOMII
IPOrpaMMHBIM MaTepuan no Y/[, Bimageer NOHATHWHBIM anmnapaTroM, XOpPOIIO
OPUEHTUPYETCS B HM3y4a€MOM MAaTe€pHUalie, OCO3HAHHO NIPUMEHSET 3HAHWUS UL
peleHus] MPAaKTHUYECKUX M MPO(PECCHOHANBHBIX 3a/lad, TPaMOTHO M3JIaraeT OTBET,
HO cojepkaHue, ¢popma oTBeTa (YCTHOTO HJIM MHUCHMEHHOTO) MMEIOT OTIEIbHbIE
HETOYHOCTH, JEMOHCTPUPYET CpEAHUHA YpPOBEHb OBJaJ€HHE OOIUMU U
npo(ecCHOHANBHBIMA ~KOMIIETEHUUSMA M TOTOBHOCTh K TNPOQEeCcCHOHATbHON
NEATEIIbHOCTH;

«3» «YHOBJICTBOPUTEJIbHO» WM «3aYT€HO» — CTYICHT OOHapy»XUBaeT
3HaHUE U IIOHMMaHUE OCHOBHBIX IOJIOXKEHUM IIPOrpaMMHOr0 marepuania mno Y /1, Ho
u3jlaraeT €ro  HENOJHO, HEIOCIEA0BAaTEIbHO, JOIYCKaeT HETOYHOCTH B
ONPENCIICHUN IOHATUH, B INPUMEHEHUU 3HAHUW IS PEUICHUSA NPAKTUYECKUX U
npo(eCCHOHANIBHBIX 3a7a4, HE YMEET J0Ka3aTelbHO O0OOCHOBATh CBOM CYKJIECHUS,
HO TpU OSTOM JEMOHCTPUPYET HU3KUH ypOBEHb OBIAJCHUS OOIIUMHU U
npo(ecCHOHANBHBIMA ~KOMIETEHUUSAMA M TOTOBHOCTh K MNPOQPEeCcCHOHATbHON
NEATEIIbHOCTH;

«2» «HeyIOBJICTBOPUTEJIBHO» HJIH «HE 3a4YTeHO0» — CTYJIEHT HMEET
pa3po3HEHHbIE, OECCHUCTeMHbIE 3HaHHS, HE YMEET BBbIICIATh TIJaBHOE U
BTOPOCTETIEHHOE, JIOMYCKAeT OIIMOKU B OMPEICICHUU MOHATUN, OECTIOPSIOYHO U
HEYBEPEHHO H3Jara€T NporpaMMHbIi MmaTepuan no Y/, HEe ymeeT NpUMEHSTh
3HaHUS [JJIs PpELIEeHUs TPAKTUYECKUX U  Npo(ecCHOHANbHBIX 3ajlay, He
JEMOHCTPUPYET OBIAJCHUE OOMMMHU U MPOPECCUOHAIBHBIMU KOMIIETEHUIUSIMH U
TOTOBHOCTH K MPO(ECCUOHAIBHOMN AESTEIbHOCTH.
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5. UudgopmanmnonHoe odecnevyeHue

nepeyeHb y4eOHbIX M3JaHHM, AJIEKTPOHHBIX W3JIaHUM, 3JEKTPOHHBIX U MHTepHeT-
pecypcoB, 00pa30BaTENbHBIX MIATPOPM, dNEKTPOHHO-OMOINOTEUHBIX CUCTEM, BEO-
CUCTEM JJsi OpraHu3alyl AUCTAHIMOHHOTO OOyYeHHs U YOpPaBICHUS UM,
UCIIONIb3yEMbIE B 00pa30BaTEIbHOM IPOLIECCEe KaK OCHOBHBIE U JOMOJHUTEIHHBIC
HUCTOYHUKH.
OCHOBHBIC HCTOYHHUKH:
1. byono A.A., [Ilpxeropiunckuii B.H., CaBunkun O.A. OCHOBBI
uHpopmarmonHoit 6e3onacHoctu. — M.: Akagemus. 2019-256 c.
JlonoJIHUTeIbHbIE HCTOYHUKU:
2. @enepanbHbiiizakoH PO «O6 wuHdopmaiiumy, UH()OPMAITMOHHBIX
TEXHOJIOTUAX U 0 3amuTte nHpopmarum» ot 27.07.2006 Ne 149-D3.
3. bezdoroB A.A., SxoBiaeB A.B., MaprembsnoB 0.®. beszomacHOCTh
onepannoHHbIX cucreM. M.: I'emmoc APB, 2008.
4. bopucoB M.A. OcoOeHHOCTH 3alUTHl MEPCOHATBHBIX NAHHBIX B TPYIOBBIX
otHomeHusax. M.: JIuGpokom, 2012. — 224 c.
5. I'ybenxoBA.A.NudpopmanroHHas0€3001acCHOCTh BBIYMCIIUTENBHBIX  CETEM:
yue0. mocobue / A. A. I'ybenkos. - Caparos: CI'TY, 2009. - 88 c.
6. Kynakos B.I'., T'arapun M.B., u gp. Hudbopmanuonnas 06e30macHOCTh
TEJIEKOMMYHUKAITMOHHBIX CUCTEM. Y4eOHoe nmocooue.-M.: Panuo u cBs3b, 2008

7. Mak-Knap  C., CxkemOpeii [Ix., KypTig . Cexpersl XaKEpPOB.
be3zonacHoCTh ceTeil — rotoBbie penienus, 4-e u3a. — M.: Bunbsimc, 2004. — 656
c

8. Mamok A.A., Ilasuzun C.B., I[Toroxkxun H.C. BBenenue B 3ammuty nHpopmaiuu
B aBTOMAaTH3UPOBaHHBIX cucTemax: Yueb. [locobue st By30B.- 3-€ u3l., cTep.
M.: I'opsiuas nunus, 2005.- 147 c.

9. MenbaukoB [JI. WudopmannonHas 0e30macHOCTh OTKPBHITBIX CHUCTEM.-M.:
®opym, 2013.

10.ITnatonoB, B. B. IIporpamMmMHo-anmapaTHbleé CpeAcTBa  oOOecreueHus
nH(OPMAITMOHHOW 0€30MaCHOCTH BBIYUCIUTENBHBIX ceTel: Y4eb. mocobue s
CTyn. BbiculL. y4eO. 3aBeaenuii / B. B. [lnatonos. — M.: Axagemus, 2006. — 240
c.

11.Cesepun  B. KowmmiekcHas 3ammura uHQOpManvu Ha MOpeanpustaud. M.:
I'oponen, 2008. — 368 c.

12.Ckpunauk  JI. A. OOmme BOIPOCHl TEXHUYECKOW 3alluThl HHGOpPMAIUU:
ydyeoHoe nocobue / Ckpunauk J[.A.—M.: HNHTepHeT-YHUBEpCUTET
Nudopmarmonnsix Texunonoruit (MHTYUT), 2016.

JJIeKTPOHHbIE U31aHus (3JIEKTPOHHbIE Pecypchl)

1. UupopmanimoHHO-CTIpaBOYHasi cHCTeMa [0  JIOKyMEHTaM B  o0iactu

TEXHUYECKOH 3a1uThl nHpopManuu www.fstec.ru

NudopmarmonHslil moprtai mo 6ezonacHoctu www.SecurityLab.ru.

Poccuiickuii OnoMeTpuueckuii moprai www.biometrics.ru

Caiit xxypHana Mudpopmarimonnas 6e3omacHocTs http://www.itsec.ru —

CnpaBouHo-1ipaBoBas cucrema «l'apant» » www.garant.ru

Nh WD
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6. CrnpaBouHo-nipaBoBasi cucrema «KoucynpranT Ilmroc» www.consultant.ru 9.
denepanbHas CIy)0a MO TEXHUIECKOMY U AKCTIOPTHOMY KOHTPOJTIO

7. (DCTOK Poccun) www.fstec.ru

[Mudposas obpazosarenvuas cpena CIIO PROFo6pa3oBanue:
1. Jloxxaukos, I1. C. ObecneueHne O€30IMaCHOCTH CETeBOM MHMPACTPYKTYPhI HA
OCHOBe omepanroHHbIX cucteM Microsoft : mpaktukywm / I1. C. Jloxxaukos, E. M.
MuxaiinoB. — 3-e u3a. — Mocksa : MatepHeT-YHuBepcuter MHbopMannmoHHBIX
Texnonorut (MHTYUT), At [lu Ap Menua, 2020. — 263 c. — ISBN 978-5-4497-
0666-9. — Tekct : »dACKTPOHHBIM // DIJIEKTPOHHBIM pecypc IMdpoBoi
obpazoBarenbHori cpenbl  CIIO  PROFoGpaszoBanme : [caiit]. — URL:
https://profspo.ru/books/97553 (mara obpamenus: 12.11.2020). — Pexum goctyna:
1t apropusup. [lonb3oBarenen
2. ®omun, [[. B. Nudpopmarmonnas 06€30macHOCTh : y4eOHO-METOIUYECKOE
nocoOue I CTYACHTOB 3a04HON (OpMBI OOyYECHHS HAMPABICHHUS IMOATOTOBKH
38.03.05 «busnec-unpopmatuka» / J[. B. ®omun. — CaparoB : Byzockoe
obpaszoBanme, 2018. — 125 c¢. — ISBN 978-5-4487-0299-0. — Texkcr
ANIEKTPOHHBIN // DIEeKTPOHHBIN pecypc nudpoBoii obpazoBarenbHoOi cpenbl CIIO
PROFob6pazoBanue : [caiit]. — URL: https://profspo.ru/books/77318 (nata
obpamenus: 13.11.2020). — Pexxum mocTyma: j1si aBTOpU3UP. MOIH30BaTENEH
DJIEKTPOHHO-0MO0IMOTEYHAsSI CHCTeMAa:
I[PR BOOKS
https://www.iprbookshop.ru/89443.html
https://www.iprbookshop.ru/6991.html

Be0-cucrema s opraHM3anMy  JIMCTAHUMOHHOIO O0y4YeHMsT W
ylpaBJIeHUS UM:

Cuctema auctaniimonHoro ooyuenuss OI'ATIOY «AJiekceeBCKUM KOS
http://moodle.alcollege.ru/
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